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1 Introduction

In recent years, the Internet and its protocol suite the TER4ve had unprecedented success
and impact on the way we interact and communicate. The letéras become the single global
and most successful network used by millions of computersrat the world.

Currently, because of the lack of precise analytic methoelisyork engineers have to rely on
heuristics and overprovisioning when they want to desigmanage TCP/IP networks. These
methods are not cost efficient, especially not in wired anméless access networks.

Precise analytic models are needed, but state of the it taaid performance models are
based on too many simplifying assumptions rendering thesdets not suitable in practice.
Dimensioning methods, for example, are usually based ogrmétistic bounds, or the traffic
sources have to possess very strict statistical propefttes most important such properties are:
identically distributed, short-range dependent, fit pagtim distributions, etc. Real network
measurements proves that traffic sources cannot be easdyilakd with simple parameters, and
the previously mentioned properties do not hold generaly§W93, CrBe96, CTB96, PaFI95].

Current traffic models also suffer from a simplifying asstimp stating that traffic sources
are independent, thus the usual step when modeling a nefadokdecompose it as a mash
of individual traffic flows and a network queues. This coni@mdl method, unfortunately, also
proved to be not applicable when modeling the Internet. @aes complex feedback algorithms,
which make the model components dependent on each othemdsgtemportant such algorithm
is the Transmission Control Protocol (TCP), which carriesr®0% of the total Internet traffic
today. The TCP feedback algorithm is still not well undesstoand although some important
laws have been laid down [MSMO97, PFTK98], these result ot been generalized, nor
have been applied to network engineering or dimensioning.

Making service guarantees work does not mean just propamonetdimensioning. Espe-
cially not in case of wireless networks, where capacity & jpne resource that needs proper
control. Because of radio propagation, transmitting stetimust cooperate in an efficient way
so that the available air capacity is optimally shared antbegdemands, interference is mini-
mized, and retransmissions due to collisions are minimigadrent methods in this field apply
very strict central control algorithms to achieve theselg@lsloPa92, GPRS, NLB99]. The
centralized approach is not efficient for non-centralize<hac networks. The major limitations
of centralized algorithms are the same as in case of covaitdimensioning methods: they
assume simple, predictive sources that are independeatbfather.

To summarize the introduction, we argue that proper resocoatrol in the Internet, either
we consider wired or wireless networks, is faced with thees&my challenges: to find more
practical models based on better understanding of theaktien between traffic sources and
network mechanisms.

2 Objectives

The objective of this thesis was to analyze the interactioma@deling components, and to de-
velop practical performance management methods basedeameth insights gained from the
research.



Thefirst goal of my research was to investigate the statistical progefeTCP connec-
tions competing with each other and sharing network ressungth background traffic streams.
The motivation behind this goal was that existing Call Adsioa Control algorithms and QoS
schedulers have disregarded the impact of TCP protocolenstétistical properties of the man-
aged traffic flows. It used to be common belief that the TCP raeisins have only small-scale
impact on the statistical properties of aggregate or iddial traffic streams. My argument was,
however, that this assumption had not been proven satisiigceind TCP might have important
effects not just on the small, but also on large spatial and scales.

Based on the new insights, mgcond goalvas to develop better performance management
methods, that would be more robust, deliver better QoS andidia® more resource efficient. In
this thesis, | classified two distinctly different perfomta management frameworks for wired
and wireless TCP/IP networks. The specialties of the rabdemoel require special wireless
control protocols (e.g., wireless Medium Access Contraljesl for the wireless channel with
different properties than wired scheduling algorithms.adidition, the statistical properties of
traffic in wireless networks may be different than in wiredwrks due to host mobility. On
the other hand, both wired and wireless networks share &lthessame higher layer TCP/IP
protocols and applications, thus most of the results frorR/Ttraffic modeling can be applied
for both wired and wireless scenarios.

In summary, | set the following objectives in my dissertatio

e Analyze the dynamics of TCP connections competing with edlcér.

e Analyze the statistical properties of TCP adaptation amddbnnection between self-
similarity and TCP control algorithms.

e Develop robust resource management and control algorithmgired and wireless Diff-
Serv networks based on realistic assumptions on the piepartd behavior of the traffic.

3 Methodology

The objectives presented before set the main requirementhd methodology | used in this
dissertation. To achieve the goals, | applied a combinaifanathematical modeling, network
simulations and network measurements.

The primary methodology was mathematical modeling to éistabound basis for the pro-
posed performance management algorithms. For the evaluztT CP behavior, | applied math-
ematical tools fronthaos theory, fractal theory, and control theorhe research on DiffServ
guarantees required probability bounds on packet loss alay,dvhile only minimal assump-
tions can be made on the statistical properties of traffe@astis. This requirement motivated the
use ofLarge Deviation theonand a class ofhernoff bounds

Mathematical models are always “distilled” versions ofli{ida mechanisms that focus on
the important and disregard the less important aspectsatifyte Probably the most serious
mistake a researcher can make is that he or she misses totmalkecount an important property
present in real life when developing a mathematical modethils thesis, | put special care to



ensure that both the assumptions used in the models andribkeisions derived from the models
are compared with measurements and simulations of readistinarios whenever possible.

To achieve this objective, | performed simulation stud@ersure that the findings are not
just artifacts of a simplified mathematical model. The bemdfsimulations was that it allowed
me to perform a large number of simulation runs in a well-calgd environment where the
parameters of the simulation can be arbitrarily adjustedseld simulation techniques in three
sections of my dissertation. | applied detailEGP protocol simulatiorfor the investigation of
the TCP protocol. For the analysis of wireless DiffServ scars | used combined simulation
of 802.11 DCF MACandTCP protocolswith a simplifiedradio channel modell used the same
simulation platform, the NS [NS] simulator for the simutatistudies.

To ensure that the analyzed scenarios are realistic, |ipeebmeasurements in a number of
real networks. The real network measurements compriseall wfde-area Internet connections
between Columbia University, Ericsson Hungary and dozéserwers in Europe, Australia and
USA, (ii) modem access linest Ericsson Hungary, and (iii) a special purpd@eless LAN
testbedbuilt in the COMET laboratory (Columbia University, New Yor



4 New Results

I.  The Chaotic Nature of TCP Congestion Control [J4, C2, W3]

Previous work on TCP modeling is based on stochastic magiedchniques [MSMO97] [PFTK98]
[Mor97]. | found that if | approach the problem using deterisiic modeling techniques, we
can explain several real-life phenomena that cannot bersitwiel using stochastic models. My
main contribution was that | demonstrated that the endatb-@ngestion control used by the
TCP protocol, while competing for networking resources)agates deterministic chaos.

| analyzed the following, most important chaotic phenomienBCP/IP networks:

¢ | reconstructed the fractal attractor of a system congjstihcompeting persistent TCP
flows.

e When the system is in the chaotic regime, | showed that thiemsysxhibits extreme
sensitivity to initial conditions.

¢ | demonstrated the existence of phase transitions betwesatic and non-chaotic states.

e | demonstrated that for certain parameters TCP dynamiatupeoself-similar traffic.

Thesis 1.1 Reconstruction and Analysis of the System Attraor of Competing TCPs [C2,
W3], Ch.2.21

| introduced a method to visualize the trajectory of a systamsisting of two greedy TCP
flows sharing a single, finite sizé3(packets) bottleneck buffer of constant service rétg (I
reconstructed the attractor of this system using the tiniftedhpast values of the congestion
window variables fwnd) of the TCP sender hosts.

The result is a multidimensional vector that is projectednt 2D plane by averaging the
valuesX = 1/n(z¢ + x4—5 + ...). The resulting graph of the 2-TCP configuration is given by:

ofi) = > owndyfi - @
olil = > cwndy i — @

wherez andy denote the two TCPsu controls the scale over which the congestion windows
are averaged, the larger the value is, the more hidden diorensan be reconstructed.
This new analysis method has the following properties amefits:

e previous methods analyzed TCP dynamics always in the tiomeagh, this method enables
the analysis in the phase space;

'References for conference papers start with letter ‘C'rrjals with ‘J’, workshops with ‘W’, standardization
and patent publications with ‘P’. References to the chaptethe thesis are marked wittulic.



e the attractor of the system can be reconstructed by mamjf@isimple parameter of the
TCP state machine, the so-called congestion window;

¢ periodic systems can be differentiated from non-periogéteans because they have closed
loop representation in the phase space;

¢ | demonstrated that although the system is completely ménéstic, the resulting dynam-
ics is non-periodic for certain parameters, in which caserétonstructed attractor had
fractal Box-counting dimensioh < D < 2

To validate the method, | performed simulation and testbedsarements:

¢ In a simulation study, | investigated the dependence ofdkalting attractor to different
network configurations. (See Figure 1)

¢ | demonstrated that periodic and non-periodic behaviopageent not just in simulation
models but also in real networks. Four different configoraihave been analyzed; these
demonstrated stable periodic behavior, sensitive behaien the system is on the edge
of chaos, non-periodic chaotic behavior, and chaos with IpRiperties.

Figure la shows the trajectories of periodic TCP flows, rgmted by closed loops. Fig-
ure 1b shows the trajectories of a different network of T@Rsch shows no periodicity over 4
hours of simulation.
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Figure 1: Attractors of two competing TCP sources.



Thesis 1.2 Analysis of the Sensitivity of TCP/IP Networks tdnitial Conditions [J4, C2,
W3], Ch.2.4

| introduced a new measure to determine the sensitivity d?/TZnetworks to initial conditions.
| introduced a new analysis method to derive this measurgyusiseries of special, directed
network simulations. This new measure reveals that a nktwbl CP connections may be
controlled by minute control actions, and this sensitizigyn be evaluated numerically.

A summary of the directed simulation method to calculate theasure is the following:

e The same configuration is simulated many times, and a sirg/einpation happens in
each simulation run by artificially increasing the congastivindow of one of the TCPs
with just one packet.

e The measure is calculated as the average maximum exponieat wéjectory:
A=F [max A(to, z)] (3)

e The local exponent a is:

. 1 Eto—f—At)
)\(to,z)zgln|(f|

whereg; is the size of the perturbation which happengyat

(4)

¢ | defined the distance between the two systems at tiagethe Euclidean distance in the
congestion windowdwnd space:

N

E(t) = | Y _(woria (i, t) — wrert(i,t))? ®)

i=1
wherew(i, t) is the congestion window of thi#h TCP at timef.

This measure is analogue to the Lyapunov exponent used anugal systems. With this
new method, | analyzed several network configurations usimglations, and reported the fol-
lowing new results:

e In certain configurations, external, small perturbatioimsigish after a while.

e There are cases, when the system exhibits extreme sdmgsitivémall perturbations, in
which case, | measured a positive exponent.

Thesis 1.3 Chaotic TCPs can be Sources of Traffic Self-Simiigy [J4, C2], Ch.2.5

I demonstrated using simulation that TCP competition fitsah be the source of statistical
self-similarity. This finding contradicted existing expédions that required the existence of
heavy-tailed file sizes. | simulated a network configuratiothe chaotic regime, and recorded
the amount of sent bytes in non-overlapping periads).

The analysis revealed that the time series was statistisalf-similar with the following
properties:



The m aggregated absolute values of the time sefi¢s = Wlm fo:/’l” ‘X(”“(k) -
Ly X(i)‘ increased akg (™ ~ (H — 1) log m for largem, with estimatedd ~
0.79.

The spectral density of the time serigs\) = 31| >N Xje'
haves ad (\) ~ |A|'~2 at the origin, withH = 0.81.

2
‘ . The spectrum be-

The rescaled adjusted range statistics (R/S) [TTW95] pexbian estimation off =

0.813.

The wavelet analysis method [AbVe98] estimatdd= 0.787, with 95% quantiles at
[0.754,0.819].



II. Propagation of Self-Similarity in the Internet [J2, C3, W2]

In the previous thesis | discussed a new, chaotic modelipgoagh to TCP modeling. | found
that TCP dynamics can cause not only seemingly random tifidfituations, but for certain
parameters it can generate statistically self-similaetsaries. This finding provides a signifi-
cantly different explanation to self-similarity found ihe Internet, while it does not contradict
with previous work. Previous research explains the ememgehself-similarity with stochastic
reasons, for example, heavy tailed distributions in highgers of the TCP/IP protocol stack
[CrBe96] [CTB96] [PaFI95] [TWS97] [WTSW97].

In this thesis | discussed another role of TCP in the widdéesemergence of self-similarity
in the Internet. | showed that TCP, apart from generation,aiso propagate self-similarity be-
tween distant areas in the Internet. This means that evikeri tare no reasons for self-similarity
at a certain point of the network, for example, heavy-taflledsizes or chaotic competition, it is
still possible that traffic fluctuations become self-simiae to the propagation effect. | found
that TCP propagates any kind of self-similarity, regarslieShow it is generated. In addition, it
was shown that TCP propagates other kinds of correlatioictstres as well, not just long-range
dependence. | also analyzed the impact of self-similaritgmd-to-end TCP dynamics, how the
end-user perceived rate fluctuations depend on the endédt@ath properties, and what are the
limitations of propagation.

Thesis 2.1 Measure of TCP Adaptivity [J2, C3, W2](Ch.3.2

| presented an analysis method and investigated the aiteptfficiency of the TCP conges-
tion control algorithm to dynamic network conditions in thhequency domain. | introduced a
new adaptation measure and proposed a method to measuvelth@sin real-life networks or
simulations. (See the configuration in Figure 2).

| introduced themeasure of adaptivity curv®(f) to describe the efficiency of the TCP
congestion control algorithm adapting to changing netwamkditions on several frequencies
denoted byy:

D(f) = Stcp(f)/sbackground(f) (6)
whereSyqckground(f) IS the spectral density of the background traffic rate p®ags.1ground(f, 1)
and S;.,(f) is the spectral density of the adapting TCP rate process,crground(f,t) =

asin(27 ft + a) + m wherea is a uniformly distributed random variable betwel@n2r] at
frequencyyf.

TCP stream Router A Router B

Measurement point
background stream

Figure 2: Simulation model for the test of TCP adaptivity.

Based on this analysis | reported the following new results:
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| performed a large number of simulations for a wide rang¢ & calculateD(f), and
| found that the shape of the adaptivity curve is the samehflembost widely used TCP
versions (Tahoe, Reno, NewReno, SACK, Reno with delayed ACK

| found that the shape of the curve has a characteristic tiahe®;,, over which adaptation
is perfect: D(f) — 1 asf — 0.

Below T the TCP congestion control is unable to adapt.

| presented an analytic calculation that estimates thisatheristic timescale:

Ty =1/fo ~ RTT x (B + Cd)/2 (7)

where buffer size is denoted by, service rateC and propagation delay %, and the
round trip time isRT'T = B/C + d. This calculation was verified using simulations.

The adaptivity curve of TCP is shown in Figure 3 for severabians of TCP.

o
©

o
o

A—74A New Reno
&— SACK
r +—+Reno w delayed Ack

measure of adaptivity

I
~

0.2 -

10 107 10™ 10°
frequency [1/s]

Figure 3: Measure of adaptiviti)(f) as a function of the frequency for several TCP variants.

Thesis 2.2 TCP approximates a Linear System and PropagateI& Similarity[J2, C3, W2],
Ch.3.2,Ch.3.3

| showed that a TCP flow passing through a bottleneck buffiereaapproximated with a low-
pass linear system in the sense that TCP takes over theatamestructure of the background
traffic through a linear function approximated by the measfradaptivity D(f) in that con-
figuration. The most important implication is that TCP prggi@s self-similarity inherited in a
bottleneck buffer to other parts of the Internet.

Using simulational analyses | presented the following prtps of TCP systems:

e | demonstrated by simulation that when the background gsot® a composition of a
discrete number of narrow frequency processes, the TCRB talar the spectrum of the
composition according t®( f).

11



e | demonstrated the linearity property by simulations tlmatered a large range of relative
frequencies.

¢ | demonstrated by simulation that the system adapts to tidora White Noise process
as a low-pass filter.

¢ | demonstrated by simulation that if TCP traverses a link nehbe traffic shows self-
similarity, it adapts to it with a spectral response equah&spectrum of the self-similar
traffic. Self-similarity is “propagated” all along the TCBrmection path. | verified this
argument with spectral analysis of the TCP traffic time senmasured before the con-

2
gested buffer. The spectral density of the time sefieg = 51 Zf: L X;eA . The
spectrum behaves d$\) ~ |A\|12 at the origin, wWithH ~ Hpuekground-

8.0 T T T T 8.0

6.0 6.0

40 - 4.0

log10(S(f))

log10(S(f))

20 - 20

0.0 . . . . X . . . .
-5.0 -4.0 -3.0 -2.0 -1.0 0.0 -5.0 -4.0 -3.0 -2.0 -1.0 0.0

log10(f) [1/s] log10(f) [1/s]
Figure 4: a) Power spectrum of background traffic= 0.8. b) Power spectrum of TCP traffic
adapting to the FGN, estimatddl = 0.8.

Thesis 2.3 Adaptive Short-Rage Dependent Traffic PropagaseSelf-Similarity [J2, C3],
Ch.3.3

| proved analytically that if short duration TCP connecti@ne multiplexed with LRD traffic (see
Figure 5), the covariance of the aggregate traffi¢) decays asymptotically as the background

LRD process:
yA(T) ~ P as 15 (8)

where the autocovariance of the background traffic decagsptstically asyz(7) ~ 7757 as
T—00,0< B <1
Simulations and real-life measurements verified the residlthe investigation:

e In a simulation study, | investigated the superpositiorigiitttailed TCP connections and
self-similar background traffic flows passing through a cammbottleneck buffer, and
using statistical tests | showed that the light-tailed aggte inherits self-similarity.

12



e The results were verified in the real Internet, where a largaber of short TCP connec-
tions were created between two distant hosts in Europe and &A.

Router 1 (C1,B1,d1) Router 2 (C2,B2,d2)

1 I
B Iy

rn
On/Off TCP streams

background stream

Figure 5: Simulation model of light-tailed TCP traffic mpléxed with self-similar background
traffic in the bottleneck buffer.

Thesis 2.4 Spreading of Self-Similarity in the Multi-Hop Case [J2, C3],Ch.3.4.1

| proved analytically that if a TCP traverses several bgffen its path (see Figure 6), it is the
largest Hurst exponent among the background LRD streamBeolinks that characterizes the
TCP connection’s correlation structure:

ya(rT) = 7~ minibi s 7 — 0o 9)

where he end-to-end TCP session congestion indicator $saued the congestion indicator of
routeri are A(t) and F;(t) respectively, the autocovariance of the TCP procesg ($) and the
Hurst exponent of; (¢) is ;.

Router 1 Router 2 Router N

e

LRD H, LRD H, LRD Hy

TCP stream

Figure 6: A TCP connection traversing multiple hops withépendent background LRD()
inputs.

| verified by numerical analysis that the above relation $® @tue for the rate processes and
not just for the congestion indicator processes in caseatifstally independent synthetic FGN
background traffic processes and ideal TCP adaptation.

Thesis 2.5 Spreading of Self-Similarity among Adaptive Conections in Multiple Steps
[J2, C3],Ch.3.4.2

| analyzed whether the self-similarity caused by adaptat@n be passed on to adaptive traffic
streams that have no direct contact with the source of salfesity. The analysis investigated a
simple network configuration, see Figure 7.

| presented analytic results for the following extremeesas

13



direct stream

indirect stream
FGN stream

Figure 7: Network model for the investigation of self-sianity spreading. Both links have the
same capacity'.

e | proved that spreading of self-similarity is “perfect” e rate of the background LRD

stream is always greater th&y2: Hgy, = Hingir = Hran, Where Hy;,., Hipgir and
Hprqn are the Hurst exponents of the direct, indirect and the backgl streams respec-
tively.

e If the rate of the background process is always smaller tHan, then self-similarity
disappears from both adaptive streams.

The assumptions for the analysis were:
¢ both adaptive streams adapt ideally(f) = 1 asf — 0;
e buffers are shared in a max-min fair manner.

| investigated by simulation the non-trivial case, when e fluctuates around'/2, and
demonstrated that self-similarity can still be passed dhédndirect stream.

14



lll. Resource Management for Differentiated Services Netwrks [C1, C4, PS3,
W1]

| introduced a set of measurement based resource estinragtimods for Differentiated Ser-
vices (DiffServ) networks based on the effective bandwadthcept, first discussed in [GAN91]
[Kel96] [GiKe97]. The methods are suitable for both traffiggeering and admission control
purposes and are suitable to be implemented in routerswidtindbrokers or in off-line traffic
engineering tools.

The theoretical basis of my work is the effective bandwidtbary introduced by Frank
Kelly. The definition of the effective bandwidth is the foling:

Definition 1 Theeffective bandwidth of a traffic flow aggregate i8 W if the rate process of the
aggregate traffic exceeds this value with probability Iésse. Denote the rate of the individual
flows by stationary and independent random variablges £k =1... N:

N
Pr (Z X > BW) <e. (10)

k=1

The objective of resource management is to maintain theeapmbability in the network
by regulating the amount of admitted traffic, by allocatimgpegh resources to accommodate
the demand, or both. In either cases, it is important to pedgiestimate the effective bandwidth
BW.

The novelty of my work is that the resource estimation mesrar@ better suited to the spe-
cialties of the DiffServ environment than prior work. Theanmathematically derived bounds
that are presented in this thesis can be grouped accordimigere they fit into a router architec-
ture:

e For Assured Forwarding queues, | presented three bountbhdba different complexity
and performance. These bounds are more robust theorngticalt previous methods and
can be easily implemented.

e For delay sensitive, so called Expedited Forwarding quduysesented two bounds, that
differ in the numerical complexity and the method of how tharses have to be policed
(class of leaky bucket policers).

e Finally, | presented a combined DiffServ router architeetwhere the resource sharing
between assured and delay sensitive queues was taken @otanac
Thesis 3.1 A Tight Effective Bandwidth Bound for Assured Forvarding Classes Based on
the Aggregate Load Measurement of a DiffServ Queue [C1, P3{)h.4.2.2

Assured Forwarding queues are used by Internet applicatieat are throughput sensitive but
less delay sensitive. | analyzed an Assured ForwardingSBiff queue, where, for scalability
reasons, only the aggregate average rate is available aasarament:

15



| presented a new improved effective bandwidth formula ased form:

N hy N
BWA(S) = E In <M - Zk:l eShk1> — 1 Zln ( I 1) — lnie) (11)

s N s & eshr —

wheree is the maximum saturation probability, the peak rates ofd$lbw= 1... N arehy,
and the mean rate of the aggregaté/s

| derived a closed form approximation for the optimalalue:

N N
8y 5 2
Sopt = 4| = whereH = E hr andH = E hi  (12)
\/H — (2M — H)*/N — —

| proved analytically that my bound is more optimal than thevipusly proposed Hoeffd-
ing bound, but has the same statistical properties and edbas the same mathematical
assumptions.

| analyzed numerically on a realistic but random traffic ntiattthe gain of using the

improved bound over the Hoeffding bound is significant whenttaffic is biased towards

either high or low mean-to-peak ratios. A real Internet roeament was presented which
supports the assumption that such traffic classes are tlualyp

Thesis 3.2 Improving the Effective Bandwidth Bound for Assued Forwarding Classes by
Measuring the Aggregate Rate Variance [C1]('h.4.2.3

| presented a more optimal resource estimation bound for ssurkd Forwarding DiffServ
gueue, where the average rate and the variance of the atgteaféic rate are both measured.
Compared to the previous method, this enables even betfieatinn of the statistical multi-
plexing gain, while only small additional complexity is teéced in the routers.

| derived a closed form effective bandwidth formula using tariance:

N h?
N 2 - J
S + ijl CShj —Shj—l eshk _ Shk _ 1

1 vy
1% . + M+ -
BWY(s) = S kg 1ln N hi M S (13)

where theh are the peak rates of flowks= 1... N, the mean rate of the aggregaté\is
and the aggregate varianceSs

| derived a closed form approximation for the optimal

18y
Sopt = — . (14)
98 + H — H2/N

| showed by a numerical example that the derived bound caigh#isantly tighter than
the Hoeffding bound and my previous bouBdV 4.

In addition, this new bound is theoretically more robustitbaunds based on the Central
Limit Theorem since it does not require large number of flows.

16



Thesis 3.3 An Improved Bound using Measurement Groups [C4, W], Ch.4.2.4

| analyzed an Assured Forwarding queue where packets amestly classified to a small
number of groups-, and measurements can be performed on a per-class basis tiB#mumber
or groups is small and fixed, this architecture is still soll@nd easy to implement, on the other
hand it enables even more optimal resource management. dltioad there is a convenient
possibility for the router vendor to trade efficiency witgolexity.

e | derived a closed form effective bandwidth formula using-geup average measure-
mentsiM;, i = 1..G:

G hy N
1 M+ pen, =it 1 hy. ~y
BWEC(s) == i1 re kol ) 2N L. @as
(s) znn< < SZn(eshk_J*s (15)

k=1

whereH; = ZkeAi hi. Flowsk = 1... N are grouped intd- groups:4;, i = 1..G. Let
n; = |A;| denote the number of flows in group

e | derived a closed form approximation for the optimanalytically:

8y

G

S = 1| = 16
ot \/H—Zle (2M; — H;)? /n; (16)

e The proposed bound is theoretically tighter than the Haedfdr the H4 bound.

e | proposed a heuristic grouping strategy, where flows thee fgmilarV (k) = my +
hy/(e" — 1) are grouped together.

e Using this grouping strategy, | numerically analyzed a mandlow mix, and show the
amount of gain that can be utilized by increasing number ofigs, hence increasing the
implementation complexity.

e | proposed a set of grouping strategies that require no perdtate in the schedulers, but
helps to get the most gain from grouping. | presented an ekabgsed on a real Internet
measurement.

Thesis 3.4 A Class of Probabilistic Delay Bounds for Expedé#d Forwarding Queues De-
scribed by the Effective Load [C1],Ch.4.3.1, Ch.4.3.2

In a DiffServ architecture, Expedited Forwarding queuesesdelay sensitive traffic. The traffic
sources are controlled using traffic policers. | analyzedgioblem of guaranteeing delay in
an Expedited Forwarding queue shared by random flows. Tlenation for the estimation
algorithm is limited to the admitted policer parameters trelaggregate queue measurements.
In this thesis, | presented a generic bound for delay classtsan be fitted with a number of
bounds to arrive at practical closed form estimations.

17



¢ | defined a new measure, the effective load of a traffic agteed¥t) is the effective load
of a traffic aggregate, if it satisfies (for> 0)

Pr (Z Xult] > B(t)> <e (17)

where the number of bits sent by flowinto the network during a time interval of length
tis Xi[t], k =1... N, and the average rate of flowis m; = EXy[t]/t.

¢ | derived a probabilistic bound for delay sensitive traffggeegates serviced by a First
In First Out scheduler using the effective load. The delag queue of service rat€ is
probabilistically bounded by, .. if:

B(dmaz) S Cdmaz (18)
e The bounds derived for Assured Classes can be reused tdatalBudepending on what

types of measurements are available. | presented one exathpl Hoeffding bound,
which takes the following form:

N
BH(t J % kz hkt oL + pkt) (29)

BA(t), BY (t) and B%(t) are similarly derived fronBW4, BW" andBW ¢,

Thesis 3.5 A Tight Probabilistic Delay Bound for Expedited Forwarding Classes Described
by the Probability Occupancy Curve [C1], Ch.4.3.3, Ch.4.3.4

| presented a more optimal resource estimation method fay densitive queues, which relies
on a more complete analysis of the queue occupancy praisillhis method, although more
optimal, it is also more complex numerically.

e | defined the probabilistic queue occupancy curveO(t) is defined as a probabilistic
upper bound on the queue lengt), t seconds after the start of a busy period:
Pr(Q(t) > AO(t)) <e (20)
wheret is measured from the beginning of a busy period.

¢ | derived analytically a delay bound, which is tighter thea bound based on the effective
load. The maximum delay in the queue is bounded Ry, with probability e if:

1{1>ax AO(t) < Cdpmag- (22)
e Using the above theorem, | presented a closed form boundefay densitive traffic when
flows are policed by leaky bucket policers with parameter). Delayd,,,.. is guaran-
teed in the queue, with probability if the following relations hold:

N
gl
M + §k_1pz< and Z_:,% < Cdpag- (22)

ﬁ
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e Using the above theorem, | presented another bound for delasitive traffic when flows
are policed by more complex leaky bucket policers with pat@ns (hy,o,p). Delay
dmaz 1S guaranteed in the queue, with probabilifyf the following relations hold:

(23)
AOH(tk) < Cdmam (24)
forall k =0... N, wheret; = oy /(h — px), andty = 0, and where
N
AOH (t) = Mt — Ot + % > min (hyt, oy, + pit) . (25)
k=1

e A futher benefit of this last bound that the same algorithm lmamused if flows are de-
scribed by multiple leaky bucket descriptors.

Thesis 3.6 Supporting Multiple DiffServ Classes using Stat Priority Scheduler, Ch.4.4

| analyzed a complex DiffServ router that has multiple q@eireevery interface for several
service classes served with Strict Priority Queuing (SHQ#& DiffServ router architecture fol-
lows a typical router implementation: The router Hagriority levels with one queue at each
level, served in a fixed priority order. L&, ; . . denote the set of flows in queuesb,c, .. ..
The first R (high priority) queues provide different guaranteed delayd; < d;,i < j) with
probability e,. The queuesk + 1. .. L provide assured service with saturation probabilities
(e; <€, R < i < 7). See Figure 8.

delay sensitive queues (R) d2

d_3

e_4
loss sensitive queues (L-R)

e_5

Figure 8: Guaranteeing multiple service classes with SP@dding.

| derived analytically the following new results:

e | presented a bound for Assured Forwarding queues in theeahmhitecture. Denote
BW€[A] as the effective bandwidth of a flow sdtwith probability e. The saturation
guaranteey, is ensured in the assured forwarding quéui

BW* X, k] < C (26)
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where any previously derived form of the effective bandwit” can be used.

e | presented a bound for the Expedited Forwarding (delayitbejsqueues. The delay
limit dg, in queuek, is exceeded with probability less thag if, for vt > 0:

B*[X) k](t) — Ct < Cdy, — B*[Xy._j—1](dk) (27)
where B[ A](t) is the effective load of flow sed and violation probabilitye.

e | proved analytically that using my new bounds the sta@s$tiaultiplexing gain is ex-
ploited not only within a queue, but among queues as well:

k
BW X 4] < S BWA)] (28)
j=1

That is, the amount of resources required for a set of quargedby SPQ scheduling is
less than the sum of the effective bandwidths of individuaffic aggregates in separate
gueues.
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IV. Supporting Service Differentiation in Wireless PacketNetworks [J1, C5, W4]

Wireless packet networks require different methods coetbdén wired TCP/IP networks be-
cause of the specialty of the radio environment. These alpiesi include relatively large bit
error ratios due to interference and radio propagatiorceffeshared channel, scarcity of radio
bandwidth, and host mobility. All of these have impact offfitananagement. In case of wired
networks, a transmission link usually has a well known sereapacityC', which has to be man-
aged to serve several traffic classes. In a wireless envenfnthe channel capacity available
for a node is not constant, and the wireless Medium Access$r@dras to take into account the
effect of shared radio channel, interference, collisimvegrlapping cells, and it has to be aware
of the packets waiting in the queues of other nodes as well.

Previous solutions for QoS provisioning over radio wereelasn inflexible central control,
which is not well suited for picocellular, dynamic, or adelgrenarios.

Because of the above arguments, my goal was to develop a etmpffic control “suite”,
which incorporates methods for robust, flexible and distgd DiffServ packet scheduling and
also resource estimation and traffic control algorithms. melgults are valid for a broad class
of shared channel wireless data technologies, but to betalllemonstrate the benefits of my
solution in practice, | chose a popular wireless LAN tecbgyg| the IEEE 802.11b standard
[[EEE802.11] as the base radio technology. | introducedt afsalgorithms that form a fully
distributed wireless differentiated services networkeliasn:

e adistributed, differentiated services capable MAC;
e adistributed radio resource monitoring mechanism;
e service quality estimation; and

e distributed traffic and admission control.

Each of these components performs a well-defined task antdecamplemented in a fully
distributed manner, without the need of a central host.

Thesis 4.1 Delay Analysis of the IEEE 802.11 Distributed Cadination Function [J1, C5],
Ch.5.2.2

| presented an analytic estimation of the average délzfithe packets sent by a hostin a 802.11
wireless LAN occupied with background traffic. Assumptidtows are independent and the
interarrival times are exponentially distributed.

d=Ud +(1-U)m (29)
whered' is given by:
1_(p)v+1 pv+1 L L
r—ou.T,  .(L 1) —=L 49V S —
d stot (LA + )( oy T¥i,) T, ™ (30)
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whereU is the average channel utilization, the transmission tifth@® packets in the back-
ground isL. Denote the minimum and the maximum contention window ofttbsts adV, ;.
andW,,.. respectively and let = Wi, — 1, v = Winaz — Winin-

| verified the result of the mathematical analysis in a défgiated services wireless testbed
built at the Columbia University's COMET Laboratory. Thetteed consisted of several mobile
hosts equipped with 802.11 wireless LAN interfaces.

Thesis 4.2 Prediction of Available Resources using the Vidgal MAC Algorithm [J1, C5,
w4], Ch.5.3

| introduced theVirtual MAC (VMAC) algorithm, which continuously monitors the wiretes
channel and predicts the quality of service of traffic streavrith high accuracy.

This new method utilizes a novel concept, which is a comimnabf channel monitoring
and channel emulation algorithms. The VMAC is a real-tingoethm running in mobile hosts
and emulates the mechanism of the DCF MAC algorithm in a cetayl passive way using
so-called "virtual packets” streams.

The VMAC has the following benefits:

e The VMAC combines a theoretic source behavior (virtualfitagtream) with the real
traffic pattern monitored on the channel, this way preserigemrecise estimation than
purely theoretic calculations.

e The VMAC enables that precise performance predictions efctiannel are possible by
using virtual streams as predicted future traffic demands.

An example of the operation of the Virtual MAC is illustratedFigure 9. In the core of
the algorithm is an emulated duplicate of the 802.11 DCF MAgorithm that takes as input a
snapshot of the monitored channel state and an arbitraggmtof non-real (virtual) packets in
real time. The algorithm emulates the DCF algorithm for thieial packets and as the output is
delivers loss and delay statistics.

The VMAC algorithm was verified using simulations and tedtbeeasurements as well:

e The simulation study consisted of a large number of simdlatebile hosts running the
VMAC algorithm in the presence of a random traffic mix of TCRI&fDP streams.

e The VMAC algorithm was implemented and tested in the COMEihted at the Columbia
University.

Thesis 4.3 Distributed DiffServ Enabled Wireless Mac [J1, G, W4], Ch.5.2.3, Ch.5.2.4

| proposed a modification of the Best Effort IEEE 802.11 DG#eaMAC algorithm [IEEE802.11],
which extends the MAC with distributed DiffServ capabilitfhe modification is based on the
tuning of theContention WindowWCW) parameter of the DCF algorithm. Hosts sending packets
in different DiffServ classes set differeGW parameters.

The proposed distributed DiffServ MAC maodification has tbloiving benefits:
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Virtual packet Packet "Sent"

| Virtual MAC delay
l defer
- —
‘ ’_‘ | Channel State
RTS E DATA
CTSD D ACK

- =

Virtual Packet (with overheads)

Figure 9: An example of the operation of the Virtual MAC algom. The channel state indicates
an idle (state is high) or busy (low) channel. A virtual packeives during a busy period and
the deferred timer is decremented during a short idle peaad virtual transmission happens
during the next idle period, when the deferred timer expires

e The new algorithm provides “soft” service differentiatitivat suits DiffServ architectures.

e The proposed algorithm is fully distributed, and does nquine any central entity, and it
can be used in ad-hoc networks as well.

e The new algorithm supports bursty traffic, not just constats traffic as the original PCF
algorithm.

e The algorithm ensures service differentiation also whédlraceas overlap.

e The new algorithm can be implemented in the firmware of exgstiireless cards and the
algorithm interoperates with existing Best Effort cards.

| evaluated the proposed modification using mathematicallyais and simulation:

e | built a complex simulation model to evaluate the distréaliservice architecture in a
realistic scenario. My simulation analysis demonstrated €ven in such complex sce-
nario, the distributed algorithms, if used in tandem, cappsut globally stable service
differentiation and absolute, probabilistic delay guéeas.

e The delay analysis of the DCF algorithm presented in theipuswthesis is used to address
the issue of how backoff values impact the average MAC dataydifferent levels of
channel loads. The analysis shows that the proposed Diff8AC modification achieves
service differentiation among traffic classes.

Thesis 4.4 Distributed DiffServ Control Architecture[J1, C5, W4], Ch.5.4, Ch.5.5, Ch.5.6

| developed a DiffServ control architecture for wirelessNig\ This new architecture is fully
distributed, every mobile host implements independerdrélgns. The DiffServ control archi-
tecture includes the following components:
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e DiffServ enabled Wireless MAC.
e VMAC to provide performance predictions.

e A Virtual Source(VS) algorithm, which builds on top of the VMAC and estima@eS
statistics as seen by the applications. The VS feeds the VMAICa realistic stream of
virtual packets.

¢ | introducedprobabilistic delay curveshat are obtained using the VS algorithm and de-
scribe the relation between session rate and achievalag siigltistics, e.g., average delay
and variance.

e | proposed an admission control algorithm, which runs inngvaobile host and base
station, and decides on the admission of real-time traffiwfloThe admission control
algorithm bases its decision on the results from the VMAC ¥8dalgorithms.

| verified the precision of the virtual algorithms by simitais and also in an experimental
IEEE 802.11 testbed under realistic network scenarios sirhelations consisted of several base
stations and mobile hosts generating a traffic mix congjstinvoice and TCP traffic streams.

5 Application of the Results

The objective of this thesis was to discuss, analyze, andovepseveral aspects of TCP/IP net-
works in the context of performance modeling and resourceagement in wired and wireless
Differentiated Services networks.

The chaotic modeling technique presented in Chapter 2 sllsto understand TCP dynam-
ics in a unified modeling framework by explaining previousparately modeled phenomena,
such as phase effects, synchronization and apparent rax@3smA possible future application
of research is to make use of the sensitivity property of theotic system, and develop chaos
control methods as buffer management to improve networdogeance using minute interac-
tions.

Chapter 3 analyzed the adaptation property of TCP congestiatrol. Through a number
of wide area Internet measurements | demonstrated that T@pRagates self-similarity encoun-
tered on its path to other parts of the network where selflaiity would not arise otherwise.
The application of this result is in better resource managemmethods that take into consid-
eration the propagation property when Internet serviceigens would like to dimension or
manage their networks more optimally.

Chapter 4 introduced a set of resource estimation methaodeifed Differentiated Services
networks. | derived several analytic formulae for the eation of required resources to provi-
sion loss and delay sensitive service classes. The spesiaftDiffServ were taken into account,
namely aggregate traffic handling, simple scheduling aatidrconditioning at the edges. The
models behind the methods are based on the assumptionsstétiséical properties of TCP/IP
traffic flows analyzed in Chapters 2 and 3. The developed mistban be used for either admis-
sion control or network dimensioning. | put an effort to luiin previous research results, and
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analyze their weaknesses and strengths from the perspettpractical application in real net-
works. | analyzed a simple DiffServ router implementatiemg SPQ schedulers, but extension
to other types of class based scheduling methods is alsibfmder example, Weighted Fair
Queuing (WFQ) or Weighted Round Robin (WRR).

In Chapter 5, | presented a set of distributed algorithmsffier gervice differentiation in
wireless packet networks. The methods are general to beinsadvide range of wireless
technologies, however, to be able to demonstrate the flysitf the framework, | applied
them as an extension of the IEEE 802.11 wireless LAN standagbssible future application
is to integrate the DiffServ solution with Cellular IP, whiprovides a distributed solution for
mobility management. Recently, there is a new proposediatdrby the IEEE called 802.11e
[MCMKO2], which introduces a modification to the DCF modeledlEnhanced DCF (EDCF).
In EDCF, packets in lower priority must wait a longer waititige before they can transmit on
the channel. Our work predated and influenced the new prdtaadard, which is very similar
to our proposal.
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