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Introduction

V2X (Vehicle-to-Everything) communication marks a signi�cant shift in intelligent trans-

portation systems, enabling real-time data exchange between vehicles, infrastructure,

pedestrians, and networks. With advancements in wireless technologies such as DSRC

(Dedicated Short-Range Communications) [1] and C-V2X (Cellular V2X) [2], vehicles

can now communicate with their surroundings to enhance road safety, reduce tra�c con-

gestion, and improve overall transportation e�ciency. This connectivity allows for many

applications ranging from collision avoidance and tra�c signal optimization to cooperative

driving and autonomous vehicle navigation.

A signi�cant portion of research is dedicated to developing novel autonomous inter-

section control algorithms [3�5] for future implementation. However, challenges such as

delays, interference [6], packet losses [7], signal attenuation [8], channel congestion [9]

and hardware realiability in wireless communication are often overlooked, leaving a con-

siderable research gap. These factors can degrade communication performance, directly

impacting any control system that depends on data transmitted via wireless communica-

tion, which could lead to accidents or suboptimal performance. Algorithms are developed

in various forms, including centralized [10�12] and distributed [13�15] solutions, each with

its own advantages and limitations. The centralized control solution depends on an RSU

or cloud server to gather, process, and distribute information, which can create a single

point of failure for the entire system. Distributed solutions rely on each vehicle, ensur-

ing single failures do not entirely stop intersection control. The e�ectiveness and safe

operation of these algorithms heavily depend on rigorous testing and validation in cor-

ner cases, which can be both time-consuming and costly. Real-life testing of large-scale

communication-based applications and algorithms is typically infeasible due to the low

adoption rate of V2X-capable vehicles. Cybersecurity is another critical aspect of V2X

communication, as the increasing connectivity of vehicles raises concerns about potential

vulnerabilities and attacks on the system. Ensuring the security and privacy of V2X

communication is essential to maintain trust in these technologies and their widespread

adoption.

A major multi-lane intersection with heavy tra�c volumes with centralized inter-

section control that can coordinate vehicle movement require a signi�cant investment.

However, simpler, more robust, and attack-resistant solutions are also needed for smaller
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intersections, where centralized control is not feasible. By developing a distributed control

algorithm, the reliance on a centralized system can be eliminated. This algorithm can be

implemented directly on each vehicle, enabling them to communicate and make decisions

based on shared information. This approach reduces system complexity while enhancing

resilience against attacks and disruptions in wireless communication.

While numerous simulation solutions exist for modeling wireless communication, they

tend to be slow due to their agent-based nature. Simulating a large number of vehicles

in a microscopic environment can be time-consuming, making it impractical for testing

large-scale V2X applications. Moreover, advanced testing methods like VIL (Vehicle-

In-the-Loop) testing with mixed-reality integration are not feasible with conventional

V2X communication simulations, as they require real-time performance. Achieving high-

performance simulations with high accuracy requires the development of a novel V2X

simulation method, that can fully utilize the capabilities of both microscopic (agent-based)

and macroscopic (aggregated) solutions. In this work, a highly detailed co-simulation

environment is utilized for algorithm development, analysis and the development of a

new test framework with mixed-reality. A general architecture of this simulation and

mixed-reality framework is presented in Fig. 1.

Figure 1: Co-simulation ecosystem.

OMNeT++ is employed as the main network simulator, incorporating the Veins and

INET frameworks for communication layer modeling, and connected to SUMO to enable

realistic tra�c simulation.

By employing a real-time capable approach, V2X simulation can be integrated into a

mixed-reality environment utilizing real vehicles and V2X hardware, enabling the testing

of V2X communication-based control algorithms in a realistic setting. This integration

allows researchers to assess algorithm performance in a controlled environment while

maintaining a high level of realism for the tested vehicle. With the help of a new V2X

simulation approach, the wireless communication of large-scale virtual tra�c can be re-
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alized utilizing a single V2X hardware. By incorporating additional models for signal

propagation and fully leveraging V2X simulation, the accuracy of the mixed-reality test

system can be signi�cantly improved. Furthermore, using digital twin technology to ac-

count for the impact of distance between virtual and physical vehicles enhances realism

even further.
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Contributions of the Thesis

Thesis 1

Thesis 1

I have developed a novel methodology for the sensitivity analysis of control solutions

based on wireless communication, utilizing high-precision simulation. I demon-

strated that state-of-the-art intersection control algorithms exhibit high sensitivity

to communication delays and packet losses. The degradation of communication

resulted in up to a 122% increase in average tra�c speed, up to a 17% absolute

deviation in road segment occupancy, as well as a signi�cant rise in accident risk.

Furthermore, I identi�ed cybersecurity risks speci�c to individual algorithms, as

well as delays stemming from computational performance limitations. In addition,

I conducted an FMEA analysis for V2X-compatible autonomous vehicles and au-

tonomous intersections.

Related publications: [A,B,C,D, J ]

Various wireless communication-based algorithms for controlling autonomous inter-

sections, both centralized and decentralized, with varying levels of complexity, have been

examined in the literature. Their strengths and weaknesses were thoroughly examined

and presented, highlighting both the advantages they o�er and the potential limitations

or challenges they may present in real-world applications. However, most of these studies

fail to account for the signi�cant impacts and uncertainties inherent in wireless commu-

nication (see Table 1).

In this thesis, algorithms were developed within a high-precision simulation environ-

ment that considers the e�ects across all communication layers, from the physical layer

(radio signal propagation, interference) to the application layer (the control algorithm

itself). The simulation framework also incorporates details such as the serialization and

deserialization of standard packets providing highly detailed delays.

The implemented algorithms are:

1. FCFS (First Come First Served), which allows only the nearest vehicle to enter the

intersection.
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Table 1: A comparison table for state of the art solutions and their problems. ✓means
the problem is present for the algorithm type. Implemented algorithms are highlighted
at algorithm types in brackets.
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Centralized (FCFS, Virtual Tra�c light, MCTS) ✓ ✓ ✓ - ✓ ✓

Decentralized (CAM-based) X ✓ ✓ - ✓ X

Spatiotemporal solutions (Grid-based) - ✓ ✓ ✓ ✓ ✓

Trajectory planning - ✓ ✓ ✓ ✓ X

2. The CAM-based algorithm, which enforces the priority-to-the-right rule.

3. The Virtual Tra�c Light algorithm, which implements tra�c light control solely

through V2X messages

4. The MCTS (Monte Carlo Tree Search) algorithm, which adjusts vehicle speeds for

seamless and secure �ow through the intersection by only a�ecting vehicle speeds

searching for the best order.

5. The grid-based algorithm, which scans the discretized intersection and reserves paths

for approaching vehicles.

Corner case scenarios with high and low tra�c densities were created to demonstrate

the impact of these factors on algorithm performance, analyzing key tra�c �ow parameters

such as average vehicle speed (see Table 2), edge occupancies (see Table 3), and data-

related packet drops. The corner case scenarios included multiple instances with varying

radio noise levels, which impacted both the timing and quantity of received data. All noise

levels were applied across all tra�c densities, resulting in a large number of simulations.

Additionally, the algorithms were evaluated against a range of cyberattacks relevant to

their operation, which could potentially lead to signi�cant performance degradation or

even accidents.

In addition to the detailed examination of the algorithms, a Failure Mode and E�ects

Analysis (FMEA) was presented for autonomous intersections and V2X-compatible au-

tonomous vehicles, which took into account not only potential software failures but also

hardware-related and environmental impacts.
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The main �ndigs of the analysis were that the algorithms exhibit signi�cant sensitiv-

ity to neglected communication factors (e.g., data loss, delays, noise), which negatively

a�ect the safety and throughput of the intersection. The �ndings highlight the impor-

tance of considering communication factors in the design and evaluation of intersection

control algorithms, as they can signi�cantly impact their performance and safety which

is especially important in safety critical applications. Algorithms that rely on multi-

ple parameters that require �ne-tuning and complex calculations are more sensitive to

communication factors, while simpler algorithms are more robust. Each new algorithm

should be analyzed in various corner case scenarios to ensure they can handle the e�ects

of communication degradation or cyberattacks. The control algorithms must guarantee

safety and collision avoidance even in the presence of communication failures wether it is

a centralized or a decentralized case. Redundancy with fallback to sensor-based solutions

is also recommended.

Table 2: Summary of the algorithms achieved average vehicle speed during all simulation
cases. Values are in m/s. High means the high tra�c �ow, and low is for the lower tra�c
�ow cases. Best performing algorithm is grayed out.

Algorithm
High -
normal

High -
noise

High -
strong noise

Low -
normal

Low -
noise

Low -
strong noise

FCFS 1.7084 0.8313 0.4414 0.5878 0.9841 0.7322
CAM-based 2.9763 3.1546 3.1687 12.1183 12.2631 12.2662
Virtual Tra�c Light 1.5119 1.4922 1.4885 2.1881 2.0531 2.037
MCTS 5.4411 6.4223 6.1848 8.9163 8.8118 11.0629
Grid-based 2.1256 2.6378 2.14 2.017 2.3466 1.5473

Table 3: Summary of mean occupancy data. The table contains the average of the four
edges occupancy values. Di�erences are regarding the cases (normal, noise, and strong
noise). Best performer is highlighted.

Algorithm and case High tra�c Di�erence Low Tra�c Di�erence
FCFS normal 57.52% - 58.87% -
FCFS noise 59.66% -2.14% 51.11% 7.76%
FCFS strong noise 62.03% -2.37% 55.67% -4.56%
CAM-based normal 41.19% - 4.55% -
CAM-based noise 39.86% 1.33% 4.48% 0.07%
CAM-based strong noise 39.21% 0.65% 4.49% -0.01%
Virtual Tra�c Light normal 58.02% - 44.72% -
Virtual Tra�c Light noise 58.17% -0.15% 46.96% -2.24%
Virtual Tra�c Light strong noise 58.22% -0.05% 47.22% -0.26%
MCTS normal 16.71% - 5.3% -
MCTS noise 13.51% 3.2% 4.74% 0.56%
MCTS strong noise 14.45% -0.94% 3.96% 0.78%
Grid-based normal 54.61% - 43.85% -
Grid-based noise 50.76% 3.85% 37.47% 6.38%
Grid-based strong noise 54.39% -3.63% 51.76% -14.29%
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Thesis 2

Thesis 2

I have developed a distributed intersection control algorithm based on V2X commu-

nication, aiming to improve both the throughput and safety of intersections. I have

analyzed the performance of the algorithm using high-precision simulation under

varying levels of radio noise and packet loss. According to the results, the algorithm

reduced waiting time by 29% and decreased the variance of travel time within the

network by 99% compared to the baseline case of an uncontrolled four-way intersec-

tion. I have also evaluated the algorithm from a cybersecurity perspective, and it

remained robust against both communication errors and cyberattacks. In addition,

I have tested the algorithm with real vehicles and V2X hardware.

Related publications: [A,B, J ]

A straightforward, logic-based decentralized (without the need of centralized solutions

and other signalization infrastructure) intersection control algorithm was developed and

implemented within the V2X simulation framework. This algorithm operates solely on

data coming from CAM (Cooperative Awareness Messages) exchanged between vehicles,

and it does not require any additional information to be distributed among the vehicles.

The logic behind this algorithm is designed to enforce a basic right of way rule, giving

priority to vehicles approaching from the right side of the intersection. By relying ex-

clusively on these minimal communication messages, the algorithm o�ers a simple yet

e�ective solution for intersection management in a decentralized V2X environment.

The algorithm has a very low computational demand as it only calculates the distance

of vehicles from the center of the intersection by using the Haversine formula:

A = sin2

(
Φ2 − Φ1

2

)
(1)

B = cos (Φ1) cos (Φ2) sin
2

(
λ2 − λ1

2

)
(2)

d = 2r arcsin
(√

A+B
)

(3)

where d is the distance of the vehicle from the intersection in km, Φ1,Φ2 are the

latitude of point 1 and point 2 in radians, λ1, λ2 are the longitude of point 1 and 2 in

radians and r is the radius of Earth in km.

The direction of incoming vehicles is calculated by the relative heading:

Hrelative = Hs −Hr (4)
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If Hrelative < 0, then Hrelative = Hrelative + 360

direction =



same direction, 0 ≤ Hrelative < 45 or 315 ≤ Hrelative < 360

from left side, 45 ≤ Hrelative < 135

from front, 135 ≤ Hrelative < 225

from right side, 225 ≤ Hrelative < 315

(5)

Additionally, the algorithm calculates the arrival times for vehicles extended with a

safety time window by using the vehicle's distance from the intersection and its actual

speed, and makes a control decision based on that.

The algorithm depends on a single incoming message, providing a robust solution

against interference and packet loss. The algorithm was tested in a high-precision simula-

tion environment, where the impact of communication factors on the performance of the

algorithm was analyzed. The results showed that the algorithm is capable of reducing the

variance of individual travel times of vehicles by 99.43%. As a result of the control, each

vehicle spends an average of 6.8 seconds less at the intersection, representing a relative

reduction of 29.16%, under unsaturated tra�c conditions.

The algorithm was also tested against cyberattacks by introducing fake data from a

vehicle. Despite the active attack, the algorithm successfully prevented collisions. The

algorithm was also analysed with additional radio interference and found to be resilient

against packet losses. In Thesis 1 (represented as the CAM-based algorithm), it was

compared with other algorithms from the literature and found to be the top performer.

The developed algorithm was also realized with real vehicles and Cohda Wireless MK5

OBUs, demonstrated as a driver assistance solution with HMI (human-machine interface)

support. To demonstrate the algorithm's practical implementability and its potential

integration into an ADAS system.
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Thesis 3

Thesis 3

I have developed a novel mesoscopic V2X simulation method that reduced the

average duration of simulation steps by 96% compared to classical microscopic V2X

simulation. With this new approach, real-time V2X simulation becomes achievable,

which is essential for mixed reality-based simulations. The core of the solution lies

in aggregating the frequency of messages generated by simulated vehicle tra�c into

a single node using a neural function approximator. The method reproduced the

number of lost and received packets with an error of at most 10%. I have also

demonstrated correlations between the frequency of CAMs and tra�c dynamics.

Based on these �ndings, the average vehicle count exhibited a moderate linear and

strong positive monotonic correlation, which proved to be statistically signi�cant.

By contrast, average speed, average acceleration, and average heading deviation

showed negligible correlations.

Related publications: [E,F, J ]

Based on the results of Thesis 1, the need of a novel V2X simulation method was iden-

ti�ed, which can be used to elevate simulation speed while keeping accuracy and open

the way for new testing and validation methods. The complexity of agent-based V2X

simulation with complex applications is O(2n) exponential. A mesoscopic V2X simula-

tion method was developed to signi�cantly accelerate wireless communication simulation

compared to the state of the art. It is capable of simulating a large number of vehicles

with high accuracy while maintaining real-time performance.

This is achieved by aggregating the radio messages generated by the simulated tra�c,

which reduces the computational load on the system in a single "Mesoscopic node". The

area around the vehicle under test (EGO) is discretized into three distinct zones as follows:

1. Microscopic area: Where each vehicle is included in the simulation and their com-

munication is simulated on the microscopic level. This ensures the high level of

details of the immediate surroundings of the EGO vehicle.

2. Mesoscopic area: Which extends the microscopic area further to cover the entire

communication range around the EGO vehicle. In this area, the entire tra�c's

communication is aggregated into mesoscopic nodes. The role of the mesoscopic

zone is to accurately represent the communication of distant tra�c while ensuring

high simulation performance levels.

3. Macroscopic area: Where network nodes are outside of communication range and
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are excluded from the simulation. The e�ect of these vehicles regarding their com-

munications can be neglected, without a�ecting the tested EGO vehicle.

The mesoscopic approach is depicted in Fig. 2.

Figure 2: Mesoscopic V2X simulation approach.

The primary objective of the mesoscopic simulation is to aggregate the communication

of the entire tra�c within a chosen area into a single node, signi�cantly reducing the

number of simulated communicating nodes. The mesoscopic node (or meso node) predicts

the number of messages that would be sent by the agents in its area using a neural network

function approximator and transmits them at the required frequency for a 5-second time

window.

The function approximator was trained using randomly sampled simulation data from

multiple road networks with varying tra�c conditions. Vehicles were bound only to the

trained mesoscopic circular section by the following rules:

d =
√
(dx)2 + (dy)2 (6)

Θ = arctan (dy, dx) · (180/π) (7)

Eq. 6 calculates the distance between the vehicle and the center of the circular section.

dx = x − xcenter and dy = y − ycenter are measuring the distances between the x and y

coordinates of the vehicles and the circular section's center points. In Eq. 7, the polar

angle is calculated. The result of the insertion check can be done with Eq. 8.

result =

True, if [(Θ > αstart) ∧ (Θ < αend)] ∧ [(d < rsector) ∧ (d > rmicro)]

False otherwise
(8)

10



where αstart is the starting angle of the circular section, αend is the end angle of the

circular section, rsector is the radius of the mesoscopic circular sector and rmicro is the

radius of the microscopic circle.

To aggregate the section's tra�c, the mesoscopic node computes the following moving

averages for its own section from the past 5 seconds:

1. Average vehicle speed

2. Average vehicle heading

3. Average di�erence of the vehicle headings

4. Average acceleration of vehicles

5. Average number of vehicles

These tra�c data are closely related to the CAM generation [16] and are used as

inputs for the function approximator.

To compensate the missing packet collisions, the transmitter power of the mesoscopic

node is adjusted after the 5 second period. The mesoscopic node uses the following

equation to calculate the required transmission power:

PT = Nv ∗ λ (9)

where PT is the transmitter power in [W ], Nv is the number of average vehicles in the

mesoscopic node's section and λ is a scenario speci�c constant found empirically for the

desired scenario.

Simulation performance also depends on the simulation step size, which in turn in-

�uences the transmission frequency of the mesoscopic node. The greater the number of

messages the node has to send, the smaller the time step the timer must use. With a

smaller time step, the simulation performance will degrade. This necessitates modifying

the time step during the simulation and keeping it at the highest possible level. A dynamic

timer was implemented to maximize simulation performance and speed.

The correlation between CAM generation parameters and transmission frequency was

presented (see Table 4).

Table 4: Correlation between parameters and the CAM sending frequency.

Parameter Correlation

Pearson Spearman p-value

Average number of vehicles 0.46 0.83 0

Average speed 0.01 0.16 4.76e−110

Average acceleration -0.01 -0.03 0.0001

Average heading di�erence -0.02 -0.01 0.46
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The Pearson Correlation (0.46) indicated that a moderate positive linear relationship

is present between the variables in case of the average number of vehicles. The Spearman

correlation showed, that a strong monotonic relationship is present between the average

number of vehicles and the CAM sending frequency. The p-value of 0 indicates that the

correlation is statistically signi�cant. Other parameters showed no signi�cant correlation.

The novel mesoscopic V2X simulation approach was tested on two di�erent road net-

works (Ingolstadt and Gyöngyös, modeled in SUMO) and with realistic tra�c. The results

showed, that the presented solution is capable of simulating a large number of vehicles

with high accuracy while maintaining real-time performance, achieving an average of

95.89% reduction in the time step duration. Accuracy was preserved, with the di�erence

in packet drops and received packets remaining under 10% (see Table 5).

Table 5: Summary of the simulation results with the corresponding λ values.

Scenario Results

Packet drops (microscopic) Packet drops (mesoscopic) Relative change λ

Ingolstadt 5568 5012 -9.99% 3.1

Ingolstadt alternative 310 309 -0.32% 0.0035

Gyöngyös 995 1018 2.31% 0.04

Gyöngyös alternative 300 313 4.33% 1.35
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Thesis 4

Thesis 4

I have developed a mixed reality-based testing system that enables the communi-

cation of virtual vehicles in the physical space through mesoscopic V2X simulation.

Within the system, I applied digital twin technology, allowing real vehicles to par-

ticipate in both tra�c and communication simulations in real time. By employing

inverse propagation models, I brought the average signal strength of communication

between real and virtual vehicles up to 58% closer, thereby capturing the physical

impact of distance between real and virtual vehicles. Using software-de�ned radio,

I generated real radio interference based on simulation data, which resulted in up to

30% packet loss in real communication, thus representing the interference occurring

in real-world environments.

Related publications: [E,F,G,H, I, J ]

Expanding on the simulation solution developed in Thesis 3, a new V2X-based mixed-

reality test framework was created. This framework enables the testing of V2X-based

control algorithms in a mixed-reality environment, allowing real vehicles to interact with

virtual tra�c. It employs the mesoscopic V2X simulation method to represent the com-

munication of virtual vehicles in the physical domain. The framework can simulate a large

number of vehicles with high accuracy while maintaining real-time performance.

The mesoscopic node of the simulation was interconnected with an automotive V2X

hardware (Cohda Wireless MK5 RSU). As a proof of concept measurement, a static meso-

scopic node was created (the RSU) which was able to send the messages predicted by the

mesoscopic simulation. Two EGO vehicles were equipped with Cohda Wireless MK5

OBUs, which were able to receive the messages sent by the mesoscopic node. This mea-

surement showed the mixed-reality capabilities of the proposed system, that can realize

the communication of virtual vehicles in the physical domain.

The system was then further extended by integrating a digital twin system based

on V2X communication, enabling real vehicles to move in real-time both in the tra�c

simulator and the communication simulation. The digital twin was then utilized to realize

the e�ect of distance between virtual and real vehicles by regulating transmission power

using an inverse fading model.

The steps to calculate the required transmitter power for modeling signal propagation

between real and virtual vehicles using V2X hardware - by inverting the Rician fading

model [17] - are as follows:

Prx is converted from the input which is the output of the CAM message simulation

between the probe node and the digital twin of the EGO vehicle in OMNeT++. Rr
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depends on Krician and random variables x and y drawn from a normal distribution:

Rr =
1

2(Krician + 1)

[
(xrician +

√
2Krician)

2 + y2rician

]
(10)

xrician, yrician ∼ N (0, 1) (11)

Lfs is calculated by:

Lfs =
λ2
rician

16π2 · Lsys · dαrician
(12)

Ltotal is calculated as:

Ltotal = Rr · Lfs (13)

Pt is calculated as:

Pt =
Prx

L
(14)

The transmitter power is then set in the OBU.

The inverse fading model can be changed to use the Log-normal shadowing model [18],

calculated as follows:

The mean path loss is calculated as:

Lmean = 10 · γ · log10
(

d

d0

)
(15)

the shadowing e�ect:

S ∼ N (0, σdB) (16)

The total path loss (Ltotal) is the sum of the mean path loss and the shadowing e�ect:

Ltotal = Lmean + S (17)

The received power (Prx) is then converted to dBm. The required transmitter power

(Ptx) in dBm is determined by adding the received power in dBm and the total path loss:

Ptx_dBm = Prx_dBm + Ltotal (18)

The system was also extended with an SDR to replicate radio interference (transmit-

ting gaussian noise). It utilized a simulation based probabiltiy density function (PDF)

based on packet loss frequency data to generate the interfering signal frequency. The PDF

was chosen with the help of the Kolmogorov-Smirnov test and found to be a log-normal

distribution.
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The system was exhaustively tested in a 70 minutes long proof of concept measurement

campaign involving 3 real vehicles equipped with V2X devices moving on a ∼ 10km long

route in real tra�c for �ve measurement cases with di�erent radio settings.

The �ndings indicate that inverse fading models o�er a more accurate depiction of

communication between real and virtual vehicles than constant transmitter power con�g-

urations (see Table 6 and Table 7). The mesoscopic vehicle with its digital twin was able

to move along with EGO vehicles, realizing the virtual tra�c's communication around

them. The SDR radio was able to interfere with V2X hardware and provided realistic

packet drops, losing up to 29.69% of sent messages.

Table 6: Summary of relative di�erences in RSSI average values of the inverse Rician
Fading model and the Rician Fading model with a constant transmitter power compared
to the received signal power of the simulation (the target receiver power levels in the
physical domain).

Case RSSI1 inverse model (%) RSSI2 inverse model(%) RSSI normal model(%)
Case 1 18.57 21.99 76.98
Case 2 25.70 28.98 80.72
Case 3 27.41 30.70 80.33

Table 7: Summary of measurement cases with relative transmission power di�erences
compared to the �rst measurement case.
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1 -72.23 -69.77 -101.56 -100.82 16.14 202.38 -
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5 -58.76 -54.99 -101.92 -101.04 7.33 123.38 -54.58%
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