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The basic terminology and fundamental methods of design and implementation of fault 
tolerant systems have been evolving up unti I today, though some important questions are still 
open. Traditional solutions are intended for use at design time and they generally capture 
system information at a very low (hardware or machine instruction) level. On the other hand 
the management of complex information systems containing many (perhaps many thousands) 
of autonomous components seems to be hardly solvable by this kind of solutions. 

This report presents the first results of a research project which intends to work out a new 
philosophy for the implementation of large scak," distributed fault tolerant systems. The basic 
idea of the project is to add relatively smallhardware and software overhead to existing 
systems in the form of intelligent diagnosticcenters, which act like high level, generalized 
watch-dog processors. 

After a summary of the basic terminologyand the most important state-of-the-art solutions 
used in fault tolerant systems, general properties of some important distributed system c1asses 
(multicomputer architectures, computer networks and industrial technologies) are analyzed 
and the common properties are outlined. Based upon these common properties a modell ing 
method and an interpretation algorithm is described for representing distributed system s and 
to achieve fault tolerant operation with diagnostic centers. The basic idea of the approach is 
to view the distributed system as a hierarchical decomposition of tools for solving specific 
tas ks and to use these tool s in every possible way to solve those tasks ev en if some tool s faiI. 
This leads to a certain kind of reconfiguration and failure recovery. This methodology is 
similar to the technique of a human problem solver, who is able to use its resources in 
multiple ways. 

"The properties and interpretation of the model are shown by a simple example. 

Keywords: fault tolerant system, distributed system, hierarchical decomposition, fault 
masking, reconfiguration, fault recovery, artificial intelligence. 
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1 INTRODUCTION 

The decreasing hardware costs, the increasing proficiency of constructing and programming 
sophisticated computer systems made it possible to solve complicated problems better and 
more efficiently than ever before. That is why nowadays the use of complex distributed 
computer systems is more and more widespread in applications like wide and local area 
computer networks, multicomputer architectures of hundreds or thousands of processors or 
different kinds of automated industrial technologies. 

Although in such cases reliability is of ten very important (e.g. in banking networks), 
results currently available in the literature of fault tolerant systems give no proper answer for 
several important questions. 

Fault tolerant systems created unti l today are systems with hardware levelfaulr tolerance, 
using solutions like the multiplication of system components, voting, self testing or watch 
dog processors. The aim of hardware level fault tolerance is to capture faults at the lowest 
possible level to assure very fast reaction times (e.g. signalling of faults or reconfiguration). 
On the other hand higher level faults in the system are hard to detect and correct, because 
at the hardware level it is impossible to create higher level system models. Another important 
problem is. that the granularity of information used by hardware level fault tolerance is too 
fine, so the solution s belonging to this class always require an enormous overhead. Hardware 
level fault tolerance can be considered as a "botrom-up view" of system operation. 

A major problem is that in large scale distributed systems these traditional fault tolerant 
solution s cannot be applied because of their complexity and relatively hig h costs. Another 
problem is that traditional methods are intended for use in design time, though in many cases 
it would be important to increase with minimal costs the reliability of an existing system, 
which was not originally designed using fault tolerant techniques. 

It is possible to extend hardware level fault tolerant computer systems in two directions: 
- If the level of fault tolerance is considered, we can speak about system level fal/Ir 

tolerance, which can be achieved in distributed systems by higher level tools, like system 
level self test and diagnosis. System level fault tolerance is established upon a "top-down 
view" of the system. 

- As fault tolerant systems are not necessarily computers, we can generalize the type of fault 
tolerant systems to any complex structures (like industrial technologies), where the ability 
of fault tolerance has significance. This way the basic notions of fault tolerance can be 
used, though at a higher abstraction level and with of ten different semantics. 

In this report we will characterize a model of achieving general systelll levelfault tolerance. 
The basic problem is to find solutions, which can improve overall system reliability by 
adding minimal hardware redundancy and some additional software components. In the 
approach presented in this report, this task is solved by intelligent diagnostic centers, which. 
ob serve the operation of different system components, compare the incoming information 
with certain system models and in the case of malfunctions maintain the original services of 
the system by choosing different methods of functioning. 

The operation of a diagnostic center is similar to a human problem solver, who has a 
model of the problem and has a set of tools, which he can use to solve the problem in certain 
predefined ways. The complete solution requires the accomplishment of a sequence of 
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operations. Since any tool may be able to perform different kinds of operations, the whole 
problem can be sol ved in many different ways, some of which are optimal, while others may 
be worse, though still lead to a solution. (E.g. it seems to be the best to drive screws wi th 
a socket wrench, though you may apply pliers if you have no socket wrench of the 
appropriate size.) In this sense we can state that human problem solving is fault tolerant, 
since humans may stil! be able to sol ve problem s even if certain preconditions which would 
normal!y be essential to sol ve the given problem are missing. Such operation is based upon 
redundancy which is implicitly or explicitly always present in distributed systems. 

To implement human-like actions in a computer system and the need to cope with the 
algorithmic and representational complexity of describing and interpreting models of large 
scale systems lead to the application of artificial intelligence techniques. This gives us a 
starting point, which is significantly different from any previous solutions developed for fault 
tolerant systems. The model uses a top-down hierarchical decomposition of the system, which 
makes it possible to assure algorithmic and representational efficiency. The practical viability 
of the concepts is guaranteed by the wide range of experiences with intelligent monitoring 
and diagnostic systems. 

The results presented in this report are the first steps in a longer research. The main goal 
of this first stage, which was important from the point of further work, though it proved to 
be surprisingly difficult, was to find an appropriate set of primitives, terminology and basic 
run-time algorithms, which can be used to set up a framework for achieving fault tolerant 
operation in distributed systems by means of intelligent diagnostic centers. 

To show the state of the art and to demonstrate the basic differences between our approach 
and traditional solutions, chapters 2 and 3 give a summary of definitions and most important 
techniques currently applied in fault tolerant systems. 

In chapter 4 based upon the common properties of different kinds of distributed systems 
a general, high level model is presented for describing and achieving fault tolerant operation 
at the system level. 

Chapter 5 introduces the application of the proposed model to a simple practical example 
and the operation of the model interpretation algorithms are also shown. 

Chapter 6 analyzes the relation s between existing methods and system s and the solutions 
proposed in this report. 

Chapter 7 refers to some obvious powerful possibilities of implementing fault tolerant 
systems Llsing the propo sed modelling methods and characterizes the directions of further 
work. 
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2 BASIC CHARACTERISTICS OF FAULT TOLERANT SYSTEMS 

In this chapter we give a basis for further studi es of fault tolerant systems and their 
applications by introducing the traditional terminology and basic notions of fault tolerant 
systems. Fundamental methods to achieve fault tolerance will also be shown. 

2.1 Terminology 

Dependability is the trustworthiness of a computer system such that reliance can justifiably 
be placed on the service it delivers (Laprie, 1985). Dependability is the most basic and 
general requirement in case of computers used in applications where the costs of computer 
malfunction can be unacceptably high. 

Dependability can be achieved throughfaulr prevention andfaulr to/erance. 
In case of fault prevention the possibility of fault occurrence is prevented, before the 

system is placed into service. 
The ability of a computer system to perform unaffected service in spite of existing faults 

is call ed fault tolerance. 
Any deviation from the correct service (given in the specification) is called failure. A 

failure is always due to an erroneous system state, which means that in the given system state 
an error is present, which is liable to lead to a failure. The presumed or real cause of an 
error is call ed fault. 

Using these detinitions fault tolerance means preventing errors which would lead to system 
failure. 

To give a better overview of these terms three level of processing can be defined in any 
information processing systems (Aviziensis, 1982): 
- physical level; 
- information level; 
- service level. 

The physical level inc1udes all hardware and software components (wires, ICs, program s 
etc.). Every system component, which exists before the system is placed into service, is part 
of the physical level. Any deviation from the specified normal state at the physical level will 
be call ed a fault. (E.g. short-circuits, wire-breaks, end less loops or illegal instruction codes 
in programs.). 

The iJ1fonnarion level contains every parameter of the system, which can be liable for the 
current system state. On this level all deviations from the correct functioning of the system 
are called errors. An error can always be traced back to known or unknown fault(s). 

E.g. a stuck-at-O fault on a gaté input does not cause an error until the fault y input is driven by a logical O value. 
Because of the stuck-at-O fault the output of the gate remains O, even if the fault y input is driven by a logical l. This 
is called an error. When a program contains an endless 1001', it is a fault. If the execution of the program enters this 
1001'. it caUSéS a fault y system state. which is called an error. 

The service level inc1udes all the services perforrned by the correctly functioning system. 
Any deviation at this level is called a failure. A failure is the spread out of error(s). 

E.g. if the program execution enters an endless 1001' (this is an error). and therefore the system will not perform 
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a s~rvic~ in tim~, it is call~d a failur~. A. fault y r~sult among th~ s~rvices is also called a failure. 

Based on these three level modelling of systems, there are three possibilities to secure 
correct service: 
- fault avoidance: to prevent the formation of faults at the physical level; 
- fault masking: to prevent existing faults from shaping errors at the information level; 
- fault tolerance: to prevent errors to become failures at the service level of the system. 

Since the boundary between these three levels of information processing systems cannot be 
defined precisely, the terms fault avoidance, fault masking and fault tolerance accommodate 
significant overlapping. 

E.g. a stuck-at-O fault on a gate input caus~s an error if the input is driv~n to I. If the service of the module 
containing the fault y gate remains unaff~cted, it is called fault tolerance at the gat~-Ievel model of this module, but 
it is called fault masking at the module-Ievel model of the whole system, because th~ stuck-at fault does not cause 
any error at the outputs of any module. 

According to its general usagefault tolerance means ali the inrentiona/ly built ill hardware 
or software features, which secure the correct functioning of the system even if one or more 
predefined faults are present. Fault masking includes ali design strategies to con struct 
dependable systems where the majority of faults are prevented to lead to an error (e.g. by 
filling the unused part of the interrupt-vector-table with RETURN instructions). And finally 
fault avoidance means selecting the best components and securing the best environment for 
the system in order to prevent faults. 

2.2 Classification of impairments to dependability 

2.2.1 Fault classes 

The classification of faults can be done according several aspects, although the nature, the 
origin and the persistence of faults are the most important of them (Laprie, 1990). 

The nature of CI fault can be either Clccidenral or inrenrionCll. 
The source of an accidenralfault cannot be traced back to intentional human action, while 

illfenriona/ fau/ts are due to intentional human action, like in the case of fault injection for 
testing and diagnostic purposes (Fujiwara, 1985). 

The origin of faults can be decomposed according to three main categories: 
- phenomenological causes: 

- physical faults; 
- human-made faults. 

- system boundaries: 
- internal faults; 
- external faults. 

- phase of creation with respect to the system' s life: 
- design faults; 
- operational faults. 

The persistence of faults can be pe17llanent or remporGl)'. 
Temporary faults are of ten call ed transient faults, ongmating from the physical 

environment. However temporary faults can also be internal faults, termed intermittent or 
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non-recurrent faults. 
If aU the combination of fault c\asses according to the three main viewpoints discussed 

above were possible, there would be thirty-two different c\asses. In fact, the number of likely 
combinations is restrieted: only about ten combination are commonly used to describe the 
properties of a fault. 

2.2.2 Error c1asses 

In the case of errors the main question is, whether they will lead to a failure or not. It 
depends on three major factors: 
- The existing redundalU_y, contained in the system. Redundancy can be either intentional, 

which provides the fault tolerance of the system, or unintentional, which may have the 
same but unexpected result as intentional redundancy. This kind of redundancy is not 
always helpfui, since it may prevent some parts of the system from being testable. 

- The J}'stem activiry: an error may be overridden before creating damage. 
- The definition (~ffailure from the user's viewpoint. 

2.2.3 Failure c1asses 

The ways a system can fail can be characterized from three aspects: domain, perception by 
the system users, and cOllsequences to the environment. 

The domain aspect inc\udes: 
- value failures, when the value of the deli vered service does not comply with the 

specification; 
- timing failure, when the timing of the service deli very do es not comply with the 

specification. (The service is fulfilled too early, too late or the service stops etc.). 
The failure perceprioll aspect inc1udes: 
- COllsistentfailures, when ali users of the system have the same perception of the failure; 
- incol1sisrentfailures, when the users of the system have different perception of the failure. 
The consequel/ces of the failure aspect inc\udes: 
- bel/ign failw'es, when the consequences of the failure are of the same order of magnitude 

in term of cose as the benefit provided by the service deli very in the absence of failures. 
- catasrrophic failure.I·, when the consequences of the failure are incommensurably greater 

then the benefit provided by the service delivery in the absence of failures. 

A system whose failures can only be benign failures is often calledfail-safe System. 

The notion of cost is considered in a general fashion here and can be represented in the form of e.g. cost 
functions. Otherwise the failure of an intensive care equipment which leads to the death of a patient could 
be considered benign, though in fact it is a catastrophic failure. 
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2.3 Fault models 

Although in practice faults can be transient in duration and indeterminate in value, it would 
be extremely difficult to analyze digital systems if faults were assumed to have these 
characteristics. Fault models attempt therefore to represent the types of faults that can occur 
within the system. 

Fault model s are always according to the level of system model. Systems are generally 
modelled at the fullcriollal, logicalor physical level. 

At the physical level the "physical" behaviour of the system is considered, i.e. the 
transistor level of an IC. This kind of modelling assures wide possibilities for describing 
system behaviour. The required computational capacity will however exponentially rise with 
system complexity. Therefore the physical level modelling cannot be used in the case of 
complex digital systems. 

The logicallevel modelling deals with the internallogical lines of the system. The correct 
function and the possible faults of the components are described by logical relations. The 
disadvantage of this approach is that the high scale integrated components (because of the 
lack of information and computational capacity) cannot be described by logical relations 
based on their internallogic lines. 

The fullcrional level modelling traditionally deals with the logical function perfonned by 
the component. The component can be an IC itself, can be a module or a whole system as 
weil. 

The different level s of system modelling require different fault models. Physical system 
models generally use the transistor level model for describing the system. In this case 
transistor stuck-at fault models are used as basic building blocks for describing faults. Logical 
level system models use the logical stuck-at fault model. In the case of functional system 
model s the absence or unwanted execution of basic function(s) is considered. 

Based on these classes the functional model of most typical components of a computer had 
been developed, such as CPU, memory or buses. The fault model of these modules 2.nd of 
the whole computer-module can be evaluated either from these models, or from the general 
functional system model. 

2.4 Fault tolerant structures 

If the dependability of a computer-system does not satisfy the requirements in spite of the 
applied fault-avoidance techniques, the application of fault-tolerance techniques is necessary. 
All kinds of fault-tolerance methods are based on redundancy. 

We can distinguish between hardware level redundancy, sofMare level redundancy, 
infO/marion redandanc)' or rime redundancy. 

It should be noticed, that there is no fault-tolerance method where only a single type of 
redundancy appears. The viewpoints for this classification in case of a fault-tolerant structure 
is however the ori gin of fault-tolerance and its projection onta other classes. 
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2.4.1 Hardware based redundancy 

Hardware redundancy always secures hardware level fault-tolerance, protecting a specified 
modul e (or group of modules) against one or more predefined faults. If this kind of 
fault-tolerance works effectively, it will cause that in spite of the presence of some predefined 
faults, no error will appear at the logical surface of this module. It will secure fault masking 
at this level, although fault-tolerance is performed from the service level point of view of this 
module. 

Hardware techniques for realising fault-tolerance in digital systems are commonly used. 
The solutions for reaching fault-toíerance in digital systems can be cJassified into three 
groups: 
- the vara seheme; 
- the masrer-eheeker seJ/eme; 
- the wareh-dog seheme. 

All three cJasses can be interpreted at a different level of system modules, such as gate-level, 
functional-level (memory, CPU etc.), or computer-board level. The three basic cJasses will 
be introduced at computer-board level. 

The vo(er Jelleme 

This solution secures the failure-free operation through operating at least 3 identical modul es 
parallel (rriple modular redundancy: TMR). The output of the system will be determined by 
a majority voter. The voter itself should be failure-safe i.e. it should contain further 
fault-tolerance techniques (e.g. it can also be repeated at least three times). 

Comparing the results of paralleloperating modules leads to two major problems: 
- Synellronisarion problem: If the results of the paralleloperating modules are not 

synchronised, the vüter will cümpare an inconsistent set of results and thus an invalid 
decision will be made. 

- Dn'icuion berween (he eonee( reslilrs: The results of different modules does not always 
cümpletely agree. not even in a fault-free environment. 

E.g. a pair of sensors, or AID converters or any kind of interface with analog signals 
will not surely result the same digital value, not even in a fault-free case. 

This problem can be overcome with defining tolerance intervals for the deviations 
between the results, or with the mid-values technique, where in case of a TMR the 
average value of the other two will be selected. 

The basic concept of a voter scheme is a kind of passive redundancy, since there is no 
further action perfonned by the system to achieve fault tolerance. This scheme can be part 
of system level redundancy, where the fault y module reported by the vo ter will be replaced 
by the system itself, activating cold redundancy instead of the fault y module. 

Practical applications limit the number of modules, thus the amount of redundancy that can 
be employed. Power consumption, weight, cost, size are normaIly not negligible design 
aspects. 
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The master-checker scheme 

In the case of a master-checker pair, two identical computer-boards are operating parallel 
within a module. The output of the module is taken directly from one of the computer-boards 
called the master. The other computer-board, the checker will compare its own results with 
the results of the master. In the case of discrepancy an error message is generated. Failure 
free operation is secured by other parts of the system. 

The master-checker scheme itself cannot secure fault-tolerance. It is a technique used for 
detecting errors. The masking of the error is in this case done by other modules outside the 
erroneous master-checker pair. 

This scheme is a kind of active redundancy, since in case of erroneous results error 
detection is done, and additional system activities should take place to secure failure-free 
services. 

771e wa/ch-dog scheme 

Further simplifications can be made in the master-checker error detection scheme by reducing 
the computational capacity of the checker-board. The checker in this case will not compare 
all details sent out by the master, just validation tests will take place. 

The "watchdog-processor" (WP) means not only the c1assical watchdog-timer functions 
intensively used in bus systems but ev en higher-level checking capabilities as weil 
(Mahmood, 1988). An up-to-date watchdog processor is a sophisticated system monitor 
which can execute the following tasks: 
- checking of memory access rights (performing basic memory management functions if 

there is no built-in memory management unit in the checked system); 
- acceptability checks of the computed results (the watchdog-processor as a special 

coprocessor has a built-in routine set in order to check the correctness of the output 
results. This way no performance degradation of the main processor is established due to 
additional checking); 

- checking of the control signals (the control signals are compacted as binary vector 
sequences; the so-derived signatu res are compared with stored references); 

- basic timer functions; 
- control-flow checking. 

2.4.2 Information based redundancy 

Information redundancy is the addition of redundant information to data to allow fault 
detection, fault masking, or possibly fault tolerance. Examples of information redundancy 
are error detecting and error correcting codes. 

Information redundancy always requires cod ing and decoding of information. These 
procedures can be done with the aid of hardware and/or software redundancy. In this case 
the function of hardware or software redundancy is primary to secure information redundancy 
and by this means to assure fault tolerance. The application of information redundancy is 
based on the results of coding theory. 
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2.4.3 Time based redundancy 

The fundamental problem with the forms of redundancy discussed above is the penalty paid 
in extra hardware for the implementation of the various techniques. Both hardware 
redundancy and information redundancy may require large amounts of extra hardware for 
their implementation. Time redundancy methods attempt to use extra time instead of extra 
hardware. 

The basic concept of time redundancy is the repetition of computations in ways that a110w 
faults to be detected. Two basic schemes can be implemented: 
- reperirion of a function through repetition of rhe same operations; 
- reperirioll l?f a function through executing modified sequences of operarions. 

The repeririol1 l?f rhe sam e sequel1ce of operarioIls will enable to detect either a permanent 
fault activated dllring repetition, or transient faults. 

The repefÍriol1 l!f modified sequel1ces l?f operarions will enable to detect transient faults as 
weil as permanent faults effecting the different sequences in different ways. The modified 
seqllence can mean execllting the same computation with encoded data, and decoding the 
result after the computation, or executing the same operation with the complement of the data 
(this method can be applied to all functions possessing the property of self-duality (Kohari, 
1978» or many other techniques (Reynolds, 1978; Patel, 1982; Johnson, 1984). Although 
the repetition of an operation requires time redundancy, if the repetition uses different 
algorithms to execute the required operation, it also means software redundancy. In this case, 
time redundancy is a side effect of software redundancy. 

2.4.4 Software based redundancy 

Software redundancy can be used for dara validiry resr, pC/fonnancc resr or program validity 
{esf. 

Software redundancy implementing data validity test can be either the realisation of some 
kind of data-information redllndancy, or consistency check performing tests using a priori 
knowledge abollt the characteristics of the data to verify. Typical examples are interval check 
or consistency check. 

Performance tests are perfonned to verify that a system possesses the expected capability. 
Typical examples are memory tests or ALU tests. 

Most redundancies discussed so far are only appropriate for detecting hardware faults. 
There are however techniques to prevent software faults as weIl. Since software faults 
originate from the development phase, they are always permanent and no duplication 
technique will detect them. Intended for detecting software faults, software redllndancy 
therefore always means software diversity between the redundant modules. Examples for 
software diversity discussed in the literature are based on N-version-programming (NVP) or 
the recovely blocks (RB) techniques. 

In both cases the whole program or parts of it are implemented by different programmers, 
using different programming languages, different compilers etc. In the case of NVP the 
programs are operated parallel. It can be achieved by simultaneous execution of the programs 
on redundant hardware or by executing the programs on the same hardware. The results are 
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compared, so that error detection and/or error correction can be made like in a hardware 
voter system. 

In the case of RB only one implementation of the program is active. The results of the 
active program are tested from time to time. If an error occurs, the operation is continued 
by another implementation using the previous error-free results. 

There are however two major difficulties with these techniques: 
- Software designers tend to make similar misrakes, especially when they have to start from 

a common specification. 
- If rhe comparison l?f resulrs is done only at the final result state, the likelihood of a fault 

to remain latent is very high, since digital results have a finite set of values (e.g. if both 
modules have the result O, it does not increase the likelihood of being fault-free). On the 
other hand if the comparison is done too frequently, it will result in too uniform program 
structure, increasing the likelihood of common faults. 

2.5 The operation of a fault-tolerant system 

Fault tolerance - in addition to fault prevention, removal and forecasting - is a mean of 
dependability. It is carried out by error processing and by fal/Ir rrearmellf. 

The role of error processing is to remove errors from the system state before being 
activated, i.e. before failure occurrence. 

Faulf freafmenr means preventing faults from being activated again. The fist step of fault 
treatment is fault diagnosis, which is followed by fault passivation and - if it is needed - by 
a system reconfiguration. 

In the following these steps are presented in more details. Additionally, the base of fault 
tolerance, the error detection is discussed. 

2.5.1 Error detection 

The base of fault-tolerance - especially in multiprocessors and strongly connected distributed 
systems - is early run-time error detection, since the effects of transient faults can only be 
detected by concurrent error detection mechanisms. These techniques involve some 
well-known classical methods for checking fault-free operation of passive devices in 
microprocessor system s as 
- error detecting (and correcting) codes for RAMs and disks; 
- checksum for ROMs; 
- cyclic redundancy checks for external communications; 
- shut-down circuitry for power supplies; 
- scheduled tests for a1l components of the system. 

As it can be pointed out, the passive components are generally checked using information 
redundancy. 

The techniques used for checking the active units are mainly based upon hardware 
redundancy, however, sel f-checking active components using error-detection (e. g. ari th metic) 
codes are often reported. These techniques are not completely elaborated yet and there are 
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numerous approaches and possible design alternatives to be included into an existing or 
designed system. The most commonly used applications are the master-checker mode and 
watchdog processors. 

2.5.2 Fault treatment 

The first step of fault treatment is fault diagnosis. It determines the cause(s) of error(s), their 
location and nature. After it, the faults have to be prevented from being activated again. It 
is called fault passivation. It can be carried out by either removing the fault y component or 
by the reconfiguration of the system. In case of hard faults the fault passivation is always 
needed. On the other hand, in case of soft faults the diagnosis is unsuccessful and so the fault 
passivation is not needed. error processing has to be carried out immediately. 

Fault diagnosis in uniprocessor systems is a relatively simple task: test routines have to 
be scheduled and the test results have to be used to provide automaticalIy a diagnostic result. 
In difficult system s diagnosis can be supported by simple ex pert systems using detailed 
knowledge databases about the system configuration, effects and causes of the possible 
errors. If the CPU itself is fault y then onlyexternal testers or simple test and maintenance 
processors can be used. In simple systems hardware test methods (e.g. boundary scan) 
provide enough information to locate the faults. 

In distributed systems intelligent components can test each other. This way tester and 
tested units can be defined. The global system state can be generated by a central diagnostic 
unit or in a distributed way. 

Centralized diagnosis means that a single unit receives the results of the tests (syndromes) 
and on the basis of this information it generates the global system state which is forwarded 
to the other units of the system. The main drawback of centralized diagnosis methods is that 
the diagnostic unit is a communication and information bottleneck and its dependability is 
critical. 

The idea of distributed diagnosis is that the intelligent components of the distributed 
system test each other and communicate the diagnosis information. After a test and 
communication phase each unit has to agree and generate a consistent system state. The main 
difficulty is that falllty state of a teste r invalidates the test results. Since the testers regularly 
change information about the global system state, fault y testers can provide fault y information 
for the others. To avoid such situations, different requirements and limitations are defined 
for the system (e. g. t-diagnosability, the number of simultaneously diagnosable fault y 
components) and sophisticated diagnosis algorithms can be used. 

The commonly used diagnostic model s are the PMC (Preparata, Metze, Chien), BGM 
(Barsi, Grandolini, Maestrani) or RK (Rllssel, Kime) models. They define the diagnosability 
and the diagnosis properties. Using these models some frequently used distribúted diagnosis 
algorithms are the SELF (Kuhl and Reddy) and the Adaptive Distributed Self-Diagnosis 
(DSD, Adapt: Bianchini and Buskens) (Kime, 1985). 

2.5.3 Error processing 

If system redundancy (mainly hardware redundancy) is enough then there is a possibility to 
deli ver an error-free service ev en from the erroneous internal state. This case is called error 
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compensation. 
If error compensation cannot be applied then the erroneous system state has to be 

substituted by an error-free one. It is call ed error recover}'. There are two approaches which 
can be followed to restore a valid system state from the erroneous one: 
- The fbrward error /y'co\'(!/y constructs the new system state from the actual (erroneous) 

state and the result of the diagnosis. It is an application-dependent solution, only ad-hoc 
methods exists and no general techniques can be mentioned. The new system state often 
means the safe or degraded operation of the system. 

- The baclovard recove/}' works as follows: The consistent and fault-free state of ali 
processes is regularly saved on a stable storage. These checkpoints are generated at 
defined points in time call ed recovery points. If an error is detected then the system is 
rolled back to the last saved state, the operation is resumed from this valid state. The base 
of the scheme is the information redundancy (i.e. the checkpoints). In this way the amount 
and cost of additional hardware is considerably less than using direct hardware redundancy 
(e.g. backup processors), and quite efficient since most faults are transient. 

The backward and forward error recovery schemes are not excJusive. First the backward 
recovery may be attempted then - if it was unsuccessful - the forward recovery transforming 
the erroneous system state into agiven (safe) state. 
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3 A SURVEY OF PRACTICAL FAULT-TOLERANf SYSTEMS 
AND TECHNIQUES 

As in practice the basic notions and techniques of section 2 are used in most cases in a 
combined fashion to achieve a complex purpose, this section is organized according to the 
operation of a fault-tolerant system. The three main steps discussed here are the following: 
- error detection; 
- fault diagnosis and system reconfiguration; 
- error recovery. 

First concurrent error detection mechanisms are surveyed and evaluated. Then examples for 
the hardware support of the fault diagnosis and system reconfiguration are presented. The 
following part of this chapter is an overview of some methods of error recovery. At the end, 
additionally, some techniques used in distributed real-time systems are mentioned. 

3.1 Concurrent error-detection mechanisms 

The methods mentioned in section 2.5.1 based on information redundancy are well-known 
and thoroughly analyzed in numerous papers. However, the most important concurrent error 
detection mechanisms of microprocessors based on hardware redundancy, e.g. modular 
redundancy (master-checker mode) and the application of watchdog-processors, are not 
completely elaborated yet and there is an extensive research on this area. 

3.1.1lVlodular redundancy 

Modular redundancy is a highly expensive technique, but it is stílJ the most frequently used 
method in responsive systems (Malek, 1991) as power stations, airplanes or train control. It 
is not only an error detection mechanism but means a fault tolerant system structure as weil. 

As an example the Shinkansen Train Control can be mentioned (Hachiga, 1993). It is a 
distributed dependable real-time computer system controlling a Japanese railway system 
having over 700.000 daily passengers and l minute average delay. Different types of 
modularity are used at different levels of service importance. The units of the Passenger 
Information System and the Data Processing System are dual computer structures consistíng 
of an always active computer and a cold stand-by machine. The critical Route Control 
System is a triple computer architecture. Two computers are always active working on the 
basis of the "same software for different hardware" approach, while the third is a stand-by 
one used for maintenance and test. The most critical Centralized Traffic Control is a TMR 
system. 

The results of the parallelly working computers are compared by a custom designed VLSI 
circuit called Dual System Controller. It contains a fail safe comparator (stuck-at faults are 
detected at the output), a test program trigger and the test output comparator. The input and 
output, the interrupt handlers and the task scheduling sequence of the machines are 
continuously checked while the internal data is compared using regularly generated 
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checkpoints. If the fail-safe comparator reports a discrepancy, then a predetermined test 
program is triggered checking the instruction set and the internal data paths of the computers. 
The test output comparator decides which computer is fault y on the base of a stored reference 
output. The fault y computer can be replaced by a stand-by one. 

Another example is the Airbus A320 project. In this case reliability is achieved by 
hardware and software diversity: multiple program s are running on different hardware 
platforms. Computer program s controlling the airplanes are written by different producers 
using the sam e specification. Two identical computers executing the same program are used 
in master-checker mode. External faults are also detected, since the outputs of two such 
master-checker pairs on different platform s are r~gularly compared. Results to be compared 
do not coincide, in this way tolerance ranges are defined in the comparator unit in terms of 
functionality and in time as weil. Since the comparator is critical, there are 3 independent 
units executing this task. If only one would be fault-free, external additional information 
should be used (interaction of the pilot). 

Similarly to the control units, also sensors, actuators and mechanical components have 
been developed for high reliability. Sensors and actuators are multiplied (e.g. there are 3 
independent hydraulic systems), power supplies are duplicated (each single power supply is 
sufficient) . 

3.1.2 Master-checker mode 

One of the disadvantages of the master-checker mode, i.e. the synchronization problem is 
avoided by chip designers, since they build the synchronization circuit into advanced 
processor chips. 

As an example the Motorola MC881 00 processor and its memory management and cache 
unit (MC88200) can be mentioned. These powerful RISC microprocessor units have a built-in 
logic for the comparison and proper driving of the input and output lines. The master and 
the checker unit can be easily configured using a single external control line. 

The off-the-shelf multiprocessor modules offered by Motorola can be set up for 
master-checker mode without complicated hardware modifications. 

3.1.3 Watchdog processors 

As practical experiences and fault II1Jection experiments show. the majority of failures 
originates in transient faults. Since a high percentage of these faults is mani fested as a 
disturbance in the program control flow, one of the most important checking tasks of a 
watchdog processor is the control flow checking. The watchdog, as a relatively simple 
coprocessor monitors the checked processor using signatures as compact abstractions of the 
processor state. The signature based approach reduces the information transfer. Run-time 
signatu res representing the actual control flow are compared with precomputed signatures 
representing the reference control flow. The result of the comparison is a Go/NoGo type 
signal which can be used as alarm signal triggering fault treatment and error processing. 

The reference signatures can be downloaded into the WP before starting the application 
to be checked, or can be transferred to the WP during the execution of the checked program. 
The watchdog processor examines with the help of reference signatures, whether the received 
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run-time signatures are valid. 
Run-time signatures can be derived signatures generated by the WP itself monitoring the 

instruction bus of the checked processor and compacting the subsequent states of the bus as 
binary values of the signals. This approach results in a fast WP hardware and the frequency 
of the signature generation and comparison can be easily modified and controlled. 

Considering that new microprocessors use built-in cache and instruction pipeline, the 
operation of the main processor can not be observed any more by monitoring the external bus 
cycles and deriving run-time signatures this way. The only way to check the program 
control-flow graph is to assign signatures expIicitIy to some states of the program. A 
preprocessor analyzes the (high-level) source code of the user program, computes signatures 
associated with software state s and inserts the necessary signature transfer operations. During 
the main program execution these signatures are transferred to the WP uniquely identifying 
the program location. The WP receives and evaluates run-time signatmes concurrently. The 
signature sequence is accepted independently of the semantic correctness of the branch 
selections, if it corresponds to an existing path in the program control-flow graph, otherwise 
it is considered to be the result of an error. 

The WP methods can be divided into groups on the basis of how they gain run-time 
signatures and store the reference control flow. Some typical methods are presented in Table 
I. 

c] Stored reference Watchdog Embedded 
signature data base reference program reference 

signatures 

Derived run- ASIS, RMP WDP BPSA 
time signatures 

Assigned run- ESIC SIC SEIS 
time signatures 

Figure l: Overview of the control tlow checking methods 

The Asynchronous Signature Instruction Stream (ASIS) (Eifert, 1984) method and the Roving 
Monitoring Processor (RMP) (Shen, 1987) evaluate signatures using a WP-internal signature 
database. The Watchdog Direct Processing (WDP) (Michel, 1991a) method uses a special 
WP program containing the reference signatures and simple instruction codes according to 
possible branch instructions of the main program. The Basic Path Signature Analysis (BPSA) 
(Sridhar. 1982) and its improved versions use reference signatures embedded into the main 
program (e.g. justifying signatures). The run-time and reference signatures are compared at 
the end of a branch-free instruction sequence. 

The tirst published method based on assigned signatures, the Signature In tegri t y Checking 
(SIC) (Lu, 1982) represents the reference control tlow by a reference program consisting of 
signature receive and compare instructions. This reference program is written in the sam e 
high-Ievel programming language as the main program and executed by a general-purpose 
microprocessor serving as a WP. 

The Extended Signature Integrity Checking (ESIC) (Michel, 1991b) method implements 
a finite deterministic stack automaton. The program control flow is represented as a database 
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defining the valid successors of each signature, the start and end of the procedures are 
marked by special signatures. Before the start of the main program the signature database is 
down10aded into the WP. The signature evaluation is comp1eted by the checking of procedure 
calls: detecting a procedure call the actual signature is pushed onto a WP-internal stack, in 
the case of return it is restored. 

To use these two methods the WP has to be realized by a general purpose microcomputer, 
since the reference program and the search and compare engine respectively, require hig h 
computing power, programmability and a large memory storing the considerable reference 
database. Due to this complexity the signature evaluation is relatively slow and the 
implementation results in a machine comparable in complexity with the main processor 
intended to be checked. 

The method called Signature Encoded Instruetion Stream (SEIS) (Pataricza, 1993) tries to 
avoid these drawbacks assuring high-speed signature evaluation and the elimination of the 
large reference database. Reference signatures are stored within the application program. 
Bach signature identifies the actual state of the program and the valid successor signatures 
as weil. The actual run-time signatures can be evaluated using only the previous valid 
signature as a reference. The relatively fast and simple evaluation scheme and the lack of the 
reference database enables the use of this method even in multitasking systems. 

3.1.4 Evaluation of the concurrent error detection methods 

The most feasible watchdog method can be selected taking into account the structure and 
properties of the system to be checked and the hardware, memory and time overhead. 

If the process.0r instruction bus can not be observed and monitored then only the assigned 
signatures method can be used. The SIC and ESIC methods need a complicated watchdog 
hardware which can be realized only by an additional processor, so the hardware overhead 
is high. The SEIS watchdog reduces additional hardware and therefore does not include 
difficult and unreliable parts into the system. On the other hand, it is able to check 
multitasking systems as weil and can be extended to higher-level checking. The memory and 
time overhead is similar using these three methods. 

The derived signatures methods have the advantage that the error latency time (i.e. the 
time between the occurrence and detection of a fault) is relatively low, the checker and 
signature generator hardware is simple and fast. However, sending the justifying signatures 
to the watchdog means similar overhead like in the case of the assigned signatures. If no 
justifying signatures are needed (WDP method) then the recompilation of the program s is not 
necessary and the time overhead and performance loss is practically zero (this is important 
in eritical real-time systems). 

At the University of Erlangen-Nurnberg different experiments have been done in order to 
evaluate the simultaneous use of different concurrent error detection techniques (Dal Cin, 
1993). Master-checker configuration s as weil as watchdog-processor methods have been 
investigated. It has been found that the main drawback of the master-checker method is that 
external information (received from the outside world of the MC pair) can not be checked 
and it can lead to a failure. Only additional methods can check the external information (e.g. 
fault y instruction opcode or data) affecting both the master and the checker. On the other 
hand, in order to check the internal world of the MC pair, the system state information 
stored in the registers and cache has to be regularly copied out in order to compare them 
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with the similar data of the checker processor. This requirement can lead to the degradatlon 
of system performance if an improper update policy is used. 

The main drawbacks of the assigned signatures watchdog methods are that the error 
latency can not be strictly limited (if high-Ievel programming languages are preprocessed) 
and the signature transfer as external data transfer outside the world of the sophisticated 
pipeline and cache mechanisms breaks the performance down. The solution of this· problem 
is a lower-Ievel program control-flow graph encoding, taking into account the execution time 
of the instructions as wel! (this way a constant signature transfer rate can be achieved). 

3.2 Fault diagnosis 

3.2.1 Hardware level solutions 

The designers and producers of commercial multiprocessor systems try to support diagnosis 
and provide an easy system maintenance which is important in system s having more hundred 
processors. As examples the Connection Machine 5 of Thinking Machines and the GigaCube 
of Parsytec can be mentioned. 

The Connection Machine incorporates hardware support for system testing: an independent 
diagnostic network is established in order to help the localization and isolation of the fault y 
components. The topology of the network is a binary tree with one or more diagnostic 
processors placed at the root. The diagnostic network is completely testable and can diagnose 
itself. Al! other components are testable when in place, for this purpose boundary scan paths 
can be used. The diagnostic processors have parallel access to the boundary scan chains, 
generate test patterns, control the testing procedure and isolate the fault y component. 

The GigaCube is a scalable massively parallel multi-transputer system. The hardware 
architecture is divided into cubes containing 4 clusters (16+ 1 T9000 transputer per cluster). 
Each cluster comprises an error detecting hardware: error detecting and correcting codes and 
memory scrubbing (periodically reading the cc:nplete DRAM in order to detect and correct 
latent bit errors). The interconnection network is a robust one hav ing redundant paths (links): 
it is guaranteed that there is no complete disconnection even if a routing switch fails. A 
component transputer itself can detect link and switch errors. 

There is a control processor in each cube and a tree-like network connects it with the 
application processors. The task of the control processor is to: 
- detect link and connection failures by an error detecting communication protocol; 
- detect processor failures by watchdog timers and periodically received "I-am-alive" 

messages; 
- support fault diagnosis by testing and test result evaluation; 
- support error recovery and reconfiguration. 
The spare processor located in each cluster can be integrated into the system under the 
guidance of the control processor if an application processor fails. 

3.2.2 High level methods 

However in this report we consider fault diagnosis as a part of fault-tolerant activities, it is 
in general formulated in a much broader sense. Though automated diagnosis is one of the 
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most important fields of AI, no attempts have been made in the past to apply such results in 
the development of fault tolerant systems. An exhaustive survey of intelligent diagnostic 
methods exceeds the limitations of this report, for the sake of further reference some of the 
most generaI basic ideas are shortly summarized in the following. 

Diagnosis can be defined and characterized according to Reiter's (1987) wel! know n theory 
based on first principles. Its starting point is that any system can be described by the 
following information: 
- a set C of components represented by a finite set of constants; 
- the description of the system defined as a set of first-order logic sentences about its 

structure, behaviour, expected symptoms, fault causes etc; 
- a set of observations given as a set of first order logic statements which describe the actuaI 

behaviour of the system. 
Reiter introduces the predicate AB(cJ for expressing that component Ci behaves abnormaI. 
The correct behaviour of the system is then formaIized by 'AB(cJ for VCi E C. A diagnosis 
is defined by Reiter as the nlinimal set of those components, which behave abnormaI 
supposing that the selected set of components is consistent with the current set of 
observations. The diagnostic problem itself is to find one or aIl diagnosis for a given system 
and given set of observations. 

In this formulation the solution of the diagnostic problem is to find one or all solutions for 
a system of Boolean equations. Without proof we notice that this is equivaIent to the 
satisfiability problem (SA T), so diagnosis is NP-complete. That is why simple exhaustive 
generate-and-test algorithms will not work even by systems withmoderate complexity. 

Reiter proposes an algorithm caIled DlAGNOSE for determining diagnoses more efficiently 
by constructing and pruning speciaI (so caIled HS) trees and using theorem provers to 
determine the consistency or inconsistency of generated possible diagnoses. 

Reiter's theory gives a mathematicaIly exact foundation for handling diagnosis problems, 
though in practice efficiency is fundamentally affected by the chosen representation method. 
First order mathematical logics provide a formaI way of description, though they are not 
appropriate for describing arbitrary kinds 'of systems with arbitrary kinds of properties (see 
e.g. the reason s for the introduction of fuzzy logics (Zadeh, 1965». Another problem is the 
kind of the applied theorem prover, which in this case is based on resolution, which besides 
other problems does not assure the efficiency required in large scaIe systems. 
, It is obvious that to solve diagnosis problem s a representation method and a practicaIly 
efficient search aIgorithm must be constructed. That is why automated diagnostic systems 
apply techniques a bit different from the clear mathematical apparatus propo sed by Reiter. 
For the sake of simplicity just two successful solutions are mentioned here: the structure and 
behaviour based diagnostic system of Davis (1984) and the IPCS real-time diagnostié system 
presented by PadaIkar (1991). 

The system of Davis is intended for use in automated troubleshooting of complex digital 
circuits, while the IPCS system operates in a real-time industriaI environment. The basic task 
is naturaIly the sam e as defined by Reiter, though a different formulation is used according 
to the given practicaI diagnostic problem. 

The operation of both systems are based on a hierarchicaI multi-level decomposition 
system model, which describes the diagnosed system from multiple aspects. The modelling 
is done from two basic views: structural (which defines system topology and the kinds of 
components) and behavioral (which defines how fault-free individual components operate). 

HierarchicaI decomposition is required for being able to cope with system complexity from 
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either representational and algorithmic points of view. It is a very important property of 
diagnostic systems, since any structures can be decomposed into hierarchies, like e.g. 
computer level - board level - chip level - gate level - transistor level. Diagnosis can be 
perforrned at any levels, though the higher level a solution is found, the less effort must be 
spent because of the Iimited number of components. 

Another important property of these methods is modeIIing from different aspects. E.g. the 
circuit diagram model can be used to identify logical stuck-at faults whiIe other faults (like 
e.g. bridging faults) are very unlikely to be explained unless other model s like printed circuit 
board layouts are also known expressing spacial adjacency of components. This way 
multiple kínds of models can be used to describe the actual diagnostic problem. 

According to the general terminology a shallow model describes the relation between an 
abnormal behaviour and its possible causes (the actual diagnosis) in the form of rules 
(typically having the general if <precondition > then < consequence > form). Shallow 
models are highly appropriate for describing rules of thumb or information about the system 
like fault-trees or experiences of service personnel. Shallow models can be generally quite 
efficiently interpreted in practice (e.g. by using different in ference procedures developed for 
rule based systems), though they are "as clever as their rules", so they are not able to 
diagnose faults, whose symptoms (ot fault causes) are not stated by certain rules. Deep 
models rather use exact structural and behavioral properties. Though they may require a 
larger machinery, they can be used for finding diagnosis for any kínds of faults in agiven 
system. 

Davis uses an algorithm cálled constraint suspension. It is based upon the structural and 
behavioral model of the system. Its basic idea is that, if the abnormal behaviour of the 
system (its corresponding inputs and outputs) are known, the fault y component can be 
localized by systematicaIIy supposing that in the structural model certain components are 
fault y and suspending the nonnal behaviour of these assumed fault y components, which 
means that temporarily no restrictions are considered for the local behaviour of the given 
component (or in other words it can accept any local value combination in its 
neighbourhood). The fault y component is localized, when during constraint suspension the 
abnormal behaviour causes no contradiction inside the circuit, when propagating values from 
inputs forward, and values from outputs backward. 

However the modell ing approach presented by Padalkar is in its main ideas similar, the 
diagnostic algorithm is different. It foIIows from the basically different application area. In 
industrial technologies direct measurements of different parameters are perforrned by sensors 
and other values can be generated by computing derived parameters from the results of other 
primary and derived measurements. In this case - although a multi level structural and 
behavioral model is used - the observations are different, in general they are much more 
detailed than just observing the outputs of e.g. a computer system by given input patterns. 

In IPCS as in general by industrial systems, diagnosis is based upo n so called a/ann 
signals (Kirschen, 1992). Alarm signals are generated, when current and accepted behaviours 
differ, by comparing actual system behaviour to different kínds of system models. Since the 
effects of a single fault propagates over different components, the presence of a single fault 
generaIly le~Qs to the appearance of many (in complicated technologies often hundreds of) 
alarm signals. The diagnostic procedure is able to localize the exact fault cause by using a 
special kínd of model s called fault propagation models defining possible fault interactions 
between components, and by traversing a strictly tree-shaped model hierarchy of technology 
blocks. Since this tree traverse is done in a top-down fashion, this diagnostic procedure is 
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able to deli ver more and more precise diagnostic results as time passes, by localizing smalJer 
and smaller parts of the system laying at a successively deeper layer of hierarchy. 

3.3 System recovery 

After the error detection and successful diagnosis the fault-free service has to be continued. 
In the following the error recovery techniques are surveyed for different applications. 

3.3.1 Errór recovery for uniprocessor applications 

If only one processor is available for a uniprocessor application then the fault must ge 
carefully diagnosed. If it is proved to be a temporary fault then it can be masked by 
restarting the application from the initial or from a stored fault-free state. If the fault is 
permanent and it prevents the continuation of the application then the system has to be 
stopped (fail-stop behaviour). If this shutdown results in a safe state then it is called fail-safe 
behaviour. 

If two processors are available, one can be used as a spare of the other. This spare 
processor can be a cold, warm or hot backup. 
- The cold backup is not powered until a failure of the active processor occurs. If a 

permanent fault is diagnosed then it takes over the control and restarts the application. 
- The warm backup periodically receives the complete state of the working processor in the 

form of checkpoints. After fault detection it restarts the application from the last received 
checkpoint (the time loss is less than in the case of cold backup). 

- The hot backup executes the application program parallel with the working processor. 
They have to be synchronized and use the sam e inputs. If a fault is detected then a smooth 
and fast switchover is needed to the backup. 

If three or more processors are available for a uniprocessor application then the N-modular 
redundancy technique can be applied. 

3.3.2 Error recovery for multiprocessor applications 

In distributed systems network faults as weB as node faults have to be considered. This 
results in a more complex recovery sch eme (Deconinck, 1992). The generally used method 
is the backward error recovery. 

The main problem of the checkpoint generation is how to gain a consistent system state. 
The fo ur classes of checkpointing are distinguished by the way the checkpoint is taken from 
the different (communicating) processes: 
- Semi-automalic technique: In this case the programmer inserts the checkpoint generation 

instructions into the application using special language constructs or subroutines. The 
responsibility of the system designer is to take care of the consistency. 

- Message logging: Processes save their state independently and the interprocess messages 
are logged. 

- Coordinated checkpointing: An interacting set (or ali) of the processes save their states 
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together; so call ed conversations (parts of the processes where they intensively 
communicate) can be defined. At the begin of the conversation each process saves its state, 
after it they communicate only with the others taking part in the conversation. At the end 
of the conversation the new state can be saved. 

- Hybrid technique: It is the combination of the two previous techniques. 

As a case study, the rollback recovery of the MEMSY multiprocessor can be mentioned. ln 
order to get a consistent system state a two-phase commit protocol is used. AH of the 
processes of the system generate its "tentative next" checkpoints autonomously. The tentative 
next checkpoint becomes a valid one if alI of the processes report that the generation of their 
tentative checkpoint was successful. A high-speed (fibre network) broadcast protocol is used 
to get this agreement. 

The checkpoints are stored in two level. The soft checkpoints are generated of ten and 
stored in high-speed local memories. The hard checkpoints are stored in a persistent stable 
storage using a highly reliable, secure communication protocol. If an error is detected then 
the system tries to roll back to the last soft checkpoint. If the restart was successful then the 
sof t checkpoint is a proved good one and it can be stored on the stable storage (as a new hard 
checkpoint). If the restart from the sof t checkpoint fails then the hard checkpoint can be used. 
In this way the rate of the slow hard checkpoint generation is equal with the mean time 
between failures while the fast soft checkpoints can be generated frequently enough. 

3.3.3 Error recovery for distributed real-time applications 

There is an essential need for fault-tolerant computing in distributed hard real-time systems. 
However, applying fault-tolerance techniques the requirements of the timeliness have to be 
taken inta account as weIl. 

As an example for a fault-tolerant distributed real-time system the MARS project 
(Maintainable Real-time System) can be mentioned (Schwabl, 1989). The special 
considerations and unconventional techniques implemented in the MARS system in order to 
guarantee maximum response time even in peak load situations are not described here, only 
fault-tolerant aspects are considered. 

The methods of the application software fault detection take into account the real-time 
requirements as wel!: 
- During the scheduling phase of the application the worst case execution time is calculated, 

which becomes the slot of the task. If this time limit is exceeded then it means a severe 
error. 

- Time redundant execution of tasks: In most cases the execution time of a task is smaller 
than the calculated maximum time slot; in this case the operating system executes the task 
a second time. To be able to detect faults in the code of the task the two version s are 
executed using different core images (i.e. registers, address ranges etc.). On the other 
hand, the code segment is provided with a checksum which is checked in the idle loop of 
the processor. 

The MARS system is based on fail-silent components and active redundancy. The fail-silent 
property means that the fault y component Ca single-board microcomputer) has to be switched 
automatically off preventing further failures, the results of a redundant component are 
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available instantIy. 
Whenever a component fails, it shuts down and extensively tests its processor and 

peripherals. If the fault is transient, first the code segment of the component is restored 
reading it from a maintenance unit. After it the state of the working tasks is recovered. In 
the MARS system the tas ks are stateless, which means that at the end of each execution cycle 
each task puts its inner state into a bus message, at the beginning of the cycle it will be read. 
In this way the programmer need not take care of recovery phases. 

If the fault is permanent then the actual component has to be removed and repaired. The 
time between the shutdown of a fault y component and the start of the full operation is 
eritical. In order to solve this problem the MARS uses the concept of shadow components. 
During the normal operation no network time slot is assigned to the shadow component (it 
does not sen d messages). In case of failure the slot of the fault y component will be assigned 
to it. The switchover is made immediately since the internalstates are equal. After repairing 
the fault y component can act as a new spare one. 
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4 PROBLEM FORMULATION AND THE ELEMENTS 
OF A REPRESENT ATION MODEL 

In this chapter the basic problem of maintaining fault tolerance at a general system level is 
speci fi ed and a method is presented, which can be used to describe and interpret system 
models for achieving system level fault tolerance using intelligent diagnostic centers. 

A distributed sysfefn contains several loosely coupled, communicating nodes, where each 
node is able to perform autonomous action s and the whole system is working on a common 
task. 

Since very diverse kinds of distributed systems exist, we first examine three important 
classes of distributed systems' applications (multi processor computer arclzitectures (a), 
computer nelWorks (b) and induslriallechnologies (c)) to shortly discuss the potential benefits 
of system level fault tolerance in th em and to point out those common aspects, which make 
it possible to establish a general framework for handling the problem of fault tolerant 
operation in them. 

From the point of achieving fault tolerant operation the above mentioned three system 
classes have different properties. 
aj Multi proces.wr archirecrures have predefined, often fixed topology. In such 

architectures reliability can be estimated at design time and fault tolerance can be 
achieved at the hardware level. On the other hand multi processor architectures appear 
as a single component at the system level, so we can consider the possibility and the 
necessity of system level fault tolerance minimal in this case. A further important issue 
considered wi th multi processor architectures is, that "traditional" fault tolerance 
techniques (see sections 2 and 3) are worked out for this domain the best, and they 
admit the use of fault tolerant design principles. 

bj Computer nelWorks are loose nets of computers, with not fully determined structure, 
which can evolve in time, if the network is extended by additional nodes. If the number 
of nodes exceeds a given limit, the number of faults within the whole system will 
increase because of the finite reliability of individual components. Under such 
circumstances to maintain overall system reliability becomes highly difficult, though it 
is more and more important. As individual nodes of a computer network are not fault 
tolerant, and there is no hope for solving this problem by exchanging ali nodes by fault 
tolerant computer architectures, the application of system level fault tolerance for 
computer networks can be advantageous. 

cJ lndustrial lechnologies are systems of extraordinary complexity . The design, 
implementation and operation of industrial technologies is extremely complicated and 
costly, and their life time (especially in Hungary) can be very long. On the other hand 
system failures are always expensive and often dangerous. The currently available fault 
tolerance in industrial technologies is at hardware level and is only present at the lowest 
control layer in programmable logic controllers or in the form of the duplication of 
certain components (Johnson, 1988). The application of higher level intelligent 
diagnostic and advisory systems is not widespread, and such systems do not assure fault 
tolerance in themselves. We can concJude, that in an industrial environment system 
level fault tolerance can be essential. 
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Systems belonging to groups b) and c) have in common that though fault tolerance would be 
necessary, it cannot be accomplished by merely traditional, hardware level fault tolerance 
techniques, because of their high overhead and costs. Only those methods are acceptable, 
which can be reali zed using the given finite resources of the system by adding just a 
relatively limited overhead. This can be accomplished by using implicit redundancy, which 
is always present in complex distributed systems. 

4.1 The Basic Problem 

In this report a distribured sysrem (or 

t:J Observation 
q ModJfkation 
o Node 
- Interaction 

simply system) means a set of loosely 
coupled, interacting nodes. Each node is 
a resource that performs given services 
to achieve the global sen'ice of the 
system. The global service is considered 
as satisfying a set of inrerrelared 
requiremenrs. The notions used in the 
previous definition are present in any 
distributed systems, so they can serve as 
a starting point, which is independent 
from the ex act type and properties of the 
distributed system. 

The system operates properly, if any Figure 2: The general model of sysrem level 
requirement Qi is fulfilled by an fault rolerance 
appropriate service Si and the 
interrelations between requirements are also satisfied. If Si initially satisfies Qi' and later Si 
becomes unable to satisfy Qi, Si is called a fault1

• 

This definition is a general funcrional faulr model, which appears at a high abstraction 
level. The criteria for a service to satisfy a requirement is further characterized in section 
4.10. A fault is masked, if its effects do not cause changes in the global service (or global 
behaviour) of the system. If a fault cannot be masked, it becomes afailure. 

The disrribured system (or supe,-vised sysrem) is aug mented wi th a diagnosric center which 
maintains fault tolerant operation by continuously observing the operation of the distributed 
system, by detecting faults and substituting fault y services wi th fault free ones by modifying 
the structure, operating mode or other attributes of the supervised system. 

4.2 General properties of a diagnostic center 

Our basic intention is to find a solution which make it possible to achieve general system 

It is important to notice that according to the terminology introduced in chapter 2 S. should rather be called 
an error, though in our model fault causes are not localized (see section 4.2 for mor" details), so th"r" is 
no need for distinction bet\wen a fault and its effects (which are normally called errors). For thes" reasons 
in the fOllowing only the notion off al/It is used. 
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level fault tolerance by creating diagnostic centers and adding them as a relatively small 
hardware and software overhead to large scale systems (like computer networks or industrial 
technologies), which require high reliability but which were originaIly not necessarily 
designed to be fault tolerant. The successful operation of diagnostic centers is based upon 
different kinds of redundancy, which is always present in large scale distributed systems. 

The supervised system is in general highly complex. To be able to satisfy its goal, the 
diagnostic center maintains the following basic tasks: 
- Dara acquisirion and communicarion: to continuously collect data about the operation of 

the supervised system and send information to the supervised system about the required 
action s , which must take place for masking existing fauIts. 

- Mode1ling: to maintain a model of the supervised system and to match incoming data with 
that model. 

- Checking and recovely: to check - based upon the actual system model - whether the 
operation of the supervised system is satisfactory, and in the case of fauIts to signal and 
mask them. 

Though alI these tasks must be sol ved for the successful construction of a diagnostic center, 
this report deals primarily with the questions of modelling and checking/recovery. 

Data acquisition and recovery is also important, though not addressed here due to the 
following reasons. 

In the proposed model communication can be simplified to the presence of certain 
information (e.g. attribute values see section 4.4), which in practice may require extensive 
data exchange, though in theory it means no further problem s to handIe it. 

The model is capable for hosting different kind of observation methods (like the use of 
buiIt in software exceptions, memory management units or sensors), but this is no integral 
part of the model. 

These questions will be answered in a later phase of research. 

4.3 General characteristics of the model 

The model has to assure the possibility of representing and handling information about 
complex systems. When establishing amodelling method, the following characteristics must 
be considered: 
- The elements of the supervised system can be very diverse. 

It may be required to handie many different kinds of supervised systems 111 different 
applications. 

- Different system components may require different kinds of modell ing . techniques to 
achieve representational and algorithmic efficiency. 

- The diagnostic center must continuously match incoming data against the system model 
and decide what to do. Such decisions have time limits, e.g. the cycJe time of data 
acquisition. Even if no such time limits exist, the interpretation of very complex model s 
containing a large number of elements may require an unacceptably long time (even hours 
or more). 

The main problem is to combine representational and interpretational (algorithmic) efficiency. 
Considering that the modelling problem is usually hard to solve using a single method and 
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a single data structure, the model must be divided into parts, which reflect the different 
properties of different subsystems. On the other hand the interpretation of complex system 
model s results in complicated algorithmic problems which can hopefully be sol ved only by 
decreasing the actual problem sizes. The guideline to sol ve these is hierarchical 
decomposition. Hierarchy is a general property of "natural" systems and a widely accepted 
and used design method of man made systems e.g. (Dahi, 1976; Mittra, 1988; 
Chandrasekaran, 1988). These assure the general applicability of hierarchical decomposition. 
On the other hand decomposition methods can significantly decrease average algorithmic and 
memory complexity of hard problems. The following model is proposed. 

The decomposition consists of leve ls. Each level represents an abstraction of the who/e 
system. Any level is built of one or more p/anes. At each plane the model has agiven 
structure built of compollents (defined in the following sections) and planes are connected to 
each other in a weil defined way. 

The highest abstraction is incorporated in the Oth level, where the system appears as a 
single plane. Higher numbers will indicate lower abstraction levels in this report. 
Components can be compound or simple. Compound components are decomposed to more 
detailed description s at a distinct plane of a lower level. Simple components are not 
decomposed further. 

There is a diagnostic center associated with each plane. Every diagnostic center has the 
ob serves the operation of the associated plane and maintains the services of the particular 
plane towards the upper levels. The scope of a diagnostic center is strictly limited to the 
components contained in its associated plane. Simple components are observed directly and 
individually (e.g. via sensors in an industrial technology, by exception handlers or memory 
management units in a computer environment). In the case of compound components (or 
simply compollllds) information is delivered by those diagnostic centers, which are associated 
to the planes containing the detailed decomposition of the particular compounds. Briefly it 
means that instead of compound componeIlts the associated diagnostic centers are seen by an 
upper level diagnostic center. It also means that any diagnostic center has predefined 
methods5 to have access at its associated plane to data about distinct components. 

According to section 4.1. any diagnostic center is familiar with the set of requiremenrs that 
the associated plane must fulfil, it can choose from among the set of services which can be 
executed to fulfil certain requirements, and the components themselves are considered 
resources6 able to actually perform the specified services. The diagnostic centers may fulfil 
given requirements in more possible ways (e.g. there can be more services which can satisfy 
agiven requirement and there may be more resources that can provide the sam e service). It 
can be considered as a ldnd of redundancy, which - as demonstrated later - is present in most 
complex systems. 

When the system operation is started, the system is supposed to be fault free, so by a 
proper design ali the requirements are satistied at alI the planes. If a fault occurs, the 

It does not necessarily mean that such components are "atomic" parts of the system, it rather éxpreSSéS a 
deci sion in thé désign process of the diagnostic ceiHér modds. 

In fact thése methods are détermined by the applied error derecriofl methods. 

Resources and COl/lpOflelifS denoté thé samé thing in this report, the distinction is only necéssary to assure 
bétter understanding in diftúént contexts. 
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diagnostic center associated to the fault y component tries to mask the fault by finding another 
way to satisfy the requirements of the given plane. If the diagnostic center is unable to satisfy 
agiven requirement this way, it signals this fact to the diagnostic center associated with the 
higher level plane as a failure of the appropriate service. It does not necessarily cause a 
system level failure, it merely appears as a fault at an upper level. Since faults can be 
observed in simple components first, this fault masking process starts from the lowermost 
level and results in a failure only when the diagnostic center of level O fails. This solution 
is advantageous, because the complexity is decreased by the checking and masking of faults 
being local to single planes, furthermore the fault masking effect is multi level, as a fault 
must pass through more levels to become a failure. 

The diagnostic centers in a real situation can be distinct physical computers (which may 
be advantageous in distributed systems covering large area) or can be conceprual, if 
diagnostic centers of more planes are placed to the sam e computer (which may be 
advantageous in smaller scale systems), though it means no difference from the point of view 
of the introduced concepts. The diagnostic centers are supposed to be hard cares (Kime, 
1985), so they never get fault y . It means that they must run on reliable hardware 
architectures. The questions of designing the hardware architecture of diagnostic centers is 
not addressed in this report, however the hard core requirement can be significantly eased, 
if there are more physical diagnostic centers present and they are designed to be able to 
parti y or fully substitute each other in some predefined ways. 

In the following the elements and structure of such a hierarchical system model and an 
algorithm for its interpretation is proposed. 

4.4 Elements of a plane 

At each plane the model contains the 
following elements: 

Requi rements: 
They define the set of those tasks which 
the given plane must perform. A simple 
example is shown in Figure 37. 

Each requirement has a name and is 

You need an egg 
((quantity 1) 

) 

(state (row, hard» 
(time [O, 45]min) 
(type (chicken, goose, ostrich» 
(weight [50, 1000]g) 
(temperature [-20, 100]OC) 

associated with a set of (aflribwe, Figure 3: Elements of a requirement 
ro!erance ral/Ke) pairs. which describe 
the requirement and define those values, which the given attributes can take when the 
requirement is satisfied. Tolerance ranges can be discrete (when they are predefined finite 
discrete sets of values) or continuous (if the ranges are given by continuous intervals). 

The arTribwe sTructure (Figure 4) describes in the form of relation s the dependencies 
between different attributes of agiven requirement. 

ln thé t(Jllowing éxamplés aré takén from thé "1I'orld of el?l? boi/illg" described in chapter 5. We think that 

at this point thé exact semantics of the examples aré less important than the sintactic elements incorporated 
in different model componénts and the componénts thémselvés. On the othéf hand boiling eggs should be 
familiar to anyoné, If in spité of thésé difticultiés with understanding would arise, we encourage the reader 
to refer to séction 5 for moré détails. 
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Different requirements belonging to the same plane form a structure expressing that 
requirements (similarly to the steps of recipes for industrial technologies or in a cookbook) 
cannot be satisfied in an arbitrary order. This structure is described in section 4.6 in more 
details. 

Service types: 
are the features, which can be used at the given plane to achieve the given set of 
requirements (see an example in Figure 5). 

A single service type may fulfil more 

RI 
requirements, even the same time. Each 
service type is associated with a given set 
of attributes. Attributes can be connected 
by relation s expressing dependencies 
between them. 

state ---7> temperature 

Rz 
type ---7> weight 

Resources: 
R l: row: [_20,40]° C 

hard: [-20,100]° C 

R z: chicken: [50,70]g 
goose: [70,150]g 
ostrich: [150,lOOO]g 

are the componenrs of the supervised 
system, which are capable to provide 
different service types. Resources can be 
physical (like a computer hardware) or 
conceptual (like a software module). Any 
resource has an associated set of service Figure 4: A simple auribure structure 
types and any service type can be 
associated to more resources. Resources can be considered as real existing parts of the 
supervised system, while requirements and service types are specifications and model s for 
the operation of resources. 

Services: 
With any resource Rj a service type S, can be used to generate 
a new sen'ice instance (or simply service) Sj=(Sj,Rj), by 
creating a new service with exactly the same attributes as 
defined in Sj and assigning values to its attributes by using the 
attribute values of Rj , which is a resource capable of 
providing services of the type Sj. 

Attribures: 

Egg in X 
( (quantity ?) 
(state ?) 

) 

(time ?) 
(type ?) 
(weight ?) 
(temperature ?) 

Attributes do not form a distinct part of the model, but their Figure 5: Emmple for a 
role is so central that they de serve distinct attention. service rype 

Using attributes is the general mean of describing 
properties of requirements, services and resources. The basic method proposed in this 
report for maintaining fault tolerant operation is also based on attributes, it is called 
attribure mapping , where attributes of requirements are matched to attributes of available 
service types to find out which services can fulfil the given requirement and to instantiate 
new services by matching resource attributes to the given service type. This mechanism 
is described in section 4.10. 

Attributes of requirements, services and resources can be direcr (when a symbolic or 
numeric value is associated to the attribute) or derived (when the value of the attribute is 
described as an expression involving other attributes). In general we can say that an 
attribute is described by a constant function or by a function of other attributes. 
Furthermore it is possible to associate certain procedures with attributes, which define the 
way of determining the value for that attribute or consist certain other actions which must 
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be performed, when the attribute is assigned or referred to (Minsky , 1975). 
Diagnostic cemer.\': . 

For each plane there is an associated diagnoslic center, which maintains the global service 
of the plane even if certain requiremenrs cannot be satisfzed. In this case the diagnostic 
cellfer finds those requirements which fail and tries to satisfy them with other services 
available at the given level. 

4.5 Structural properties of the model 

The planes in the model can be considered as nodes of an acyclic directed graph. Between 
two nodes (planes Pi and Pj) there is an edge in this graph directed from Pi to Pj iff Pj is a 
decomposition of a component in Pi' A plane Pj can be connected to an arbitrary number of 
Pi through PiPj edges, where i < j. It also means that Pj can reside at an arbitrarily lower 
level than Pi, but no edges can be directed towards upper level planes. If the restriction i = j-l 
would be made (i.e. the decomposition of a node should have to appear at the level directly 
"under" the level of the node), it would make the model seemingly c1earer, though it would 
make the use of shared planes (see next paragraphs) much more complicated. 

The acyc1ic property is needed, because without it infinite recursive decompositions would 
be possible, which would complicate the cooperation of diagnostic centers at different levels. 
On the other hand the cyc1ic property is not necessary to create hierarchical decompositions 
of real systems, so it is reasonable to exc1ude it. 

The model allows shared planes. A plane Pi is shared if Pj and Pk are two distinct planes 
and PjPi and PkPi edges exist (i > j, i > k, j -:;é k). If shared planes were not allowed, the 
structure of any model would be a directed tree. 

Shared planes are necessary because of the presence of different shared components in 
modelled systems. On the other hand tree structures in general offer very nice algorithmic 
properties (Fujiwara, 1985; Dechter, 1988), so before the introduction of shared planes we 
had several long discussions. Their result showed that without shared planes the 
representational power of the modelling method would significantly decrease. On the other 
hand the model assures locality to each plane, so no traditional ex ten sive graph search is 
perfonned upo n the decomposition hierarchy, which means that shared planes are no obstac1e 
of algorithmic efficiency. 

4.6 The requirement structure 

The requirements at a given level are ordered in a directed graph, whose nodes are 
requirements and whose arcs are causal dependencies between requirements (see Figure 6). 
The requirement structure must express the following features: 
a) The kind of dependencies between any given requirements. 
b) The kind of timing which must be fulfilled when fulfilJing given requirements. 

a) 
In the folJowing it is supposed that requirements are uniquely labelled in the requirement 
structure, i.e. different nodes denote different requirements. The following types of primitive 
dependencies are needed to express the relation between requirements A, B and C. 
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A or B -'; C 
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A must be satist!ed before B 

can be satisfied. This is a 
simple ordering. Such a 
relation holds between e.g. 
requirements Q4 and Q6 in 
Figure 6. A is called a 
predecessor of B, while B is 
a successor of A. 
Both A and B must be 
fulfilled before C can be 
satisfied. The order of the 
satisfaction of A and B is 
arbitrary. Such a relation 
holds between e.g. 
requirements Q4 and Q5 in 
Figure 6. 
A or B must be satist!ed (or 
both of them) before C can 
be satisfied. 

Using these primitive relations compound 

® '.:h 

Agenda: '" / 
c::::> Requirement Ö OR edges 

/'\. Split point ~ AND edges 

expressions called predecessor expressions can Figure 6: Ewmple for a requiremenr 
be created. E.g. the predecessor of Q4 in strucfllre (boiling eggs) 
Figure 6 can be expressed as Q/ and Q2 and 
Q3 -'; Q4' 

A predecessor expression Pj associated with requirement Qj can be evaluated by 
considering any Qi predecessors as a logic variable, assigning the TRUE logic value to it, 
whenever it is satist!ed, and assigning the FALSE logic value to it otherwise. The result of 
the evaluation of Pj telis, whether the satisfaction of Qj (independently of available services 
and resources) is currently possible or not. 

According to this a special, predefined requirement can be introduced, call ed sp/it point. 
A split point is automaticaIly satisfied whenever its associated predecessor expression 
evaluates to true. E.g. a spi it point connects requirements Q/, Q2' Q3 with requirements Q4 
and Qs in Figure 6. Requirement structures could be described without split points, though 
in this case dummy requirements with no attributes should be introduced, which would 
unnecessarily complicate the construction of requirement structures. 

Requirement structures are interpreted using a simple algorithm called IRS (lnrerprer 
Requiremenr Structure). 

Because of the con struct of requirement structures and the IRS aigorithm, no explicit 
conditional structure or cycle is needed. 

bJ 
The edges of the requirement structure can be associated with time delays which are actual 
maximal delays needed to fult!l the given requirement. Such delays can be computed when 
mapping the requirement structure to such services which have an attribute defining the time 
spent for solving the given subproblem. Timing requirements are only important. if there is 
a global timing requirement for the whole requirement structure (i.e. for the service which 
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IRS: 
l. Q, ~ the set of requirements with no predecessors. 
2. Q.c, OE- choose and delete such an element from Q" whose satisfaction is allowed 

by its predecessors. 
3. Satisfy Q.c,. 
4. If Q.c' has successors 

then add ali of them to Q,; 
continue by step 2. 

else the requirement structure is satisfied, stop. 

Figure 7: The IRS algorirhm 

was decomposed to the given structure). In this case the worst case time of fulfilling the 
given requirement structure can be easily computed (e.g. by network flow optimization 
methods on the requirement structure) and the applicability of a giv en service to satisfy given 
requirements can be determined. 

An important property detines the connection between services and requirements. A 
service at level i can be mapped to a ser of reqllirements at level j where level j is a 
decomposition of level i. Any requirement structure can be derived from a pair Q=(Si,R), 
where Q is a requirement structure, Si is a service type and Ri is a resource. It means, that 
the decomposition of a given service to a requirement structure depends on the type of the 
service and the resource which is actually used to provide the given service type. On the 
other hand any level can have more possible requirement structures, ev en existing parallelly. 

4.7 The service structure 

The service structure expresses the 
dependencies between given services of a 
given level (see Figure 8). The service 
structure is a directed graph whose nodes 
are services (service type - resource pairs) 
and whose edges are relations expressing 
dependencies between services. 

Four kinds of relation s can be defined to 
describe edges of a service structure 
(supposing that service A is selected before 
service B is tri ed to be used): 
A ali B A allows B. If service A is 

used, service B can be also 

(X,CashAut) ~m. 
dem~ 

(X,Bank) ex./ (Y,SDep) 

~ (Z,Feet) ~ ex 
~ (Y,SMarkt) 

(Z,Bicycle) e dem 

(Z,Tram) 
(Y,SSmall) 

(Z,Car) 

used. Such dependencies can Figure 8: Ewmple for a service-resollrce 
be expressed as always rrue slrucrure 
relations, so no edge is needed 
for describing them in the service structure. This dependency can be interpreted 
as the two services are independent. In Figure 8 such a relation holds e.g. 



A dem B 

A ex B 

A RB 
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between services (Y,SDep) and (Z,Bicycle), which means that it is possible to 
reach a given department store to buy something using a bicycle within agiven 
time limit (for more details see section 4). 
A demands B. If service A is used, service B must also be used. This is a causal 
connection between A and B. ln Figure 8 such a relation holds between e.g. 
(Y,SMarkt) and (Z,Car), which expresses that to reach the distant market within 
the given time limit, is only possible by car (for more details see section 4). 
A excludes B. Service B can not be used whenever service A is used. ln Figure 8 
su ch a relation hold s between e.g. (Y,SDep) and (Z,Feet), which expresses that 
it is impossible to reach the department store within the given time limit on foot 
(for more details see section 4). 
There is a general relation R between A and B which defines the affect of using 
A on B. The typical kinds of such relations are subject of further research. 

4.8 The resoUl'ce structure 

From the point of satisfying requirements by certain services it is enough to see an 
llllsfmcfured re.wuree sef, which can be considered as a simple lisling of resources applicablc 
at a given level. If the service structure is constructed properly, no structural information of 
resources is needed. 

4.9 The fault model 

A fault can be modell ed in this environment as a degradation of certain attributes of given 
active services. 

The degradation of an attribute As of a service instance s currently satisfying requirement 
Q becomes a fault, if the attribute structure of requirement Q cannot be satisfiecl with the 
current value of As' It can happen because the value of As lays outside the tolerance range 
of Au (the attribute of Q mapped to AJ, or in more sophisticated cases the constraints in the 
attribute structure of Q cannot be satisfied. These explain the necessity of tolerance ranges 
for attributes. 

4.10 The algorithm of the diagnostic center 

A diagnosfic cemer (DC) is associated to each plane Pi' The DC has the task to satisfy the 
requirements of Pi by using the services of Pi provided by the resources available at I'i' The 
DC fultils this task by continuously monitoring the state (expressed by attribute values) of 
the services and resources at Pi and if certain attributes change, the DC has to perform 
cenain actions to maintain the global service of Pi' 

The attributes of resources are taken into account as avai/ab/e services in service poo/s. 
When a service of a resource is used, it is considered as an instance of a given service type. 
Service instances are generated from resources as from service pools, i.e. the resource 
attributes are modified according to the new service instance. It also means that in general 
only a tinite number of service instances can be generated according to resource attributes. 



38 

When a service instance is not required any more for some reasons, the used resource 
attributes are given /Jack to the resource which was used to instantiate the service. More 
precisely existing attributes are given back. From this aspect there are consumable attributes 
(those, which can be used up as time passes, e.g. fuel, unique messages etc.) or non 
consumahle aftribures (which do not decrement in time, e.g. memory capacity or certain 
hardware resources). 

1. If any attribute Aj of service instance Si={Si,R;) has degraded and if 
the degradation is outside the tolerable range, continue by step 2, 
else repeat step l. 

2. Determine those requirements Qk= {Qu' •.. ,Qk,"} which were partly or 
fully satisfied by Si and for which the degraded attribute is 
outside the tolerable range. 

3. While Qk is not empty, repeat the following: 
3.1. Q"" = select and delete the first element of Qk' 

3.2. s,", <- the service which satisfied Q"". 
3.3. if 3Rj , such that s, ... ,'=(Si,Rj ) and s"c,' satisfies Q"", 

then sor: fo- 5(1<1 I ; 

3.4. elseif 3~ different from ~, 
then 

gene rate a prototype of ~ by matching attributes of Qk to 
s.j; 
generate sw' by matching the prototype of Sj against an 
available resource which provides it; 
if s",,' could be generated 
then S'o<l t- son I i 
else continue by step 3.5. 

3.5. elseif 
an untried alternative path of Qv. requirements exist, 
which does not contain Q= and can lead to the satisfaction 
of the requirement structure 
then add all Q", to Qki 
else report failure for the upper level an~ go to stand 

by state (step 5). 
endwhile. 

4. Give back all the used resources of all those Si service instances, 
which are no more used in satisfying any requirements. Kill all 
such ~s. Continue by step l. 

5. Stand-by state. 

Figure 9: The PRA algorirhm 

The generation and retraction of services and the maintenance of resource parameters are 
perfonned by the Plane Recovely AIgorithm (PRA) (Figure 9). 

PRA starts from an initial set of service instances which satisfy the initial set of 
requirements. PRA is in an idle state until no degradation' is present in the set of active 
services (existing service instances) or the degradations are in side the allowed tolerance 
ranges. The operation of PRA starts, when a service instance Si appears, whose degradation 
is so significant that it lays outside the allowed tolerance ranges; Si is afault. 

Step 3 in Figure 9 explained in some more details in the following. In step 3.4 a prototype 
service is reach ed after a service type is matched against a requirement and it is found that 
the given service type can be instantiated to fulfi! the given requirement. A service prototype 
!ays between a service type and a service instance. It does not contain exact values, just 
allowed (required) ranges of attributes prescribed by agiven requirement. After a prototype 
is successfully matched against a resource, a real service instance is generated. 
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In step 3 PRA first tri es to find another resource which can provide the same service to 
fulfil the given requirement. If no such resource exists, it tries to find and instantiate a 
different service. If no such service is available, it tries to find such an alternative path of 
satisfying the requirement structure, which does not contain the unsatisfiable requirement. 
If none of these is possible, the algorithm fails. and signals a failure to the upper level, 
which will appear as a fault there. 

This is an initial version of PRA with several open questions. There are no heuristics 
incorporated to ~elect oprimu/ or good service types to satisfy a requirement and to determine 
which resources can be used to provide a given service the best. It seems plausible to 
associate prioriries with attributes and create a method which can compute priorities for 
requirements and services using attribute priorities. In this case the optimality of different 
choices can be classitied and those services can be se\ected to satisfy a requirement. which 
in the actual situation seem to be the best. 

It is also not characterized, how attributes of service types can be matched against 
resources and requirements. The basic questions in this aspect are what is the basis of the 
matching (seemingly attriblJte names), and what are those acceptable differences between 
attribute set s of requirements. services and resources, which can be still considered as 
matching sets. 

A further open problem is, how a plane can compute attribute values for the compound 
resource connected to it at an upper level. Each plane is familiar with its own requirement 
structure, its services, resources and ali the attributes of any kind of plane components. The 
decomposition method described in the previous sections assures that the diagnostic center 
of the plane can construct the global service of the plane by satisfying the elements of the 
requirement structure, but this is a different task from computing global arrribure va/ues from 
the values of local attributes. 

A possible solution for this problem is to decompose attributes of a ser~ice to attributes 
at a lower level and to define a procedure which is able to determine the global attribute 
value from its local components, though this needs some more investigation. 

Another important question is the meaning of sral/d by srare in step 5, when there is a 
requirement which cannot be satisfied and no alternative requirements are present to 
substitute it. In stand by state PRA of the given plane waits for a change of requirement 
structure from the upper level (in this case the moditied requirement structure may be 
possible to be satistIed) or the degraded resources may be mended after a while (change in 
a lower level), which can result again that the requirements can be satisfied. 

PRA is an algorithm which tries to satisfy the requirement structure in ali possible ways 
using available service types and resources. 
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5 AN EXAMPLE FOR THE CONSTRUCTION AND USE 
OF THE MODEL: THE WORLD OF EGG BOILING 

ln the following the concepts outlined in the previous sections are demonstrated in a 
relatively simple example, the "world of egg boi/ing". The task is to boil a hard egg. 

It is one of the simplest tasks in everyday life. It may seem strange, though it suits our 
needs, because human problem solving is in genenil fault roleranr. This means, that humans 
use their tools, resources and abilities in many possible ways when they fai! to solve the 
problem with given tool s and methods. So this is a suitable domain to demonstrate our 
concepts in practice. On the other hand boiling eggs is familiar to anyone, so the reader can 
fully concentrate on the details of the presented methods with no efforts of understanding the 
problem domain itself. 

5.1 Elements of the world 

To be able to create a model which is complere at a certain level, the elements of the world 
must be strongly restricted. The world of egg boiling, whose model is described in main 
details in this material contains the following elements. 

Kirchen: Your own kitchen (part of your flat, but the flat itself is not part of the world). 
Refhgeraror: Stores cooled eggs. 
ClIpboard: Stores room temperature eggs and vessels. 
Pon, Glass pon, lal': vessels. 
Table: You can put things on it. 
Tap: Supplies water. 
lug: Contains water. 
Gas heafer: Can heat something, has four burners, requires gas. 
E/eco'ic hearer: Can heat something, has one plate, requires electricity. 
Acror: You, i .e. the component which makes things move. The actor is a special 

component in this world, which - in this case - is the only one to execute 
the tasks of a diagnostic center either. 

Neighbollr: The kitchen of your neighbour (part of your neighbour' s tlat, which also lays 
outside the world). For the sake of simplicity it has the same components as 
Kirche!/. There is a possible modification by introducing: 

NAcror: Your neighbour. who can do the same things in her own kitchen and ev en may 
be asked to substitute you and do whatever is needed in your kitchen. You may 
also go to her kitchen to perform different tasks. 

Environmenr: The larger physical district of the kitchen laying outside your house. 
Vehicles: Means for taking you from agiven place to another. 

Feer: You can walk. 
Bicyc/e: You can ride it. 
Car: You can drive it. 
Tram: You can walk to the tram station and take the tram. 

Shop.\': Places. where different props (e.g. eggs, vessels or water) can be bought for 
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SDep: 

SMark: 
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the accomplishment of the task. 
Small food store in your street. 
Department store. Sells everything. Not quite cheap. Lays not too far. Can 
be reaclled by tram. 
Market. Lays far away. Everything is sold. Cheap. Cannot be reached by 
tram. 

Money sources: Places and methods which serve you money. 
Purse: Contains some coins and banknotes. 
Bank account: Contains a lot of money ali saved from your salary. 
Cash al/romar: It gives you eas h from another account after you have typed in your id 

code. 
Other money sources (like working, robberyetc.) lay outside the world. 

5.2 The model 

The following tables summarize the components of the model. There is a distinct table for 
each plane. Levels and planes are indicated by numbers. For describing requirements, 
services and resources and defining their attributes, tolerance ranges etc. a Lisp-like syntax 
is used similar to property lists, where each attribute list consists a list of (artribl/re-
vall/ello/erance range) pairs. -

Level 1.: 

Requirements Service types Resources 

Q: You need boiled egg S: Boiled egg R: World of egg boiling 
«quantity I) «quantity ?) «quantity 00) 
(state hard) (state ?) (state hard) 
(time [0,60]min) (time ?) (time [5,00]min) 
(type [chicken (type ?) (type (chicken goose 
goose ostrich» (weight ?) ostrich» 
(weight [50,IOOO]g) (temperature ?) (weight [50,1000]g) 
(temp [25,60]°C) ) (temp [2,1 OO]OC]) 

) ) 
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Level 2. 

Requirements Service types Resources 

QI: You need egg SI: Egg in X RI: Kitchen 
«quantity l) «quantity?) «bind-to x) 
(state hard) (state ?) (quantity 12) 
(time [0,45]min) (time ?) (state row) 
(type (chicken (type ?) (time lmin) 
goose ostrich)) (weight ?) (type chicken) 
(weight [50, 1000] g) (temperature ?» (weight 60g) 
(temperature S2: You can boi! it in Y (temp (20 C 220 C))) 
[20, l 00] oc) «time ?) «bind-to y) 

) (max_temp ?)) (time 7min) 
Q2: You need egg (max_temp 100°C) 
«quantity l) R2: NKitchen 
(state row) «bind-to x) 
(time [0,45]min) (quantity 8) 
(type (chicken (state row) 
goose ostrich») (time 10min) 
(weight [50,1000]g) (type chicken) 
(temperature (weight 60g) 
[20, 100] oc) (temp (20 C 220 C) 

) «bind-to y) 
Q3: You must boil the egg (time 25min) 
«time [0,15] min) (max_temp 100°C) 
(max_temp 100°C) R3: Environment 

) «bind-to x) 
(quantity (xl) 
(state row) 

Q1: You Deed a ~: Yot! need a (time [15, (xl lmin) 
baJ:úou ""'eu (type (chicken 

I goose ostrich» 
Q3: Yoa must boil (weight [50, 100] g) lb"., 

(temp 25 0C) 
) 
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Level 3, plane l: Taking egg from Kitchen 

Requirements Service types Resources 

QI: Open X SI: Egg in X RI: Refrigerator 
Q2: Take egg from X «quantity?) «bind_to x) 
«quantity l) (state ?) (quantity 3) 
(state row) (time ?) (state row) 
(type chicken) (type ?) (time lmin) 
(weight [50,200]g) (weight ?) (type chicken) 

) (temp ?» (weight 60g) 
Q3: Close X 52: Y can warm egg. (temp 20 C» 
Q4: Wait until the egg «temp ?» R2: Cupboard 
warms up «bind_to x) 
((temp [22,35]OC» (quantity 4) 

(state row) 
(time l min) 
(type chicken) 
(weight 60g) 
(temp 220 C» 

R3 : Table 
«bind_to y) 
(time 10 min) 
(temp 25 0 C» 
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Level 3, plane 2: Taking egg from NKitchen 

Requirements Service types Resources 

QJ: Go to NActor SJ: NActor can give egg RJ: NRefrigerator 
Q2: Ask NActor for egg from X «bind-to x) 
«quantity l) «quantity?) (quantity 6) 
(state ro w) (state ?) (state row) 
(time [O,5]min) (time ?) (time 10min) 
(type chicken) (type ?) (type chicken) 
(weight [50,200]g) (weight ?) (weight 60g) 

) (temp ?» (temp 20 C» 
Q3: Take the egg home S2: y can warm egg. R2: NCupboard 
Q4: Wait unti] the egg «temp ?» «bind-to x) 
wanns up (quantity 2) 
«temp [22,35]OC» (state row) 

(time 10min) 
(type chicken) 
(weight 60g) 
(temp 220C» 

R3: NTable 
«b ind_to y) 
(time 10 min) 
(temp 2SOC» 
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Level 3, plane 3: Takillg egg from the environment 

Requirements 

QI: You need a purse 
«time l min» 
Q2: Select a shop 
«type (chicken goose 
ostrich») 
Q3: Select a vehicle 
«*reach [0,15]min» 

Q4: You need money in 
your purse 
«quantity [50,00 ]Ft) 
(time [O,IO]min» 

Qs: Go to shop 
Q6: Buyegg 
«quantity l) 
(state row) 
(time [0, 10]min) 
(type chicken) 
(weight [50,200]g) 
[temp 25 0 C» 

Q7: Take egg home 
«time [0,15] min» 

Service types 

SI: Money in X 
«quantity ?) 
(time ?» 

S2: There is a Y shop 
«distance ?) 
(type ?» 

S3: There is a Z vehicle 
«speed ?) 
(*reach 
(I Y. disrance 
speed») 

S4: You can buy eggs in Y 
«quantity?) 
(state ?) 
(type ?) 
(weight ?) 
(temp ?» 

Resources 

RI: Purse 
«bind-to x) 
(quantity 300Ft) 
(time l min» 

R2: Cash automat 
«bind-to x) 
(quantity 20 OOO Ft) 
(time 10min» 

R3 : Bank account 
«bind-to x) 
(quantity 200 OOO Ft) 
(time 30min» 

R4 : Feet 
«bind-to z) 

) 

(speed 0.1 km/min) 
(cost zero) 

R4 : Bicycle 
«bind-to z) 

) 

(speed 0.5 km/min) 
(cost low) 

R5: Tram 
«bind-to z) 

) 

(speed 0.3 km/min) 
(cost medium) 

Ró: Car 
«bind-to z) 

) 

(speed 0.7 km/min) 
(cost high) 
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Level 3, plane 3: Taking egg from the environment (conrinued) 

Requirements Service types Resources 

R7: SSmall 
«bind-to JI) 
(distance 0.3 km) 
(quantity ex» 

(state row) 
(type chicken) 
(weight 60g) 
(temp 250 C» 

R8: SDep 
«bind-to JI) 
(distance 3 km) 
(quantity ex» 

(state row) 
(type (chicken goose 
ostrich» 
(weight [50,1000]g) 
(price [10 50 200)Ft) 
R~: SMarkt 
«bind-to JI) 
(distance 10 km) 
(quantity ex» 

(state row) 
(type (chicken 
goose» 
(weight [50, 150]g) 
(temp 2SOC) 
(price [5,50]Ft) 

) 
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Level 3, plane 4: Boiling egg in Kitchen 

Requirements 

QI: Select a heater 
«time lmin) 
(*can-boil [O,lO]min» 

Q,: You need water 
«quantity [0.5, co ]1) 
(time [O,lO]min» 

Q3: You need avessel 
«capacity [0.5, co ]1) 
(max-temp [300, co ]OC» 

Q4: Put egg in vessel 
Qs: Put water in vessel 
Q6: Heat vessel with 
heater 
«time [3,6]min» 

Service types 

SI: You have an X heater 
«number-of-plates ?) 
(boil-power ?) 
(*can-boil (/ Y.capacity 

boil-power») 
51: You can take water 
from Z 
«quantity?) 
(time ?» 

SJ: You can take Y vessel 
from Cupboard 
« capaci ty?) 
(max-temp ?» 

Resources 

RI: Gas heater 
«bind-to x) 
(boil-power 0.2l/min) 
(time 2min» 

Re: Electric heater 
«b ind-to X) 
(boil-power 0.1JImin) 
(time 5min» 

Ri: Jar 
«bind-to Z) 

(capacity 1.21) 
(max-temp 300°C) 
(time l min» 

R4: Tap 
«bind-to z) 
(capaci ty co) 

(time lmin» 
R5: Jug 
«bind-to Z) 
(capacity ll) 
(time lmin» 

R6 : Pan 
«bind-to Y) 
(capacity ll) 
(max-temp 500°C) 
(time lmin» 

R8 : Environment 
«bind-to x) 
(boil-power 
[O.I,IO]I/min) 
(time 180min» 

«bind-to y) 
(capacity [0.1,100]1) 
(max-temp [50,1200]OC) 
(time > SOmi n) ) 

«bind-to Z) 
(capacity co) 

(time > 20min» 
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Level 3, plane 4: Boiling egg in Kitchen (continued) 

Requirements Services Resources 

R7: Glass pan 
«bind-to y) 
(capacity 0.81) 
(max-temp 350°C) 
(time lmin» 

R9: NKitchen 
«bind-to x) 
(boil-power 
(0.1 0.2)l/min) 
(time 20min» 

«bind-to y) 
(capacity (0.8 1 1.2)1) 
(max-temp [300,500rC) 
(time> 10min» 

«(bind-to z) 
(capacity [1, (xl ]1) 
(time > 10min» 

Level 3, plane 5 (boilif/R eRR in NKifchen) is the similar to 3, plane 4, although the 
requirement structure is extended by some first additional steps in which the neighbour must 
be asked to allow us to use her kitchen or to boi I us an egg. 

The planes of level 4 would describe how to buy heater, vessels or water in the 
environment. They are similar to level 3, plane 3, which describes how to buy eggs. 

Since these planes are not used in the following section in the demonstration example, for 
the sake of simplicity they are omitted, although they can be easily constructed using the 
elements of the world and the introduced modelling techniques. 

5.3 How the model is used? 

In the following the operation of the model is demonstrated by a simple example. 
Let us suppose that we like boiled eggs very 

much and we have one every morning for 
break fast. At the beginning there are 12 row 
eggs in our cupboard (see RI at level 2). 

Any time we need a boiled egg, the top-level 
requirement Q (You f/eed boi/ed egg) is tried to 
be satisfied at level l. 

At first a prototype service is created 
(Figure 13) by matching attributes of service 

s: Boiled egg 
((quantity l) 
(state hard) 
(time [0,60]min) 

) 

(type (chicken goose ostrich» 
(weight [50,1000]g) 
(temp [25,60]OC) 

type S (Boi/ed eRR) against the attributes of Q Figure 13: The service profOrype 
and so determining the set of sue h values for the generafed Gr level 1. 
attributes of S, which can satisfy Q. 

The next step is the creation of a service s (Figure 14) by binding resource R (the wJzole 
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world qf egg boiling) to S. s differs from S in the tolerance ranges of certain attributes (e.g. 
time) and expresses those capabilities, which the system really can provide to satisfy agiven 
requirement. 

This attribute mapping sequence is in 
this case straightforward, because there 
are no different possibilities to satisfy 
requirements, there is a single service 
type and one resource, and these imply 
that there is only a single instantiation of 
the level. The importance of the 
described method (which is in fact the 

s: (Boiled egg, World of egg boiling) 
( (quantity 1) 

) 

(state hard) 
(time [5,60]min) 
(type (chicken goose ostrich» 
(weight [50,1000]g) 
(temp [25,60]OC) 

PRA algorithm) will be better Figure 14: The service generated from the 
demonstrated later. given prototype 

At this point level 2 is activated. In 
the requirement structure of leve12there are two alternative possibilities to provide a hard 
egg: if you have already one (let us say you did not eat it yesterday), you are ready, and if 
you have only row eggs, you must first boil one and then you get ready. The requirement 
structure is tried to be satisfied from top down. In the following detailed service prototypes 
and services will appear only, when understanding would otherwise become very 
complicated. 

Suppose that (because of its apparent simplicity) QJ (You need a hard egg) is used to 
generate a prototype of SJ (Egg in x) first. The only important attribute value pair in SI for 
us is (srare hard), i.e a hard egg is required. Any of resources RJ, R2 or RJ can provide SI' 
however the "stare" attribute of ali of them has the value "row", which cannot be mapped 
to the value "hard" in the prototype of SJ. It simply means, that we have no hard eggs 
available. 

Next a prototype of SI is generated using Q2 (You need a row egg). Service sJ can be 
generated creating the (SI,RI) service-resource pair by mapping their attributes against each 
other, where RI denotes our own Kirchell. 

At this point the fault-tolerant nature of the concept can be demonstrated. Let us see what 
happens when certain resources otherwise providing a given service fail. A simple example 
for that is the following. Eggs are consumable resources, so each time we use RI to get a 
new egg, the number of eggs decreases by one. If we have used ali our eggs in our kitchen, 
the current value of "qt/amir y " in RJ is O. Since the prototype of SI requires exactly l egg, 
it results that the (SI,RI) mapping fails. 

Now PRA tries to find another resource, which can provide the service type SI' so it will 
try to use R2 (our neighbour's kitchen) to create service sJ. This may be successful, if our 
neighbour has at least one egg. Since to borrow eggs from the neighbourhood is more 
complicated than just taking some from the refrigerator, it takes more time, that is why it is 
reasonable to try RI first. If R2 fails we (PRA) can still try to get eggs from the environment, 
i.e. to go to a shop and buy some. 

For the sake of simplicity suppose, that the sJ = (SI,RI) mapping was successful, i.e. there 
were some eggs to be found in our own kitchen. Since sJ is a simple service (i.e. it is not 
decomposed further on lower levels), no other actions must be take n for satisfying Q2' 

If SI is successfully generated. QJ (You musr boi! rhe egg) is used to generate a prototype 
of 52 (You can boi! egg in Y). SI is cl earl y not appropriate for that, since the attribute 
mapping for (QJ,SJ) fails because of incompatible attribute names. RI be used to generate 
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service s;. which means that our kitchen makes it possible to boil eggs in it. It is important 
to notice, that RJ can provide services of types both SJ and S2 and these services are 
independenr, so it may be possible to boi I eggs in our kitchen even if we have currently no 
eggs and vice versa. 

The only compound service is now 52' which is decomposed to level 3, plane 4, so this 
plane must be activated to satisfy Q3 at a lower level. At level 3, plane 4 the requirement 
structure is satisfied from top down in the same fashion described by the previous levels. 
Since the generation of service prototypes and matching them against resources is the same 
as shown by previous levels, only the requirement-service type-resource associations are 
given and the satisfaction of the requirement structure is explained. 

Requirements Qi (Selecr a hearer), Q2 (YOll need warer) and Q3 (Yollneed a vessef) can 
be satisfied in an arbitrary order, though alI of them must be satisfied before the satisfaction 
of any of QJ (Pur egg in vesse!) and Qs (Pur warer in vesse!) can begin. Service type Si (YOll 
have an X hearer) is prototyped with QJ, then resource RJ (Gos hearer) or R2 (Electric hearer) 
can be used to generate service Si' In the same manner S2 is generated from Q2 by S2 (YOll 
can rake warerfrom z) using resources R3 (Jar) or R4 (Tap) or Rs (Jug). Then S3 is generated 
from Q3 by S3 (You can rake Y vesse!) using resources R6 (Pon) or R7 (G/ass pan). When 
these services are successfulIy generated, requirements QI' Q2 and Q3 are satisfied8. The 
satisfaction of Q4 (Pur egg in vesse!), Qs (Pur warer in vesse!) and Q6 (hear vessel with 
hearer) have no attributes, which means that their satisfaction is always possible whenever 
the Acror works properly , or in other words they need no other resources than those 
previously acquired and the actor itself. 

This example demonstrates the rop-down operation of the method. when a new requirement 
is initiated at an upper level and it results in a top-down traversal on the decomposition 
hierarchy finally leading to a working system configuration which satisfies ali the 
requirements at every level or (which we hope will happen very rarely) the failure of the 
whole system. 

The proposed method has however another. hortom-up operating mode referred to in this 
example, when the possibility of missing eggs in our own kitchen was discussed. This is 
necessary when a working system configuration is set up successfulIy and must operate 
continuously for a long time. In such cases it can happen that certain system components fail 
during operation. This failure is detected at the lowest possible level and tried to be masked. 
When the masking fails. this fact is forwarded to the upper level as a fault. The upper level 
tri es to resatisfy the requirement structure using PRA. This resatisfaction may result in the 
change of the used services and thus a change in the requirement structure at a lower level. 

Resources R, (fhe envirolllllellf) and Ro (rhe Ileighbol/r 's kifehell) can also be used to satisfy requirements 
QI' Q, and Q;. though these are compollnd components. which means that they need further work as their 
deCO)liposed reljuirement structures must be als" satistied. 
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6 RELATIONS TO PREVIOUS WORK 

The ideas and results of this report (presented in chapters 4 and 5) stem from two basically 
different fields of research: fault-tolerant systems and artificial intelligence (AI). If we 
analyze the properties of these two fields. certain overlappings can be observed between their 
basic goals, especially at the field of diagnostic and intelligent monitoring system s (see 
section 3). However there is a huge gap between the two areas. Currently known fault­
tolerant solutions are intended for use with digital computer systems and their operation is 
based upo n detailed, though low level information. On the other hand AI methods - though 
offer much more freedom in representing and handling information - stay at the level of 
"pure" diagnosis and previous solutions do not tend to cop e with fault-tolerant behaviour. 

For our current purposes (i.e. to find efficient fault-tolerant solutions for large scale 
systems, which are not necessarily computer sy stem s) traditional fault-tolerant techniques are 
not appropriate because of their high overhead and cos ts and because of the fact that their 
application is restricted to digital computers (see section 3). From these aspects oUf approach 
is nove\. For the sake of completeness in the following some preliminary works are 
mentioned, which - though each of th em captures just a particular part of OUf goals - have 
in some extent initiated our ideas. 

Sztipanovits (1988) generalized the notion of (parametric) adaptivity to srruCfura/ 
adapriviry. A structurally adaptive system is able to change connections between its 
components or even incorporate new components (i.e. to change its own operating model and 
topology) to achieve a better performance when its operating environment changes. 
Sztipanovits defines the components of structurally adaptive systems and suggests an efficient 
implementation method based on the object oriented data-tlow network concept. The 
approach shows similarities to recOl?/igurarion, so it is highly useful for us, though its 
original goal is at no means to achieve fault-tolerance and no one has ever tried it to apply 
for fault-tolerant systems. 

Carrasco (1991) presents a hierarchical object oriented language for modell ing fault 
tolerant computer systems. In this article amodelling technique is worked out, which lays 
at a higher level than traditional techniques. The model is based upo n the concept of 
componenrs and repair r('ams, where component states are modified by failure and repair 
processes. An explicit construct is used to expressfai/ure propagarion. This approach - just 
like ours- uses hierarchical decomposition, though its scope is restricted to computer systems 
and the set of primitives and the modelling approach is basically different from ours. 

Crow (1991) extended Reiter' s (1987) diagnosis principle to reconfiguration. It is a highly 
interesting idea, which shows that reconfiguration problem s can be generalized through 
Reiter's theory. The theoretical contents of this article are interesting to us, though this 
methodology - as Reiter's theory is based upon first order logic - does not assure the 
representational and algorithmic power, which is required to describe complex systems. 

Examples for complex applications near to our goal are the work of Hariri (1992), who 
presents a framework for architectural support in fault-tolerant distributed systems' design, 
and the work of Hecht (1991), where a distributed fault-tolerant system for process control 
is described. 

Hariri's method is a design principle for building fault-tolerant open distributed systems, 
i.e. its scope is restricted to computer networks. This method is based upo n implicir 
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redut/dat/L)' present in large scale distributed systems, a concept to which our approach also 
strongly relies. The key ideas of this solution are the application of a rwo level hierarchical 
permanem memOl)' structure to store data about distinct components and a distributed voting 
algorirlulI to select fali I t y component candidates and to reconfigure the system. In its 
methodology Hariri's method is near to the solutions applied in system level diagnosis (see 
section 3 and 4). 

Hecht' s system is based on an enhanced version of the distributed recovery block method. 
It has been implemented and integrated into a chemical processing system at the U.S 
Department of Energy Experimental Breeder Reactor II site at Idaho Falls,ID. This 
configuration consists of redllndant processors interconnected by redundant networks. Under 
nonnal circumstances an active node executes a primary version of a control task in parallel 
wi th an alternate version executed on a shadow node. This configuration tolerates a broad 
range of hardware, system software, and application faults, though its operation is based 
upon extensive hardvare redundancy. 

7 CONCLUSIONS AND FURTHER WORK 

In this report a new modelling method is proposed with the following important potential 
advantages which distinguish it from previous solutions for achieving fault tolerance: 
- it makes it possible to llse implicit redundancy in distributed systems to reach fault tolerant 

operation; 
- the amolInt of information incorporated in diagnostic centers can be kept at an optimal 

level becallse of the top-down modelling approach; 
- there is no need for performing complete diagnostic procedures, which determine the exact 

causes of faults and normaJly are very time consuming, so the proposed procedures can 
concentrate on the fulfiJling of the given set of system requirements and so achieving fault­
tolerant operation, and this way high operating speed can be expected; 

- it can host different kinds of error detection methods ranging from built in software 
exceptions and memory management units through sensors or certain kinds of data 
acquisition components. Since it does not necessitate solutions like master-checkers or 
watch dog processors, the required hardware overhead can be kept acceptably low. 

- it can be applied in systems which were originally not designed to be fault tolerant. 

To show that the ideas are viable and the tools for the implementation of such a framework 
are given, some widespread, efficient and powerful practical methods are mentioned, which 
exactly fit the reqllirements of different subparts of the model. A very good summary of 
these methods is given by Rich (1992). ' 

The basic concept of describing different components of the model is by using set s of 
attribute-value pairs. Some attributes are direct, some others are derived. Components can 
be connected to each other through special attributes (see bit/d-to attributes in the example 
of section 4). These properties can be very weil provided by a semamic nerwork or frame 
::,)'stem (Minsky . 1975). 

In the model the notion of affribllte strucfllre and service-resollrce structure appears. The 
handling of such structllres is covered and sol ved by cOllstraim satisfaction methods offering 
a plenty of different ways for representation and solution methods (Güsgen, 1992). 

Attribllle mapping , the basic method of satisfying requirements is a special purpose pattern 
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matching, for which several known methods exist (Iike indexing, uniftcation (Rich, 1992) or 
different kinds of the RETE-match algorithm (Forgy, 1982)). 

The exact selection and integration of the above mentioned methods is a question of system 
design which will take place in the following phase of our research project. 

The proposed model offers the representational and problem solving power to cope with 
general problems. !ts properties need however further verification by working out the 
methods in more detail and applying them to practical problems. 

The following activities are required: 
- The attribute mapping algorithm must be worked out in full details. 
- The data exchange between planes must be precisely designed (e.g. how the change of 

requirement structures is made, and how higher level attribute values are computed from 
a lower level). 

- A classification of typical resources is necessary to determine their properties and nature. 
It is important to see what kind of autonomous testing and diagnostic tas ks can and must 
be perfornled. 

- Benchmark system s (like simpIer industrial technologies or computer systems) must be 
found to test the abilities of the concepts in real situations and to refine the applied 
methods according to the gained experiences. 

- The algorithmic and representational complexity of the methods should be also estimated. 
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