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Chapter 1

Introduction

In recent years, the Internet and its TCP/IP protocol sudteethad unprecedented success and
impact on the way we interact and communicate. The Interag@blecome the single global and
most successful network used by millions of users aroundvitréd. So why has the Internet
been such a phenomenal success? The likely answer to theajuis that its design is based
on a set of enduring principles, that is, simplicity, sofitetprotocols, scalability, distributed
architectures, and the end-to-end principle [SRC84, ¢la88

Simplicity is a property that makes the TCP/IP protocol skilflie and suitable to enable the
building of thousands of applications on top of it. Simpigbroves to be more important than
more optimal resource usage that could have been possibigvad by a more sophisticated,
but less flexible protocol suite. Soft-state protocols arstriduted algorithms are important
principles to achieve network robustness, not just againstliable protocol implementations
or hardware failures, but importantly also robustnessresjainforeseen but otherwise allowable
network usage. For example, a new “killer application” mayse the system to collapse if
it overloads a weak point in the architecture. The princigflscalability was one of the main
requirements behind every standard of the Internet Engimgedask Force (IETF) mandating
that all solutions have to scale up to even higher data ratddaager number of hosts than
anyone would anticipate for the future.

The end-to-end principle is intimately related to all of tf@ove Internet goals. According
to the end-to-end principle most of the intelligence shdaddn the end hosts and only the nec-
essary minimum intelligence should be implemented in thergonnecting routers. Thus the
routers on a connection’s path more or less just dumbly fahilze packets toward the destina-
tion without making any further consideration about theli@ptions running in the end hosts,
or their traffic demands. In turn, the network hosts at theeedmve to cooperate in a distributed
manner to avoid network congestion collapse. This is a€ltidw the TCP congestion control
mechanism introduced by Van Jacobson in [Jac88]. Everyark&tivost and every TCP con-
nection autonomously estimate the network load, contislyoadjusting their own traffic rate
to avoid network congestion. This simple, robust disteloulgorithm proves to be sufficient
to keep the network congestion at an acceptable level, inda winge of scenarios, from low
to very high link speeds and traffic load levels. Though s&hienprovements have been added
to the original TCP algorithm, such as fast retransmit, fasbvery, or selective acknowledge-
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ments, the basic principles remained untouched (i.e.fltwatontrol is performed at the edges).
Although these design principles have obvious advantdabeg,do not come without costs. As
a result, it is significantly more complicated to understart is happening in the network at
any point of time compared to other networking architecwed protocols. Consequently, it is
significantly more difficult to design and operate TCP/IRvwks efficiently.

1.1 Motivation of the Research

Currently, because of the lack of precise analytical methadtwork engineers have to rely on
heuristics and overprovisioning when they want to desighraanage TCP/IP networks. These
methods are sufficient in backbone networks, because tm@egoof scale allows providers to
operate high capacity backbone links even at low utilizaléwels. However, the cost of network
capacity in access networks is expensive. Consequentigsacietworks are usually operated at
much higher levels of utilization, leading to the frequesattious degradation of service quality.
Future advances of Differentiated Services (DiffServ) (HBO8] will demand more predictable
and robust network performance than traditional bestreffervice even in backbone networks.
The necessary level of robustness cannot be achieved bigtitesuin a cost effective way any
more.

Precise analytimetwork performance model# contrast to pure heuristics, would help
network operators to more deeply understand the state afutpance of the network. Network
performance models establish mathematically provenioakhip among:

models of network elements (e.g., packet classificatiomeduling mechanisms);
models of network protocols (e.g., Ethernet, TCP);

traffic demand (e.g., WWW, voice traffic); and

e

performance metrics (e.g., delay, loss).

Application of precise performance models would enable/agt operators to engineer their
networks for higher and more robust grades of services. eThas been extensive research on
all of the items listed above, from traffic models to qualifyservice metrics. State of the art in
performance modeling, however, does not allow us to achiteyenecessary precision yet, and
heuristic network engineering is still the most widely apglmethod.

The reason why performance models are not precise is betarseare a number of un-
resolved problems when the modeling components listedeaboy applied in a common per-
formance management framework. The central argument®fiibsis is that these components
have strong impact on each other, and to develop preciserpehce models, we have to con-
sider how network protocols, mechanisms, and traffic demamigract. Our objective is to
analyze the interaction of modeling components and to dpvetactical performance models
based on the new insights gained from the research.

In this thesis, we classify two different performance-muodg frameworks for wired and
wireless TCP/IP networks. The specifics of the radio charegplire special wireless control
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protocols (e.g., wireless Medium Access Control, mobipitptocols) suited for the wireless
channel with different properties than wired schedulingpathms. In addition, the statistical
properties of traffic in wireless networks may be differdmdn in wired networks due to host
mobility and the time varying nature of the radio medium. ®a other hand, both wired and
wireless networks share almost the same higher layer TQidii®cols and applications, thus,
most of the results from TCP/IP traffic modeling can be ajppti@ both wired and wireless
scenarios.

During the research presented in this thesis, we found tmtentional analytic techniques,
which analyze only one aspect of performance models at g ireenot sufficient. The analysis
of the problem requires new modeling assumptions, measmnetachniques, and sometimes
even new mathematical tools to work with the new models. Qlgh it is the TCP/IP design
principles that can be regarded as being responsible fofathee of conventional methods,
without these principles the Internet would have probaldyem reached its current growth.
Thus it is desirable to assume that it is not the principled tave to be drastically modified
to improve the Internet, but the methods of performance timaglenetwork management, and
design that have to better suit these principles.

The thesis is organized around the above arguments. In shedirt of the thesis, we present
research results on the interaction between performanceling components. We discuss the
previously accepted assumptions that now have to be retaasi, and demonstrate that new
modeling techniques and assumptions lead to a better uadéinsg of network mechanisms.
Based on these new insights gained from the first two chaptersecond part of thesis presents
performance models and performance management methodsddrand wireless IP networks.

1.2 New Insights in TCP/IP Traffic Modeling

In what follows, we summarize the key previous work in thedfief TCP/IP traffic modeling,
introduce our motivation for research, and our contrimsito this area.

Our research methodology is to apply mathematical modédingniques in the analysis of
TCP/IP traffic related problems to establish a sound basisgodling more practical problems
that arise during the operation and design of TCP/IP netsvobkuring our research we placed
an emphasis on strengthening the relationship betweenematital models and real network
mechanisms.

Mathematical models are always “distilled” versions oflida mechanisms that focus on
the important aspects of reality and disregard the less litapbaspects. Probably the most
serious mistake a researcher can make is not to take intoigican important property present
in real life when developing a mathematical model. In thestk, we take special care to ensure
that both the assumptions used in the models and the cometuderived from the models are
compared with measurements and simulations from reatisgoarios whenever possible.

1.2.1 Previous Work on TCP/IP Traffic Models

The basis of using conventional queuing networks and Mamnkogels for the analysis of TCP/IP
networks was first brought into question when it was discedd¢hat traditional, relatively easy-
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to-use, and well understood, short memory models haveusepdfalls [LTWW93, PaFI95,
PaFI97]. Beginning in the early 90s, research on Interadfidrindicated that TCP/IP traffic has
fractal nature, in particular, statistical self-simitgrilong-range dependence and multifractals
[LTWW93, BSTW95, CrBe96, CTB96, TTW97, FGW98]. The consenees of these findings
are far reaching, for example, it is shown that in the presesfdong range correlations, the
performance of a network may be significantly worse thanéiselts obtained using “classical”
network theory [Nor94].

Initial work in the field of fractal traffic models has changadny previously held assump-
tions of classic network theory [PaFI95]. One very basiuaggion that remained intact is that
the network can be modeled separately from the traffic ssuM#hen solving a problem, a re-
searcher would first decompose the model into a model dasgnietworking mechanisms (e.g.,
buffering, scheduling and routing), and a separate modsdrieng the traffic passing through
these network elements. Then, one would calculate the npeafice of the traffic flow, (e.g.,
delay variation, or packet loss probability). Recent redealemonstrates that this approach
does not hold forcing this “last” assumption to be droppedheW modeling network perfor-
mance, network and source models cannot be separated [8yK&OMO00] since network and
source mechanisms are interconnected by adaptive meaiganBCP plays an important role
here because it is the most important adaptive protocoldrcthiirent Internet. A new research
area has been dynamically developing, which focuses oraldedcmacroscopic TCP models
[MSMO97, PFTK98]. The macroscopic models establish cotimes between TCP throughput
and end-to-end path properties (e.g., packet loss and)delay

The macroscopic models analyze the connections betweecesmechanisms and network
properties, however, the assumptions on end-to-end pafiegies as well as the performance
outputs of the models lack the detailedness of packet dyssafound either in conventional or
fractal traffic models. The motivation of our research irsthiea is to “bridge” the research gap
between fractal models and the research in TCP models arelredog traffic models that take
into consideration both properties of TCP/IP traffic, nam#ie complex correlation structure
of Internet traffic and TCP congestion control dynamics.

1.2.2 Contributions to TCP/IP Traffic Modeling

In this thesis, we analyze two important properties of théPTZotocol that have impact on
TCP/IP traffic dynamics. Chapter 2 introduces a novel agtraa model the competition be-
tween multiple TCP connections sharing a common bottlemedier. Chapter 3 analyzes the
adaptation property of TCP congestion control. We discedé¢hat both competition and adap-
tation of the TCP protocol, contrary to common wisdom, haweénapact on a wide range of
timescales of Internet traffic dynamics. They even contehlio the wide scale self-similarity
observed in the Internet in at least two ways: competitianlead to generation [C2, W3] and
adaptation causes propagation [C3, W2, J2] of self-siitylaFo provide strong foundations for
our arguments, we demonstrate our findings by simulatiaad,Internet measurements, as well
as mathematical analysis.
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Modeling Competition for Resources among TCP Flows

TCP flows continuously intertwine in the Internet competivith each other for service capacity
and buffer space in bottleneck routers. Competition isrodiet! by the window based flow and
congestion control algorithms implemented in end-host€Hapter 2, we explore the dynamics
of this competition, that is, how to describe the way sevVe€IP flows share a common resource
as time evolves.

Previous work on TCP modeling is based on stochastic magitdichniques. We found that
if we approach the problem using deterministic modelindghbégues, we are able to explain
several real-life phenomena that cannot be understoog stichastic models. Our main con-
tribution, in Chapter 2, is that we demonstrate that theterelhd congestion control used by the
TCP protocol, while competing for networking resourcesiagates deterministic chaos. Anim-
portant message of our work is that random traffic behaviabtexclusively due to “random”
effects, but also due to complex chaotic behavior of TCP.

Chaotic systems, although completely deterministic, pcedime-series seemingly indistin-
guishable from stochastic processes; this is why the magbad approach is to use stochastic
models. On the other hand, chaotic systems have uniquertiegpand they are able to pro-
duce a diversity of phenomena. In Chapter 2, the most impbofathese chaotic properties and
phenomena are demonstrated and analyzed:

¢ fractal attractors of a system consisting of competingigtenst TCP flows;
e extreme sensitivity to initial conditions;
e phase transitions between chaotic and non-chaotic statds;

e for certain parameters TCP dynamics produce self-sirmitdfid.

We introduce a method to visualize the attractor of a systemsisting of two TCP connec-
tions based on the monitoring of the congestion window tdeiaf the TCPs. The chaotic and
non-chaotic regimes are distinguishable by using thisalization technique. We measure the
dimension of the attractors in several simulation confijons, and demonstrate that while in
the chaotic regime, the system’s measured attractor helfidimension. On the other hand,
when the system is the periodic regime, the attractor hastager dimension.

We introduce a method to measure the Lyapunov exponent dfrieconfiguration using
simulation. The Lyapunov exponent indicates the sensitiv the system to initial conditions
or external effects. We demonstrate that for a network cardiipn the exponent is positive,
which means that small perturbations grow exponentialkynire.

We show that competing TCP connections can go through phassittons from simple
periodic to seemingly random, chaotic, and finally selfiEinbehavior. The regime a system is
in depends on the system parameters (e.g., buffer spav&eseate, and number of competing
TCPs). The transition can happen intermittently as indiddty the experiments.

By showing that TCP/IP networks can be considered as beiagtich it is now possible to
use the models and tools developed in other fields of sciehegerchaos has been used before
successfully.
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Modeling Adaptation of TCP Congestion Control

Competition and adaptation are related aspects of the T@gestion control mechanism. Pre-
vious work, as well as our results in Chapter 2, demonsthatieself-similarity can emerge in the
network for several reasons. In Chapter 3, our goal is tcstiyate how network path properties,
especially self-similarity, impact the end-to-end dynesmif TCP traffic.

The main contribution of Chapter 3 is that we demonstrate aaradyze that TCP approx-
imates a linear system, efficiently adapting to any stoahdstckground traffic process it en-
counters in a bottleneck buffer and propagates the caelatructure of the background traffic
process toward the end-hosts. If the background procesdfisimilar, TCP inherits and prop-
agates this self-similarity with the same degree of selffilarity characterized by the Hurst
exponent. We demonstrate the presence of self-similarity mumber of wide-area TCP mea-
surements in the Internet. The significance of this resutias the performance of TCP-based
applications as seen by the end-user can be affected bydmgg- correlations originating from
a distant point in the network. Long-range correlations imaye serious impact on networking
and application protocols, consequently the end-usereped network performance might be
seriously degraded due to this effect.

Our research results presented in Chapter 3 analyze soreetsagi this propagation effect
using simulations and mathematical analysis. We foundttieapropagation property of TCP is
independent of how self-similarity is generated: it progtag any kind of self-similarity, even if
itis not generated by TCP itself. If a TCP connection passestieneck buffer with long-range
dependent traffic load, it will inherit the correlation stture of that process and carry it towards
both end-systems. Our analysis reveals that the mechaiigrogagation is independent of the
TCP version. This propagation effect takes place above mctaistic timescale that depends
on the end-to-end path properties. We derive a simple efitimaf the characteristic timescale
based on previous results from macroscopic TCP models.

We prove analytically that, in certain cases, TCP may evaamgthen self-similarity in the
network by propagating the largest Hurst exponent encoemten the end-to-end path. The
significance of propagation is that traffic fluctuations iffedent parts of the network can be
closely related, thus, when analyzing and trying to imprilneperformance of the network we
have to take a wider, end-to-end perspective. This is ealhethportant at possible bottlenecks
(e.g., access networks or traffic exchange points).

1.3 Provisioning Differentiated Services in Wired and Wirdess Net-
works

Chapters 2 and 3 argue that source and network mechanisrasangly related because of the
end-to-end congestion control mechanism of TCP. As a comse®g, a wide range of packet
dynamics can be observed in the Internet, characterizedioplex correlation structures and
strange attractors. One of the first questions a networlnergiasks is'How do we design and
manage the network based on this knowledge?’

In the second part of the thesis, we apply the results fronpen®2 and 3 in a wider context
of performance models and performance management. Sincgrpance management is par-
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ticularly important if service quality is to be maintainede discuss the problem of performance
management in Differentiated Services networks [BBCD@8ifServ represents the core QoS
architecture for the future Internet. It is envisioned thétServ will be able to support several
levels of services, from the traditional best-effort tol+@e services. DiffServ offers certain
quality of service assurances while still maintaining &ssttural scalability.

1.3.1 Previous Work on Provisioning DiffServ

Previous work in the field of provisioning quality of servicedata networks has several limi-
tations. Although there have been a number of publicatiortkis field, most methods used in
practice are still heuristic. There are no analytic prodfthe performance of these heuristics,
which is limiting because it is also not known how they wouddfprm if the traffic mix changes.
This is why our goal is to develop methods that have an acabgtsis.

Analytic methods developed before are not well suited tdeléntiated Services networks
because of the following main reasons:

e Methods that are based on deterministic bounds are too @ise and waste resources,
or methods that rely on precise and complex flow descriptotsomogeneity of appli-
cations, which are not feasible because of the apparentsiivef Internet applications.
[PaGa93, PaGa94, WKLZ96, LeB98]

e Some methods assume certain statistical properties, sushaat-range dependence or
Markovian properties [KWC93, KoMi98, Kel96, KWC93], whicire not realistic be-
cause of the wide-range presence of long-range dependertice internet. This is also
underlined by our research on TCP dynamics as discusseérearl

e Some methods are suited for ATM networks, where the guarardee very strict, e.g.,
losses belowl0~'2. In DiffServ networks the guarantees do not have to be sct.sitVe
can categorize methods based on Large Deviation Theory YliDihis group (see e.g.,
[CLTRI7)).

There are also requirements that originate from the Diff@echitecture:
e Detailed per-flow measurements are not feasible in DiffSiel to scalability reasons.

e Complex packet schedulers, which require non-scalabldlmerstates in the scheduling
hardware are also not feasible.

e The guarantees should not be just asymptotically accui@aexample if the number of
flows and buffer sizes are very large or packet loss protalslivery small.

There has not been sufficient research into how to addrefiseadibove problems for Diff-
Serv networks within the same performance management Warke These problems arise in
both wired and wireless DiffServ networks. Wireless nekgonave other properties due to
mobility and the specifics of packet scheduling on the ratianoel. There have been several
suggestions how to support service guarantees in wirektsgorks before. Previous work on
wireless performance management has the following additiproblems:
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e Some of the proposals require central scheduling nodeghwias the disadvantage that
the central entity has to be able to know not only where mdimigts are and when they
want to send packets, but the central node has to cooperdtieothier central entities
operating in the same radio channel.

e Some proposed solutions do not require central controlbutd restrict the traffic flows
to sending packets in predefined, order (e.g., periodiepes}.

Although the problem of central scheduling can be solvedgisomplex, centralized control
algorithms and sophisticated protocols, we would obvipwssicrifice flexibility. In addition,
the solution would not be suitable for ad-hoc wireless netwavhere central entities are non-
existent.

The problem with the second proposal is that traffic pattarasusually difficult to predict
because of the diversity of applications and protocols.ntiee research in Chapters 2 and 3
we know that TCP traffic patterns depend on both end-to-encharésms operating in end-
hosts and the network. The traffic statistics of a wide-ar€® Tonnection, for example, can
show both short-range of long-range dependence dependirigeoend-to-end path. Due to
the propagation effect discussed in Chapter 3, the packealadynamics may depend on the
dynamics of the bottleneck of the end-to-end TCP path. Thepetition between TCP flows
in a bottleneck (possibly at the wireless hop itself) cam gjie rise to a diversity of packet
arrival patterns, as shown in Chapter 2. Therefore, theisalhas to be robust in respect to the
properties of the traffic flows over the wireless channel.

1.3.2 Contributions to Provisioning Differentiated Servces

In Chapters 4 and 5, we introduce methods to provision [Efféated Services in wired and
wireless networks, respectively. We discuss the specifi@ftserv and the requirements and
practical limitations of implementation. The proposed moels follow the main design princi-
ples of TCP/IP networks and are based on the insights from/[PGRffic modeling discussed
in Chapters 2 and 3.

Performance Management for Wired DiffServ Networks

Our aim is to approach the above problem on analytic grouddalamelop practical methods that
can be implemented in real networks. Our analytic approacatithin the context of effective
bandwidth theory introduced in [GAN91, Kel96, GiKe97]. Westianalyze what assumptions
have to be considered to establish robust and precise matisairmodels for the calculation of
the effective bandwidth while avoiding the problems foungbievious work.

In our analysis, we first derive general mathematical bodad®iffServ service classes,
given that we are not constrained by the limitations of neking implementations, so we have
instant and full knowledge about the most important siaiproperties of traffic flows. This
first step allows us to prove several important general #raerthat describe important relation-
ships between traffic statistics, network mechanisms atwlonk performance. Following this
we derive several other theorems that take into consideratiese constraints. The benefit of
this methodology is that the results can be later extendéukas networking constraints change
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(e.g., as more precise measurement techniques, impraafid shapers/policers and resource
reservation protocols are developed). These methods casdukfor network dimensioning or
can be implemented to perform flow admission control in badtiwbrokers.

We develop effective bandwidth formulae for throughputsitire Assured Forwarding (AF)
[HBWW99] and delay sensitive Expedited Forwarding (EF) BED2] classes. For AF classes,
we develop methods to estimate the probability of link setan. The analytic methods devel-
oped for EF classes estimate delay and loss values on agssrielel. These methods are based
on the following assumptions:

per-class average load measurements;

simple DiffServ policers at the edges;

arbitrary correlation structure; and

e arbitrary traffic rate distribution.

We further improve the precision of resource estimation dgireg a little extra complexity in
the measurement/classification process:

1. per-class average load and rate variance measuremdnt; an
2. per-group measurements within a class based on stafetegsing.

We analyze the tradeoff between the requirements of stiyahiolved in traffic flow clas-
sification and resource efficiency. This analysis also etakithe price we pay for aggregate
traffic handling compared to per-flow processing. We fourad thost of the achievable statisti-
cal multiplexing gain can be utilized with only slight inase in architectural complexity, which
supports the end-to-end principle from an analytic pertsgac

Performance Management for Wireless DiffServ Networks

Chapter 4 introduces resource management methods for WitddIP networks. Wireless
packet networks require other methods because of the pdtigb of the radio environment.
These peculiarities include relatively large bit erroiasitdue to interference and radio prop-
agation effects, shared channel, scarcity of radio barttiwahd host mobility. All of these
characteristics have impact on traffic management. In @haptwe assume that the scheduler
on a link has a well-known service capacity which has to be managed to serve several traffic
classes. In a wireless environment, the channel capadilahle to a node is not constant, and
the wireless Medium Access Control has to take into accdwneffect of shared radio channel,
interference, collisions, overlapping cells, and it haddéoaware of the packets waiting in the
queues at other nodes as well.

Because of the above challenges, our goal is to develop eiethat just for DiffServ re-
source management, but introduce a complete traffic cotguite”, which incorporates meth-
ods for robust, flexible, distributed DiffServ packet salaty, resource estimation, and traffic
control algorithms. A more complete solution improves thenpatibility between the IP layer
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and the lower radio specific data-link and physical layergrbving resource efficiency, which
is desirable due to the scarcity of radio bandwidth.

The arguments and results presented in Chapter 5 are valid fvoad class of shared
channel wireless data technologies. To be able to demeémdtra validity of the arguments,
we choose a particular wireless technology, the IEEE 8@R2stdndard, since currently IEEE
802.11b is the most popular wireless LAN standard in use H&E.11]. The solutions pre-
sented in this chapter are extensions of this standard, amdnt implementations could be
easily modified.

Our basic research methodology and objectives are the sanmeGhapter 4: (1) under-
stand the protocols and the wireless environment using enatical models; (2) analyze the
model to develop methods to improve network performanceélewhaking sure the methods
follow the main design principles of the Internet; and (33leate the proposed solutions with
measurements and simulations.

The distributed wireless DiffServ solution has to take imtoount the impact of the wireless
channel as well as the impact of TCP/IP dynamics. Howevemguhe modeling phase, be-
cause of the complexity of the problem, we decided that dmyimpact of the radio channel of
the above two aspects are modeled in detail analyticallyandse a simplified traffic model to
keep the model mathematically tractable. Because of thigdiion the model is not sufficiently
precise to be applied for traffic management directly. Nindess, the analytic model can be
used to evaluate the parameter-space of the wireless Meflaoess Control (MAC) protocol
qualitatively. The results provide clues of how to improlre hetwork performance, and how to
modify the original best-effort MAC protocol to offer bettdan best effort services.

Since efficient resource management cannot be based om#iidia model, it is not pos-
sible to apply the same methodology of resource manageneestaped for the wired infras-
tructure as discussed in Chapter 4. We solved this probletm twe Virtual MAC (VMAC)
algorithm, which is a pragmatic solution for precise reseugstimation: it is not completely
analytic yet it is not completely heuristic. The VMAC algitiin takes as an input passive moni-
toring data of real traffic patterns overheard on the chaanélapplies an accurate model of the
real MAC algorithm on it. As a result, we are able to take intoaunt both the complexity of
traffic arrivals (e.g., correlation structure propagateua distant bottleneck) and the complex-
ity of the distributed wireless MAC algorithm. This apprbaadlows us to precisely estimate the
available resources and the QoS of DiffServ classes on taeneh

To evaluate the efficiency of the above ideas, we implemeatetievaluated the VMAC
algorithm using both real-life measurements and simuiati®e demonstrate that a stable state
can be achieved by using these distributed algorithms tfivout the wireless network consisting
of a large number of wireless hosts.



Chapter 2

Chaotic Nature of TCP Congestion
Control

Traffic models used to model current Internet traffic can liegmized into two major groups:
link/sourceandnetwork level modeldink level models fit statistical models to measurements
of traffic on network links or traffic sources for example a WWaatver. Recently, a major
contribution to this area concerned the exploration oftédeand long-range dependent property
of traffic, namely that the second order statistics of trafilumes observed at different scales
does not change. This result revolutionized performancdetimg and questioned previous
models based on Markovian behavior (see Paxson and Floyd9B® We mention two major
publications in this area: Leland, Taqqu, Willinger and &4it demonstrated through rigorous
tests that Ethernet traffic is self-similar [LTWW93], Crdéieeand Bestavros proved how WWW
as the major contributor to current Internet traffic can eaosig-range dependence and self-
similarity [CrBe96]. Chaotic-maps appeared as efficienthmes to generate packet traffic on
the link/source level, see for example the work by Erranaiid Singh [ErSi90] and the same
authors with Pruthi [ESP94].

The drawback of link/source level models is that they diardgne of the major properties of
today’s Internet, namely that the majority (80-90%) offirais generated and controlled by the
TCP protocol, which is adaptive in nature. The consequeheéaptivity is that the source be-
havior cannot be disconnected from the network configungiog., routing, scheduling, buffer
management). Traffic statistics change if the network canditiopn changes, so a link/source
model is valid only for the configuration (and all other cintstances) that is present at the time
of model fitting. A recent paper by Arvidsson and Karlsson{A99] demonstrates that adap-
tive simulated traffic behaves significantly differentlytive buffers than would be indicated by
link/source models.

This problem motivatesetwork level modejsvhich attempt to form a unified model taking
into account the cooperation of all source and network nrshe. Due to the complexity of
this problem the models published in this area are still girtearly phase of development.
Mathis, Semske, Mahdavi and Ott [MSMO97] published an ditalyodel concerning the
macroscopic behavior of TCP, while Padhye, Firoiu, Towsleg Kurose [PFTK98] also model
the impact of the timeout mechanism on TCP throughput. The/llack of these models is that
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they assume that TCP congestion control always behavedade @eriodic and predictable fash-
ion, and that apparent randomness in TCP traffic is due thashic effects exclusively. This is,
however, in contradiction with the measurements and sitioulg of TCP traffic.

In this chapter, we bridge the two modeling approaches byatimagithe network level be-
havior of aggregate TCP flows while reproducing the compjefound in link/source level
models. The key finding presented in this chapter is that e@timg TCP congestion control
processes together form a deterministic chaotic systenthwit able to produce periodic and
non-periodic, predictable and non-predictable, shargeadependent and also self-similar be-
havior. We demonstrate some of the key properties of chagsitems present in the Internet.

A system is called chaaotic if it satisfies the following cadiwts [Ott93, DiMu95]:

e nonlinearity;

e determinism;

order in disorder;

sensitivity to initial conditions, or the “butterfly effé¢ctand

unpredictability.

Nonlinearitymeans that the system is controlled through nonlinear imgt In case of TCP,
nonlinear functions are used for round-trip time (RTT) meaments, slow start and congestion
avoidance.

Determinismmeans that the system’s future is fully described by the. petss is also true
as TCP works in a self-clocking manner: no randomness is aisédcvery event (e.g., sending
of a packet or time-out) is completely determined by the.past

We are not going to discuss these two properties becausethegbviously characteristic
of TCP. However, the other conditions need more insight andfp In this chapter, we discuss
these other properties.

The current network level models for TCP/IP traffic assumeopé and stable behavior.
Such behavior is demonstrated by simulations in Sectionf@d&ever, in Section 2.3 and Sec-
tion 2.4, we prove that this behavior is not universal by mvexamples for more complex
periodic, and finally, non-periodic patterns.

In Section 2.3, we introduce the notionattractors— hidden multidimensional trajectories
of the TCP process, and give a method to efficiently visudheen, thus, making it possible to
examine the hidden order in an otherwise seemingly rand@ceps.

A system satisfying théutterfly effecis extremely sensitive to small changes in the initial
parameters or minute perturbations of the system. Thiseptyps the major trademark of
chaotic systems. In Section 2.5, we demonstrate this psopEF CP and quantify the sensitivity
of the system by measuring thgapunov exponertdf the system’s trajectory.

Although deterministic, the chaotic nature of TCP has iiteibcorrect network level mod-
els in this area so far. This property results in a qualitgatiifference compared to previous
macroscopic models. In Section 2.6, we show that TCP canrgeengaffic that shows scal-
ing behavior spanning several timescales. This findingathnoew light on self-similar traffic
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modeling, explaining self-similarity with deterministitaotic mechanisms and not with higher
layer stochastic mechanism [CrBe96].

Finally, in Section 2.7, we demonstrate the existence ofesofrihe above phenomena in a
real network. We show that by modifying certain configunatgmrameters, the system changes
from a stable, periodic to a seemingly random, non-peribditavior.

By showing that TCP congestion control leads to deternminidtaos, we can introduce a
new set of analytical tools to be applied in TCP/IP traffic mloty. Some of the chaos tools
have been developed in other fields of science, for examplgsigs, meteorology, biology or
medicine. These analytic tools offer new insights into TI@R¥affic dynamics. For example, by
using chaos tools, we can revisit and explain certain phenanobserved in TCP/IP networks,
now in a unified manner (e.g., phase effects, duality of jggity and randomness).

2.1 TCP Congestion Control

The TCP protocol [RFC793][Jac88] provides reliable dataveey between two computers us-
ing data acknowledgements and retransmissions. TCP uses{balled window based con-
gestion control to control its data transfer rate over thiereaonnecting networks. The window
controls the amount of data that can be outstanding unadkdged in the network at any time.
So if the window isz bytes, then at most bytes can be delivered maximum during the end-to-
end round-trip time between the two computers.

TCP does not have explicit information about the optimalgestion window it should use,
so it uses implicit information instead by means of deterfiacket losses and estimating the
round-trip delay. TCP assumes that packet losses are fimtisaof network congestion. When
a packet loss happens, TCP drops its window (and thus rediscgseed). In between losses,
TCP gradually increases its sending rate. If the congestindow is small, TCP increases fast;
it increases by one packet after it received an Ack of eachssket (slow-start phase). After
it has reached the so-called slow-start threshold, it as@e by one packet every round-trip time
(congestion avoidance phase).

There are several optimizations of this basic algorithke fast retransmit, fast recovery, or
selective acknowledgements, just to name the most impartes [RFC1072][RFC2001][RFC2018].

2.2 Macroscopic Models’ Assumptions: Periodicity and Orde

First we take a simple configuration containing just two ggeECP connections sharing a single
link. This configuration helps us to explain the graphicathmds used later in the chapter. We
used thens-2[NS] simulator! and the TCP Tahoe version for all simulation experimentsi(la
in Section 2.7 we present real network measurements as Wélh link parameters are: link
rateC' = 0.2 Mbps, delayd = 10 ms, buffer sizeB = 20 packets. The receiver window is set
to a very large value so that the congestion windowr(d is the limitation. We used the Tahoe
version of TCP.

'Exact verson of the simulation platform was ns-2.22
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The two TCPs are started simultaneously. After a short igah$6 cycles ofcwnd) the
two TCPs settle down into a periodic pattern, one of them ydwalittle ahead of the other,
but both follow the same pattern of slow start, congestiaridance, packet loss and backoff.
This is clearly visible in Figure 2.1. Another way of dispiag the system evolution is to use
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Figure 2.1: The congestion window processes of two comgé&tdP sources: a) with transient
part b) transient removed.

a spatio-temporal graph where the window size of a TCP idalisd as a shaded strip: the
larger the window, the brighter the shade (we borrowed tha fdom [BLD95]). This method is
used in Figure 2.2, the two TCPs are displayed on top of edwr:othe first TCP is displayed
in the first row, the row below corresponds to the second T@PB.@eriodic pattern appears as
synchronized “waves”, the back-off times colored as blddps are always close to each other

IO

Figure 2.2: Spatio-temporal evolution of the congestiondeiv processes.

One can observe the system’s evolution not only as a functidime, but also by draw-
ing the trajectory of the system as it moves in the phase spéhe phase space is a multi-
dimensional space where each dimension represents a syat@&hle, thus each point in the
phase space represents a unique state of the system. Ifitbgkyolution of the system in this
space, then — as the system is completely deterministicheifystem gets back to a previous
point, it will continue that path again, creating a closedplo If the system is periodic, then
the corresponding trajectory will be a loop avide versaif the system evolution can be repre-
sented by a loop in the phase space, the system is periodienmEthod is thus very appealing
to examine the periodicity of a multi-TCP system.

Even in this 2-TCP system the number of state variables tmaptetely describe the system
is very large (e.g., the whereabouts of previously sentgtacknternal variables of the sending
and receiving TCPs), it is not possible to draw them on a sipigce of paper but it is possible
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to properly choose a section of the phase space. We chos€fedngestion windowc(vnd
size because it has a close relation with the sending rateCét We have logged thewnd
values every 10 ms for each TCP. Figure 2.3 shows this pldh&opreviously examined simple
configuration. The transient part is removed from the riglatph. As can be seen from the
figure, the process gets into a periodic loop, although thiegés fairly large. Interestingly, this
loop is very stable, which means that it does not matter howligterb the system (e.g., drop a
packet randomly) or choose the initial conditions (e.g.,stet the second TCP a few seconds
later) eventually the system will return to the same pattéitre graph also reveals that the two
TCPs are synchronized, they move along a “staircase”; sh#téy increase thetwwndone after
the other, finally at the top loss is detected and both TCPedse theicwnds to 1 packet at
which time the period starts over again.
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Figure 2.3: The congestion window processes of two comgdatibP sources. a) with transient
part b) transient removed. (The connecting lines are nat paints, they show the movements
between points.)

This behavior is unsurprising and is assumed widely whecutating macroscopic perfor-
mance values. Unfortunately, this nice behavior is not ensial as will be shown later in this
chapter.

2.3 Complex Periods and Attractors

Can this simple system produce different behavior? Siinglis yes. If we change the system
parameters: link rat€’ = 0.5 Mbps, delayd = 10 ms, buffer sizeB = 4 packets, we get a
period again, but it is more complex, see Figure 2.4 and Eigus. There is still an underlying
regular beat, but on a larger timescale there is an altaghatattern: one gains speed over the
other for a given time and then the other takes over.

By changing the parameters further, we can make this sinysters change from a simple
regular beat to a very complex pattern; here our form of gcagbhepresentation reaches its limit.
The problem is that the chosen set of system variables tfi@cwnds) is just a subset of the



22 Chaotic Nature of TCP Congestion Control

cwnd-1

cwnd-2
o n - » oo n B [} [e-]
;

\
15 20 25 30 35 40
time [s]

o
o
-
o

Figure 2.4: The congestion window processes of two comgdtidP sourcesC = 0.5 Mbps,
d = 10 ms, B = 4 packets.

Figure 2.5: Spatio-temporal grapl? = 0.5 Mbps,d = 10 ms, B = 4 packets (the same
configuration was used as for Figure 2.4).

complete set of system variables and the valuensfdare not continuous. This means that it is
not possible to efficiently visualize periods for complek&eor, because only a limited number
of points will be touched, thus meeting and then divergirgjettories are indistinguishable.
Another problem is that the congestion window process attaiogime instant does not reveal
the underlying state of the system in a comprehensive manner

In [PCFS80] the authors propose to use the time shifted pdses{z;, v:_s¢, x¢—25¢, ...| Of
an easily measurable quantity for complex systems to elguithg reconstruct the underlying
multidimensional trajectories if there is no access to thtesvariables. The choice 6f can be
nearly arbitrary in a wide range. The result is a multidimenal vector that is projected to the
2D plane simply by averaging the valuds = 1/n(z; + x1—5 + ...). The method described
above is used for thewndvalues:

zfi] = % > cwnd,[i — j] (2.1)
j=1

ylil =~ > ownd i (2.2
j=1

Herex andy denote the two TCPs. controls the scale over which the congestion windows are
averaged, the larger the value is, the more hidden dimemnsiam be reconstructed. The method
has two other benefits:
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e The number of possible points on the, y) plane is increased frol’? wherelV is the
number of possiblewndvalues to(nWW — n)? (if cwndis counted in packets).

e Consecutive results[i] andx[i + 1] are placed close to each other, actually no further
than (2 x W — 2)/n. Thus using this construction the generated graph can be emd
smooth as required.

A nice property of the graph is that it preserves the peritdfroperty: periodic trajectories
are displayed as closed loops in ). (If we choosen equal to the period, then we get a single
data point - a degenerate loop.)

Figure 2.6 shows the periodic trajectories of the simplaifsise) and the more complex
(alternating) periodic systems discussed so far. Theraltierg behavior can be easily observed
on the right graph. Both systems are represented as clogpdvdich is a sign of periodicity,
but the complexity of the two loops is significantly diffetefThe “staircase” system has a nice
simple loop, while the “alternating” system has a more caxdiut more or less symmetric
trajectory. Although being very complex, both trajectsrigrove to be very stable: disturbing
the system, (e.g., changing the relative starting timesG®Jthus giving gain to one of them or
perturbing the congestion control by artificially changthg size of thewnd, does not destroy
the trajectory. After a short detour both systems reverklbadhe same regular pattern. Such
trajectories are calledttractors An attractor is a set of points to which nearby trajectodss
attracted to. A more formal definition of an attractor candent in [PJS92].
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Figure 2.6: Periodic attractors of two competing TCP saalrce
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2.4 Strange Attractors

For certain parameter sets (i.e., the number of competings] Gervice rates, buffer sizes or
transmission delays) the system exhibits simple behaaiat,for other sets, very complex be-
havior. It is not difficult to find parameters, where the sgsteems to never repeat itself. Such
a parameter set i€ = 0.1 Mbps,d = 10 ms, B = 4 packets. Of course as the variables
of the system are discrete, the trajectories will always dxodic, but the size of the period is

extremely large. The attractor of this system is displayeéigure 2.7. The structure of the

trajectory is very fine and the result represents four hofisinaulation.

6.0 . . : . . : . 50 . : : T

1 1 i T - JLE i I L b
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(a) Time shiftsn = 100 (b) Time shiftsn = 300

Figure 2.7: Strange attractat: = 0.1 Mbps,d = 10 ms, B = 4 packets.

A very interesting experiment can be made to show the finetstrel of the attractors pre-
sented previously, namely we show that the projection ofattiactor has fractal dimension.
When one considers a simple drawing on a two-dimensionakge.g., a loop), this can easily
be measured to determine its length. This is not the casedatal structures whose length de-
pends on the size of the unit used for the measurement [PJB#&2Himension of such an object
is represented by a non-integer value. We can, for examm@asure the attractor’s box-counting
dimensionD, which is done in the following way: choose a grid on the plahsize s, then
count the number of boxes which have a part of the object iDénote this number a¥ (s).
Then change to cover several scales (e.g., half it each step). Findlby,the valuedog(N(s))
versugog(1/s). If the object is fractal, thetvg(N(s)) ~ Dlog(1/s), whereD is a non-integer
value. In practice one should fit a least-squares regressitive logarithmically spaced sample
pointss; and calculate its slope. As the graph is made up of a finite earbpoints, the final
dimension is 0 so the last few values are dropped, and aldoshéew values ofs; are omitted
because they are in the scale of the object itself. In betwhgsries the area where the fractal
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property holds. Figure 2.8 shows the calculated fractaledision of the “staircase” and the
“nonperiodic” trajectories. The fitted regression follathie plot through 4-5 magnitudes, which
supports the significance of the measurements.

The simple periodic “staircase” system has an attractdr githensionD = 1 which equals
a simple 1 dimensional line and so it is not fractal. In thesaafsthe “nonperiodic” system we
can calculateD = 1.61, which is significantly different from 1, but below 2 - theratttor is a
fractal. Attractors with fractal properties are callcange attractors Furthermore, if a system
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Figure 2.8: Box-counting dimension of the simple perioditafrcase” and “nonperiodic” tra-
jectories (time shifts: = 300 was used for the “nonperiodic” and = 100 for the “staircase”
trajectory).

shows sensitivity to the initial conditions, then the cepending attractor is called strange
chaotic attractor

Note that there exist chaotic systems with non-fractabettrs and strange attractors of
non-chaotic systems.

2.5 Sensitivity to Initial Conditions

In this section, we demonstrate that in certain cases TCBextion control is prone to large
sensitivity to initial conditions, which means that veryahperturbations in the system may
cause that the trajectory departs from the original, unpleed, system’s trajectory within a very
short time. The distance can grow to the range of the sigself.it This is one of the major
properties of chaotic systems.

In the following experiment we increase the number of siamdbus TCP sessions to 30.
(C =1 Mbps,d = 15 ms, B = 60 packets). First, we let the system evolve for a while,
then att = 50 s we atrtificially increased the congestion window of one ef TI'CPs with one
packet. Then we plotted the spatio-temporal graph of battesys, see the original system in
Figure 2.9 (top) and the perturbed system in Figure 2.9 (le)dd he length of the plot is 100s
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so the perturbation is done right at the middle of the plotvéfcompare the two systems, first
the differences are invisible, but a few seconds later tleedystems look completely different.
To make this more visible, we plotted the difference of the systems in a way that each dot
was colored according to the distance defined(@st) = |w9(i,t) — wP*"*(i,t)|, wherei
andt is the id. of the TCP and the time respectively’ (i, t) is thecwnd of ith TCP in the
original system at time¢ andw?*"*(i, t) is the same for the perturbed system. See Figure 2.9
(bottom). The first part is white, which means that the twdeys are identical, then a few dim
dots appear and a few seconds later the difference look#hikeriginal plots themselves.

Figure 2.9: Spatio-temporal graph of the original systeop)it Spatio-temporal graph of the
perturbed system (middle). Difference between the twaesyst(bottom).

To quantify how fast this divergence happens, we define thtamiie between the two sys-
tems at time as the Euclidean distance in tbendspace:

N

B(t) = (| > (woris (i, t) — wrert(i, 1))2. (2.3)

=1

See Figure 2.10.
The rate at which the systems diverge after a small periorbaf theith TCPe; at timet
can be described by the so calleghpunov exponentvhich we approximatg by measuring the

time At it takes for the two systems to reach a given distalitg + At) > E, then:
1 . E(ty + At)

AMto,i) ~ — In|

2.4
7 pra— (2.4)

For the experiment we choge = 10 ande; = 1. The motivation to calculate axponents that
trajectories diverge at an exponential rate. However, @b systems cannot get arbitrarily far
from each other (as the phase space is limited) only theasarg part of Figure 2.10 should be
considered, this explains the choicefof= 10.

The Lyapunov exponent is the rate at which the two systermergivfrom each other every
time unit. This value of course dependswhich TCP we perturb an@henthe interference is
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Figure 2.10: Divergence of the original and the perturbesiesys.

done. In other words, to which direction in phase space wh fhessystem and at what part of
the phase space the system is at the time of perturbatiome @hecases when even an otherwise
sensitive system is not affected by a small interferenceedative exponent characterizes this
case. We note that our approximation can be used for poskpenents only. There is no
generally accepted definition when an attractor is callewtib, but we can say that if sensitive
points A > 0) are dense on the trajectory then the attractor is chaotic.

To arrive at a more general numerical result for a given syste calculate the exponent at
many different points of the trajectoryy] and for all 30 TCPs. Then for ea¢h we choose the
most sensitive direction where the largass measured and average these values over time to
get the average maximum exponent of the trajectory:

A=FE [mzax)\(to, i)} (2.5)

See Figure 2.11. In the experiment we got: 1.11, which means that after a perturbation the
difference between the two systems increase at an averagefra ~ 3.03 every second.

2.6 Testing for Self-Similarity of the Time Series

In this section, we show that a system of competing TCPs wéttain parameters generates
second-order self-similar traffic over several timescadeging from a few round-trip times to
hundreds of seconds. A number of statistical tests wereyeed to search for scaling behavior:
absolute values method, wavelet analysis, periodograniRé&dnethod [TTW95].

Not all configurations produce self-similarity, we have etved that it is mainly thé3 /N
ratio that controls the behavior of the system. As the ragicrélases (i.e., the ratio of the ‘pipe’
for one TCP flow becomes smaller), the system goes throughseghansition from periodic to
chaotic behavior, and for certain parameters it producesf-aisnilar time-series.
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6.0

Figure 2.11: Lyapunov exponents at different points of tagttory and for all 30 TCPs, max-
imum exponents along the trajectory are connected withea(imerage maximum =~ 1.11).

The simulation setup is as follows! = 1 Mbps,d = 15 ms, B = 20 packets andV = 40
TCPs. Note that the buffer can store less packets than theemoh active flows. This results
in a packet loss ratio of around%, creating a strong bottleneck on the path. It is argued in
[Mor97] that such small pipes substantially contributehi® performance of the current Internet.

During simulation the amount of bytes sent by all TCPs is émbandividually every 0.1 s.
The packet trace represents a few hours duration and con$igpproximately 1.6 million data
packets, allowing us to perform tests on sufficiently laigeescales. Figure 2.12 shows the
trace of one-TCP microflow filtered out from the trace.
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Figure 2.12: Time series of sent bytes by a one-TCP microftanwning average of = 100s.)
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Figure 2.13: LRD tests for one-TCP microflow.

Consider a weakly stationary stochastic proc&sswith constant mean, finite variance
and autocorrelation functiop(k). Let X(™ (k) = 1/mY " ,),.., X(i) denote them
aggregated series 0f. The processX is calledexactly self-similarf for all m it satisfies
X =;m!~H XM X is said to beasymptotically self-similaif this property holds as» — cc.
Furthermore X is second-order self-similaif m!~# X (™) has the same variance and autocor-
relation asX. If this holds asymptotically, theX is asymptotically second-order self-similar
[LTWWO3].

The tests were conducted over the time series of the amounyte$ sent by a one-TCP
microflow and on the aggregate quantity sent by all TCPs as We results support that traffic
of one-TCP microflow is consistent with asymptotic secondkeo self-similarity withH > 0.5.
On the other hand, aggregate traffic of all TCPs is shorteatapendent witlil ~ 0.5.

The first test is based on the behavior of the expectationeo@lisolute values of the series
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X (m) [TTW97, TTW95]

- AT 1N
M )_W;‘X( )(k)—N;X(z)‘. (2.6)
If X is self-similar, then on a log-log plot the absolute valuaséase linearly withn, with a
slope of H — 1. Figure 2.13(a) shows the result for the absolute valuebadgff = 0.79).
The periodogram method approximates the spectral derfsihe@rocess with the expres-
sion
1 Y g\ 2
I0) = gy | %
7=1
For a LRD series the spectrumfié\) ~ |\|'~2H at the origin. Figure 2.13(b) shows the result of
the periodogram method for one-TCP microflow, resultingrirapproximation off = 0.815.

The rescaled adjusted range statistics (R/S) [TTW95] amd/tvelet analysis method [AbVe98]
are not described here, only the results are depicted iné€Rd3(c) (R/SH = 0.813) and Fig-
ure 2.13(d) (Wavelet = 0.787, with 95% quantiles a.754, 0.819]).

All methods resulted in a Hurst exponentiéf~ 0.8.

Aggregate traffic entering the bottleneck buffer shows niigantly different behavior. See
Figure 2.14 for the result of the R/S method performed oneggge traffic. The results of other
methods are not shown here. However, all tests supporthiatitirst exponent of aggregate
traffic is aroundH = 0.5 (i.e., it is short range dependent).

Figure 2.14: R/S method for aggregate traffit.= 0.51

The aggregate effect of multiple congestion control athans smoothes the aggregate rate
passing through the bottleneck buffer. Neverthelessyidal TCP flows, within the aggregate,
still become long-range dependent, as shown by the Huratrger of individual TCP flows.

How can one then measufé > 1/2 or long-range dependence for aggregate network
traffic? There are two possible explanations:
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e The effect of TCP congestion control is mixed by higher lgy@tocols with heavy tailed
properties (e.g., WWW file sizes, waiting times) [CrBe96]; o

¢ Individual long-range dependent TCP flows exit the botidrmuffer and enter other non-
bottleneck buffers. There they mix with other flows comingnfrother buffers.

Assume that we have a number of LRD processgswith autocovariance function given in the
form
’)/Z'(t) = ait_éi (27)

If &; =2 —2H < 1 (or H > 1/2), this process is long-range dependent, on the other hand,
if &; > 1, itis short-range dependent. Let us assume that if we nheptipuch streams coming
from different bottleneck buffers in a non-bottleneck leuffthen they remain independent. The
autocovariance function of multiplexed traffic is then

V() =D yi(t) =) ait % ~ ™% as t oo (2.8)

)

In other words, long-range dependent traffic remains l@nge dependent in a non-bottleneck
buffer, and the largest exponent characterizes it. ThisTéai aggregates can show long-range
dependence. This effect does not happen in the bottlendfds bie¢cause there the assumption
of independence does not hold.

2.7 Periodic-Chaotic Transitions in Real Networks

In this section, we show that periodic and non-periodic beha are present not just in simula-
tion models but also in real networks. Three different canfigjons are analyzed, demonstrat-
ing stable periodic behavior, sensitive behavior when {fstesn is on the edge of chaos, and
non-periodic chaotic behavior.

For the real network tests we used four computers, all of theming the Linux RedHat 6.2
operating system. As shown in Figure 2.15, the four hosteesha single, 10 Mbps Ethernet
segment. Logically the Ethernet segment is divided to twguBnets, hostsgl and B are in
subnet 1 and host’ in subnet 2. HostD is configured to act as a router between the two
subnets. We implemented and configured a precise shapifey bufthe interface of the router
connecting to subnet 2. The speed and buffer size is configuaad the accuracy of the packet
processing is within 1 ms.

During the experiments, hoét downloads very long files from hosts and B at the same
time. As a result, the two parallel TCP connections have &wesh single low speed link repre-
sented by the shaper. Similarly, as in the previous sectisasise the evolution of congestion
windows to analyze the system. However, because it is diffiolaccess thewndvariable in
a real operating system without modifying the kernel codegatimate its value by the number
of outstanding and unacknowledged packets at the pointofterface of the sending host, in
this experiment in hostd and B, respectively.
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Figure 2.15: Test network configuration.

2.7.1 Stable Periodic Regime

In the first configuration, the shaping speed is set to 5 pagiat second, or 60 kbps (MTU is
1500 bytes) and the buffer size to hold 10 packets. A few s#scafter the TCP transactions is
started, the system settles down to a periodic pattern. ifmdstrate the stability of the pattern,
we disturb the system by starting a third short TCP connegctidnich downloads approximately
120 kbytes. The evolution of the congestion windows are shiowFigure 2.16. The top two
graphs show thewnd of the long TCP connections, while the third graph showscthed of
the perturbing short TCP. It can be seen that after the ftion has ended, the system returns
to the same periodic pattern within a short time.

o
A
e

100 200 300 400 500
time [s]

cwnd1

cwnd2

cwnd3

Figure 2.16: Stable periodic system. After a short pertiiwhaaused by a third TCP connection
(bottom), the periodic pattern returns. Shaping speed 68, Kiuffer size 10 packets.

The periodicity and the effect of the perturbation on thetesyscan be demonstrated by
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displaying the trajectory of the system in the state spade I&ft graph of Figure 2.17 shows
the trajectory before the perturbation. It can be seen tleperiodic behavior is represented
by a closed loop. On the right hand side, the trajectory ofsifgtem is shown right after the
perturbation is started. The effect of the perturbationef@esented by a short detour off the
closed loop, but the system returns to the same pattern las left graph. A negative Lyapunov
exponent characterizes such a system.

Figure 2.17: Trajectories of a stable system. Averagingdainw = 6 s. a) Periodic behavior
is represented by a closed loop. b) After a perturbation yetem returns to the loop.

2.7.2 Onthe Edge of Chaos

For certain parameters the system becomes more sensitivestable periodic trajectories be-
come less stable. When the system is in this regime, it matglswtates without any obvious
external perturbation.

During the experiment the shaping speed is set to 20 packetepond or 240 kbps and the
buffer size to 20 packets. Figure 2.18 shows that initidiky two-TCP system settles down in a
periodic state, but after a few minutes, they leave the daripattern and enter a non-periodic
state. The two TCPs settle down again into a periodic patternonly after approximately 5
minutes. The new periodic state proves to be unstable, dadritintained for a few minutes
only.

We call this behavior “the edge of chaos” when the systemche# between periodic and
non-periodic behavior intermittently. The cause of theaateschanges can be attributed to small
perturbations in the operating systems, the inaccuradyeo$haper and perhaps infrequent col-
lisions on the Ethernet segment.

Using the technique introduced in Section 2.3 to reveahetitrs, we get Figure 2.19a. The
non-periodic behavior completely hides periodic trajeesy so we modified the plotting pro-
gram to highlight those parts of the trajectory that are nfi@guently visited. Although random
effects push the system away from its attractors, this fgaencan still help spotting orderly
behavior. The result is shown in Figure 2.19b, two sharpdjijuishable closed loops indicate
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Figure 2.18: Intermittent behavior on the edge of chaospfBhespeed 240 kbps, buffer size 20
packets.

two periodic attractors.

The observed periodic behavior indicates that the systi#irhas negative Lyapunov expo-
nents, but the attraction is weak, and small perturbati@mspush the system away from the
attractor and even to theasin of attractionof another nearby periodic attractor. Thasin of
attractionis the set of initial points in phase space that are drawndattractor [Ott93].

Figure 2.19: Trajectory of the intermittent system. Avénggwindow w = 3 s. a) Original
trajectory. b) Filtering reveals periodic trajectoriesa@nified).
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2.7.3 Chaotic Regime

For certain parameters the system does not show any segmomtgired behavior, as similarly
demonstrated by simulation in Section 2.4. Such systems pesitive Lyapunov exponents
and non-periodic attractors. Because of extreme semgitive almost impossible to reveal any
order in the trajectory of a real-life system prone to unmatable, random perturbations. An
additional challenge is that the techniques we use aredihd the observation of the congestion
window.

During the experiment the shaping speed remains at 20 gagkesecond or 240 kbps, asin
the previous experiment, but the buffer size is reduced tpabBets. The test results consisting
of cwnd logs shows no obvious periodic or any other orderly behavisiter applying the
filtering technique on a 3600 s long logfile using differerttings, we could not observe any
periodicity either. Although non-periodic, we could stibserve certain non-obvious, hidden
orderly behavior. First, the logfile is split into three ceastive parts, 1200 s long each, then the
trajectories were plotted using the highlighting techeiqlihe resulting graphs of the three time
periods are shown in Figure 2.20. The three figures showigegsemblance to each other (e.g.,
similar loops appear on the trajectories 1200 s apart). We teeunderline that these similarities
do not prove that the system returns to the same state agpbftdrobviously certain parts of
the state space are more preferred by the system than others.

Figure 2.20: Trajectories of a two-TCP system, using théliggting technique. Averaging
windoww = 0.3 s. @) 0-1200 s, b) 1200-2400 s, c) 2400-3600 s.

2.7.4 Self-Similar Regime

The traffic traces obtained from the previous configuratiaithough chaotic and seemingly
random, do not pass the tests of self-similarity. We fourat,tkxactly as the simulation in
Section 2.6 suggested it, self-similarity arises when tivaler of TCPs increases in relation to
the size of the end-to-end pipe.

We found that if the total number of parallel TCPs is increkteefour (i.e., both hostd and
B start two parallel TCPs) then the traffic of individual hoatsl also the traffic of individual
TCP microflows become self-similar withH > 0.5. Figure 2.21 shows the R/S test for the
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traffic generated by host. The base time of the measurement was 1 s. The estimated Hurst

exponent obtained from the test wls= 0.83.

25 -

log10(R/S)
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Figure 2.21: R/S test of a one hour long traffic trace gendraiehostA. Base time 1 s.
EstimatedHd = 0.83.

The recent paper by Guo et al. [GCMO00] analyses a similarsg@ensing a Markov chain
based model and arrives at a similar conclusion. The autterige that self-similarity can arise
in TCP traffic if the blocking probability reaches a certasilue. Their arguments are consistent
with our observations, since small buffer/TCP ratios irelliigher loss rates. The work by
Figueiredo et al. [FLMTOQ] further develops the model toluge the congestion avoidance
phase and not just the exponential backoff phase of TCP stingecontrol.

The significant difference between their methodology and @ithat both papers approach
the same problem from a stochastic perspective. Our wahQugh it takes a significantly dif-
ferent, deterministic modeling approach, actually suggpitre validity of the approach discussed
in [GCMO00] and [FLMTO0O]. The complex, chaotic nature of TClars the borderline between
deterministic and stochastic techniques in traffic modelibn the one hand, it makes it possible
to use either stochastic or deterministic modeling teasgn the analysis of a system, but it
calls for extra care to be taken before drawing conclusions.

2.8 Conclusions

In this chapter, we demonstrated how TCP can produce faingsarameters both simple and
very complex behavior. We have shown that for certain patarael CP behaves chaotically
and that the main properties of chaos are present in TCP. Wertkrated that TCP congestion
control could create self-similar traffic with Hurst expateshowing both short-range and long-
range dependence depending on system parameters. Théstgriggmore fundamental than the
second order self-similarity property reported beforehim literature because it is the property
of a low level deterministic system (TCP) itself, regardle$the applications running on top of
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TCP.

We also demonstrated some of the above behavior in an exgeaimetwork. For different
configurations we observed stable periodic, and chaotitnesy and also the transition phase
between them. The conventional paradigm that traffic ssuace treated separately from the
network has major drawbacks; that is, it is not possible soegjard the network status when we
create traffic models. Another important implication istttiee randomness observed in TCP/IP
networks originates from chaotic deterministic mechasismd not just stochastic effects.

Deterministic chaotic models offer new tools for modelinGF7IP traffic. Some of these
techniques are applied and demonstrated in this chaptercss, many more can be applied
from other fields of science where chaos theory has been Mgedhope that the results of this
chapter contribute to a better understanding of TCP/IFi¢rafodeling.

There are many open questions and problems not coveredsirchiapter. For example,
how to unite stochastic models of higher layer mechanisngg, (leeavy tails) with the chaotic
model of TCP. One of the most promising future direction®isstuse chaos control techniques
already applied successfully to control lasers or heartsbe@haos control techniques, which
rely on the butterfly effect and partial reconstruction @& #ystem attractor, operate by minute
perturbations of the system. If these methods are applielC#e/IP networks, possibly, the
system could be effectively controlled with minimum intemtion, consequently, we speculate,
better throughput, fairness or delay could be achieved.

The next chapter analyzes another aspect of TCP congesiittrol; namely end-to-end
path adaptation. Together with competition, which wasufised in the chapter, adaptation is
the other major feature of the TCP protocol that signifigaitipacts the traffic dynamics in
TCP/IP networks.
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Chapter 3

TCP’s Role in the Propagation of
Self-Similarity in the Internet

In Chapter 2 we discussed a new, chaotic modeling approat@iomodeling. We found that
TCP dynamics can cause not only seemingly random traffiaufftticins, but, for certain param-
eters it can generate statistically self-similar time eseri This finding complements previous
research, which explained the emergence of self-simjlavith stochastic reasons, for exam-
ple heavy tailed distributions in higher layers of the TERgrotocol stack [CrBe96] [CTB96]
[PaFI95] [TWS97] [WTSW97].

In this chapter we discuss another role of TCP in the widéessrmergence of self-similarity
in the Internet. We show that TCP, apart from generation,atsm propagate self-similarity be-
tween distant areas in the Internet. This means that evieeri are no reasons for self-similarity
at a certain point of the network, for example, heavy-tafidsizes or chaotic competition, it
is still possible that traffic fluctuations become self-simidue to the propagation effect. We
found that TCP propagates any kind of self-similarity, redgss of how it is generated. As a
matter of fact, it is shown that TCP propagates other kindsoafelation structures as well, not
just long-range dependence. In this chapter we also antdgsmpact of self-similarity on end-
to-end TCP dynamics, how the end-user perceived rate flimtsadepend on the end-to-end
path properties, and what are limitations of propagation.

TCP uses an end-to-end congestion control algorithm tdraomisly adapt its rate to per-
ceived network conditions. If network conditions are govat by large timescale fluctuations,
then TCP will “sense” this and react accordingly. Our workndestrates that TCP adapts to
traffic rate fluctuations on several timescales efficientforeover, we show that TCP can be
modeled as a linear system above a characteristic timestaldew round-trip times, which
implies that the correlation structure of a backgrounditratream is reproduced faithfully by
an adaptive TCP flow. In particular, it is shown tAH&@P can inherit self-similarity from a self-
similar background traffic streanSince TCP has an end-to-end control, while adapting teethes
fluctuations, ifpropagates self-similaritgncountered on its path all along from the source to the
destination host.

We also demonstrate that if a TCP stream is multiplexed witbtteer one, it can pass on
self-similar scaling to the other TCP stream, depending etvork conditions. In our model
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the network is regarded as a mesh of end-to-end adaptiastrdntertwined TCP streams can
spread self-similaritythroughout the network contributing to global scaling. Byalzing the
effects from a network point of view we argue that, on one ha@P plays an important role
in balancing and propagating global scaling and on the dthrd, it keeps local scaling intact
where it is already strong. Our work complements resultented in [FGHW99]. The main
purpose of this chapter is to analyze the basic mechanishisdthese phenomena.

The chapter is organized as follows. A wide-area TCP measmeis analyzed showing
self-similar scaling for the traffic of a single long TCP cextion, and a possible explanation is
presented based on a few simple assumptions in Section &lio® 3.2 investigates how TCP
adapts to fluctuations on different timescales, and it isvshithat TCP in a bottleneck buffer
can be modeled as a linear system above a characteristisctiigeof a few round-trip times.
In Section 3.3 we investigate how an aggregate of TCP sessidh durations of heavy-tailed
and light-tailed distributions propagates self-simthaiof a background traffic stream. Finally,
in Section 3.4, we present results about the spreadingfedisalarity in the network case when
TCP has to pass multiple hops and compete for resources thigh ©CP streams.

3.1 Adaptivity of TCP: a Possible Cause of Widespread Selfiilarity

In this section, we demonstrate how TCP adaptation lead®torbpagation of LRD, using wide
area network measurements. First, the test methodologyplaired using a single measure-
ment, and then the test results of several other WAN TCP mesamsnts are presented. Finally,
we introduce a simple analytic model of TCP adaptation.

3.1.1 Scaling Analysis of Wide Area TCP Measurements

During the first experiment a large file was downloaded (ditraface file from the Internet
Traffic Archive) from an FTP serveité.ee.lbl.goy to a client host 15 hops away in Hungary
(servl.ericsson.co.hupassing several backbone providers and a trans-Atléinkc At the
client side there was no other traffic present. The client diectly connected to an ISP by a
128 kbps leased line, which was the narrowest link on the. gtipackets were captured at the
client side with thecpdumputility. The total amount of bytes received was 50 Mbyte drvdds
logged with a resolution of 50 ms during the file transfer 806 s. The average throughput,
which takes into account the retransmissions and the TGR#&Fead, was about 58 kbps (i.e.,
some congestion was experienced in the network). The avemamd-trip delay between the
server and the client was 208 ms. From the packet trace weductaatthat the version of the
TCP was Reno.

Tests were performed for the presence of self-similarigreHve present three tests: the first
and second ones are based on the scaling of the absolute msof@lso called absolute mean
and variance-time plots [TTW95]), and the third one is a Melvbased analysis [AbVe98]. All
three tests are illustrated in Figure 3.1. The result oféststsuggests asymptotic self-similarity
with Hurst parameter arourd72.

We performed a wavelet based test developed by Veitch [VOAL® test if the scaling
exponents are constant throughout the trace. The test@ié® ather types of non-stationarity.
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Figure 3.1: Scaling analysis of the number of bytes Ioggekiead:llent side every 50 ms. Param-
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plot H ~ 0.77. c) Wavelet analysidf ~ 0.72 [0.68, 0.77]. d) Wavelet based analysis of
stationarity.

First the trace is cut into several non-overlapping sestidrhen the sample mean and variance
and also a wavelet based scaling analysis are performedébr geriod. Finally, the resulting
statistics are compared with each other and against thalbvatues. If the values are not
within the confidence intervals, the trace is not considénduk stationary. Based on results it is
reasonable to accept the hypothesis that the time seritgi@sry and it has a constant scaling
parameter .

During the experiment, there was only one connection activéhe link, so explanations
based on the superposition of heavy-tailed On/Off prosessehaotic behavior [C2] are not
applicablelocally. However, the investigated TCP connection traversed aklackbone links
where, due to the large traffic aggregations, self-sintylarould arise either because of heavy-
tails or chaotic competition. Presumably, whatever theaedor self-similarity was, the TCP
connection adapted to the background traffic stream at ttikebeck link, and the effect of the
adaptation was that self-similarity was propagated to teasarement point.

We repeated the measurement between different hosts intdraét, covering very different
networking situations. Because the scaling region hasvercat least two orders of magnitude
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| server | binsize | duration | avg. rate | VT-H | Wavelet-H |
fr3 100 ms 1200s| 471 kbps| 0.77 | 0.874[0.808, 0.940]
uk 100 ms 1800 s| 115 kbps| 0.66 0.704[0.621, 0.786]
au 100 ms 3346 s| 566 kbps| 0.8 0.94[0.854, 1.038]

leasjan28| 10 ms 3591s| 131kbps| 0.8 0.95[0.875, 1.019]
leasjan26| 100 ms 1000s| 154 kbps| 0.82 | 0.855[0.782,0.929]

hu 50 ms 6900s| 58kbps| 0.77 0.72[0.68, 0.77]

cablejan 10 ms 3601s| 474 kbps| 0.85 | 0.831[0.759, 0.903]
us3 10 ms 495s| 1.4 Mbps| 0.53 | 0.562 [0.458, 0.666]
usFeb3 10 ms 1868 s| 552 kbps| 0.5 0.511[0.466, 0.556]
usRog 10 ms 2115s| 98kbps| 0.89 | 0.889[0.848,0.931]

Table 3.1: Summary of WAN measurements

for the scaling analysis, the measurements have to be looggén at least several hundred
seconds long. During such relatively long measuremeniy; ttands or other types of non-
stationarity may disturb the tests. Stationarity analy&is performed to filter out and disregard
such traces. As shown in [FLMTO0Q] and [GCMOO0], if the packetd probability exceeds a
certain value, it may also cause TCP traffic to become LRDred\gackground traffic is SRD
and packet losses happen independently. Although thisophemon may be very important in
the emergence of LRD in TCP traffic in highly congested lirdiace we are interested in TCP
adaptation, we also disregarded traces with excessivefytimeouts.

The basic statistics of the traces that passed the abovieeegunts are shown in Table 3.1.
The first group of measurements consists of “trans-Atlantieasurements between hosts in
Europe and Columbia University, New York. In this group weédaacedr3 (France)uk (UK),
au (Australia). The next three measurements are also tralasiit measurements, but in these
cases the end-hosts were connected via relatively smaltidpased lines, in the casehafthe
speed of the leased line was 128 kbps, whlsejan26ndleasejan28vere done on a 256 kbps
leased line of a small home-ISP, all in Budapest, Hungarg Agxt measurementablejan was
performed between Columbia University and a host conngetiith a cable modem to a public
ISP, also in New York. The last group consists of high-spdeatkbone” measurements, all
within the US:us3 usFeb3 usRog respectively. All these measurements were done between
Columbia University and WWW or FTP servers connecting toltiternet via high-speed links.

LRD was present mostly in traces where the test TCP conmeptigsibly passed one or
more bottlenecks, (i.e., in the “trans-Atlantic”, “cabledem” and “leased line” traces). In case
of backbone measurements, LRD was not present in most ofabest however, during peak
hours we could measurd > 0.5 as well. The following question arises: if the trace does not
show LRD, does this mean that TCP did not mix with LRD traffiad® The answer is possibly
not. In almost all the cases when LRD was not present, we dmadhat the advertised window
and not the free capacity on the path limited the TCP rate.tWargpossible reason is that the
access line limits the TCP rate, in which case the resultiaffi¢ flow is smooth. The effect
of paths with large bandwidth delay products and small wivelon the propagation of LRD is
further analyzed in Section 3.3.3.
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3.1.2 Simple Analytic Model

In this section, we introduce a simple analytic model sugpgrthe argument that TCP can
adapt and inherit LRD from background traffic. Later in thispter, we analyze the limitations
of this simple model and we discuss how to refine it.

All relevant components of the simplified network model agpidted in Figure 3.2. A single
greedy TCP connection sends data between Hoahd hostB. The path of the connection
consists of three parts: a network cloud before and afteterd@ and a bottleneck buffer in
router R, where the connection has to share the service capacityhanduffer space with a
self-similar background traffic flow. Self-similarity ofétbackground traffic can be induced, for
example, by large aggregations of infinite variance On/@#asns as suggested in [CrBe96].
In the analytic model it is assumed that TCP can adapt idéally background traffic stream

Network before

Router R
Bottleneck buffer

Network after
bottleneck

Figure 3.2: Network model

in a bottleneck buffer. Under “ideal adaptivity” we meantttze TCP connection is able to
consume all remaining capacity unused by the backgrourfictetream. It is also assumed
that the TCP connection does not have any effect on the bawgkdrtraffic. The generality of

this assumption covers several practical cases, for exarifpghe background flow is a large
aggregate consisting of a large number of connections. ifhitslof these assumptions are
analyzed later in the chapter.

Denote the background traffic rate B(t), 0 < B(t) < C, whereC is the service rate of
the bottleneck buffer in bit per seconds. If TCP congestiontrol is “ideal” and its effect on
the background traffic is neglected, then the TCP connegtitirutilize all unused service in
the bottleneck. The rate of the “ideal” TCP flow is denoted4dy):

A(t) = C — B(t).

The resulting process is simply a shifted and inverted warsif B(¢), which implies that the
correlation structure of processdst) and B(t) are the same. In other words, TCP “inherits’
the statistical properties of the background process. tticpéar, let us model the background
traffic rate as Fractional Gaussian Noise (FGN):

3

B(t) = m+ v/aNg(t) (3.1)
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wherem is the average rate in bit per seconds [bps$ the variance, and/;; (¢) is a normalized
FGN process with Hurst paramet&fr. Note that FGN is a discrete time process, so the rate at
time ¢ is approximated by the amount of bytes sent during suffilsiesthall constant duration
time periods. Based on the arguments above, the adaptingwilC#tso be an FGN with the
same statistical self-similarity exponeAt As TCP congestion control works end-to-end, the
same traffic rate can be measured along the patbreandafter router R as well. This implies
that TCP propagates self-similarity or LRD to parts of thewwek where otherwise it would not

be present.

The result above is based on a simple scenario using a fewnpsisas, such as ideal TCP
adaptivity, single bottleneck, and assuming that the TOR floes not modify the background
traffic characteristics. However, if the implications ofstlsimple scenario are valid in real
TCP/IP networks, the consequences for traffic engineetiadaa reaching. Regarding this, we
are going to address the following important questions:

1. What are the limitations of TCP adaptation, i.e., how &dildés TCP congestion control
when propagating self-similarity or other statistical pedies?

2. A single long-living connection was used in the simplenwek model and in the mea-
surements. Can self-similarity be propagated by shorttidurd CP connections?

3. We assumed that the background LRD traffic flow used is waptive. Is self-similarity
still propagated if the background traffic flow is an aggregztadaptive flows?

4. We considered a single bottleneck on the TCP path. On tiex bland, in some cases
TCP connections may traverse multiple bottleneck routedshtaffers multiplexing with
multiple self-similar inputs. What are the characteristif the end-to-end TCP flow in
this case?

5. Is self-similarity propagated between adaptive conosst i.e., can self-similarity be in-
herited from one TCP to another one that has no direct comtélatthe source of self-
similarity?

3.2 TCP as aLinear System

In the previous section it was assumed that TCP congestioinatds “ideal”, which, as a mat-
ter of course, cannot be the case in real networks. The coeseq of self-similarity is that
fluctuations are not limited to a certain timescale. Whenyairag how “real” TCPs propagate
self-similarity, the adaptation of TCP to fluctuations owegal timescales should be investi-
gated. In this section, it is shown that TCP in a bottleneciebwan be modeled as a linear
system, i.e., TCP takes over the correlation structure ebtickground traffic through a linear
function.

TCP is an adaptive mechanism that tries to utilize all fre®ueces on its path. Adaptation
is performed as a complex control loop called the congestmntrol algorithm. Of course,
full adaptation is not possible, as the network does notigeoprompt and explicit information
about the amount of free resources. TCP itself must test dkie gontinuously by increasing
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its sending rate gradually until congestion is detecteghaled by a packet loss, and then it
adjusts its internal state variables accordingly. Usirg éifgorithm, TCP congestion control is
able to roughly estimate the optimal load in a few round tiipes. Since congestion control
was introduced in the Internet [Jac88], it has proved itciefficy in keeping network-wide
congestion under control in a wide range of traffic scenarios

In this section, we analyze the adaptivity of TCP, and catelthat a simple network con-
figuration, which consists of a single bottleneck bufferreldeby a “generator” flow and a “re-
sponse” TCP flow can be well modeled as a linear system abadvaraateristic timescale. The
cut-off timescale depends on the path properties of theeaxdiom. The linear system trans-
forms certain statistical properties, e.g., autocovagabetween the “generator” stream and the
“response” traffic stream through a transform function, akihis characteristic of the network
configuration.

3.2.1 Measuring the Adaptivity of TCP on Several Timescales

In the first analysis a single, long, greedy TCP stream is dwxi¢gh random background traffic
streams. See Figure 3.3 for the configuration. The backgrsetreams are constructed in a way,
such that they fluctuate on a limited, narrow timescale.

TCP stream Router A Router B

Measurement point
background stream

Figure 3.3: Simulation model for the test of TCP adaptiviatself-similar background traffic
stream. The two buffers are identical: service raftgs= C> = 1 Mbps, propagation delays
d1 = do = 5 ms, buffer sizeB; = By = 40 packets.

To limit the timescale under investigation, the backgrotnadfic approximates a constant
amplitude sine wave of a given frequenty Apqckground(f,t) = asin(27 ft + o) + m where
«a is a uniformly distributed random variable betwgé2z]. The processy,ckground(f,t) IS
a stationary ergodic stochastic process with correlaiion) = a?/2 - cos(27 f7). The power
spectrum of this process consists of a single frequency ooeng atf. In the simulation the
background process had to be approximated by a packet sfpeaket size of 1000 bytes), with
the result that the spectrum is not an impulse but a narrokespee Figure 3.4.

If TCP is able to adapt to the fluctuations of the backgrouaflitrflow, the same frequency
f should appear as a significant spike in the power spectrutneof CP traffic rate process as
well. The ratio of the amplitudes of this frequency compdrierthe spectra is a measure of the
success of TCP adaptation on this timescale. Denotenttesure of adaptivitat frequencyf
by D(f)

D(f) = Stcp(f)/sback:ground(f) (32)

whereSyqcuground(f) iS the spectral density of the background traffic rate pmegdrequency
[ andS.,(f) is the spectral density of the adapting TCP rate proceseaizine frequency.
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Figure 3.4a depicts an experiment with a background sighdl e 0.01[1/s]. The top
part of the figure shows the spectrum of the background trafffroximating a sine wave of
frequencyf. The bottom part is the measured spectrum of the TCP respdise spectrum
of the response has a significant spikefabut it also contains a few smaller spikes at higher
frequencies caused by the congestion control.

Conducting the experiment for a wide range of frequengidsis possible to plot the adap-
tivity curve of TCP. Figure 3.4b shows the result for seveeakions of TCP. Note that the shape
of the function only slightly depends on the TCP version.alt e seen that TCP adapts well
to frequencies below, ~ 0.15[1/s], but it cannot adapt efficiently to fluctuations on higher
frequencies in this configuration.
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Figure 3.4: a) Frequency response to a sine wave-ef0.01[1/s] (top: background sine wave,
bottom: TCP response). In this configuration the measuredaptavity is D(0.01) ~ 1. b)
Measure of adaptivityD( f) as a function of the frequency for several TCP variants.

At fp a resonance effect can be observed, at this frequency TCPris aggressive, and
gains even higher throughput than what is left unused bydheaalaptive background flow. This
frequency is equal to the dominant frequency of the TCP cetimgewindow process when there
is no background traffic present (idle frequency), see Ei@ub. In [MSMO97] a macroscopic
model for TCP connections is published. It is derived thaviéryp'” packet is lost for a TCP
connection, then the congestion window process traverpesi@lic sawtooth and the length of
the period isT" = RT'T = W /2, whereRTT is the round-trip time of the path in seconds and
W is the maximum window size in packets. In our case we can appete RTT = B/C +d,
where B is the buffer size in packetg, is the service rate in packets per second, @nglthe
total round-trip propagation delay in seconds. The maxinwindow size isW = B + (Cd,
which is the maximum number of packets in the pipe (buffer lamd. This gives an estimate
of T' = 6.81 s andf.,q. = 1/T = 0.15 [1/s]. The result agrees with the measured resonance
frequencyfy, and confirms our argument that the resonance effect olis@rntbe measure of
adaptivity functionD( f) is due to the TCP window cycles (see Figure 3.4b).

The characteristic timescale of the TCP window cycles rangeelatively wide ranges in
real networks, and the relation @f ~ RTT x /2 can be used for an approximation. For
example, if the round-trip time, which in the previous siatidn was approximately 0.33 s, is
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Figure 3.5: Spectrum of TCP congestion window process whdrankground traffic is present.

rather in the range of a few tens of milliseconds, the cutiofescale drops below 1 s. Even
below this timescale TCP adapts to fluctuations, though tieeteveness is limited, as shown
by the transmission curve} approximately separates traffic dynamics to “local” anbbgll”
scales, abovg it is the background process which shapes the spectrumyhglthe spectrum
is a result of TCP control dynamics and external stochasticgsses has less impact on it.

In the next section, we analyze the case when the backgroaiffid stream is more complex
and contains fluctuations on several timescales.

3.2.2 Tests for Linearity

In real networks background traffic is not limited to a singjlmescale. In the following, we
analyze the case when several frequencies are presentstinghiether TCP is able to adapt
to fluctuations on these timescales or not. The motivatiaio igrove that TCP can adapt to
fluctuations on several timescales independently of edwr,anore precisely, we want to show
that TCP control forms a linear system in this configuration.

By linear system we mean that if the background traffic raggven by B(t), and the adapt-
ing TCP traffic rateA(t) is expressed using a functioh, thenA = C — ¥(B), whereV is a
linear function ofB, i.e., V(a1 By + a2 Bs) = a1 ¥ (B1) + a2V (Bz2). In case of ideal adaptivity,
U takes the simple form oF (x) = z, and the TCP rate is obtained simply4&) = C — B(t),
see Section 3.1. If the background traffic is a superposgfstreamsB;(¢), i=1...N

then the rate of TCP is given by

X(t)=C—W¥(B(t)=C—> U(Bit).

i=1
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This construction provides us with a simple test on lingasite investigate the response to
the superposition of sever#t;(t) streams and investigate the spectrum of the response. Fig-
ure 3.6a shows the spectral density of the background an@i@feresponse when the back-
ground is a composition of 10 random phase sine waves etaritlis spaced in a logarithmic
scale (the non-zero widths of the spikes are due to the fatttik background mix only approx-
imates sine waves with varying packet spacing). It can berebd that TCP was able to adapt
to all frequency components in the mix belgin= 1.

To test whether TCP really adapts to fluctuations indepehdernwide range of traffic mixes
were simulated consisting of two frequencigsand f,. A large number of simulations were
performed, covering a whole plane with the two frequendieshe range 0f0.05, 500][1/s].
Then, the adaptivity measure foneof the frequenciesI{(f1)) was calculated. If the system
is linear, the measure of adaptivity function at frequerficghould be independent of the other
frequencyfs. The results of the simulations support our conclusions Fsgure 3.6b.
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Figure 3.6: a) TCP frequency response to the superposifid® candom phase sine waves.
top) background traffic, bottom) TCP response. b) Measufi@a# adaptivityD( f;) when the
background process is composed of two frequengiesnd f5.

3.2.3 Response to White Noise

In the previous analysis the background processes wertetind superposition of sine wave
processes. In real networks background traffic streamsotdrnmodeled by just a few fre-
quency components, it is more appropriate to model backgrtnaffic streams as “noises”.

Two types of special noises are most relevant in traffic modelthe White Noise (WN)
process and the Fractional Gaussian Noise (FGN) process. Wittite Noise process is the
appropriate signal for analyzing the frequency responsesystem and the Fractional Gaussian
Noise process frequently appears as the limit processftitteggregations [TWS97].

If TCP is a linear system, then it should transform the catieh of any complex stochastic
process (e.g., WN or FGN) through the same transform fumctio this section, the response
of TCP to a WN process is analyzed. WN is a special noise asitbastant spectral density.
If TCP is linear, then it should respond with the charactierisurve obtained previously. The
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result is depicted in Figure 3.7. The similarity of the cuteeur previous test-signal based test
supports the linearity argument. In addition, the constiattrange, which starts at a charac-
teristic timescale and spans several timescales upwanmgdps us with information about the
timescale limitation of TCP adaptivity. Note that this mantsm behaves like a low-pass filter.

10

Spectral density

D(f)

10° 107 107 10°
frequency [1/s]

Figure 3.7: a) TCP’s frequency response to white noise tsgdetensity (dots) and its smoothed
version (line). b) Measure of adaptivify(f), see also Figure 3.4b

3.3 TCP Adaptation to Self-Similar Background Traffic

Once we have investigated the linearity of TCP and have shioatrihe transform function is flat
below a characteristic frequency, it is quite obvious toeetphat TCP, while adapting to signals
of complex frequency content, reproduces the same speéeingity as the original signal above
a timescale, which depends on the path properties (roimdifime, size of the pipe, etc.). If,
for example, TCP traverses a link where the traffic showssigdflarity, it will adapt to it with

a spectral response equal to the spectrum of the self-sitralffic (asymptotically). As TCP’s
control algorithm works end-to-end, this property is “pagated” all along the TCP connection
path.

In the experiment we simulated a single TCP sharing thedsmttk buffer with a synthetic
FGN traffic flow of H = 0.8. Figure 3.8 shows the power spectrums of both the TCP and FGN
traces at an aggregation level of 10ms. As suggested in théops section, TCP shows the
same spectrum as FGN asymptotically, there is a differengeasound and below the cut-off
timescale. Consequently, the TCP traffic flow is also asytigatitly second-order self-similar
with the same scaling parameter as the FGN procHss: (0.8).

3.3.1 Can Adaptive SRD Traffic Propagate Self-Similarity?

So far we have analyzed cases when long greedy TCP sessioasnied with background
traffic. It has been shown that the distribution of file size®\eb traffic is heavy-tailed [CTB96].
This increases the probability of the occurrence of such IDGP connections. Nevertheless, it
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Figure 3.8: a) Power spectrum of background traffie= 0.8. b) Power spectrum of TCP traffic
adapting to the FGN, estimatd#l = 0.8.

is investigated whether short duration TCPs (durations light-tailed distributions) have the
same adaptivity property to LRD traffic or not. A positive a@s increases the generality of our
argument. Based on previous work [TWS97] we would expedtift@dn and Off durations are
light-tailed, the aggregate traffic is short-range depat(&RD). This section demonstrates that
TCP streams have LRD properties in spite of the short-raegemtent result suggested by the
On/Off model.

During the simulation we establishédparallel sessions. Within each session TCP connec-
tions were generated independently and the durations of ddDRections were exponentially
distributed (with mearfp,,) followed by exponentially distributed silent period&(s ;). The
simulation was started from the equilibrium state of thecpes. (See Figure 3.9.) Let's denote

Router 1 (C1,B1,d1) Router 2 (C2,B2,d2)

[ B
B

orn
On/Off TCP streams

background stream

Figure 3.9: Simulation model of SRD driven TCP traffic mukiged with self-similar back-
ground traffic (FGN withd = 0.8). C; = Cy = 1 Mbps,d; = dy = 5ms,B; = By = 40
packetsk = 10 parallel sessions with exponentially distributed On anfip@fiods with means
Ton = Torr = 10s.

the number of active TCPs at timéby N (¢), 0 < N(t) < k. With this constructionV (t) is a
stationary Markov process and it is short-range depen&d.the self-similarity tests fay (¢)
in Figure 3.10af ~ 0.5).

On the other hand, if these sessions are mixed with LRD bacikgt traffic, the aggregate
TCP traffic, i.e., the amount of bytes transmitted by all TCB4.RD (Figure 3.10a). The
reason is that the superposition of short duration TCPs ffareetly adapt to a background
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LRD process just like one long duration TCP connection.
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Figure 3.10: a) Variance-time test for the simulated OnfdéfcessN (t) (H ~ 0.5) and the
simulated aggregate TCP traffié/(~ 0.72). b) Variance-time plot of traffic generated by
equal size short file transfers froservl.ericsson.co.hto locke.comet.columbia.edibgging
resolution 100 msH ~ 0.7.

A real network measurement also supports our argumentt lesr(90 kbyte) were down-
loaded using thevgetutility from servl.ericsson.co.hio locke.comet.columbia.edtound-trip
time RT'T ~ 180 ms, average download ratex 160 kbps, SACK TCP). Whenever the down-
load ended, a new download was initiated for the same file.ekperiment lasted for an hour,
and the file was downloaded about 800 times. The traffic wasiegpwithtcpdumpat the client
host. The Variance-Time plot shows that the traffic rate dyioa was self-similar, in spite of the
short file-sizes, see Figure 3.10b. As a new download doagsectny memory from a previous
TCP connection, long-range correlations can be explaimdhy the long-memory dynamics
of the network. In case of smaller files, TCP’s capabilitydapt to changing network conditions
decreases. Although 90 kbyte is larger than the currentgedile size in the Internet, it has to
be emphasized that a subset of connections is enough togatepself-similarity. Furthermore,
if HTTP 1.1 replaces HTTP 1.0, persistent TCP connectiotiso@iable to adapt better to traffic
fluctuations, eventually improving the propagation effesimilarly, if a TCP implementation
preserves some state from a previous connection, the mbpagffect is improved.

3.3.2 Discussion on SRD TCP Streams

For simplicity, first assume that there is only one sessiah Win/Off TCP connections multi-
plexed with LRD traffic. In this casé&/(¢) takes the values 0 or 1 for exponentially distributed
durations. Assuming ideal adaptivity, when the sessiortiivea(a TCP is active) it can grab
all capacity left unused by the background LRD traffic. Thea traffic rate during thactive
periods of the On/Off session can be expressed fty = F'(t) whereF'(t) is the free capacity
(bit rate) left by the self-similar background traffi€,(¢) is an FGN process, see Section 3.1.

INote that the access speed atskev1.ericsson.co.hside was increased to 256 kbps during this measurement.
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DuringinactiveperiodsA(t) = 0. Thus the traffic rate of the TCP controlled On/Off sessian fo
all t can be written in explicit form as

A(t) = N(OF(¢) (3.3)

Assuming that the sessions are independent of the baclkdyoress ¥ (¢) and F'(t) are inde-
pendent), the autocovariance Aft): v4 (1) = cov(A(t), A(t + 7)) is

va(T) = E[(N@)F(t) — mymp) (Nt +7)F(t + 7) — mymp)] (3.4)
wheremy = E[N(t)] andmp = E[F(t)]. Factorizing:
va(r) = E[N(ON(t + 1) E[F()F(t + )] — m¥mb (3.5)

The left hand side of the product is
E[N()N(t+7)] = E[(N(t) — my +my)(N(t +7) = my +my)] = (1) + m% (3.6)
The same holds faF'(¢), and so the covariance can be written as
va(r) = (W (1) + mR) (vp(7) + mi) — miymE 3.7)

Finally,
va(1) = N (T)yF () + mpan (1) +miyr(T) (3.8)

If F(t) is LRD, its autocovariance decays asymptoticallyya$r) ~ 7% ast — oo,
where0 < r < 1. On the other hand, iV (¢) is SRD, its autocovariance decays asymptotically
faster thanr =%~ wheregy > 1.

Consequently, the covariance 4ft) decays asymptotically at the lower rate, in this case at
the rate of the background LRD process sifige< Gy :

ya(T) ~77PF as 1 — oo (3.9)

If the On/Off process is LRD as well, e.g., the On and/or Qffds are heavy-tailed, then asymp-
totically the larger Hurst exponent is measured on the gatpractice, the border of the scaling
region depends on the actual shape of the covariances antetiesn 4 andmp.

If there are more than one On/Off streams sharing the bettlebuffer with a self-similar
background traffic streaniy (¢) takes higher values than 1 as well. However, for the adaptivi
of the aggregate it is sufficient to have at least one activmection as it was shown in Sec-
tion 3.3.1. The aggregate traffic of multiple On/Off streaadspting to a background stream
may be approximated by

Aaggrt) = O[N ()] F (1) (3.10)

where©(.) is the Heaviside-function,§(z) = 1 if > 0 and0 otherwise). O[N(t)] itself

is also an On/Off process. If the On/Off processes are intdgre and they are exponentially
distributed, thenV(¢) forms a Markov proces®3( N (¢)] is the indicator process for the empty
state of this Markov chain) and it is SRD.

The conclusion of this section is that if the end-to-end iseruses TCP connections, then
the traffic generated by the service is also adaptive, artusrcase the adaptivity of the end-to-
end service is sufficient to “propagate” LRD to other partthef network. Moreover, itV (¢) is
LRD, then the larger Hurst exponemiax(H, Hy) is propagated.
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3.3.3 TCP Connections Limited by the Receiver Window

In Section 3.1.1 it was found that most connections betweststdirectly connected to the US
backbone do not show LRD in the tests. All of these measurent@ve in common that that the
bandwidth delay product on the connection’s path is largéd, tae TCPs traffic rate is limited
not by network congestion, but the advertised window of #eeiver. Even in this case, it is
most likely that the connection shares buffers with LRD lggokind traffic, but since TCP is not
able to utilize the full bandwidth, the adaptation effectwmen background traffic flow and the
TCP connection is weak.

We performed a series of simulations that reproduce theeabagkbone scenario. We mod-
ified the previous simulation model: the link speed was iaseel to 4 Mbps and the round-trip
link propagation delay to 100 ms. The buffer size remainegaitkets as in the previous sim-
ulations. The background traffic flow was synthetic FGN with= 0.8, average 0.5 Mbps
and variance also 0.5 Mbps. With these settings the avenalgeautilization was just 12.5 %,
similarly to an overprovisioned backbone link.

We performed several simulations with a single TCP passingffar with FGN background
load. In consecutive simulations the TCP receiver had iiffewindow sizes between 10 to
45 packets. Each simulation lasted for 7200 s, long enougleimrm LRD tests. We expect
that when the window is small, TCP is limited by the advediséndow and TCP is not able to
utilize the maximum available throughput. In this case thpact of background traffic on TCP
rate is weak. As the window increases, the TCP rate alsodeeee finally, after some point
it flattens out as the network load becomes the limit for th&Troughput, see Figure 3.11a.
From the end-user perspective, this is the desired opgrptimt of the system.

After each simulation run, we performed the LRD tests. FegBullb shows the results of
the Variance-Time tests. It can be seen that in all casem@syically all traces have the same
slope as the VT plot of the background traffic. The differeiscan the timescale where LRD
scaling starts, as the window increases, scaling startaates and smaller timescales.
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Figure 3.11: a) TCP throughput vs. receiver window size ickpts. b) Variance-time plot of
the number of bytes recorded duringfor several windows sizes. The topmost graph is the VT

plot of the FGN trace.
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Today, there are still many operating systems and appitatthat do not support large
windows. In case of high-speed access speeds, the prick-msimal TCP performance since
the window limits the maximum throughput. As high speed asdechnologies (e.g., DSL or
cable modem) become more widespread, it is likely that dipgraystems and applications will
demand larger windows, moving the cut-off timescale of pggiion closer to the estimated
analytic value derived in Section 3.2.1.

In this sense, propagation is a desired effect. Althouggelawindows cause increased
variances in all timescales, see Figure 3.3.3b, the endpaseeived end-to-end throughput also
increases significantly.

3.4 Spreading of Self-Similarity in the Network

Previously we analyzed the case when a TCP connection shaiagle bottleneck buffer with
LRD background traffic, and it was only this bottleneck thii¢@ed the rate of TCP. In this
section the network case is discussed.

Two aspects are analyzed. The first one deals with the case thbepath of an adaptive
connection passes through several buffers with self-ammlputs. These buffers are candidates
to become bottlenecks occasionally during the lifetimehaf ¢onnection. The second one in-
vestigates whether self-similarity can spread from ongthgaconnection to the other causing
widespread self-similarity in a network area.

The presented results are intended to highlight the basaghamésms, so the investigated
scenarios are simplified for the ease of discussion.

3.4.1 Discussion of the Multiple Link Case

A wide area TCP connection usually spans 10-15 routers atenqmath, out of which there are
usually several backbone routers with high level of agges#raffic, see Figure 3.12. A TCP

Router 1 Router 2 Router N

T

LRD H, LRD H, LRD Hy

TCP stream

Figure 3.12: A TCP connection traversing multiple hops vifttiependent background LRD
(H;) inputs.

connection has to adapt to the whole path. The capacity @htieéo-end path, at time depends
on which buffer is the bottleneck at this time. Because dfitrluctuations, the location of the
bottleneck moves randomly from one router to the other.

Assuming ideal end-to-end adaptivity, the rate of the adeCP connection is equal to
the free capacity of the bottleneck link at timie

A(t) = min Fi(1) (3.12)
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whereN is the number of links and; () denotes the free capacity of tifé link on the path.

For simplicity, assume that the crossing background LREestis on the links are indepen-
dent and the link at timeis either emptyF;(t) = 1, or full: F;(¢) = 0. With this simplification
the rate of the adaptive connection can be written as

N
Al =] F@®) (3.12)
=1

In the previous section it was shown that the product of iedelpnt LRD processes is also
LRD and it is asymptotically characterized by the largegtoment:

ya(T) = 7~ minBi as 7 0o (3.13)

Thus, in the multiple link case it is the largest Hurst expun@mong the background LRD
streams on the links that characterizes the TCP connection.

For a numerical example using more complex processes, fGiN Background samples
were generated with equal mean rates, but with differentsHexponents, to moddf;(¢),
i = 1...4, see Figure 3.13. The end-to-end procds$s), which is the minimum of the FGN
processes, is asymptotically second-order self-sindladg, it has the same Hurst exponent as the
largest Hurst exponent among thg(¢) processes, i.e., the result is the same as in the simple
full/lempty case.

4| O—OF1FGNH=08 T
B8 F2 FGN H=0.7

&0 F3 FGN H=0.6 *.. &
#-- F4 FGN H=0.5
A—Amin(F1,F2,F3,F4) H=0.8 ok

0 1 2 3 4 5

log(m)
Figure 3.13: Variance-Time plots df; FGN processes off = 0.8,0.7,0.6,0.5 respectively
(identical mean rates and variance), and the end-to-entegsel(t) = min;en F;(t). The

end-to-end path is characterized Hy~ 0.8 asymptotically.

Another possible interpretation of (3.11) is that we coesithe F;(¢) not as rate processes,
but as indicator processes of congestion. From the end asgrgrtive it is important to analyze
whether the network is able to support the expected serew requirements, for example,
whether the file transfer rate degrades below an acceptadedr not. LetF;(¢) be the indicator
process of linki indicating whether the link is congested and it cannot stpie expected
service rate for the connectiorF(¢t) = 0), or is not congestedF{(t) = 1). Thus, if the
background congestion indicator processes are LRD, thisrthie largest Hurst exponent that
characterizes the end-to-end service characteristidsedhvestigated TCP connection.
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3.4.2 Spreading of Self-Similarity among Adaptive Connedbns in Multiple Steps

So far, in all cases analyzed, adaptive traffic was in direntact with self-similar background
traffic. In this section, it is investigated whether selfarity caused by adaptation can be
passed on to adaptive traffic streams that mvdirect contact with the source of self-similarity
A few simple conditions are given as well. Assuming that aguenent is valid, self-similarity
can spread out from a localized area, consequently, stedfigimilarity is balanced throughout
a wider area of the network.

A simple network scenario is used for the investigation. Aagive traffic streamdjrect
strean) shares a link with self-similar FGNH = 0.8) background traffic. Thedirect streams
mixed with another adaptive stream on a second link, whggifihas no direct connection with
the FGN traffic (indirect stream), see Figure 3.14. Two ofterams thus affect the data rate of

direct stream

indirect stream
FGN stream

Figure 3.14: Network model for the investigation of sethgarity spreading.

the direct stream, and also the two adaptive streams haviéeah@n one another. We are going
to investigate the statistical properties of both the dieexl the indirect streams.

Assume ideal adaptivity and max-min fairness among thetagagtreams. Also assume
that the service rates of both links are equd).( If the background stream was inactive, the
bottleneck would be the first buffer and the adaptive streamgd share simply half the service
rate, both sending at a rate ©f2.

Adir (t) = Aindir (t) - C/2 (314)

In the presence of the FGN stream flowing through the secofidrbthe rates can still remain
C'/2, unless it is the second buffer which becomes the bottlenexk when the capacity left
unused by the FGN stream s — Argn(t) < C/2. In this case the direct stream can use at
mostAgy;, = C — Aran(t), so the indirect stream can grab all remaining service égpache
first buffer A;,,4ir = C — Agir = Arpan. In short:

Agir(t) = min(C/2,C — Apan(t)) (3.15)
Aindir(t) = max(C/Z,AFGN(t)) (316)

Calculation of the autocovariance 4f;;, and A;,,4, is difficult because of theninandmax
operators. We consider two simple, extreme cases. In thefise, the rate of the background
LRD stream is always greater thah'2, simplifying the expressions td;,.(t) = C' — Apan (t)
andA;,qi-(t) = Arpgn(t), i.e.,spreading of self-similarity is idealn the second extreme case
the rate of background process is always smaller tha2, leading t0A g, (t) = Ainair(t) =
C'/2, i.e.,self-similarity disappearfrom both adaptive streams. Simulations have verified these
results as well.
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The investigated scenario demonstrates the simplest misolmaf how adaptive connections
may have effect on each other. We simulated a more compleagoewhere the synthetleGN
stream is replaced by an aggregate stream of randomly gedesaort TCP file transfers. The
distribution of the file sizes is heavy-tailed. The direal amdirect TCP streams are also replaced
by aggregates, but the file sizes within these aggregatdgareailed.

The streams consist @fy,cqvy—tailed = Nair = Ninair = 100 sessions. The file size distri-
butions are Pareto distributions with the following parseng the average file size is 40 Kbytes
for all streams, the average waiting time between files is€20) sThe shape parameters are
Aheavy—tailed = 1.1 aNdagir = ajng;r = 3 for both the file size and the waiting time distribu-
tions. With these parameters only one stream has heasydail,,,—tqilca < 2)-

The results of the simulation experiment are shown in Fi§uté. As suggested in [CrBe96]

3 3

log10(d) * ° 1 |og120(d) ? *
Figure 3.15: a) R/S plot oheavy-tailedstreamH = 0.82. b) R/S plot ofindirect stream
H=0.71

the traffic stream consisting of heavy-tailed file downlo&lsRD (H = 0.82). Furthermore,
the indirect traffic stream, although it was created usigigtitailed distributions is LRD as well
(H =~ 0.71). The cause is that long-range dependent fluctuations apagated via the indirect
stream.

Performing the previous experiment using different patanse we have found that depend-
ing on the traffic mix, the spreading between indirect andalistreams can be strong but it can
be weak as well. In certain cases, spreading to an indirezdret does not happen at all, just
like in the simple analytic example assuming ideal TCP flomd max-min fairness. The exact
requirements for spreading are subjects for further study.

3.5 Conclusions

It was demonstrated how a TCP connection, when mixed witksggilar traffic in a bottleneck
buffer, takes on its statistical second-order self-siritila propagating scaling phenomena to
other parts of the network. It is suggested that the adaptati TCP to a background traffic
stream can be modeled by a linear system and the validity mpproach is analyzed. It was
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shown that TCP inherits self-similarity when it is mixed kwiself-similar background traffic
in a bottleneck buffer through the transform function of timear system. This property was
demonstrated for both short and long duration TCP connextio

We also investigated TCP behavior in a networking envirammiewas found that if conges-
tion periods are long-range dependent in several hops onreection’s path, the largest Hurst
exponent characterizes the end-to-end connection. It isaslamonstrated that TCP flows, in
certain scenarios, can pass on self-similarity to eachr ath@ultiple hops.

As thousands of parallel TCP connections continuouslyrtiwtee the Internet, the mecha-
nisms described in this and the previous chapter can progaéth deeper insights why signifi-
cant and strong self-similarity is a general and widesppdegshomenon in current data networks.

The next chapters, Chapter 4 and 5, discuss the problemsowisjoming Differentiated
Services in the Internet. We discuss the special requiresaenl limitations of the Differentiated
Services architecture [BBCD98], and analyze the implizatiof our results in Chapter 2 and 3
to the performance modeling of wired and wireless data ndisvo



Chapter 4

Resource Management for
Differentiated Services Networks

There is an increasing demand for Quality of Service (QoShéninternet to enable a wide
variety of new services. There have been a number of atteimpigroduce QoS into the Inter-
net, but most of them have suffered from scalability limdas inhibiting global deployment,
and lack of robustness to maintain performance guaranf@ifferentiated Services (DiffServ)
[BBCD98] address the limitations of Integrated Service€f®4, Shen95] by resolving the
scalability problems. However, DiffServ leaves certaieneénts of the desired end-to-end QoS
architecture unspecified.

In essence DiffServ specifies local packet handling ruleéed Per Hop Behaviors (PHBS).
The idea is that end-to-end services can be built up usirgetRéiBs. For these services to
work, appropriate resource management is necessary.dééntial to ensure, for example, that
resources assigned to a class are sufficient to serve tfie afering the class at the desired
QoS.

Resource management can be approached from two direckoss.dimensioning of class
and link resources is a preventive approach where the taslsedect the correct link speed, and
equally importantly, to partition the link resources toa®l DiffServ classes. For this process
longer term traffic measurements and subscriber Servicel lAggreement parameters can be
used. The second approach is more dynamic, and operatesitgliiog the amount of traffic
in the classes. This can be accomplished by signaling [Bra®@ admission control, using
bandwidth brokers or by subscription control, dependinghemnetwork operator.

In this chapter, we introduce a set of measurement basedroesestimation methods for
DiffServ networks based on the effective bandwidth conéiegttdiscussed in [GAN91, Kel96,
GiKe97]. The methods are suitable for both traffic engimegeeand admission control purposes
and are suitable to be implemented in routers, bandwidtkelosoor in off-line traffic engineering
tools. The novelty of our work is that the resource estinmatieethods presented in this chapter
are tailored to meet the characteristics of the DiffSenirervment:

e traffic descriptors are coarse;

e only aggregate measurements are feasible;
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e scheduling redistributes service among classes;
e guarantees are “soft”; and
o traffic flows have diverse, complex statistical properties.

Hosts or edge devices that are connected to a DiffServ nkteaor only provide minimal
and coarse information about their traffic. Coarse inforomameans that the statistics do not
describe the traffic precisely, for example, in case of anidigcket policer the policer param-
eters would be set very conservatively. The reason for shicause of the extreme diversity
of Internet applications. It is not possible to develop aate} yet general and flexible traffic
descriptors suitable to all applications. We assume th#tenfuture only very simple traffic
descriptors will be used, (e.g., token bucket descriptacsess speed), which are easy to use
and easily understood by the users. However, such simpteipiess are inherently inaccurate.
We argue that the estimation methods have to be aware of ithigegy, and they should use
measurements of actual traffic load together with the trdtcriptors to improve the tightness
of estimations [SaSh91, CKT96, JDSZ97, CLTR97].

In practice, because of scalability reasons, only aggeegetasurements are feasible. This
precludes most measurement based admission control thlgesrisuited for ATM networks,
where per flow measurements are usually assumed. In ourg@dpuoethods, only scalable,
aggregate measurements of large numbers of flows are pedorithese flow aggregates are
either entire queues, or large flow sets within a queue, ifileddased on packet header infor-
mation, e.g., the DiffServ field (TOS field) or protocol infieation (TCP, UDP).

Since traffic descriptors are expected to be coarse, dughityhiarying rates and uncertainty
of demand, traffic flows usually do not utilize the guarantesgburces to the full extent. For
better overall network performance resources are notlyigitlocated to different queues in
DiffServ architectures. Unused bandwidth by a class is ohyoally available to other classes
on a packet-by-packet basis. For example, in case of Statidti? Queuing (SPQ), when there
are no packets waiting in a queue, the scheduler will senaekgh from a lower priority queue.
This dynamic allocation of resources is a crucial propestytfie economy of network services
in the future Internet. Our analytic models take this propeto account by estimating the QoS
in every queue of the SPQ DiffServ architecture.

Many Internet applications can operate in the absence ofgDafntees. It is expected that
future better than best-effort applications will tolertitsited variations of the QoS, thus looser
QoS guarantees may be sufficient. This makes probabiligsicoaches more desirable, as these
result in better resource efficiency than worst-case déméstic solutions [PaGa93, WKLZ96,
LeB98]. On the other hand, previous work using probabdistbunds usually assumed asymp-
totic models, which means that the derived probability latsuare asymptotically accurate for
very small loss probabilities, for exampls)~'2. In reality, most real-time applications do not
require such strong guarantees, for example, voice secaneefficiently operate even if the
loss ratio is as high as — 5% (depends on coding) [JaCh81]. Easing stringent QoS require
ments enables the exploitation of more statistical m@kplg gain. In this chapter, we develop
bounds that are precise not only asymptotically, but altbérQoS ranges expected in DiffServ
networks.
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The statistics of TCP/IP applications are diverse and thelation structure of Internet traf-
fic is complex, this impacts the assumptions we have to makeaitytic models. The resource
estimation methods should be robust with respect to thegmepies to maintain the flexibility
and robustness of the Internet. Several methods assumtdfiiat flows follow certain mod-
els, e.g., Markov Modulated Processes [KWC93, KoMi98, Kgl9vhich assumption is too
restrictive knowing the diversity of applications. Otheetmods are more general, but assume
that traffic flows suit certain classes of statistical preessfor example, methods based on the
assumption that traffic rate fluctuations are short-rangeeldent [CLTR97, KWC93]. These
methods also have limitations due to the wide-scale presehtong-range dependence in the
Internet, see for example, Chapters 2 and 3. We developeldodwethat do not assume that
traffic flows fit any specific distribution or correlation stture, yet they are not heuristic but
analytically precise.

The chapter is organized as follows. An overview of the DififSmanagement framework
can be found in Section 4.1. Specific effective bandwidtimidae are developed for Expe-
dited Forwarding and Assured Forwarding classes to prdsdaelwidth and delay guarantees in
Sections 4.2 and 4.3, respectively. We propose severdiauuthat utilize different measure-
ments and require different implementation complexitySéction 4.4 we show how to perform
resource management of a practical DiffServ router implgat®n based on Static Priority
scheduling. Finally, in Section 4.5 we present some cofiratucemarks.

4.1 DiffServ Traffic Management Framework

The Differentiated Services standardization effort ofl BEF does not specify how traffic man-
agement is performed. The guarantees supported by DiffBEIBs are relative rather than
absolute, and do not eliminate the need of appropriate dnaffinagement tools that estimate,
anticipate and help maintain acceptable levels of netwerkopmance. To perform these tasks
efficiently, detailed information is needed about the tcaffemands in the network. The most
important information is listed below:

e Traffic specifications of end-to-end or edge-to-edge flowstaining access speeds, pa-
rameters of traffic policers.

e QoS guarantees required by flows, (e.g., description oSBiff classes AF, EF, or BE).
¢ Routes of the flows across the administrative domain.
e Aggregate load measurements of DiffServ classes on a jrkak basis.

There have been considerable amount of work to obtain thésidd CP/IP networks. With
some limitations, most of this data are already used in thevdi& Operation Centers of ma-
jor network operators for network management [FGLROO, FGQR]. However, not all the
required information is available in real-time, since itwarequire specific dynamic resource
reservation protocols, such as RSVP [Bra97], which havébaeh widely deployed. Although
there has been proposals to introduce dynamic DiffSenvifipgcotocols that would solve this
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problem, it is still an open issue whether the IETF will iaieé standardization in this area, or
proprietary protocols will emerge instead.

Today, traffic management has to rely on network “snapshafisich are updated on coarser
timescales (e.g., hours). The time delay makes it impassdoperform real-time traffic regu-
lation (e.g., admission control), since measured data dvbal outdated. We argue, however,
that longer timescale resource management can still béeafiic performed using the currently
available data mining techniques. Longer timescale resomranagement includes traffic engi-
neering, which is done on an hourly basis, and network desigjich is a longer timescale task,
and usually involves upgrades of links and routers.

4.2 Effective Bandwidth Bounds for Assured Classes

Assured classes are intended to provide guaranteed ttpougiThroughput guarantees are
achieved by keeping the total input rate of the queue ser¥iagassured class below the ser-
vice rate of the queue. In practice, throughput is not imt#gal as an instantaneous value but it
is defined as the average amount of bits per second trandmitex a given time period. This
softer definition cannot capture the packet arrival dynantielow a certain timescale. This
implies that even when the input rate is below the queue semzte, packets may accumu-
late temporarily in the buffer. However, long lasting cosiign cannot form. Therefore, when
discussing assured classes, we ignore buffer fluctuatimhsa@nsider only the rate process.

In this section, we assume that all packets belonging to smred class share a common
gqueue with fixed service rat€. The flows entering this queue are individually policedfsth
to a maximum rate at the ingress points. The total load of thezig is measured periodically.
Flows are assumed to be independent as shaping/policingnis @& the edges and packet loss
is small. Flows are also assumed to be weakly stationaey, tfieir mean and variance do not
change in time). In the following, we derive three simplesefive bandwidth bounds based on
the above assumptions.

4.2.1 Effective Bandwidth Basics

The theoretical basis of our work is the concepteffective bandwidtideveloped by Kelly
[Kel96]. In the following, we briefly present previous resudnd notations (see also [C1]).

Definition 1 Theeffective bandwidth of a traffic flow aggregate i8W if the rate process of the
aggregate traffic exceeds this value with probability I&ésst. Denote the rate of the individual
flows by random variableX;, k =1... N:

N
Pr (Z X, > BW> <e. (4.1)

k=1

The objective of resource management is to maintain theeapmbability in the network
by regulating the amount of admitted traffic, by allocatingpegh resources to accommodate
the demand, or both. In either cases, it is important to pedgiestimate the effective bandwidth
BW.
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First, we introduce several important inequalities intietato the effective bandwidth. For a
positive valued random variabfeand a constant, the Markov inequality says th&t (¢ > a) <
E [¢/a]. If we apply this inequality to (4.1), we get an upper bounctfie saturation probability:

N N
X
Pr (Z X, > BW) <E Z%ivlvk (4.2)
k=1
or, for anys > 0, as the exponential function is monotonous:
N 521\7: Xk
Pr <Z X > BW) =Pr (68 i X > SSBW) <E [66%1;/] 4.3)
k=1

If X} are independent, the expectation of the product is equbktpitoduct of expectations:

sl Xk HN E [eSX’“}
e k=1
E [ osBW ] - osBW (4.4)
Have the logarithm of (4.4), and put in into (4.2):
N N
InPr (Z Xi > BW) <> InE[e"*] — sBW. (4.5)
k=1 k=1

whereE [¢*X+] is called the moment generating functionXf. This inequality holds for any
value ofs > 0, (so for the minimum of the right side as well). This bound i®an of the
Chernoff bound.

The right side of (4.5) can be used as the desired valueifo(4.1):

N
Ine=> IE [e"X] — sBW (4.6)
k=1
From the above, we can introduce a parametric form of thetfeebandwidthBW (s), first
published by Kelly et al.:

Theorem 1 ([Kel96]) Denote the rates of flows &, k = 1... N. If X, are independent, and
their moment generating functid [eSXk] exists, the parametric effective bandwidth of the flow
aggregate is

N
BW(s) = %ZlnE [eSX’“] + g 4.7)
k=1

wherey = —1In(e) ands > 0.

If we have a link of capacity’ and we want to find out whether the traffic mix “fits” into the
link, we have to comparé€’ with BW (s). If we find any value ofs > 0 whereBIW(s) < C,
the bound will hold; i.e., the following test has to be evadaa

m>igl BW(s) < C (4.8)
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Unfortunately, we need full knowledge of the distributiafsall flows to calculateE [e*X* ]|
and soBW (s), which is not feasible. However, if ever)(; are bounded by a peak rate
hi (which, for example, can be the access speed) and we knoin&st or measure) the
average raten; of the flows, BW(s) can be bounded as well. First we apply th&t <
1+z(e" —1) /hforalls > 0and0 < z < h:

esh — 1

E [eSX"’] <1+

E [Xk] (4.9)

If we combine (4.7) and (4.9), we can bouBdV (s) < BW9(s). This leads to the following
theorem:

Theorem 2 ([Kel96]) If flows X, k = 1...k are bounded by peak rates;, < h; and we
know the mean rates, = E [X}], the effective bandwidth of the aggregate can be estimated b
BWO(s):

shy _

N
1 e ol
BWO(s) = =1 || 1 L. 4.10
(s) ; nk:1 < + ” mk> + . ( )

wherey = —1In(e) ands > 0.

This effective bandwidth formula contains only the mean peak rates of the flows. It can
be shown thaBTV (s) = BW9(s) if sources are on/off type (i.eX; can only be 0 o). In
this respect on/off sources have the worst-case effectimelidth.

4.2.2 A Tight Bound Based on the Aggregate Load Measurementf @ DiffServ
Queue

The effective bandwidth expressi@i? © cannot be used directly in DiffServ as it would require
the knowledge of the average rate of every flow individuatly,). Per-flow measurements
would require per-flow packet classification in the routerBich is not scalable because of the
large number of flows. In a DiffServ router, packets are ofdgsified according to their PHBs,
which usually means all flows entering the same queue.

If we can measure the load of a whole queue only, we need tofyn@diL0) to contain only
the aggregate mean. For this, we give an upper, consenaiived on the product part of 4.10.
First, we decompose it to two products:

N shy N sh N
e — 1 ek — 1 hp
(e ) < I (5 T (e )

As the geometric mean is smaller than the algebraic:

N h 1 & h
N k k
H (mk- + T 1) < N}; <mk- + v 1) (4.12)

k=1

If we insert 4.12 into 4.10, we get a practical upper bo@iid (s) < BW4(s):
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Theorem 3 If we know the peak ratds, of flowsk = 1... N, and the mean rate of the aggre-
gate M, the effective bandwidth can be expressed as

N M+ Y0 1Y
BWA(S):—]n< k=1 ¢shi_1 __Zln< hy, >+g (4.13)

s N s eshe — 1
k=1

Note, that with this approximation the bound is still holglirout we have a sum of rates
instead of a product of1,. The aggregate average rat€ can be easily measured in a router
interface. The only per-flow information needed is the pesks of flows, which are usually
available from the network management databases.

Before we can use the derived effective bandwiBiv“ (s) in practice, we have to choose
an appropriate value fos. The definition of effective bandwidth tells us that the sation
probability e is not exceeded if there is ar> 0 for which BW4(s) < C. That s, it is sufficient
to find a single value fog, for which the bound holds to ensure the QoS guarantee. Hmwev
performing numeric optimization every time we recalcul®8 4 (s) may be computationally
too expensive. Therefore, we derive a closed form soluti@at approximates the minimum
value BW4 = min, BIW4(s), (see the derivation in Appendix A.1):

N N

8y - 2

Sopt = 4| = whereH = hi andH = hy, (4.14)
\/H —(2M — H)*/N ; ;

The resultings,, is inserted intaBW4(s).

The derived bound has an interesting relation to previopallished work. In [FIo96] the
Hoeffding bound is suggested for admission control purpo3ée Hoeffding bound, similarly
to ours, also uses the peak rates and the aggregate mean:

BWH = M +\/~H/2 (4.15)

It can be shown that if we approximate (4.10) with a unit slégeegent inmy, we get the
Hoeffding bound, this connection was derived in [GiKe97h e other hand, it can be shown
that theoptimal slope tangenwhich leads to the tightest bound, leadsR& # (proof can be
found in [C1]). Consequently, our boun&1V4, is always tighter than the Hoeffding bound
(see Figure 4.3). The gain of using our improved bound oweHbeffding bound is significant
when the traffic is biased towards either high or low meapeak ratios, which are the typical
cases in networking applications.

4.2.3 Improving the Bounds by Measuring the Aggregate Rate &fiance

In Section 4.2.2, the effective bandwidth estimation igkted using the measured aggregate
mean and the admitted peak rates. Theoretically, the mévenation we have about the dis-
tribution of flow rates ), the tighter bound can be given. In this section, we giveoaead
form effective bandwidth formula with an extra parametehnjch is the measured variance of
the aggregate traffic rate.

The choice for variance is not ad hoc:
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1. The variance, similarly to the mean rate, sums up, so aression with the sum of the
variances of the flows can be replaced with the variance afiesof the aggregate traffic.
The aggregate variance can be easily measured in the routers

2. The previous bounds containing only the mean and the ek had to assume worst
case variance. It can be shown that on/off sources have trat passible variance for a
given peak and mean rate. However, a large part of realréiféc will not be on/off, so a
measurement on the variance is expected to lead to a tightedb

In the literature, several bounds have been proposed tleathesvariance. In [BrSi99],
a bound is derived for the variance from token bucket pararaetWe argue that the token
bucket parameters are too loose, and measurement of trene@rcan lead to significantly
tighter bounds. The Central Limit Theorem (CLT) is used tineste the effective bandwidth,
in [GAN91], using the formula

BWYN =M ++/(2y —In2n)S (4.16)

whereS = Y7, o7 ando? is the variance of flow:. The weakness of this formula is that it
assumes large number of similar flows and the approximadionli valid around the mean value
of the distribution. The precision of the bound for more istal cases has not been evaluated.

The variance based effective bandwidth expression pregéntthis section gives an upper
bound even when the assumptions of the CLT do not hold, e.gase of very diverse traffic
mix or relatively small number of flows. In addition, it uséetmeasurement of the aggregate
variance, and not the loose descriptors of the traffic police

To include the variance, we have to estimate the moment geémgrfunction of X in a
different way. First rewrite the moment generating functad X as:

E [eSX"’] ) |:65(Xk_mk)i| 5Tk (4.17)

wheree*(Xx—™) can be bounded by

eshe — shy, — 1

72 (Xi — my,)? (4.18)
i

eSKRTmh) <1 4 (X — my) +
for all hi, > my, X, > 0. See Figure 4.1 for an example of the estimation. Note thét this
parabolic approximation, we have a product &, — m;)?, so the expectation in (4.17) is:

eShk —sh —1

o [es(xk—mk)} — 1+ 3 o2 (4.19)
k

1This overestimation is not the best second order one as csednein Figure 4.1. We could use

es(h,k.—mk.) _ S(hk _ mk) -1

(hr —mg)? (K~ )

1+5(Xk —mk)—i—

instead, but the resulting formulas require per flow measargs. This tighter parabola is also shown in Figure 4.1.
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exponential /

---- parabola
— —- tighter parabola

Figure 4.1: Example for bounding ef(*—™) with parabola, see Eqn. (4.18).

As we intended, this approximation of the moment generdtingtion contains per-flow vari-
ances ) and mean ratesi{;) only. When this modified moment generating function is in-
serted into (4.7), we get

Shk _ _ 1
Zln <1 v h‘zh’“ 2) +M + 1 (4.20)

Finally, we apply the geometric-algebraic inequality, iamty as in the previous section.
The product becomes a sum in the expectation, so only thly eassasurable aggregate variance
S and mean ratd/ remains, which concludes the proof of the following thearem

Theorem 4 If we know the peak rate’s, of flowsk = 1... N, the mean rate of the aggregate
M, and the aggregate variance, the effective bandwidth takes the form

h2
S+2J L ehj _sh;— GShk—Shk—l

N h

Ty Vs (4.21)
S

S

N
1
BWYV(s) = = Z In
k=1

The approximation for the optimalis obtained similarly as in the case B 4 (s):

1
V= 187 . (4.22)
9S + H — H2/N

To evaluate the tightness of an effective bandwidth formwia consider it to be made up
of two components:BW = M + (Q, the aggregate mean ralé and an overhead terfl,
which accounts for the burstiness of the traffic. Effectiemdwidth formula can be compared
by comparing their overhead terms, for the same guarantée case of the Hoeffding bound
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BWH  the overhead depends on the peak rates, but in case of thé&&BBW N and our
BWYV bounds, it also depends on the variance.

Figure 4.2 shows an example of how the variascafluences the overhead. One can ob-
serve that the closed form approximation ushffgt is not very good for small variances, but
the numeric optimization stays close to the value obtaimech 317 ~. The figure shows that
BWY > BWY which is becaus®W" is always an upper bound unlikg@¥ ", which is not
as robust.

400 : :
o« BW_V(1)
+— BW_V (2)
»——=BWN

300 —— BW_H

o

200 | L/

100 r

Overhead [Mbit/s]

0 10 20 30 40 50
Std. dev. of aggregate traiffic rate [Mbit/s]

Figure 4.2: The overhead calculated usiBg/ ", BW andBW" (1:closed form, 2:numerical
optimization) as the function of’S. 100 sourcesh;, = 10 Mbit/s, e = 107°.

In a summary, measuring the variance can significantly redue required amount of allo-
cated resources. Nevertheless, the closed form, simptexdpmation does not perform well in
case of small variances. In these cases, we propose the gsepé numeric approximation,
or use a modified, artificially inflated value of the varianadere the closed form solution is
minimal. The resulting bound is still robust and signifidgatighter than the Hoeffding bound,
regardless of the composition of the traffic mix.

4.2.4 AnImproved Bound using Measurement Groups

Within a DiffServ queue, a large number of flows are multigléxvith diverse statistical proper-
ties. Simply measuring aggregates hides these differeldespeculate if we know more about
the composition of the aggregate, more precise bounds cgivéme

There are two extremes concerning how detailed the measuatsroan be. The first means
that we only measure the total aggregate rate of all flows.sMieanents of the total aggregate
provide little information about the composition of theffi@amix. On the other extreme we
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would need measurements separately for every flow. Thisduagjuire complex, non-scalable
router implementation.

In this section, we investigate an alternative method tiest in between these two “ex-
tremes”. Flows within the same DiffServ class are partiirinto a fixed number of groups.
Flows are not further differentiated within a group, so otilg statistics of whole groups are
measured. We argue, that this type of grouping can be impitrden a scalable, stateless
manner.

We expect that the more groups we make, the tighter bound eagiven. The presented
numeric experiment suggests that a small number of groupsudficient to approximate the
optimal, (but non-feasible), per flow measurement case.rédt supports the DiffServ princi-
ple of handling only traffic aggregates from a theoreticpkeas.

Effective Bandwidth Based on Measurement Groups

Let's group theN flows in a DiffServ class int@ sets (groups)G can range from 1 (in this
case we have aggregate measurement only) to the total nwhfiews (in this case per flow
measurements are done).

Theorem 5 Group flowsk = 1... N into G groups: 4;, ¢ = 1..G. Letn; = |A;| denote the
number of flows in group. If we know thhe peak rates of flows, and we know the average
rate of the groups\/; = 3, . 4. mu, the effective bandwidth expression for the grouping case |

G h, N
1 MZ+ZI€ Az esShk — 1 h
BWE(s) ==Y min < et l) =Y m <eshkk_ 1) +1 @29

i=1 k=1

whereH; =3 ;4. h.

Proof of Theorem 5First, rearrange the terms in the product in (4.11):

ng

T I o I 4.24
H mk+eshk_1 _H s H mk+eshk_1 ( ' )
k=1 =1 kEA;

Applying the algebraic-geometric inequality among theupwe get

ng

G
n; H <mk + eshfk_ 1> < H i Z (mk + eshfk_ 1) (425)

n
1 kEA; 1 " keA,;

ng

G

2

The proof concludes if we insert (4.25) into (4.10) of Theor2 B
A derivation of a closed form approximation for the optimalan be found in Appendix A.1.:

8y

G

Sont = = 4.26
" \/H - Y, @M, — Hy)? /n (429
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We performed a test to see the magnitude of the gain achigvghping. Two randomized
set of flows were created with similar mean and peak ratesmétlgroup. Type-1 and type-2
flows have 100 kbit/s and 1 Mbit/s average peak rates and gevengan-to-peak ratios of 0.5
and 0.1 respectively. A variety of traffic mixes were geredlatsuch that the average rate of
the total traffic mix is 100 Mbit/s. The effective bandwidthtbe random sets was calculated
using several formulas. In Figure 4.3a the overhdad/(— M) is plotted forBW ¥ (Hoeffding
bound),BW# and the grouping based expressiBil’“. Thex axis shows the composition of
the traffic mix, indicating the percentage of type-1 flowstha grouping case, flows were sorted
into two groups according to their type.

Figure 4.3b shows the ratio of the overheads36¥ 4 and BIWC. It can be seen that the
required overhead suggested ByV4 can be 40% higher than required BV S. Without
group measurements this bandwidth is wasted. We also naterthhis case the overhead
suggested by the optimal, but also architecturally expenger-flow measurement based bound
(BWO) is better than the grouping bound by less than 2%. This tresiggests that more
detailed measurements would hardly improve the tightnesecestimation.

40%

30%

<
8 20% r

Overhead [Mbit/s]

10% r

0 . . . . 0% . . . .
0% 20% 40% 60% 80% 100% 0% 20% 40% 60% 80% 100%
Traffic mix Traffic mix

Figure 4.3: Evaluation of several bounds for a varying traffiixes consisting of two types
of sources. The traffic mix changes from consisting only 1§p@%) to only type-2 sources
(100%). a) Overheads of the bounB$V#, BW and BW 4 with the appropriate closed form
sopt €XPression. b) Ratio of the overheads obtained usifig* and BW¢.

Grouping Strategies

The tightness of (4.23) depends on the choices of the nunflggoops () and how flows are
classified into groups4;). The effective bandwidth expression (4.23) can be op&ohipr both.
For the classification problem a simple rule of thumb exidtaie select statistically “similar”
flows into the same group, the geometric mean will be clostra@lgebraic in (4.25), resulting
in tighter bandwidth estimation.

The term similar denotes flows withi(k) = my, + h,/(e*" — 1) values close to each other
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(V (k) is the inner term in the product in (4.24)). The problem istrigial for several reasons:

s is an unresolved parameten,, is not known, since it would need per flow classification. We
argue that it is still possible to group flows without compiassification algorithms and without
keeping any state in the routers.

The idea originates from the fact that any grouping is béiti@n no grouping; that is, group-
ing does not have to be optimal. Significant gain can be aetibdy simply “guessing” what
group a packet should belong to. For example, grouping cdrabed on any header field in the
packets, or locally available information, including, Imatt limited to:

e DS code point (TOS field);

IP protocol and port;

higher layer application header fields (e.g., RTP);

lower layer protocol fields (e.g., ATM VCI/VPI, MPLS label);

SLA parameters, traffic contract;

access type and speed; or
e any other known parameter that affects the traffic of the flow.

We argue that all these fields can be candidates for efficientping, since these fields
usually separate different types of applications or usarsy likely having different statistics.
In Figure 4.4 we plot data measured in a company dial-in mopleoh, gathered during a four
week long period. The two histograms show the distributibmeasured average rates of TCP
and UDP flows. From the measurement it is evident that evem saugh grouping (i.e., based
on protocol type) leads to significant difference betweendtatistics of the two groups. The
reason for different statistics lies in the fact that difier applications use different protocols.
In this case, the majority of UDP traffic is streaming medikjl&yTCP is dominated by WWW
applications.

The effect of increasing the number of measurement grougisoian in Figure 4.5. For the
experiment a random set of flows is generated (see Figurg, 4.%antains flows with highly
varying statistics (power-law distribution for the peaktesaand uniform distribution for the
mean-to-peak ratios). The number of grodpss increased to see how much gain is achieved
with different number of groups. For a certaththe flows are sorted by thelf (k) values and
are evenly divided int@r groups such thal/G flows fall into each group. Figure 4.5b shows
the ratio of overheads d8W ¢ and BW“ as a function of the number of groups

The figure suggests that it is sufficient to use only a smallbemof groups, and any further
increase in the number of groups (e.g. per-flow measurejgoes not give significantly higher
gain. In practice, this means that the grouping algorithars lee easily implemented in a real
network, and little extra complexity required comparedh® purely aggregate based methods.
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Figure 4.4: Histogram of measured mean rates of modem flomtaicing a) UDP and b) TCP
packets.

4.3 Effective Bandwidth for Delay Sensitive Classes

In the previous sections, we investigated a “bufferlessecd he bufferless approach is suitable
to provide throughput guarantees but it is not able to limiab timescale fluctuations that
cause buffer build-ups influencing the end-to-end delayDiffServ networks, it is envisioned
that delay sensitive classes will share separate queuaeesmarces. In these classes, resource
dimensioning and admission control have to take delay sahsinto account.

In this section, we analyze a queue shared by delay sersitivees. In the DiffServ context,
the queue can implement the Expedited Forwarding PHB. Thecee are policed with token
bucket policers. Similarly to the previous section, thespréged bounds rely only on aggregate
gueue measurements.

4.3.1 Effective Load of a Traffic Aggregate

Define X [t], k = 1... N as the number of bits sent by flowinto the network during a time
interval of lengtht. The average rate of flow is m; = EX}[t]/¢t. The objective is to derive a
probabilistic bound for the total number of bits arrivingthe queue during a time interval af

Definition 2 Let B(t) be theeffective load of a traffic aggregate, if it satisfies

N
Pr (Z X[t] > B(t)) <e (4.27)
k=1

As in the case of the effective bandwidth bounds, our ohjeds to give simple, closed form
expressions. If flowk is policed by a token bucket policer, the amount of trafficasifided by
an envelope for any[PaGa93]:

Xy[t] < o + pit (4.28)



4.3 Effective Bandwidth for Delay Sensitive Classes 73

1.0 v = ; 40%
woe W
pos .
g
. s . .
08 %, .
RS 30%
S L .
© o o
S o6 MY -
3 . £
g AR 3 20%
1 04 e 2"
§ f.' 2.
=
(S S 10%
0.2 3 o0
S0 et
peo O
L .
0.0 — ; ; 0% :
100 1000 10000 1 10 100
Peak rate [kbit/s] Number of groups

Figure 4.5: a) Random flow set. b) The gain in the overheadgaced to the no-grouping case
(BW4). Note that thex axis is logarithmic.

or, if the peak rate is policed as well:
X [t] < min(hkt, oL + pkt) (4.29)

wherep;. denotes the token rate ang is the bucket size.

SinceX[t] are positive bounded random variables, the bounds derivBddtion 4.2 can be
easily applied to them, but instead of the symhb&l"; we have to write X [t]". For example,
the Hoeffding bound takes the following form:

BH(t) = Mt +

o2

N
Zmin(hkt,ok + pit)?. (4.30)
k=1

BA(t), BY(t) and B¢(t) can be similarly derived fronBW 4, BW"Y and BW¢.

As a result, we have a set of bounds that limit the amount ffidrantering a buffer. In
the following sections, Section 4.3.2 and 4.3.3, we esthbklations between these bounds and
the maximum queuing delay in a First In First Out (FIFO) quelige results can be used to
estimate the required resources for a traffic mix, or to liimé traffic mix by admission control
in a delay sensitive DiffServ queue.

4.3.2 Bounding Delay by Limiting the Length of the Busy Perial

One very simple way to control the delay within a queue isrtatithe length of the busy period.
The busy period is defined as the time period during which #rges is continuously busy.
Theorem 6 provides us with a simple test to check the delasegtees.

Theorem 6 The delay in a FIFO queue of service rateis probabilistically bounded by,
if:
B(dmaz) < Cdimag (4.31)
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whereB(t) is the effective load of the traffic aggregate.

Proof of Theorem 6 There are two statements in relation to the length of the pesipd:

1. If all busy periods are shorter thaln the queuing delay can not be larger thagither,
since the queue goes empty within

2. If the length of a busy period is longer théymore thanC'd bits arrived during the firsi
seconds of the busy period.

Thus, if B(dgmaz) < Cdmaz, the lengths of all busy periods are probabilistically tieai by
dmaz- CoNnsequently, the probability that the delay stays withadesired limit is also proba-
bilistically limited by d. B

Note that this probability does not equal the probabilitynafividual packet delays exceed-
ing the delay limit, since once the delay limit is violatedysral packets may suffer large delays.
Nevertheless, if this violation probability is kept at scifintly small level, the packet delay will
be also effectively bounded. This is why we call our guaresitisoft”.

Theorem 6 can be directly used for admission control or dsiwing. In place ofB(t),
any of the probabilistic bound$3” (t), B4(t), BV (t), or BY(t), can be inserted. The choice
of which B(t) is used may depend on implementation preferences. For éxafop BY (t),
the variance of the number of bits during time intervals oigkh d,,,... has to be measured in
addition to the average rate.

In Figure 4.6, the number of admitted flows are plotted as atfon of the delay guarantee.
BA(t) and B (t) are compared for the cases when policing is done(fgp, p) or just for
(o,p). It can be observed that under a certain delay limit (in tlise¢ = o/(h — p) = 8
ms) the peak rate is a stronger limit than the token bucketladaximum number of flows is
considerably higher than if only, p) is policed for. If the delay requirement is above this delay
limit, the maximum amount of admissible traffic increaseadgially, improving the statistical
multiplexing gain. This implies that for DiffServ classe$ieve the per-hop delay tolerance is
small, peak rate policing can significantly improve the @ficy of resource estimation.

4.3.3 Bounding Delay by Using the Queue Occupancy Curve

In this section, several bounds based on the probabiligtitimancy curve of the queue are
presented. The resulting bounds are tighter, but also momplicated than the ones presented
in Section 4.3.2.

Definition 3 Theprobabilistic queue occupancy curve AO(t) is defined as a probabilistic up-
per bound on the queue length(¢) during a busy period seconds after the start of a busy
period:

Pr(Q(t) > AO(t)) < e (4.32)

wheret is measured from the beginning of a busy period.
Lemma 1 The buffer occupancy curve is related to the effective load:

AO(t) = B(t) — Ct (4.33)
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Figure 4.6: Number of admitted flows in the function &f... The flows are identical with
parametershy, = 5, m;, = 0.5, pr, = 1 Mbit/s ando;, = 32 kbit. e = 1075, C' = 1 Gbit/s.

The proof of this lemma can be found in Appendix A.2.

Theorem 7 The maximum delay in the queue is bounded, hy, with probability e if:

max AO(t) < Cdpaq (4.34)

>0

Proof of Theorem 7 Let ¢y be the value wherdO(t) takes its maximum:AO(ty) =
max;>o AO(t). Relation (4.34) implies that

Pr(Q(to) > Cdpaz) < Pr(Q(to) > AO(to)) (4.35)
If we apply Definition 3, we get
Pr (Q(ty) > Clynay) < € (4.36)
SinceQ(tp) > Q(t) for vt > 0,
Pr(Q(t) =2 Cdmaz) < Pr(Q(to) = Cdinaz) < € (4.37)

Thatis, the queue lengt(t) is bounded probabilistically b§/d,,,.... In case of work-conserving
FIFO buffer of service rat€’, this amount of work is served withif,,,,.. B

Theorem 7 gives a bound on the maximum delay if we know the @@egupancy curve,
which can be derived from the effective load of the aggregateg Theorem 1.

In Figure 4.7, several occupancy curves are plotted forraéve(¢) bounds for a given
traffic mix. The maximum of these curves shows the delay thathe guaranteed. Significant
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difference can be observed between the bounds. For exaiple) always outperforms the
Hoeffding bound based formula. Also, token bucket policiognbined with peak rate policing
(h, o, p) allows tighter guarantees compared to simple token bymtiéting (o, p), because it
restricts the occupancy curves neat 0.
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Figure 4.7: B(t)/C — t as the function of. The traffic mix contains two kinds of sources
2300 and 200 from each type respectivelys = [1,7], mia = [0.3, 1], p12 = [0.5,1.5] Mbps,
o12 = [20,100] kbit, e = 107, C' = 1 Gbps

4.3.4 Practical Delay Bounds Based on the Queue Occupancy g

In this section, we derive practical closed-form boundse @arived bounds have closed forms
and are easy to implement. For the ease of discussion, we thedloeffding based effective
load formuIaBH(t), which has the shortest form, although it is not the tightest

Delay Bounds for (o, p) Policing

Theorem 8 Assume that flows = 1... N are policed by token bucket policefsy, pr ). Delay
dmaz 1S guaranteed in the queue, with probabilityif both relations (4.38) and (4.39) hold.

(4.38)

(4.39)
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Proof of Theorem 8If flows are policed by a simple token bucket p) and we choose the
B (t) bound, the occupancy curve takes the following form:

N
AOH (1) = J % 3" (on + put)? (4.40)
k=1

This follows from (4.30) and Theorem 1.
It can be proven thahO* (t) is a convex function of. If

lim AOH (1) <0 (4.41)
it implies thatAO () decreases monotonously. This is equivalent to checking if

N
p2 < C. (4.42)
k=1

M +

Do |2

If AO* (t) decreases monotonously, it takes its maximurm-at 0.

b
max AOH (t) = lim AOH(t) =, Z o7 (4.43)

Theorem 7 states that if this expression is less tdp,..., the delay is guaranteed. This con-
cludes the proofill

The tests in Theorem 8 are very simple to perform either fav #idmission control or off-
line network dimensioning. Note that (4.38) is similar te thufferless boun@® W, with p,, as
peak rates. It can be regarded as a test for long-term $yabilie second test (4.39) is needed to
ensure that even during short-term bursts, the delay isagteed. If the policer does not allow
any burstiness (i.eq;, = 0), in that case (4.38) is equivalent BV indeed.

Delay Bounds for (1, o, p) Policing

If flows are policed for a short-term peak rate as wello, p), a tighter closed from bound can
be given compared to the one in the previous section.

Theorem 9 Assume that flows = 0... N are policed by &, ok, px) policers. The delay in
the queue is guaranteed to be less thlan. with probability ¢, if the following conditions hold:

N
‘ %Z p2<C and (4.44)

AOH (ty) < Cdpnas (4.45)
forall k =0... N, wheret, = ox/(hx — pr), andty = 0, and where

N
AOH(t) = Mt — Ct + J % Z min (hit, o + pit)?. (4.46)
k=1
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Proof of Theorem 91t can be proved that (4.46) is a concatenation of convexmec{see
Figure 4.7 for an example). The concatenation pointsreakpointsoccur where for any flow
hit = o + pit. The first breakpoint, is defined to be O.

Between two breakpointAO(t) is convex, which implies thahO¥ (¢) has its maximum
at one of the breakpointg. It is sufficient to check the relation in Theorem 7 at thesiatsdo
ensure the delay guarantee. Regarding the global maximuk®dgt), two cases are possible:

1. No delay can be guaranteed&®(t) diverges to infinity ag — oo. To test if this is the
case (4.38) can be used because after the last breakpaifi) {dkes the same form as
(4.40).

2. AO(t) takes its maximum at one of the breakpoints. If the maximufnevés below
Cdmaz, the delay can be guarantedl.

For example, in case of té” curve of Figure 4.7, the second case holds and the maximum
is taken at the first breakpoint. The maximum value and so tiaeagteed delay is less than
3 ms in this case.

When applying the bounds for admission control, checkirgudlue of AO(t) in several
breakpoints may be computationally expensive. Howevararit be expected that many flows
will have similar descriptors (service classes), in whieBe; they share breakpoints, reducing
the number of points to be tested to just a few.

The same algorithm can be used if flows are described by rfeuttgen bucket descriptors.
(Only the number of breakpoints increases.) Multilevelcdigsors characterize flows better and
lead to more efficient admission control [ZhKn94]. Flowswitescriptors of different detail
e.g.,(h), (o, p), (h,o,p) oras complex agh, o1, p1, 02, p2, . . .) can be mixed in the same queue
using the same formula.

To compare the various methods for delay sensitive clagsegenerated a random traffic
mix, and plotted the number of flows from that traffic mix thatrfto the link. Figure 4.8a shows
the bucket sizes and token rates of the flow mix (the averageofvas 500 kbit/s). For tight
delay requirements significantly more flows could have bekmnitted from the same flow set if
they were policed fofh, o, p) compared tdo, p), see Figure 4.8b. This observation underlines
the importance of peak rate policing. Another observat®that the occupancy curve based
method significantly outperforms the method based on thg pesod limitation. Finally, the
resource efficiency of both probabilistic methods is muahbr than the deterministic method
of Parekh et al. [PaGa93, PaGa94]. Due to the statisticaliptaXing of sources, the worst-
case scenario assumed by deterministic bounds is too eatiger This is the reason for the
significantly better performance of the statistical metholdserved in Figure 4.8b.

4.4 Supporting Multiple DiffServ Classes using Static Prioity Sched-
uler
In this section, a complex DiffServ router is discussed lizast multiple queues in every interface

for several service classes served with SPQ scheduling. talkeof resource management is
ensuring the delay and loss guarantees in each DiffServequeu
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Figure 4.8: Comparison of different methods for delay demstclass. a) Random traffic mix
composition. b) The number of admitted flows from the traffix.mBusy period limitation:
(solid line) (h, o, p) policing, (circles)(o, p) policing. Occupancy curve limitation: (dotted
line) (h, o, p) policing, (stars)(c, p) policing. Deterministic bound by Parekh and Gallager:
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Assume we havd. priority levels with one queue at each level, served in a figadrity
order. Letx,;. . denote the set of flows in queuesb,c,.... The firstR (high priority)
queues provide different guaranteed delay(d; < d;,i < j) with probability ¢;,. The queues
R +1...L provide assured service with saturation probabilitigée; < ¢;, R < i < j). See
Figure 4.9.

delay sensitive queues (R) d2

loss sensitive queues (L-R)

Figure 4.9: Guaranteeing multiple service classes with S¢ht@duling.

4.4.1 Bounds for Assured Forwarding Queues

Theorem 10 DenoteBW €[ A] as the effective bandwidth of a flow sktvith probabilitye. The
saturation guaranteey, is ensured in the assured forwarding quetjef

BW®*[X; k] <C (4.47)
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where any previously derived form of the effective bandwiil” can be used.

Proof of Theorem 10Priority scheduling ensures that the traffic of quéuean only be
affected by traffic ink or higher priority queues, but packets in lower queues haveffiect (we
neglect the impact of a possible, single, lower priority gi@lready in service). Therefore, to
check the guarantees of queluyeonly the traffic of queueg < k has to be taken into account.

To guarantee the saturation probabikfyin the assured queue(R < k < L) we want to
ensure that

1EXT K

Pr( > Xz c) < e (4.48)

Theorem 10 follows from the definition of the effective barndkv. l
Using the above calculation, statistical multiplexingxgleited not only within a queue, but
among queues as well, since

k
BWeXy 4] <Y BWA] (4.49)
j=1

That is, the amount of resources required for a set of queareed by SPQ scheduling is less
than the sum of the effective bandwidths of individual ta#fggregates in separate queues.

4.4.2 Bounds for Delay Sensitive Queues

Delay sensitive queues are the fifstjueues in the system (Figure 4.9). As in the case of assured
gqueues, when analyzing the delay of a queue, only the traffidgher queues has to be taken
into account. To estimate the delay in a queue, we have tm&stihow much service remains
from higher queues. For this, we can rely on per-queue traféasurements. The following
theorem establishes a relation between the effective lobgiseues and the queue occupancy.

Theorem 11 The delay limitd, in queuek, is exceeded with probability less thaey if, for
vVt > 0:
B [Xy i](t) — Ct < Cdy, — B*[ X1 1] (d) (4.50)

whereB<[A](t) is the effective load of flow seit and violation probabilitye.

In Theorem 11B[X;_ 1](t) is the effective load of all queues through. . &, but with the
guarantee of the lowest priority queue among themThe following Lemmas are required to
prove the theorem. (The proofs of the Lemmas can be found peAgix A.3).

Lemma 2 ¢ seconds after the start of the busy period of gueube queue occupancy of queue
k is bounded probabilistically by

Pr(Qr(t) > B*[X1 4](t) — Ct) < e (4.51)
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Lemma 3 The amount of service quekaeceives during time is bounded by
Pr (Ux(t) < Ct — B*[Xy_j—1](t)) < e (4.52)

Lemma 4 If X andY are two independent random variables, & X > ¢) < eandPr(Y <
c) <e
Pr(X <Y) <2 (4.53)

Proof of Theorem 11If for V¢t > 0
B* (X 4] (t) — Ct < Cdy, — B*[X_ —1](dy) (4.54)
holds, Lemma 2, Lemma 3 and Lemma 4 imply that
Pr(Q(t) > Uk (dy)) < 2¢ (4.55)

for ¥t > 0. The expression limits the queue occupancy below a certdire Wy (dy). If the
gueue occupancy is less than the amount that can be servedhisoqueue during timé,, the
queuing delay does not exceégonly with a small probability2¢;,. B

4.4.3 Analysis of a Simple DiffServ Implementation

In this section, we apply the theorems developed for meltP queues. For simplicity, we
investigate a DiffServ router using just three queues fagdhtraffic classes: the highest priority
queue serves EF, the second AF and the lowest priority queuessBE traffic. The three queues
are served by a SPQ scheduler, at a rat€' .of

Based on Theorem 11, the delay in the delay sensitive EF qaguaranteed if

B Xy (t) — Ct < Cdj, (4.56)

This has the same form as the single queue case, so Theorenb8 aegplied here to check the
delay guarantees of the EF queue. Both relations must hottidagyuarantee:

N1
N Z p2<C and |2 20} < Cldinaa (4.57)
k=1

where~y; = —lIney, pi, ok, k = 1... N7 are the token bucket parameters of flows in the EF
gqueue, and\f; is the average load of the EF queue.
The rate guarantee of the AF queue can be checked using Thddrewhich takes the
following simple form:
BW®<[X, 9] < C (4.58)

Using the effective bandwidth expressi@i 4 from Theorem 3 we get

N h
iy = 15 IR )
N hp -
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and
8’)/ N N
2 77 2
Sopt = 1| = - whereH = " hjandH = " hj (4.60)
\/H —(2M — H)*/N P P
wherevy, = —Iney, N = Ny + Ns the total number of flows in both AF and EF queues, and

M = M + M, the total average rate the two higher priority queues. Hak pate of the flows
in the AF queuegyy, is either an admitted value, or simply the access line sp€hd.peak rate
of the flows in the EF queue can be approximated by their tolsh;, ~ p; if we intend to
guarantee the AF rate over a longer time period, i.e., oveeri@n ofl’ ~ o/p, which is still
a reasonable timescale for the AF class.

4.5 Conclusions

In this chapter, we introduced a set of resource estimatiethoas for Differentiated Services
networks. These methods can be used for dimensioning cteaftjineering or admission con-
trol. The specialties of DiffServ were taken into accouramely aggregate traffic handling,
simple scheduling and traffic conditioning at the edges. Wevdd several effective bandwidth
expressions for assured and delay sensitive classes. iftetiseds utilize simple measurements
of the aggregate traffic in DiffServ queues, such as mearoratariance. We showed that the
efficiency of bounds utilizing per flow measurements couldapproximated by using a small
number of measurement groups. Methods were given for delasitive traffic classes, utilizing
token bucket, peak rate or more complex descriptors andegoeasurements. It was shown,
that peak rate policing considerably improves resourceieffty. Finally, a practical example
for a SPQ based DiffServ router implementation was disalisse

The proposed methods can be used in the core or the accessf paniiffServ network.
The assumptions on traffic flow statistics are general to &fig€&v enabled network, however,
the assumptions on the properties of lower layers limitsagh@ication of the methods to wired
networks. The most important such property is that the meahdigks are highly reliable and
their service rate can be regarded as being constant. Iratieeaf wireless networks, these two
properties cannot be usually guaranteed. The next chaismrsses the wireless environment:
the challenges of the radio channel, the open issues inessdDiffServ provisioning, and our
proposed solutions.



Chapter 5

Supporting Service Differentiation in
Wireless Packet Networks

In the past several years the Internet has started to panéteawireless world with the result
that the emphasis in wireless communication will be the stppf TCP/IP based applications,
in contrast to the current circuit switched voice. It is aivned that TCP/IP will be the glue
for all applications in future mobile environments, manytikém requiring better than best-
effort services. Wireless access may be considered jugt@nioop in the communication path.
Therefore, it is desirable that the architecture suppgrtjnality assurances follows the same
principles in the wireless network as in the wireline Intrassuring compatibility between the
wireless and wireline parts.

There are two principal approaches to support better thatidffort services for Internet
based services in a future wireless network. The first agpratarts from the conventional
circuit switched paradigm and extends it with datagramisesv These systems are character-
ized by strict control over both the wireline and wirelessogrces, motivated by the argument
that such control, with its complex and sophisticated meigmas and protocols, is hecessary to
maintain good quality in the wireless environment [MoP&SFRS][NLB99].

Another increasingly popular approach is based on an irapbihternet design principle
that mandates that only minimal control and signaling idMasince only simple mechanisms
can accommodate the diversity of applications in the Irteret alone unforeseen future wire-
less applications. A good example for such a wireless tdoggas the IEEE 802.11 standard
[[EEE802.11], which in itself does not guarantee anythittgeothan best-effort service for mo-
bile hosts using the Distributed Coordination Function E)CGHowever, the IEEE 802.11 DCF
enables the fast installation of simple wireless accessarks, with minimum management
and maintenance costs, and with virtually no requirementéti planning. Similar distributed
algorithms are analyzed and compared in [Bhar98] [BDSZ94].

In the case of ad-hoc wireless networks, there is no notiaagntral entity. The dynamic
nature of ad-hoc networks makes it very difficult to dynariycassign a central controller, and
maintain connection, reservation and scheduling statégpnmention the difficulty of handling
overlapping coverage areas, in which case, nearby mobdis Im@ed to discover and negotiate
resources. Instead of introducing complex layer two siggalistributed algorithms attempt to



84 Supporting Service Differentiation in Wireless Packet Mtworks

solve these problems in a more straightforward, althougsipty less radio efficient manner.
In this chapter, we propose a set of algorithms that form lg flistributed wireless differ-
entiated services network based on:

e adistributed, differentiated services capable MAC;

a distributed radio resource monitoring mechanism;

service quality estimation; and

distributed traffic and admission control.

Each of these components performs a well-defined task anbdecanplemented in a fully
distributed manner, without the need of a central host. 8vbilr framework is generally appli-
cable to distributed wireless access schemes, we desiglernment and evaluate our framework
within the context of existing wireless technology. Seevitifferentiation is based on the IEEE
802.11 DCF. Supporting better than best-effort service sweh a shared wireless channel using
distributed control algorithms presents a number of chghs, however.

The first challenge relates to the difficulty in providing\see differentiation at the dis-
tributed wireless MAC layer. The impact of packet colligorhidden terminals, fading and
interference suggests that such a radio environment |ésel§ inore to soft service assurances
rather than deterministic ones. In this work, we take thad fgom this observation and attempt
to quantify the level of assurance and service differeotiathat can be delivered to Internet ap-
plications. This means that under such a regime quality areasan only be probabilistically
guaranteed where relative quality differentiation candmueed for different service classes.

Providing differentiated services in this manner requiheg the radio MAC supports some
degree of separation between different types of servicespidpose a modified IEEE 802.11
radio MAC algorithm for mobile hosts and base stations. Tiopased MAC ensures that all
packets sent by a mobile host are differentiated and, moperi@ntly, that differentiation is
effective among packets sent by other mobile hosts as well.

Providing service differentiation solely at the radio nfidee is insufficient to enable pre-
dictable behavior for individual traffic types, however.i§keads to our next challenge. Network
cells may overlap significantly and service differentiatitas to be maintained across cells. The
probabilistic assurances offered by such a wireless diffitated services MAC itself cannot en-
sure that traffic levels experienced by a mobile host are migtrelatively better, but kept within
some absolute limit for acceptable application quality. Aifdress this challenge by proposing a
distributed solution without the need for any central cointver multiple cells. In particular, we
propose a distributed traffic control algorithm, which mains the traffic load such that the rel-
ative assurances offered by a differentiated services Ma€raeet the absolute limits required
by the applications using better than best-effort service.

In response to these challenges, we developviteal MAC (VMAC)and Virtual Source
(VS)algorithms that monitor the capability of the radio charemadl passively estimate whether
the channel can support new service demands (e.g., delajoss)dtaking into account both
local conditions and interference caused by external &ffec overlapping cells. The Virtual
MAC channel monitoring capability is capable of collectinéprmation about all transmissions
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in the proximity of a mobile host. Mobile hosts utilize thigfermation to estimate the quality
experienced by other mobiles. The difficulty of estimationthis environment is that there
is little relationship between the monitored channel load the delay or loss statistics of the
channel. The Virtual MAC and Virtual Source algorithms, whi based on the information
provided by a passive channel monitor, can efficiently estiimthe necessary quality metrics
for different traffic classes. These “virtual algorithmséagassive and do not load the channel,
avoiding further increases of load in potentially congéstéreless networks.

Based on the service quality estimations obtained from thieal monitoring algorithms,
mobile hosts and base stations determine whether a nevoisegish a particular service level
requirement should be admitted or not. In this chapter, wpkfy traffic control and propose
an admission control solution that simply accepts or rsjeeal-time sessions. Admission is
granted if the average delay estimated by the Virtual Soalgerithm in the last time period
falls within a certain delay limit. We show that if all nodeseupassive monitoring and base their
admission decisions accordingly, a globally stable state lme maintained even in multicell
environments.

In this chapter, we present the design, implementation aabli&ion of a framework for
wireless differentiated services within the context of BEE 802.11 network. The principles
that underpin our distributed approach are based on mintoratrol and signaling. While our
implementation is evaluated within the context of IEEE 802he algorithms that support ser-
vice differentiation, radio monitoring and admission gohaire more generally applicable. We
recognize that such an approach can only deliver softerasses in comparison to more tightly
coupled control systems. We argue, however, that disaibaontrol is more scalable (i.e., pro-
vides minimum coupling between architectural componemsdensible (i.e., one component
can be replaced or improved without the need to change ofstera components) and flexible
(i.e., in accommodating new and diverse needs of applitsitio

The structure of the chapter is as follows. Section 5.1 ptssie related work on wireless
service differentiation and distributed control. SecttoR discusses and analyses the achievable
service differentiation using a distributed approach. Walgze the delay experienced by a
mobile host implementing the IEEE 802.11 Distributed Camaton Function and derive a
closed form formula. We then extend the Distributed Coatiam Function with the capability
to tune and set the backoff mechanisms to provide serviderelitiation for delay sensitive
and best-effort traffic based on the results from the armalyisi Section 5.3, we introduce the
Virtual MAC, which estimates key MAC level statistics raddtto service quality such as delay,
delay variation, packet collision and packet loss. We shwavdfficiency of the Virtual MAC
algorithm through simulation, and in Section 5.4, we immetand evaluate the Virtual MAC
in an experimental differentiated services wireless &htin Section 5.5, we present the Virtual
Source algorithm, which utilizes the Virtual MAC to estiraatpplication level service quality.
The Virtual Source allows application parameters to beduneesponse to dynamic channel
conditions based on “virtual delay curves”. In Section %6,demonstrate through simulation
that when these distributed virtual algorithms are appieethe admission control of the radio
channel. Finally, we present some concluding remarks aswlig$ future work.
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5.1 Related Work

Effective wireless MAC protocols must find a good balancevieen the added complexity of
offering service guarantees for multiple service classest efficient use of available resources
and the ability to react promptly to failed transmissiondMP99]. A number of MACs in-
tended for third generation protocols are also analyzedAMNIP99], some of which offer
probabilistic guarantees. In general, these MAC protoants wireless algorithms rely on cen-
tralized control.

In [LBS97] [NLB99] a numbers of wireless scheduling alglnits are analyzed, several of
which approximate optimal fluid fair scheduling even in tihegence of location-dependent error
burst. However, these mechanisms rely on centralizeda@amd the polling of backlogged mo-
bile hosts. These algorithms are analyzed using short memodels (e.g., CBR, Poisson and
MMPP), which have been shown to be inefficient when modelgad TCP/IP traffic [PaFI95].

A distributed architecture to support weighted rate défagration among flows is introduced
in [NKSB99]. This proposal works in an end-to-end mannergsehthe end hosts adjust their
rate using the Additive Increase Multiplicative Decrea88VD) algorithm. Instead of using
packet loss, the AIMD actions are based on the observedaeadd packet separation, which
is treated as a sign of congestion. The algorithm works amerhdandwidth links assumes that
sources are greedy.

The IEEE 802.11 Point Coordination Function (PCF) is inezhtb support real-time ser-
vices by using a centralized polling mechanism. This meishans not supported by most
current wireless cards, however. In addition, cooperaiietmveen PCF and DCF modes leads to
poor performance [VeZa95].

We argue that distributed control for supporting real-tsaevices is more efficient and flex-
ible than centralized control in the case of highly bursaffic. We argue, that the basic IEEE
802.11 DCF standard, which is not capable of supportingebétian best-effort services, can
in fact be extended to support service differentiation. D&+ mechanism of IEEE 802.11 has
been investigated in numerous papers.

In [SoKr96] a distributed solution for the support of remhé sources over IEEE 802.11 is
discussed, which modifies the MAC to send short transmissiorgain priority for real-time
service. It is shown that this approach is capable of offebiounded delay. One disadvantage
of the design [SoKr96] is that it is optimized to meet the g@rneeds of isochronous traffic
sources, which can be a significant limitation for applimasi with variable data rates.

The fairness of distributed control is investigated in [NB@B]. A theoretic analysis of
the protocol can be found in [CCG98]. Analysis and protoatdiancements for the DCF are
presented in [BFO96] [WSFW97] [WWEW95]. Shared medium asci@ case of multicell
environments is analyzed using simulation in [ChLe99].

5.2 Distributed DiffServ Enabled Wireless Mac

Providing differentiated services in a mobile environmetjuires that the radio MAC supports
some degree of separation between different types of sstvidhis separation is based on
the DiffServ field in IP packets [BBCD98]. A “DiffServ enaldleMAC” has to ensure that
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available radio resources are shared among active usells, atlthe same time ensuring that
different traffic types receive service in a differentiatednner. The ideal radio MAC is adaptive
and robust to both internal and external dynamics; that isfférs effective protection for the
differentiated traffic classes against traffic fluctuationtower classes. The MAC should also
be robust to changes in the external environment, for exangpbwth of traffic in a cell must
have a predictable and limited effect on the delay and lopsréanced by all service classes in
neighboring cells.

We argue that decentralized and adaptive mechanisms canaffioiently solve these prob-
lems in comparison to centralized ones. Distributed coutrthe radio resources may result in
more productive use of radio resources. Distributing arif the radio resources allows mo-
bile hosts within the same class to compete for radio resswsiad achieve acceptable fairness,
while at the same time offering differentiated access tiediht service classes.

We propose a simple modification of the IEEE 802.11 radio MAgbidthm that runs in
mobile hosts and base stations. The proposed MAC ensuramlyothat packets sent by the
host itself are differentiated, but more importantly, thdferentiation is effective among pack-
ets sent by other mobile hosts as well. Furthermore, IEEE1808etwork cells may overlap
significantly where service differentiation has to be naimtd across cells. We show how this
can be achieved in a distributed manner without any centratial over multiple cells.

5.2.1 IEEE 802.11 MAC Distributed Coordination Function Protocol

The IEEE 802.11 MAC DCEF protocol is a Carrier Sense Multipkeéss with Collision Avoid-
ance (CSMA/CA) protocol. In the DCF mode, a station muste¢ins medium before initiating
the transmission of a packet. If the medium is sensed as Befpr a time interval greater than
a Distributed Inter Frame Space (DIFS) then the mobile hasistnits the packet. Otherwise,
transmission is deferred and a backoff process is enterpéecif@ally, the station computes a
random value in the range of O to the so-called Contentionddin(CWW). A backoff time
interval is computed using this random valiB, ..rf = Rand(0,CW) * Ty, WhereTy,

is the slot time [IEEE802.11]. This backoff interval is thesed to initialize the backoff timer.
This timer is decreased only when the medium is idle. Thertisozen when another station
is detected as transmitting. Each time the medium becone$oida period longer than DIFS,
the backoff timer is periodically decremented once event/tane.

As soon as the backoff timer expires, the mobile host acsebsemedium. A collision
occurs when two or more mobile hosts start transmission l&mepusly in the same slot. An
acknowledgement is used to notify the sending station tietransmitted frame has been suc-
cessfully received. If an acknowledgement is not receitlee station assumes that the frame
was not received successfully and schedules a retransmissentering the backoff process. To
reduce the probability of collisions, after each unsudeggmnsmission attempt, the Contention
Window is doubled until a predefined maximu@f/,,....) is reached. After a successful or un-
successful frame transmission, if the station still hamfra queued for transmission, it must
execute the new backoff process.

To deal with the hidden terminal problem the MAC protocol eeme a short Request To
Send (RTS) — Clear To Send (CTS) negotiation before sendasjaapacket. This reduces the
collision probability for data packets but increases ttaqmol overhead.
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5.2.2 Delay Analysis of the Distributed Coordination Funcion

Previous work has analyzed the IEEE 802.11 DCF mode fromralesldferent perspectives,
including fairness, throughput and the effect of hiddemiaals. We are interested, however, in
analyzing the kind of delay guarantees that can be achiesied DCF. Furthermore, we would
like to determine how sensitive these guarantees are taicerhannel conditions and MAC
parameterization, (e.g., channel utilization, averagkeiasize, contention window sizes). We
derive a closed form formula for the delay of the packetsioaiged from a single traffic flow on
a channel occupied with background traffic. We use this @ty guide the configuration of
our modified DCF MAC.

Denote the mobile host sending the traffic flow under invasitg as the “tagged host”, and
all other packets generated by other mobile hosts as theytmaokd traffic. Assume that each
packet in the background has a transmission tinwhich duration includes the time needed for
RTS/CTS/ACK transmissions as well. Assume that the timevben the last bit of a background
packet and the first bit of the next background packet is expidally distributed with average
1/A. Also assume the tagged traffic only occupies a small podidhne total channel utilization,
(i.e., its effect on the background traffic is negligible).

The average channel utilizatidh can be approximated as,

L

U = L+1/A G-
U
A= ITIT (5-2)

When a tagged packet arrives, the mobile host senses thealtemd sends the packet if
the channel appears to be idle. If the channel is busy or &ioolloccurs, the MAC invokes
the backoff procedure and delays the transmission, otkenthie tagged packet is sent. Assume
each tagged packet has a transmission timandm < L . Denoted’ as the average delay con-
ditional on the backoff procedure. The average ddlafithe tagged packet can be approximated
as,

d=U-d+(1-U)-m (5.3)

Denoted, as the total deferred time during the i-th backoff periodcdrding to the 802.11
protocol, the backoff timer is only decreased when the cekisridle. Denoté; as the random
deferred time chosen by the DCF algorithm during the i-thkbfic where b; is a uniformly
distributed random variable in the intervi@l, CTV;] times the length of a backoff time slot
T40¢- During the i-th backoff period, a number of background mask; are sent. Because the
idle time between two background packets is exponentiadliriduted, ; is a Poisson random
variable with averageb;. In the first backoff, the delay also includes the residuakgeound
packet lengthl’ , which causes the backoff in the first place. In the subseduskoffs caused
by collisions, the delays include the length of the collgimackground packet.

Adding all the above together, the i-th deferred tidiean be written as,

)

/ . . ] —
{L+kZL+bzforz 1 (5.4)

k;L+b;+ Lfori>1
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The probability of collision after a backoff, denotediggan be estimated as the probability
that a transmission attempt of a background packet staatdlgin the same time slot as chosen
by the tagged host, otherwise the tagged station would skegacket and could avoid collision.

p= ATt (55)

The average value of the total accumulated deferred tifne, E[>_ d;], takes into account
occasional retransmissions and consecutive backoffscamtle estimated as,

i

d = iE[Zd} | ibackoffs](l )t 4m (5.6)
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The contention window”' W ranges from2"min to 2Wmaz  |n the j-th backoff period the
backoff timeb; is chosen randomly in the range [6f 2"Vmi» 73 =1|T,;,, until we reach the maxi-
mum backoff time, when it is chosen frojy 2"Vme=—1|T,;.;. The average backoff time is thus,

Tsiot - Wminti=2for1 < j < Winaz — Winin + 1
Elb;] = { lot =J= (5.8)

Tslot . 2Wmax_1 for .] > Wmax - szn +1

In the j-th backoff period, the randomly chosen backoff tiimé;. Given this choice, the
average number of background packets that arrive befor&dbkoff timer expires is [E; |
b;] = Ab;. The average number of packets is thys;E= AE[b;]. The average residual packet
timeisE[L'] = L/2.

Letu = Woin — 1, v = Wiee — Winin. Given these notations, the final, closed form result
is,

1— (2p)°t? vt L L
d’:2”.TSlOt.(L>\+1)( (2p)"" | guP >+1_p—§+m (5.9)

1-2p 1—p
Putd’ in equation (5.3), we have the estimated average délayg a function of the channel
utilization U.

Figure 5.1 shows a comparison between the analysis and thsuneel delay from our dif-
ferentiated services wireless testbed. We compared theurezhaverage delay of a tagged host
at increasing levels of background traffic loads. The tagggsbion generates 120 byte long
packets every 0.02 seconds, the length of background maiskE500 bytes and the channel rate
is 11 Mbps. The background traffic rate is gradually incrdasethe saturation point in small
incremental steps. At every step the average delay of tagagekets is calculated. The result
shows that the estimated average delay closely matchessidwsuned delay. Section 5.4 presents
detailed description of our wireless testbed and the cora#tgun for these results.
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Figure 5.1: The comparison of the analysis and measuretigeBacket delays of single session
vs. increasing background load (running average) for aredlasate of 11 Mbps.

5.2.3 Discussion on Backoff Timers and Service Differenttaon

We have previous described how initial values used by th&dfaprocedure are determined
using theC'W parameter, which increases exponentially towards an uppard as the backoff
procedure is reset for a given transmission. In other wahdsmore transmission attempts for a
given packet, the larger th@11/, and so the longer the time between transmission attempts.

Backoff times are set to a random value in the raiig€' V| « T§,;,;. After a collision, a new
backoff time is chosen but with an increas@dll’ value. After every successful transmission,
CW is reset to an initial valu€'W,,;,. We propose to support at least two service classes,
high priority (i.e., premium service) and best effort. 8eftdifferentC'W,,,;,, values for each
service class means that for two or more packets enteringkfigrocedure at the same time,
but with differentCW,,,;,, values, the packet with the smaller value(fl” is more likely to be
transmitted first. Even if collisions occur, all MACs inceee’ |/ at the same rate and it is likely
that theCW of high priority packets remain lower than that of low prigrpackets. with the
result of experiencing smaller average delays. Intuijive¥en during highly congested periods,
all classes have increased delays but still in a differeediananner.

By decreasing the maximum CW limit;W,,,,.., for a service class, the maximum backoff
time can be limited during congestion. This limits the ramfecongestion control, thus we
trade lower delay for increased collision probability, aadentually larger packet loss ratio.
Nevertheless, we argue that for better than best-effovicses it is preferable to drop a packet
than to delay it excessively.

The analysis in the previous section can be used to addressstle of how backoff values
impact the average MAC delay for different levels of chanloelds. OnlyW,,;, and W, ...
values have to be modified in the equations accordingly.rEi§L2 shows the estimated average
delays for increasing levels of utilization for several ides of CW,,;, = 2Wmin = 8,16, 32
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and 64.

G—OCW_min=8
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Figure 5.2: Estimated average delays for different valdfe€'%,,;, and increasing level of
channel utilization, while&®'W,,,... = 1024 is kept constant. Channel rate is 11 Mbps.

The analysis shows that by setting different valueS'df differentiated levels of service can
be achieved. We note, however, that the results of the daaliisuld be treated as qualitative
results only since some of the assumptions made in the masigd@simple when one considers
highly bursty traffic scenarios. In the next section, we dateurealistic traffic mixes for TCP
and UDP sources, and explore the achievable service diffation using these simple means

of control.

5.2.4 Evaluation of the Modified MAC to support Service Diffeentiation using
Simulation

Initially, the degree of separation between high prioritg dest-effort traffic for different values
of CW,,in andCW,,,... is investigated for a fixed traffic mix consisting of delay siéime voice
sources and best-effort TCP transmissions. We used nesimiddation for the evaluation of
the proposed mechanisms. For simulation, we use the nsa@resimulator developed by the
VINT Project [NS] with the wireless extension produced by MONARCH Group [CMU].

The traffic mix we consider consists of 5 hosts sending higbripy voice traffic and 10
mobile hosts starting best effort greedy TCP connectiorscévraffic was modeled using an
on/off source with exponentially distributed on and offipds of 300ms average each. Traffic
was generated during the on periods at a rate of 32kbps witlskepsize of 160 bytes, thus the
inter-packet time was 40ms. During all simulations the ctehnate was 2 Mbps.

We ran a set of tests for this traffic mix with varying value€dt¥/,,,;,, for both traffic classes.
For high priority traffic, theCW,,.;,, values varied between [8,32], tliglV,,,;, for best effort
traffic varied between [32,128]. A value of 32 is the propobgdhe standard [IEEE802.11],
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which applies to the case when only best effort traffic classipported. We chose this value to
be the delimiter between the two traffic classes under tdst. VRlues chosen for high priority
traffic range below this value. A value of 8 is proposed by taedard as an absolute minimum.
By using the values above 32 for the best effort traffic clé®s ranges do not overlap, and for
all combinations it is assured thaV 9" < cy'er Based on the intuitive discussion
in the previous section, the maximum contention window terhigh-priority class was lowered
to CW;igPric — 64, while the upper limit for the low priority class was set te tecommended
value of CWLowprio — 1024,

In both intervals 5 values were chosen to cover each rang843f,;,, values. Simulations
were performed for all 5x5 combinations covering the whaémp. Packet delays were logged
for both high and low priority traffic classes.

Figure 5.3 shows the summary of the simulation results. Tagix corresponds to the
CWnin Of the best-effort packets. It can be observed that inangasiiis value results in
larger delays for best-effort traffic and somewhat decrgpdielays for real-time traffic. The
delay for real-time sources is more significantly affectgdtteir CW,,;, values (see dashed
lines), while the delays of best-effort packets are notcidfe greatly by the value chosen
for real-time sources (straight lines). For all combinasidapart from the trivial case where
CWwlhishprio _ cyylowerio _ 39y the streams in different traffic classes experienced reliff-
ated delay. The experiment supports the argument that the differentiation can be increased
by increasing the gap betwe@HiV'>“P"* and CW"i4"?ri° j e, decreasing'W 9" and
increasingC W owrrie,

man
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Figure 5.3: Average delay experienced by voice and TCP flowsdrying values oC'W,,,;,,.
The x axis is theC'W,,;,, for best-effort traffic. Different symbols represent diffat CW,,;,,
for high-priority traffic. Channel rate 2 Mbps.

The previous test demonstrated that effective serviceragpa is possible by appropriately
adjusting the backoff times through the contention windomits. However, it is still an open
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question whether this separation can be effectively mmiathacross a wide range of traffic
loads for moderate to high congestion. In the next test, dbagtness of service separation is
investigated by simulating increasing levels of traffic apite level of channel saturation.

During simulation, the channel load is increased by addingvavoice, video (64kbps con-
stant rate source) and TCP session periodically every Sndecadl he voice and video sources
useCWpn andCW,,. values of 16 and 64, while the TCP traffic uses 128 and 102geces
tively. Figure 5.4 shows the delay throughout the simufafiar the three traffic types. It can
be observed that the delay increases for all service typethbuelay separation is efficiently
maintained from low load up until the channel is saturated.

For best-effort traffic the achievable throughput is of marportance than delay. Figure 5.5
shows that the modified MAC enables the best-effort adagie® traffic to utilize any free
capacity unused by high priority sources. It can be obsdiv&iceven at the saturation point, the
TCP traffic is not completely starved. This is due to the stigil and non-deterministic nature
of service separation.

0.1 T

—— TCP
e——e CBR Video
+—— Voice

delay [s]

L L L L
7 12 17 22 27 32 37
time [s]

Figure 5.4: Average delay experienced by gradually inéngate number of TCP and real time
sources over time. Channel rate 2 Mbps.

The modified MAC provides good service differentiation imte of throughput and delay
over a wide range of high priority and best effort traffic nixé\Ve investigate more dynamic
traffic scenarios in Section 5.6.

5.3 Estimation of Available Resources using a Virtual MAC Abo-
rithm

Many aspects of the wireless channel preclude exact casftrekources (e.g., channel fading or
interference). Furthermore, the lack of cell planning amaksd resources in the access network
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Figure 5.5: Aggregate throughput of high priority and bdfgretraffic classes: number of TCP
and real time sources increase over time. Channel rate is@®&Mb

may result in densely packed base stations severely degrt available capacity, as perceived
by neighboring base stations. The MAC described in the pusvisection ensures effective
service differentiation even in the case of overlappindscahd high traffic loads. However, to
support real-time services it is not sufficient to ensur¢ hiigh priority traffic gets better service
than best effort, as in most cases, applications requireliiesand not relative service quality,
(e.g. for voice or video). If a mobile host realizes that thamnel is not able to meet its delay
and loss requirements, it can either refrain from loadirggdtiiannel or reduce application traffic
demands, (e.g., by increasing compression). In order t@ntak decision the host has to rely
on accurate estimations of the achievable QoS of the radiorah.

The difficulty of this problem is that measuring simple chalnproperties, such as channel
utilization is not sufficient to estimate the loss and delajistics of a new session. The reason
for this is that the actual QoS depends on a number of fadiig.,, the actual arrival pattern of
packets or the ratio of hidden terminals). The analytic negablished in the literature usually
focus on one of these aspects, and make a number of assumaliont the other aspects. Fur-
thermore, the traffic models used are usually simplisticdat traffic scenarios, (e.g., assuming
only long, greedy sessions). Even if the analytic modelswmore accurate, and could take into
account the relevant modeling issues, parameterising tiaud be an extremely difficult task.

To overcome the problem of channel modeling we take a mognpaic approach: instead
of modeling the interaction of MAC, the radio channel anddomound traffic load, we introduce
a Virtual MAC (VMAC), which emulates the behavior of the MA@niormance. We argue
that the algorithm is accurate, can be easily implemented,saales to high data rates. To
prove these claims, we implemented the virtual MAC alganitbn a mobile host accessing a
11 Mbps wireless LAN. The efficiency of the algorithm and thelementation are discussed
in the section below.
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5.3.1 Operation of the Virtual MAC Algorithm

The VMAC algorithm operates in parallel to the real MAC in tmebile host but the VMAC
does not handle real packets; rather, it handles “virtuak@s”. Scheduling of these virtual
packets on the radio channel is performed in the same wayrasdbpackets, which means
channel testing and random back-off is performed, as nages3he difference arises when
the Virtual MAC decides to send a virtual packet. Unlike tlase of real packets, no packet
is transmitted at this point. Rather, the Virtual MAC alglonmh estimates the probability of
collision if the virtual packet was “really” sent. To makeetalgorithm conservative, a collision
is “detected” whenever any other mobile station chooses#imee slot for transmission, (i.e.,
the channel is occupied by any station within the same stati In this case, the Virtual MAC
enters a back-off procedure, as a real MAC would do afterlesimoi had occurred.

For a real MAC, collision detection is realized using a tinvenich expires if neither a CTS
in response to an RTS nor an ACK in reply to a data packet ariivéime, depending on the
operation. If no CTS or ACK has been received before thisrtiexpires then the real MAC
assumes that a collision has occurred and the packet mustreagmitted. At this point a real
MAC would begin a backoff procedure. The Virtual MAC does detect collisions in this
manner. Rather, it decides that a collision would have haggbéf a transmission occurs in the
timeslot determined by its congestion avoidance algorittmother words, the Virtual MAC
detects “virtual collisions” immediately and not througsing a timer. Thus, the VMAC enters
the backoff procedure after a delay equal to that of an RT8rtima real MAC.

If no collision occurs, the MAC delay is estimated by the taolafer time accumulated plus
the time to fully acknowledge the packet (e.qg., if RTS/CT8nabled itisi = t4c e, + trrs +
ters + tpacket + tack + 3tsrrs + 37 wherer is an estimate of the maximum propagation
delay). An example of the operation of the Virtual MAC is dtrated in Figure 5.6.

Virtual packet Packet "Sent"
| Virtual MAC delay
l defer
| [
| ’_‘ Channel State
RTS E DATA
CTSD D ACK

Virtual Packet (with overheads)

Figure 5.6: An example of the operation of the Virtual MAC @ithm. The channel state
indicates an idle (state is high) or busy (low) channel. Audt packet arrives during a busy
period and the deferred timer is decremented during a siflerperiod, and virtual transmission
happens during the next idle period, when the deferred taxpgires.

The virtual MAC emulates not only backoff and collision riegimn aspects of the real MAC



96 Supporting Service Differentiation in Wireless Packet Mtworks

but all other aspects of a real MAC are also emulated. For pkgnpacket loss is signaled
by the VMAC if the maximum number of “retries” is reached. I$@adjusts the contention
window by doubling the window until it reach&siV,, ..., when it stops increasing it further. If
a transmission is successful then the contention windoesistr

After every successful or failed “transmission”, the VMAQiis for the next virtual packet
to process. If, for example, the packets arrive at the VMA@ edte of 20 ms and with size of
80 bytes, the output of the VMAC algorithm will closely matitie delays experienced by a real
constant rate encoded voice application.

One of the key advantages of the VMAC algorithm over analgtiadels is that it does
not produce just a small set of performance measures, €s8imates of first order statistics).
Rather, it produces a time series that can be identicalllyaea to a time series produced by a
real test. Consequently, there is no limit on using highdepstatistics, which makes it possible
to apply more sophisticated analyses and traffic controhotst. For example, not only thah
moments of the delay can be calculated but also percertiilestiness, traffic envelopes, number
of errored seconds, etc., which are more closely relateddoperceived quality measures.

The VMAC can be applied to estimate the performance of eitlest effort or better than
best effort traffic by changing the MAC mechanism to matchdi@nges discussed for service
differentiation in Section 5.2. These estimates can be foea variety of traffic control algo-
rithms. In the proposed architecture, we use the VMAC algorito estimate the QoS of better
than best effort traffic, and base the admission decisiomanestimate.

5.3.2 Evaluation of the Virtual MAC Algorithm

Fig 5.7 shows results from a simulation test of the efficientyhe Virtual MAC algorithm.
The figure shows the simulated and the VMAC estimated delagsrienced by a new real-
time voice source for an increasing humber of homogeneoige Bources. The estimation is
precise over the whole range of traffic loads, most impadsgantthe saturation region. Thus, it
is suitable for evaluating the admissible capacity of thenctel for real time traffic.

Figure 5.8 shows the results for a more complex simulatistvtere voice traffic is mixed
with an increasing number of “Web sources”. The Web souroesmdeled by short TCP file
transfers where the file sizes are drawn from a Pareto distsib with mean file size of 10kbps
and shape parameter 1.2. The length of the silent periodeeettwwo downloads is also Pareto
with the same shape parameter and mean delay of 10s. Thisseehighly bursty background
data traffic load with multiple time-scale fluctuations [LW®3] [CrBe96] [TWS97]. The TCP
load is sufficient to saturate the channel by itself.

The figure shows two scenarios. In the first, the voice sowroet prioritized over the data
sources. In the second, the MAC algorithm is modified, asudised in the previous section for
the voice source. The results show that the VMAC algorithfitiehtly estimates the delay. In
both cases, the estimation is conservative and the meay ideddout 1-2 ms greater than the
result obtained by simulation. Another important obseovatis that priority for voice provides
significantly smaller and smoother delay and delay vamatimlues in the case of highly bursty
data traffic. Without modifying the MAC for voice, the voicagkets have to compete with data
packets, which, since the data traffic is much burstier, do¢®nly increase the voice packets’
delay but also increases the delay variance, as shown imeFg8.
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Figure 5.7: Virtual and simulated average MAC delay of a neiee source versus the number
of active voice sources.

5.4 Implementation of the Virtual MAC Algorithm in a Wireles s
Testbed

Since the wireless DiffServ MAC can only offer soft and rifatdifferentiation, it is impor-
tant that the mobile hosts have accurate estimations oftthenel. There are several issues
concerning the VMAC that can only be satisfactorily evadgain a real wireless network with
real applications. In what follows, we describe a wireleffeintiated services testbed and its
VMAC implementation. In addition, we compare the estimaj@en by the VMAC and the
performance perceived by real applications.

The VMAC was implemented on a Linux machine with a modificatio the wireless card’s
device driver. We used 11 Mbps Lucent and Aironet PCMCIA sandthe experiments. These
cards, with the modified drivers, are capable of capturihgoaerheard” layer two transmis-
sions,(e.g., CTS, RTS, ACK packets, even with CRC errorackeéts were timestamped with
approximately microsecond precision. This traffic trace wsed as input for the VMAC algo-
rithm. In a commercial implementation, the VMAC could begdd into the firmware of the
wireless card and would operate in real-time.

The testbed generates traffic mixes of TCP and UDP flows, vifreint levels of offered
load, as illustrated in Figure 5.9. The wireless testbedsists of 6 hosts with 11 Mbps IEEE
802.11 PCMCIA cards. All mobile hosts were configured to afeein DCF ad-hoc mode. Three
of the mobile hosts (indicated as TCP hosts) were used tagtemandom TCP traffic. The TCP
hosts transferred random length files independently of e#teér using TCP. The average file
size was 50 kbytes. Between file-transfers each host waitaddom duration before the next
transfer was started. Adjusting the average idle time mexlifie load on the channel. The UDP
host generates packets every 20 ms at a data rate of 32 kisp#fing in a voice-like traffic
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Figure 5.8: Average delay (a) and delay variation (b) of a meige source obtained by sim-
ulation and from the virtual MAC algorithm, versus numbeN@éb sources with and without
priority for voice traffic. Channel rate is 2 Mbps.
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Figure 5.9: Testbed configuration.

Because the cards do not support APIs to change the comtemitimow limits, all sources
use the same backoff algorithm, using factory set defalliega Therefore, we were not able to
evaluate the previously proposed DiffServ MAC but we cotilll svaluate the accuracy of the
VMAC algorithm.

The UDP host logged the delays of the wireless MAC. This waseaed by modifying the
wireless card network driver to capture all packet procgssivents together with an accurate
timestamp at a resolution of approximately one microsecdie resulting log file consists of
packet arrivals to the MAC, packet sizes, MAC deferred dekayd indications of successful or
unsuccessful delivery.

The fifth host acted as a traffic monitor and executed the VMIGrihm (indicated in the
figure as the VMAC host). The VMAC host logged a similar file he UDP host but this file
consisted of estimated delays provided by the VMAC algarith
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During the experiment the channel utilization graduallgré@ased up to its saturation point
by decreasing the average idle time from 10 to 0 sec. Figu@®) shows the physical level
channel utilization vs. time. The maximum channel utilizatreached was approximately 70%.

The measured UDP delay statistics and the estimated deltstiss from the VMAC al-
gorithm are shown in Figure 5.10(b). It can be observed ti@MMAC implementation could
estimate the measured delay with excellent precision duhia entire experiment for all chan-
nel loads. Thus, mobile hosts running passive monitors aviéd®s can rely on precise quality
feedback for traffic control purposes.
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Figure 5.10: a) Measured channel utilization with incregst CP traffic. b) Average delay of
UDP traffic. Channel rate 11 Mbps.

5.5 Estimation of Application Level QoS using a Virtual Source Al-
gorithm

The VMAC measures virtual packet delays, packet losses allisiaons at the MAC level. The
delay experienced by an application can be very differeant the delay provided by the MAC.
The reason for this is that application level data usual/thde packetized, encoded and placed
into an interface queue before the MAC layer receives it.

Also, even the estimated MAC layer delay depends not onlyhenchannel but also the
arrival pattern of packets at the MAC. This effect can be duthé correlation structure of the
traffic load on the channel. These factors are taken intoideration by the Virtual Source (VS)
algorithm. For certain applications, running the VS carnvigte more precise estimates of the
achievable performance. In addition, the VS makes it ptessibtune certain application level
QOS parameters.

The VS algorithm consists of a Virtual Application, intexéaqueue and Virtual MAC. The
Virtual Application generates virtual packets, as a realliaption would do (e.g., generating
virtual voice packets at a constant rate). Packets arestareped and placed in a virtual buffer.
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When the virtual packet is finished processing in the VMAG, tibtal delay is calculated com-
paring the actual time to the timestamp stored in the packet.

Although the VS gives a more useful estimation for an appicathe VS is not as generally
applicable as the VMAC, since it requires that the applaratraffic is well known in advance.
Nevertheless, we believe that there are a number of impaatglications that fit into this cat-
egory such as constant bit rate encoded voice or video. lapipdication traffic is not easy to
emulate then traffic management falls back to the estimapoovided by the VMAC, which is
independent of application type.

5.5.1 \Virtual Delay Curves

The application delay depends on several factors. Cersaitorls depend on the application
(e.g., packet size, packet rate), others depend on the otk @whannel. The VS algorithm
monitors the channel continuously and estimates the agtjgit performance taking into account
these factors. Thus, the VS algorithm can be used to find thimalpparameters for the best
application performance. Intuitively, at the same datardiie, the application delay can be
reduced by increasing the packet rate, since it reducesablkefization delay. In contrast,
higher packet rates load the radio channel more. Highes ese more collisions, increasing
the average contention window. This eventually leads gelaMAC delays. In addition, higher
packet rates mean smaller data packets, which resultsgerlarotocol overhead, (i.e., larger
load on the radio channel). Thus, even at the same apphdaiticate, there is a tradeoff between
packetization delay and MAC delay.

Denote the functior(p,4.) as the virtual delay curve of an application, wheyg:. is the
packet inter-arrival time of the application, e.g,... = 0.02 packets per second for voice,
but the data bit rate is kept constant, i, * prate = const (Wherepy;.. is the size of the
application level packet). The virtual delay curvepat,. gives the average delay of virtual
packets if the VS algorithm generates packets at the rapg,of The mobile host or the base
station runs VS algorithms with seveal,;. values in parallel. Delay curve can be constructed
from the virtual packet delays obtained from the VS algaonithSimilarly, we can define the
virtual delay variance curve(p,q:.) Which calculates the virtual delay variances, respegtivel
Based on the delay curve, a mobile host or base station carsehbe optimal packet rate and
packet size so that an application experiences minimuny @eld delay variance.

Figure 5.11 shows the virtual delay and variance curves fartaal voice source at several
background traffic loads. It can be observed that in the chlssvdbackground traffic V = 20
“Web” sessions) the delay curve increases monotonicalhicivmeans that the best end-to-
end delay can be achieved if the packet rate is high and thiecaipn sends small packets.
The estimation of delay variance appears to be constanthedsackground load increases, the
MAC delay increases, and the optimum is not at the highestnat at about 20 ms. The delay
variance also decreases as the inter-packet times increase
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Figure 5.11: Virtual delay and delay variance curves atrs¢vadio channel loadsy denotes
the number of background Web sessions. Web traffic 48¢%,;, = 31 and the virtual algo-
rithm usesC'W,,;,, = 8. Channel rate 2 Mbps.

5.6 Distributed Admission Control Algorithm in a Multicell Envi-
ronment

A mobile host can use the VS and the VMAC estimates beforealigtstarting transmission.
Because the virtual algorithms do not require high proogssiapacity and do not load the
channel, they may run continuously and not only when a seméquest arrives. In other words,
the virtual algorithms are designed to continuously keapktiof the health of the channel.

This estimate can be used to apply traffic control to mairtteércongestion of the channel at
a low level and the relative performance guarantees prdvigethe DiffServ MAC at absolute
levels. There are numerous ways to utilize these estimedesthe VMAC and VS algorithms.
For example, elastic, best-effort traffic can be policedhapgd in response to estimation of
congestion. Premium, delay sensitive sessions are usualiglastic, thus admission control
is more appropriate to control them. In this section, we apipd latter type of traffic control.
However, we note that adding some sort of control for bestreffaffic may further improve
the quality assurances. Every mobile host keeps track ofttite of the channel using either
VMAC or VS. The admission control algorithm compares theiltsof the VS and VMAC with
the service requirements and admits or rejects a new seasamrdingly. For admission we
only use the average delay estimation over the last few siscorhe admission algorithm runs
in every mobile host and is performed in a fully distributedi @autonomous manner.

Because the radio channel properties may be different aetiedving and transmitting mo-
bile hosts, it is preferable that both hosts execute the UBVAAAC algorithms to ensure that
the service quality will be met for a new session. This canezeted during session setup.
Admission is granted if both virtual algorithms at the melilosts admit the new request.

In this section, we investigate this concept through sitimaof a complex configuration
with random topology and random traffic. The aim is to test ttosvmodified MAC and VMAC
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algorithm perform in the presence of a highly dynamic r@aktand non real-time traffic mix
when the radio channel is dynamically shared among trafii@sts between mobile hosts and
base stations.

Ten base stations were placed randomly on a 400m by 400mmgedtat area with their
coverage areas significantly overlapping. One hundred Imbioists were placed randomly in
the coverage area. The mobile hosts were stationary dunimgest. Every mobile host was
associated with the nearest base station. Half of the mblogs randomly generated Web
sessions and the other half randomly generated voice trdffie length of the voice sessions
and the inter-arrival times between connection requeste weponentially distributed. The
average session length was 30s. Upon completion of a sessionbile host attempted a new
call after an average waiting period of 10s.

Independent Virtual Source algorithms running in all bas¢iens continuously monitored
the radio channel. Admission control was applied to delagitiee voice sessions. When the
estimated delay exceeds 10 ms, new voice sessions wertedefemm service. If accepted, the
voice packets use the modified MAC algorithm with,,.;,, = 32 slots andcw,,,.. = 64 slots,
while the Web sessions use values 64 and 1024, respectiMedre was no admission control
applied to Web traffic.

Figure 5.12a shows the total TCP and voice traffic rates iretitee coverage. After an
initial startup, the aggregate voice rate settles arourtdtdesthroughput, while the TCP traffic
shows high levels of burstiness.
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Figure 5.12: a) Aggregate rates of TCP and voice traffic iretiie service area. b) Estimated
delays by VS algorithms running at base stations.

Figure 5.12b shows the delay estimations by the VS algosthunning in base stations. It
can be observed that the delay estimation is kept below timésagbn target most of the time for
most base stations. However, the estimated delay is significdifferent at a few base stations,
where, the estimated delay reaches 10 ms for long durafidrese base stations did not accept
voice traffic during these periods. On the other hand, othselstations were continuously in
the accept state. This was due to the overlapping of cellstenshared radio channel.
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Figure 5.13 shows the empirical distribution of voice paaedays from accepted sessions.
The low delays experienced indicate that the overall cHastate is efficiently controlled by the
distributed monitoring and admission control algorithwerin the presence of highly dynamic
TCP traffic.
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Figure 5.13: Delay distribution of voice packets.

5.7 Conclusions

This chapter has shown how service differentiation can beiged in a mobile access network
in a fully distributed manner with minimal control. By manigting the contention window
limits of the IEEE 802.11 DCF mode it is possible to providevgse differentiation at the radio
MAC layer. The proposed MAC provides good delay and througjisgparation for best effort
and high priority traffic for a range of traffic mixes and chahloads.

We have proposed two passive radio channel monitoring ithgas. By emulating MAC
(Virtual MAC) and application (Virtual Source) mechanisrttsese algorithms can estimate the
achievable level of service without actually loading thamhel. We evaluated the efficiency of
the Virtual MAC algorithm using simulation and implemermnatin an experimental differenti-
ated services wireless testbed. The notion of virtual delayes has been introduced in relation
to the virtual algorithms. Delay curves enable an applicato tune its traffic parameters to
match the dynamic characteristics of the radio channel iefficient manner.

We have demonstrated through simulation that thee modifid@ kbgether with distributed
admission control algorithm can maintain a globally staitée in a micro-cellular environment
even if cell areas overlap and the radio channel is shared.

Recently, there is a new proposed standard by the IEEE @&ll2d. 1e [MCMKO02], which
introduces a modification to the DCF mode called Enhanced EIFKCF). In EDCF, packets
in lower priority must wait a longer waiting time before thegn transmit on the channel. Our
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work predated and influenced the new proposed standardhvigwnery similar to our proposal.



Chapter 6

Summary

The objective of this thesis is to discuss, analyze, and ongseveral aspects of TCP/IP net-
works in the context of performance modeling and resourceagement in wired and wireless
Differentiated Services networks.

The central argument of this thesis is that to develop pegoésformance models, we have
to understand the interaction between network, applioatiod end-host protocols and mech-
anisms. Only by collectively studying these issues in thetexd of an Internet extended by
wireless services can we fully grasp the great challengasdgahe evolving nature of the global
Internet infrastructure.

In the first part of this thesis, we argued that the modeling GP/IP networks requires
new analytical tools and modeling techniques, because,eadiscussed, some of the major
assumptions of conventional traffic theory cannot be aggiiethe Internet. We argued that
the reason is because network mechanisms and end-hostgisodoe strongly coupled, mainly
due to the end-to-end congestion control used by the TCRgobt In the second part of the
thesis we developed DiffServ performance management m&thased on the insights from
Chapters 2 and 3 for wired and wireless networks. For wirdtSBiv networks we developed
resource estimation methods based on the effective batideadcept in Chapter 4. In Chapter 5
we introduced a complete DiffServ solution ‘suite’ usinglessively distributed algorithms for
wireless IP networks.

In what follows, we summarize the main contributions of owrkv

6.1 Chaotic Modeling of TCP Congestion Control

Chapter 2 analyzes the dynamics of competing TCP connedtidoottleneck buffers. Through
simulations and network measurements, we demonstratédr @/ competition for network
resources could be modeled as a chaotic system. We demedsthe major properties of
chaotic systems in TCP. We applied analytical methods dpeel in chaos theory to quantify the
properties of TCP as a chaotic system. In particular, we oredshe fractal attractor dimension
and the Lyapunov exponent, which is a measure of the sahsitiv initial conditions. We
demonstrated that TCP competition could generate selfaginmaffic, contributing to traffic
self-similarity observed in the Internet.
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The chaotic modeling technique allows us to understand Ty@Rrdics in a unified model-
ing framework by explaining previously separately modgdbdnomena, such as phase effects,
synchronization and apparent randomness. We also deraustiow we could use the tools
developed in chaos related research in other fields of seiéocexample, meteorology, biology
and physics.

This work represents the first analysis and modeling of TC&#awotic system.

A possible future direction of research is to make use ofémsisivity property of the chaotic
system, and develop chaos control methods as buffer mamagemimprove network perfor-
mance using minute interactions.

6.2 TCP’s Role in the Propagation of Self-similarity in the Internet

Chapter 3 analyzed the adaptation property of TCP congestiatrol. Through a number of
wide area Internet measurements we showed that TCP pregagglf-similarity encountered
on its path to other parts of the network where it self-sinitifawvould not arise otherwise. We
presented a simple analytic model to support our argumaerttish model approximates TCP
congestion control as a linear system. Linearity was detratesl by simulations, showing
that TCP propagates the correlation structure of any sttichbackground process above a
characteristic timescale. The characteristic timescale approximated by an analytic model.
It was shown that TCP inherits self-similarity when it is mikwith self-similar background
traffic in a bottleneck buffer through the transform funntiof the linear system. This property
was demonstrated for both short and long duration TCP cdiomsc

The proposed mechanisms are basic “building blocks” in aréutvide-area traffic model,
and in real-life it is always their combined effect that we adbserve. The network measure-
ments that we presented are intended to highlight the bas@hamisms in simplified network
scenarios, when it can be assured that only the network thomsliand TCP’s response to net-
work conditions are the cause of the investigated phenomena

The work presented in Chapter 3 shows for the first time th& pf@pagates self-similarity.

Chapters 2 and 3 analyzed two aspects of TCCP congestiorokoihe two aspects are
strongly related since they are two sides of essentiallysitae mechanism. The adaptation
property can propagate packet dynamics created by chamtipetition, but it is still an open
question how to model propagation and competition in theesanodeling framework.

6.3 Resource Management for Differentiated Services Netwks

Chapter 4 introduced a set of resource estimation methadwifed Differentiated Services
networks. We derived several analytic formulae for theneation of required resources to pro-
vision loss and delay sensitive service classes. The giepaf a DiffServ framework were
taken into account, namely, aggregate traffic handlingpkracheduling and traffic condition-
ing at the edges. The models behind the proposed methodased bn the assumptions of the
statistical properties of TCP/IP traffic flows analyzed ire@ters 2 and 3.

The proposed methods can be used for either admission tontnetwork dimensioning.
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We built on previous research results, and analyzed thedikkmesses and strengths from the
perspective of practical application in real networks.

A possible future direction of the research discussed im thiapter is to analyze the ro-
bustness of these methods in a real network or a realistioeies We have analyzed a simple
DiffServ router implementation using SPQ schedulers. Weelstarted research to investigate
how to apply the theorems for other types of class based slihgdmethods, for example,
Weighted Fair Queuing (WFQ) or Weighted Round Robin (WRR).

6.4 Providing Differentiated Services in Wireless Packet Btworks

We developed a set of distributed algorithms to offer serdifferentiation in wireless packet
networks. The methods are general to be used in a wide rangeatdss technologies, however,
to be able to demonstrate the feasibility of the framework have applied them as an extension
of the IEEE 802.11 wireless LAN standard.

The contribution of our research is that the proposed swius fully distributed and robust
against traffic fluctuations, host mobility or uncontrolliederference. We have demonstrated
through simulation that the modified MAC together with a dlistted admission control algo-
rithm can maintain a globally stable state in a micro-callutnvironment even if cell areas
overlap and the radio channel is shared.

We have implemented passive radio channel monitoring aaitttual MAC algorithm in
a IEEE 802.11 testbed. Our future research is to integraéifiServ solution with Cellular
IP [Val99], which provides a solution for mobility managemheWe also plan to implement the
full suite of algorithms in a testbed, which will include theodified MAC and virtual control
algorithms and will provide support for service level agnemts with fast handoff.

The work presented in this chapter presents the first atteorgrigineer service differentia-
tion in wireless IP networks based on IEEE 802.11.
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Appendix A

Proofs for Effective Bandwidth Bounds

A.1 Finding an Approximate Value for s

To obtain an approximation of the optimalthe same derivation can be used 84 and
BWE. For BW# consider all flows as one group.

G M. _he N
1 it Zk€A~ shp _1 1 h Y
BWG(s) = = , Le - = - )
W™ (s) SZnﬁn( . szln<63hk—1>+5 (A1)
1=1 k=1
The obijective is to approximate this equation with a closedchfsolution for the optimas.
The key idea is to arrive to a polynomial 81 in s, that can be optimized in a closed form.
Step 1.In the first step, we approximate the first sum:

. g
MZ + ZkeAi eshk —1 )

1 G
F=- 1

For hy/(e*" — 1) we take the series expansion with respect to varialleouts = 0 up to
order two.

(A.2)

o1 s otk O (A-3)

Substituting the first 3 elements to the first sum we get

G
1 M;, 1 1 1 -~
Fi~ = E n; In (—Z +-——H;+ —Hi3> (A.4)
5 = n; s 2

Tn; 12ni

using the notatiortl; = >, 4. hy andH; = > kea, hi- Taking the series of the logarithm this
time abouts = 0 up to order two, we get:

2 3
- 0
12n; 8n? FHO

M, 1 1 1 =
In({—+-—-——H,+ —H;s| ~—1
. < n; + s 2n; + 12n; ZS) n(s)+

2M; — H; ( o, (2M; — H;)?
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(A.5)
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Place the approximation ifj:
1 H o & oM - H)
~~ pa— _— 2
F~ . < Nln(s) + (M 2) < El > s ) (A.6)

whereM = SN M, H =Y H;andH = YV | H,.
Step 2.In step 2, we approximate the second sum:

1 hi
Fy = - > I (eshk — 1) (A7)

k=1

Take the series expansion of the logarithm with respect tiable s abouts = 0 up to order
two:

hg N he R &2
In (eShk _1> ~—1n(s)—75 545 +0(s%) (A.8)
With this approximation:
1 H H
Fy~=|—-Nln(s) — —s — —s> A.
2~ < n(s) 55~ 518 > (A.9)
Step 3.Substituting the two approximatiodsl and F'2 back toBW ¢ we get:
o~ G 2
H (2M; — H;) gl
BWYs)m M+ = -y — " - A.10
We(s) +<8 Zl o >5+3 (A.10)

Step 4.0ur objective was fulfilled, the resulting approximatiorsécond order with respect
to s. The single minimum is at

Sopt =
i=1

A.2 Effective Bandwidth for Delay Sensitive Classes

Proof of Lemma 1 We want to prove that the buffer occupancy curve is relatatig¢ceffective
load:

AO(t) = B(t) — Ct (A.11)

During a busy period, aftet seconds from the beginning of the busy period, the buffer
occupancy equals the total traffic entering the queue mimeisutnount of traffic serviced from
the queue:

Q) = Xi[t] - Ct (A.12)
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If we insert (A.12) into Definition 3 we get

N
Pr (Z Xi[t] — Ct > AO(t)> <e (A.13)
k=1

Now apply Definition 2 about the effective load. This conéadhe proofll

A.3 Delay Bounds for Multiple Queues

Proof of Lemma 2 The amount of service unused by all higher priority quelues & during
time interval of lengtht is:

N
Up(t) = (Ct > Xi(t)) (A.14)

1€XT k1

Thust seconds after the beginning of a busy period of queubke buffer occupancy is

Qe(t) = Y Xi(t) —Ur(t) < Y Xi(t) = Ct (A.15)

1EX, 1€X1. K

Applying the effective load bound for the s&} ;. with probability ¢,

Pr ( D Xi(t) = Ct = BRXy ](t) — Ct) < e (A.16)

1EXT. K

This concludes the proof of LemmallL
Proof of Lemma 3 The amount of unused service(A.14), is

Un(t) > Ct— > X(t) (A.17)

1€EX. k-1

From the definition of the effective load of s& ,_1:

Pr (Ct — Z X,(t) < Ct — B [Xl___kl](t)) < e (A.18)

1€EX. k-1

which concludes the prool
Proof of Lemma 3 The probability ofPr(X < Y') can be expressed as

Pr(X <Y) = /OO Pr(X =z)Pr(Y > z)dx (A.19)
0

Pr(X <Y)= /C Pr(X =) Pr(Y > z)dx + /OO Pr(X =2)Pr(Y > z)de  (A.20)
0 c
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If Pr(Y <c¢) <e¢, the first term

/0C Pr(X =) Pr(Y > z)dz < e/oc Pr(X =x)dx <e (A.21)
and, ifPr(X > ¢) < ¢, the second term

/OO Pr(X =z)Pr(Y > z)dx < /OO Pr(X =z)dx <e (A.22)

This concludes the prooll
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