|||unun|;;;ununuu
MUEGYETEM 1782

Budapest University of Technology and Economics
Faculty of Electrical Engineering and Informatics
Department of Measurement and Information Systems

Practice-Oriented Formal Methods to Support the
Software Development of Industrial Control Systems

Ph.D. Thesis Booklet

Daniel Darvas

Thesis supervisor:
Istvan Majzik, Ph.D. (BUTE)

Advisor:
Enrique Blanco Vifuela, Ph.D. (CERN)

Budapest
2017



Daniel Darvas Ph.D. Thesis Booklet

1 Preliminaries and Objectives

Dependability! is an integrating concept comprising availability, reliability, safety, integrity and
maintainability. This is a desired property, especially for critical systems. A failure is an observ-
able deviation from the system’s required behaviour, thus a threat to dependability. The cause of
a failure is the propagation of an error, which itself is a certain (internal) system state that can
result in a failure. The causes of the errors are the faults [Avi+04].

There are various means to attain the attributes of dependability: fault prevention, fault tol-
erance, fault removal and fault forecasting [ Avi+04]. Formal methods are well-known techniques
for the prevention of development faults and some of the operational faults, by providing mathe-
matically sound, unambiguous means for the description and verification of the system’s require-
ments [Mar94]. Formal verification and formal specification are getting more and more used in
safety-critical application domains where the consequences of a failure are catastrophic [Avi+04;
Woo0+09]. This can be either because a single failure may cause an accident or loss of life, or it im-
plies a high economic loss (e.g. in avionics [Sou+09], railway systems [LSP07], space applications
[Hav+00]), or the undesired consequence affects a large number of systems (e.g. mass-produced
processors [Fix08; Kai+09]) causing a high total cost.

Industrial control systems are used in various settings. If the functionality of a control system is
safety-critical, the IEC 61508-2 standard [161508-2] defines required development and verification
methods for each safety integrity level (SIL), depending on the probability of tolerable hazards
(hazardous failures). The industrial control systems consist of many components. Often a key
element is a programmable logic controller (PLC): a robust, reconfigurable, specialised computer
that performs the control tasks. In certain cases, their operation is safety-critical, but many times
— due to additional safety-related systems or measures (e.g. physical barriers, independent safety
relays) — the target SIL for the PLC-based controller is below SIL 1, the lowest SIL defined in
IEC 61508. Even though in these cases the expected failure is rare or not catastrophic, this does
not mean that a failure (e.g. an outage) cannot cause significant economic losses. However, the
lower SIL typically manifests in reduced verification budget. In these cases the use of heavyweight
formal methods (e.g. B Method or Z for specification; or manual use of theorem provers for
verification) would need excessive effort. Besides the difficult usage (high training costs, need
for special expertise), another common obstacle to using formal verification methods is their
performance. For example, exhaustively checking the behaviour (state space) of a model is a
computationally difficult task, therefore most of the algorithms cannot scale up to the size of
industrial problems.

Goal. The main goal of this research is to analyse the applicability of formal methods in the
domain of industrial control systems and to propose specification and verification methods. As
mentioned above, the two main challenges of using these methods are performance and usability.
This dissertation proposes various solutions to both challenges. It aims to provide more efficient
verification algorithms and easy-to-use, practice-oriented formal (specification and verification)
methods that can be applied to PLC software used in industrial control systems, where the use of
heavyweight methods is not necessary or not feasible. The methods to be proposed should take
the particularities of the target domain into account.

Structure. This thesis booklet is structured as follows. The rest of Section 1 briefly introduces
the concepts and techniques of formal verification (Section 1.1) and formal specification (Sec-
tion 1.2). The section is concluded in Section 1.3 by summarising the challenges targeted in this
work. Next, Section 2 discusses the research methodology and the new results of this dissertation.

'In the dissertation the taxonomy proposed by Avizienis, Laprie et al. [Avi+04] is used, which is briefly introduced
and summarised in the following two paragraphs.
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After, Section 3 overviews the application of the new results. Finally, Section 4 lists the author’s
related publications.

1.1 Introduction to Formal Verification

Verification is “[t]he process of evaluating a system or component to determine whether the
products [...] satisfy the conditions imposed at the start” [11012]. Formal verification techniques
are mathematically sound methods to precisely determine the satisfaction of the given formalised
requirements.

“Model checking is an automated [formal verification] technique that, given a finite-state
model of a system and a formal property, systematically checks whether this property holds for
(a given state in) that model” [BK08]. As a more precise definition, model checking is a method to
find all states in a model (given as Kripke structure) which satisfy a given temporal logic formula
[Cla08]. This method was first described by Edmund M. Clarke and E. Allen Emerson in [CE82],
also by Jean-Pierre Queille and Joseph Sifakis independently [QS82].

Being an automated method, it is a good candidate for lightweight formal verification, it has
a potential to be a “push-button technology” whose usage does not require high degree of user
interaction or expertise [BK08]. Furthermore, it can provide diagnostic traces (counterexamples
or witnesses) that is useful feedback about the problems found.

Modelling and requirement description formalisms. While model checking operates on a
Kripke structure according to its definition, typically higher-level modelling languages are used
for representing the models, such as Petri nets [Mur89], (timed or untimed) automata [AD94],
or process algebra [Fok00]. Similarly, multiple different temporal logic can be used to describe
the requirements to check. The most frequently used ones are linear temporal logic (LTL) and
computation tree logic (CTL). The different formalisms have different expressivity, also the model
checking algorithms can differ significantly depending on the supported formalisms.

Model checking methods. E. Clarke, one of the creators of model checking said that the
model checking algorithm is an “intelligent exhaustive search of the state space to determine if
the specification is true or not” [CES09]. With the increase of the number of reachable states in
a system, the “intelligence” of the state space exploration algorithms is getting more and more
important. The so-called explicit methods represent each state of the given model individually.
This allows to use simple algorithms from graph theory, but fails to provide solution for large
models where the individual handling of each state is not possible. Large state sets (state spaces)
may be caused by various reasons, e.g. the large number of inputs and outputs or concurrent be-
haviours. This is the well-known state space explosion problem. Over the years various solutions
emerged to handle this issue:

« Symbolic algorithms, which store the state space in a more compact, encoded format, e.g.

using decision diagrams;

o Abstractions, which simplify the model to have a smaller state space;

« Bounded algorithms, which limit the depth of the state space exploration (from the initial

state) to reduce the size of the explored state space.

The first symbolic algorithms were based on binary decision diagrams [Bur+92]. Since then
new algorithms were developed, using different exploration strategies and data structures. One
of the promising solutions is saturation [CLS01], which “tends to perform extremely well when
applied to discrete-event systems having multiple asynchronous events that depend and affect
only relatively small subsystems” [CZJ12]. The fact that the algorithm “performs well” means
that the set of verifiable models and requirements is larger or the execution time is shorter, but it
does not mean that there are no limitations imposed by the performance needs of the algorithm.
In certain cases excessive amount of memory is required to perform the verification.
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There is no silver bullet for model checking, each method has its disadvantages and limi-
tations. Some approaches tried already to combine ideas from different methods, e.g. [Cha+02;
Cop+01; CNQO5]. A possible improvement of the saturation-based model checking is to com-
bine it with bounded model checking, which - to the author’s best knowledge — was not studied
before this research project. This could also help the verification of industrial control systems
by improving the earlier verification performance (e.g. compared to [c28]). Evaluation of this
possibility is a challenge of this dissertation (Challenge 1).

Model checking as a part of the PLC software development process. Model checking
has already proven to be useful in various domains [Cla08]. However, providing the necessary
formal models and the requirements as temporal logic formulae is a difficult task, especially
for the people not familiar with formal methods. Furthermore, model checking may also need
manual adaptation, fine-tuning to the current problem to improve the performance. This implies
a high cost of usage, which may be an obstacle to apply model checking in the development of
PLC programs.

The academic algorithm design and development efforts led to high-performance general-
purpose model checkers (e.g. UPPAAL [Amn+01], LTSmin [Kan+15], NuSMV/nuXmv [Cav+14]).
However, general-purpose tools cannot improve the domain-specific usability of the verification
method. To improve the usability and to integrate formal verification into the industrial control
system development processes, the focus should be specifically set to this domain.

Although the use of model checking for PLC-based industrial control software was already
studied in e.g. [GSF08; SD08; BBK12], these works did not provide generic solutions applicable in
real-life, or this aspect was not emphasised. Making model checking adapted to the PLC program
development domain, usable directly by the PLC developers; and making it scalable are challenges
of this dissertation (Challenges 2, 3). Furthermore, special attention should be paid to a special
branch of PLCs, the so-called fail-safe or safety PLCs. To attain a high level of confidence during
the software development process for such PLCs, special restrictions and development methods
are followed (e.g. coding conventions, programming language restrictions), these have to be taken
into account for the solution to be proposed (Challenge 4).

1.2 Introduction to Formal Specification

Requirements engineering is a set of activities to explore, evaluate and document the objectives,
capabilities, constraints and assumptions of a system to be designed [Lam09]. The (requirements)
specification is the act of “detailing, structuring and documenting the agreed characteristics of the
system-to-be” [Lam09]. According to [Lam00], formal specification “is the expression, in some for-
mal language and at some level of abstraction, of a collection of properties some system should
satisfy” One of the facts making the formal specification process difficult is that “[s]pecifications
are never formal in the first place” and they are “hard to develop and assess” [Lam00]. The ex-
pected benefits of formalising the specification method are “a higher degree of precision in the
formulation [...], precise rules for their interpretation and much more sophisticated forms of
validation and verification” [Lam09].

Formal specification is studied since the late 1960s, and since then several methods emerged.
Petri nets [Mur89], Lotos [18807], the B Method [Abr96], Z [113568], or the communicating se-
quential processes (CSP) [Hoa85] are widely-known techniques. Though widely-known, they
are not widely used in the industry [Kni+97], because they are too complex, they need too deep
mathematical knowledge, or their abstraction level is too high. Therefore the usage of these
specification methods is restricted to highly critical domains, e.g. avionics [HLR98] or railway
industry [But02].

In the industrial control systems domain, the state-of-the-art development processes still rely
on informal specifications and hidden assumptions. These specifications are often ambiguous,
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leading to misunderstanding and unintended behaviours in the implementation. The lack of un-
ambiguous specification imposes a problem for the formal verification too: how can we decide if
the implementation is correct, if we do not know what is correctness, i.e. what are the expected
properties?

There are various attempts to provide better, PLC-specific specification methods, e.g. [Lju+10;
Luk+13]. Analysing the existing methods and finding a suitable specification is a challenge of this
work (Challenge 5). It is another challenge to provide formal verification for PLC software on the
basis of the selected specification method (Challenge 6).

1.3 Summary of New Challenges

Challenge 1: Designing model checking algorithms combining bounded and
saturation-based techniques to improve their performance. Both bounded
model checking and saturation-based techniques increase the set of models on which
verification is feasible compared to basic explicit model checking algorithms. Is it pos-
sible to combine these two approaches? Does it improve the performance with respect
to the original saturation-based model checking?

Challenge 2: Making model checking easily accessible to the PLC developers.
Model checking is rarely used for industrial control software, mainly because of the
enormous effort needed to create formal models and requirements, furthermore to
learn the usage of the model checker tools. How can model checking be made ac-
cessible and practically applicable in the PLC program development process? How can
model checking be used without excessive effort, without exposing the users (PLC de-
velopers) to complex mathematical formalisms?

Challenge 3: Making the PLC model checking applicable to real-world PLC pro-
grams. The formal models of real PLC modules or programs and their state spaces tend
to be extremely large, making the model checking infeasible using general-purpose
model checker tools. Could heuristic model reductions reduce the performance needs
of model checking and therefore cope with a bigger set of models?

Challenge 4: Extending the model checking approach to safety-critical PLC pro-
grams. The original PLC model checking workflow supported the Siemens SCL lan-
guage only, which - being a high-level language — is more suitable for the implemen-
tation of complex programs. However, the development of PLCs used in safety-critical
settings has specific procedures and restrictions, such as the mandatory usage of FBD
or LAD languages (in case of Siemens PLCs). How can model checking be adapted to
these lower-level programming languages used in safety-critical PLC program devel-
opment?

Challenge 5: Providing lightweight formal specification for PLC software mod-
ules. Unambiguous requirements are essential for any development or verification ac-
tivity. Formal specifications may reduce the ambiguity, but the general-purpose formal
specification methods are too complex and non-intuitive to be used in the PLC devel-
opment domain with a reasonable effort. What are the requirements towards a formal
specification language specially adapted to the PLC domain? What formal specification
method can aid the PLC program development process?

Challenge 6: Providing verification solutions based on formal specification. How
could formal specification improve the PLC program verification? What verification
methods can be used to check the conformance between a PLC program and its for-
mal specification? How can this be made useful in practice, without excessive amount
of false positives (i.e. without having a high number of detected differences that are
considered to be acceptable by the developers)?
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These challenges led to a research project with new scientific results in three different areas:
a new, saturation-based bounded model checking algorithm with different iteration strategies
(Thesis 1), a new method to apply model checking for PLC programs (Thesis 2) and the defini-
tion of a formal specification language for PLC software modules together with its application
methods (Thesis 3). Table 1 presents the correspondence between the discussed challenges and
the results of this work.

Table 1. Correspondence between the discussed challenges and the proposed solutions

Challenge
1 2 3 4 5 6

Thesis 1  Chapter 2 of the dissertation .
Thesis 2  Chapter 3 of the dissertation e o o
Thesis 3  Chapter 4 of the dissertation e o

2 Research Methods and New Results

Research Methods. ].N. Amaral [Ama] classifies the computing science research into five cat-
egories: formal, experimental, build, process, and model methodologies. This dissertation follows
the experimental and build methodologies. In the build methodology, the researcher builds a
novel artefact “to demonstrate that it is possible” [Ama]. In the experimental methodology, the
researcher first identifies “the questions to be asked about the system under evaluation” [Ama].
The second phase is about answering these questions using measurements, experiments.

The design of new algorithms and the definition of new formalisms, languages rely on math-
ematical logic, graph theory and automata theory. The research presented in this dissertation
extends and builds on various earlier methods and results. Modelling of systems in this disser-
tation relies on Petri nets, finite state machines and timed automata. The property specification
methods are partially based on the CTL and LTL temporal logic languages. The verification al-
gorithms use model checking, behavioural equivalence relations and graph algorithms.

The results were evaluated on various industrial examples. A significant part of the presented
research was conducted in the Industrial Control and Engineering group of the Engineering
Department, and in the Industrial Controls and Safety group of the Beams Department at CERN
(European Organization for Nuclear Research). This allowed me to interact often with industrial
and control engineers. This provided key knowledge about the particularities and the needs of
the target domain, and later valuable feedback on my work.

2.1 Bounded Model Checking Based on Saturation

A successful subclass of symbolic model checking methods is the family of the so-called satu-
ration-based techniques [CZJ12; ZC09]. The different saturation-based techniques have already
proved their efficiency in various settings. A notable example is described in [¢28] which pro-
vided complete model checking for the first time of the so-called PRISE safety logic that is an
industrial control subsystem used in Paks Nuclear Power Plant, Hungary.

Saturation-based CTL model checking is a two-step algorithm: first it explores the reachable
state space, then it checks the given requirement. However, in many cases the requirement could
be evaluated (e.g. a state violating the requirement could be found) by exploring only a part of
the state space (exploring only the states that are for at most b distance from the initial state,
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i.e. that are reachable within at most b steps). This is the general idea of the bounded model
checking algorithms. Our idea was that bounded model checking combined with saturation-
based techniques may improve the performance of saturation-based model checking in certain
cases.

It is relatively simple to construct an explicit bounded model checking algorithm, i.e. to limit
for example a depth-first search of the state graph. However, saturation works on sets of states
in an encoded representation and it improves the performance by using a special iteration order
that benefits from the locality of the decomposed models. These imply that it is difficult to count
the steps (transitions) made in the state space, also the state sets may contain states with different
distance values.

Yu et al. [YCL09] proposed a method for bounded state space exploration based on saturation,
but they did not consider this algorithm to use for model checking. Their method is not directly
usable for model checking for two main reasons: the lack of CTL formula evaluation (i.e. they
considered reachability problems only, not the evaluation of temporal logic expressions) and
the lack of iterativeness (i.e. they did not consider that the state space exploration should be
continued with increasing bounds until the requirement can be evaluated).

Under the supervision of A. Voros and T. Bartha, I have constructed a workflow that in-
tegrates bounded saturation-based state space exploration and saturation-based CTL formula
evaluation. In contrast to the simple, two-step process of unbounded saturation-based model

checking, the workflow is iterative, as shown in Figure 1.
Conversion Evaluation of
to MDD the requirement

State space
exploration
(with bound b)

Figure 1. Overview of the iterative saturation-based bounded model checking (B-I-Sat)

The basic workflow integrates already existing building blocks in a novel way:

« The bounded state space exploration is based on the algorithm proposed by Yu et al. [YCL09]
(By denotes the initial bound value, B is the bound increment),

« The evaluation of the temporal logic requirement uses an algorithm similar to the one used
in [¢28; j26], based on [CS03; ZC09],

+ The conversion between edge-valued decision diagrams (EDDs) and multivalued decision
diagrams (MDDs) is constructed based on their definition. Note that EDDs are used for
bounded state space exploration to store the distance information of the states, but this
extra information is not needed for the evaluation of the requirement.

This workflow and its implementation showed the feasibility of the concept. However, there
were certain challenges which necessitated new contributions to make the verification efficient
and correct.

« Iterations. The algorithm of Yu et al. [YCL09] should be made iterative, so that the explo-
ration can be continued until the satisfaction of the requirement can be evaluated. Different
iteration strategies are possible. In this work I have proposed three different strategies: the
restarting, continuing, and compacting strategies. They mainly differ in the amount and
type of data kept between iterations and the initial state sets used in the iterations.

» Termination. A crucial part of the workflow is the termination. In order to provide a com-
plete and correct solution, bounded model checking should only be terminated when an
authoritative result can be given based on the partial state space, or if the whole state space
is explored. The requirement evaluation can only give an answer regarding the explored
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part of the state space. This result might not hold for the whole (partially unexplored) state
space. In the frame of this work, I have provided termination conditions for the saturation-
based bounded CTL model checking. This is based on three-valued logic, which allows the
reasoning about uncertain results which may be caused by the partial state space explo-
ration.

 Distance information storage. The caveat of bounded state space exploration is the need

to store distance information attached to the states. This will cause a fragmentation of the
symbolic state sets, leading to increased computational and storage needs. I have developed
an advanced incremental search strategy (the so-called compacting strategy) to reduce the
memory consumption (and therefore the execution time too) by storing distance informa-
tion for the states only if it is necessary.

These considerations led to B-I-Sat (Bounded Iterative Saturation), a bounded iterative
saturation-based CTL model checking algorithm. The B-I-Sat algorithm with different strategies
was evaluated on various benchmark models. B-I-Sat was also applied to an industrial control
system, previously verified using unbounded saturation-based algorithms.

Thesis1 Idesigned B-I-Sat (Bounded Iterative Saturation), a novel computation tree logic
(CTL) model checking algorithm, that efficiently combines bounded model checking with
saturation-based techniques.

1.1 I defined the building blocks, and based on them the B-I-Sat algorithm to per-
form bounded CTL model checking using saturation-based techniques. I defined two
strategies for B-I-Sat: the restarting and continuing strategies.

1.2 I defined termination conditions for the B-I-Sat algorithm using three-valued logic.

1.3 I developed an advanced incremental search strategy, the so-called compacting strat-
egy to reduce the memory consumption of the B-I-Sat algorithm.

1.4 I evaluated the performance of the B-I-Sat algorithm with the different strategies on
various benchmark models and an industrial example.

The importance of these results is that the B-I-Sat algorithm allows faster verification or
the verification of greater models in certain cases than the unbounded saturation-based CTL
model checking. For example, Figure 2(a) shows that the various B-I-Sat strategies scale better
with the increasing model size than the unbounded algorithm. Figure 2(b) demonstrates that the
various strategies of the B-I-Sat algorithm have a significant advantage when the requirement
under evaluation is shallow (small ¢ values), while the unbounded model checking provides better
execution time if the requirement is deep, thus most of the state space needs to be explored for
the evaluation.

Andras Voros and Tamas Bartha were taking part in this research as my B.Sc. and M.Sc. thesis
supervisors. Parts of this work are presented in my B.Sc. and M.Sc. theses [a31; a30].

The results of Thesis 1 are presented in Chapter 2 of the dissertation. Related publications
are the following: [j2; j4; c10; c17; c18; €20; e21].

2.2 Model Checking Critical PLC Programs

To introduce model checking to industrial development processes and widely use them (not only
in extremely critical cases), manual formalisation of requirements or implementations is not a
viable approach. To hide the formal requirements and formal models, automated methods are
needed to generate these artefacts based on inputs that can be easily provided and understood
by the targeted users. Furthermore, as the formal model should be hidden, the often needed
manual optimisations should be automated as well.

In the frame of this work a generic model checking-based verification workflow was de-
signed, specifically targeting the verification of PLC programs (see Figure 3). PLC programs come
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Figure 2. Scalability comparison of the unbounded saturation and the B-I-Sat algorithm

in different languages: the IEC 61131 standard [161131-3] defines five languages. Two of them,
the high-level ST and the low-level IL are textual languages, while the FBD, LD and SFC lan-
guages are graphical. The different vendors implement these standard languages with minor or
major differences. I have considered in this work the Siemens implementation of these languages
(named SCL, STL, FBD, LAD and GRAPH/SFC, respectively). This wide variety of languages is
not always accessible to the developers, for example the set of available languages and language
features is restricted in the development of PLC software for safety-critical Siemens PLCs.

Different parts of the PLC software model checking were already addressed by different au-
thors. Most of them target low-level languages (e.g. IL in [Can+00; LNN13]), but the high-level
language ST is rarely supported [GSF08; BBK12]. Most works focus on the IEC 61131 standard
version of the PLC languages, although the main PLC hardware vendors significantly deviate
from the standards. Many PLC formal verification attempts use model checkers as underlying
verification engines (e.g. CaSMV, NuSMV or UPPAAL [Can+00; GSF08; SF11]), while some oth-
ers rely on SAT solvers (e.g. [LNN13]).

However, the main problem is that scalability and real-life usability are rarely targeted in
the related work. Only a few authors reported explicitly about tools developed to support their
ideas and algorithms, out of which only one, Arcade.PLC is available [BBK12]. Unfortunately,
Arcade.PLC is not applicable in the considered application environment, partially because the
users are exceedingly exposed to the formal details, for instance at the requirement specification.

Our workflow (depicted in Figure 3) specifically targets the scalability and usability chal-
lenges. The main steps and properties of the workflow are highlighted in the following.

+ Generic internal representation. The workflow is built around an intermediate model
(IM). This is a generic, simple representation of the formal model describing behaviour
of the software. This description is independent from the verification engine used. The
intermediate model is built on an extended automaton formalism that is appropriate to
represent program behaviours and is close to many model checkers’ input language.

« Inputs of the workflow. The inputs of the workflow are the PLC code (given in Siemens
SCL language for non-safety and in STL for safety cases) and a requirement given as a
concretised requirement pattern, similarly to [DAC99; CMS08]. A requirement pattern is
a carefully-worded English sentence with placeholders that are filled by the user with
Boolean expressions on input/output variables (signals). Then the temporal logic repre-
sentation is automatically generated.

« Reductions. To make the model checking workflow less resource-consuming (thus
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more feasible), automated property-preserving reductions are applied on the intermedi-
ate model. These comprise structural reductions, similar to optimisations performed by
compilers. Certain reduction rules are taking the requirements into account and eliminate
parts of the model that are not affecting the satisfaction of the given formula.

- External verification. To benefit from the state-of-the-art model checker developments
and to optimise the development effort, no new model checker was developed in this
project. Instead, widely-known general-purpose model checkers are wrapped and used
as verification engines. The wrappers take care of the transformations between the inter-
mediate representations and the model checker’s (input and output) concrete syntax.

« Reporting. The different verification engines produce various, model checker-dependent,
complex outputs. These are typically difficult to understand. Therefore these outputs are
transformed into an intermediate representation. Based on this, a simplified verification
report is generated that is more understandable for the PLC developers.

’ PLC code ‘ IM generation h
IM reductionH E)Ftern?l H Reporting | Verif. report
verification

TL representation
Figure 3. Simplified overview of the PLC program verification workflow

’ Reg. pattern ‘ of the requirement

Thesis 2 Icontributed to the development of a generic, flexible workflow to apply model
checking to PLC programs without requiring extensive formal methods knowledge from
the users. I designed essential parts of this workflow, as follows.

2.1 1 designed an intermediate model (IM) language that can represent PLC programs
and can act as a pivot language for different model checkers. The IM-based model
checking is a fully automated method that can be used by developers who are not
familiar with formal verification techniques.

2.2 T developed heuristics to automatically reduce the size of the intermediate models,
making the model checking workflow less resource-demanding.

2.3 I extended this model checking workflow (originally developed only for SCL pro-
gramming language) to support the PLC programming languages used in the devel-
opment of safety PLCs: FBD and LAD, via the STL language.

2.4 Timplemented the proposed model checking workflow in the PLCverif tool, provid-
ing push-button verification to the developers based on the source code of the PLC
program and the pattern-based requirement specification. I evaluated the real-life ap-
plicability of this workflow using various PLC modules and applications developed
and used at CERN.

The importance of these results is that the formal verification workflow implemented in the
PLCverif tool allows the PLC developers to apply model checking to various PLC programs with-
out requiring extensive formal verification knowledge. This makes possible to gain higher degree
of confidence in the developed PLC programs. The PLCverif tool? is in use at CERN and its usage
demonstrated that model checking can reveal issues in the specification and the implementation
of PLC programs that testing could not [j3; ¢9; c16]. The proposed workflow was used among
others in the development of a safety-critical system that is responsible for the safety of cryogenic
magnet property measurements [c9]. 12 different problems were identified using model check-
ing. Many of them were practically impossible to be found using the commonly used testing
procedures.

*http://cern.ch/plcverif/
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2 Research Methods and New Results

The work underlying Thesis 2 was a joint research with Borja Fernandez Adiego from Uni-
versity of Oviedo and CERN. His main contributions were the high-level concept of the method-
ology (as described in earlier papers [Fer+13; FBM13]), the analysis of the PLC’s behaviour, and
the variable abstraction method as one of the IM reduction methods [j3]. His work resulted in
a Ph.D. thesis [Fer14] at the University of Oviedo. My contribution is the detailed design and
development of the intermediate model language, the design and development of the reduction
methods, except the variable abstraction method. The transformation of the SCL programming
language to the intermediate model language was a joint work. The extension and adaptation of
this method to safety PLC programs is my contribution. Enrique Blanco Vifiuela and Jean-Charles
Tournier were involved in this research as advisors from CERN. Victor M. Gonzalez Suarez, Jan
Olaf Blech, Simon Bliudze, Andras V6ros and Taméas Bartha were also providing helpful com-
ments during this work.

The results of Thesis 2 are presented in Chapter 3 of the dissertation. Related publications
are the following: [j1; j3; ¢8; ¢9; c11; c13; c14; c15; c16; r23; r24].

2.3 Formal Specification for PLC Modules

The PLCverif tool and the underlying workflow made formal verification accessible to the PLC
developers without requiring special formal methods knowledge or alteration of the development
process. However, it turned out that it is difficult to formalise the requirements based on the
available informal specifications and documentations.

The pattern-based requirement specification used in the PLCverif tool and its workflow pro-
vides a limited solution for the formalisation challenge, as providing pattern-based requirements
covering the complete set of behaviours is difficult. This is a significant problem especially in two
cases: in the development of basic building blocks (reusable modules) of PLC programs, where a
bug or controversial behaviour may impact a large number of applications; and in case of safety-
critical systems. In these cases a set of declarative requirement patterns (that focuses on a limited
set of typical properties) is not sufficient, as a complete behavioural specification is needed.

Providing well-defined specification languages for industrial control systems is an ongoing
work for a long time. One of the most known specification languages is Grafcet [160848], having
its roots in mid-1970s [Bla77]. This is intended to be a precise specification language based on
safe Petri nets, however it is not generally applicable to every kind of PLC programs, furthermore
the description of complex logic tends to be ambiguous and error-prone. More recent approaches
propose simpler solutions, such as ProcGraph [Luk+13], built on finite state machines. However,
this often needs significant amount of source code written in the specification. Other solutions
approach the problem from the world of formal languages: ST-LTL [Lju+10] is an adaptation of
the LTL temporal logic to PLC programs. This method is formal and unambiguous, but it is more
suitable to describe certain invariant properties than complete specifications of systems with
significant complexity. More formal and non-formal, PLC-specific specification approaches exist,
however I did not find any that could be considered formal, unambiguous and understandable
enough for our usage at CERN.

This led to the development of PLCspecif, a domain-specific formal specification language
for complete behaviour specification of PLC modules. After analysing the available solutions,
the codebase at CERN and discussing with the developers, I have collected a set of general and
domain-specific requirements regarding the definition of the language. General requirements
towards PLCspecif are to make it formal, precise, lightweight (easy to learn). Moreover, it has
to support understandability, verification and documentation. Domain-specific requirements are
the support for events and low-level signals; to keep the logic description clean by separating the
input/output-handling and the core logic; to support multiple formalisms in order to minimise
the semantic gap between the specification formalism and the module to be specified; and the
time handling should be adapted to the PLC timer semantics [e19].
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Following the requirements, I have designed PLCspecif to be a hierarchical, modular lan-
guage. Each module is either a composite module, refined by submodules; an alternative module,
where the behaviour depends on a certain condition; or a leaf module, describing a part of the
system’s behaviour (see Figure 4 for a high-level overview of the module structure). The leaf
modules are divided into three main parts: input handling, core logic description, and output
handling. For each part, multiple formalisms are supported, thus the developer can choose the
most suitable. The input/output handling statements can be described using simple Boolean or
arithmetic expressions, or using one of the two defined tabular description formalisms. For the
core logic description, a variant of state machines, a data-flow description and PLC timer de-
scriptions can be used. These formalisms were selected based on the informal and semi-formal
methods known and used by the PLC developers. Each module can be extended with invariant
properties to support requirements that are difficult to be captured using the rather imperative
core logic description methods.

«abstract» 1 onFalse
submodules Nt e
0* 1 onTrue
T (
CompositeModule «abstract» AltModule
LeafModule —condition :
BooleanExpression

T

StatemachineModule || IoConnectionModule «abstract»
TimerModule

Figure 4. Metamodel of the PLCspecif module structure. [e19]

The abstract and concrete syntax were precisely defined for PLCspecif [r22], as well as the
formal semantics, based on an extended automaton formalism.

The fact that PLCspecif has a precise, formal semantics ensures an unambiguous behaviour
description, and it also allows us to use it for verification and code generation. In particular, I
elaborated the following methods:

« Static analysis. To check the well-formedness of the specification, I have defined a set
of rules. Most of them are implemented using graph algorithms. For some others I have
provided translations into SAT problems and thus they can be verified using the Microsoft
Z3 SAT/SMT solver [MB08].

+ Verifying invariant properties. When a PLC developer cannot be sure that the impera-
tive behaviour description satisfies some invariant properties, it is possible to include these
properties explicitly in the specification. The previously discussed pattern-based require-
ment specification is used for the definition of invariant properties. Based on the semantics
definition of PLCspecif, I gave a translation to PLCverif’s intermediate model formalism
that makes the verification of the specified invariant properties possible [¢5].

« Code generation. As a PLCspecif specification describes the complete behaviour of a
PLC program, it is possible to generate automatically an equivalent implementation. I have
defined the formal semantics of PLCspecif in a way that it is close to a control flow graph.
Based on this, I designed and developed a code generation method that creates Siemens
SCL code for a given PLCspecif specification. However, it is not enough to have a generated
code with a behaviour equivalent to the specification’s. For maintainability reasons it is
also required to have a readable, understandable generated code. Therefore the generated
code follows the structure of the specification, and the code generator was designed to
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2 Research Methods and New Results

be configurable, e.g. the structure of the generated code and the representation of state
machines or enumerations can be adjusted; thus the generated code can fit into the rest of
the code base.

« Conformance checking. In many real use cases, an implementation (PLC program) and
a specification are given, but their equivalence is not known. For example this can be the
case when a formal specification is developed for a legacy implementation, or when the
generated code was manually modified, then the specification was also modified to reflect
the code change. Behaviour equivalence checking can show the equivalence or differences
between the checked artefacts. I have designed a method to check behavioural equivalence
by translating the specification into intermediate models used by PLCverif and to create
a composite model of the two artefacts. With this composite model a model checker via
PLCverif can show or refute the equivalence.

In practice, PLCs are often used to control slow processes, where small delays in the output
do not have any observable effect on the controlled process. Requiring a strict equivalence
between two artefacts in these cases results in false positives, i.e. differences that are ac-
ceptable for the users. A high number of false positives undermines the usability of equiv-
alence checking. Therefore I have identified typical cases when strict equivalence is not
required between a pair of outputs in the checked artefacts, and I defined more permissive
conformance relations. This way the PLC developers can define for each output pair the
level of conformance they require. The conformance relations are defined formally [c6],
along with temporal logic expressions that express the violation of the relations, making
their verification possible using model checkers.

Thesis 3 1designed PLCspecif, a formal behaviour specification language adapted to the
needs identified in PLC program development. This language is designed to be used for
code generation and verification purposes.

3.1 I designed the main language concepts, then I defined the precise syntax and seman-
tics of this language. The design of the language is based on collecting the require-
ments by analysing the literature of formal specification methods and on the feedback
from the PLC developer community at CERN.

3.2 1 developed a transformation from the PLCspecif specification to the intermediate
model (IM) language used by PLCverif. This allows the usage of various model check-
ers to verify the invariant properties of the specification.

3.3 Idesigned and implemented an automated code generation method for the PLCspecif
specification language based on its formal semantics. This code generation method
is flexible and configurable, and produces Siemens SCL code that is systematically
derived from the formal specification.

3.4 I designed new conformance relations, which can be used in the PLC software de-
velopment domain and allow designers to define acceptable discrepancies between
the specified and implemented behaviours (such as short delays in output signals).
I defined a conformance checking method based on model checking to determine
whether or not a relation holds for an implementation-specification pair. Accord-
ingly, these relations provide means to verify a legacy implementation or a manually-
modified generated code against a specification. I provided an implementation for
checking these relations and evaluated their practical applicability.

The importance of these results is that the proposed specification language allows the pre-

cise, complete, formal definition of the behaviour of a PLC module without requiring extensive
knowledge about formal methods or mathematical logic. The precise and complete specification
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allows the usage of equivalence and conformance checking which can serve as a complemen-
tary method to pattern-based model checking. The case study in [¢9] showed that conformance
checking can reveal problems of real, safety-critical PLC programs used at CERN that were not
found by thorough model checking of the pattern-based property specification. The introduc-
tion of permissive conformance relations makes this verification method useful in cases where
the strict equivalence is not required. Furthermore, the PLCspecif specification language can re-
duce the manual implementation effort by providing a code generation solution suitable for the
targeted application domain.

Istvan Majzik was taking part in this research as my Ph.D. thesis supervisor. Enrique Blanco
Vifuela was taking part in this research as my advisor in the CERN Doctoral Student Programme.

The results of Thesis 3 are presented in Chapter 4 of the dissertation. Related publications
are the following: [c5; ¢6; c7; ¢8; ¢9; c12; e19; r22].

2.4 Summary of the Proposed Verification Methods

These theses proposed the usage of model checking in various settings, e.g. using different models
and requirements. Table 2 compares the main aspects of the proposed approaches.

1. Direct model checking (Thesis 1). In the first thesis, model checking is used without any
additional aid or adaptation. The formal models and requirements are created manually,
in this case using Petri nets and CTL. Then the B-I-Sat model checking algorithm (im-
plemented in the PetriDotNet framework [c10]) is executed and its results are evaluated
manually. This is a suitable method for example when a non-deterministic model is needed
that over-approximates the set of behaviours, or when the verification is a rare event and
it is not efficient to develop a dedicated toolchain for the given platform, e.g. in case of the
verification of the so-called PRISE safety logic.

2. Model checking based on requirement patterns and PLC code (Thesis 2). The in-
puts of this workflow (implemented in PLCverif [¢13]) are the implementation (PLC code)
and a filled requirement pattern. Both are understandable for the PLC developers. The im-
plementation is then automatically translated to an intermediate model. A wrapper of the
model checker takes care of transforming the model and requirement from an intermediate
representation to the concrete syntax of the model checker. The result of the verification
process is a verification report, readable for the users. This workflow is suitable for users
without extensive formal verification knowledge. Additionally, thanks to the automation
and adaptation, this method can be included in the PLC development process efficiently,
without excessive effort.

3. Conformance checking (Thesis 3). Conformance checking takes a formal specification
besides the PLC code as input. Both artefacts can be transformed into IM, then reduced
and combined into a composite model in order to perform conformance checking. Based
on the selected conformance relations a temporal logic requirement is generated. Then the
wrapped model checker evaluates the satisfaction of this requirement on the composite
model, similarly to use case #2. The result is presented in a verification report. If a formal
specification is available, conformance checking provides an easy-to-use and thorough way
to compare the implemented and the expected behaviour.

4. Code generation and invariant property checking (Thesis 3). If the implementation
is generated using a correct code generator, there is no need to compare the behaviours
of the implementation and the specification. However, in this case model checking can
be used in the specification phase to ensure the satisfaction of invariant and/or safety
properties. For this, the formal specification is transformed into IM, like in use case #3.
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3 Application of the New Results

The invariant properties are defined using requirement patterns. Then the wrapped model
checker evaluates the satisfaction of the invariant property and a report is generated.

Table 2. Overview of the proposed model checking methods

#1 Direct #2 PLC code #3 Conformance #4 Invariant
model checking model checking checking checking

Composite IM from
impl. and formal specif.
+
Automated reductions

IM from formal specif.
+
Automated reductions

Model Direct modelling ~ IM from implementation
+
Automated reductions

Requirement Manual From requirement pattern  From conformance relation From requirement pattern
Model checker Unwrapped Wrapped Wrapped Wrapped
Result Raw Verification report Verification report Verification report

3 Application of the New Results

3.1 Saturation-Based Bounded Model Checking in Practice

The saturation-based bounded model checking algorithms were implemented in the PetriDotNet
framework® [c10]. The efficiency of these algorithms was checked on various benchmark models.
Besides that, the algorithms were applied in the verification of a safety logic (named PRISE) used
in the Paks nuclear power plant in Hungary [j2]. This safety logic was successfully verified before
using different saturation algorithms [¢28; j26], but bounded model checking provided lower
verification times in several cases [j2].

Variants of the developed B-I-Sat algorithms were used for test generation purposes [€20] in
the frame of the R3-COP Artemis project [R3C].

3.2 Model Checking Critical Industrual Control Systems Using PLCverif

In the frame of my research, I have developed a tool called PLCverif* that implements the dis-
cussed PLC model checking workflow [c13]. This tool made model checking applicable in various
industrial control system development projects at CERN. This included the verification of basic
building blocks of the UNICOS framework [c16; j3], verification of larger control applications,
such as a cryogenics subsystem of the Large Hadron Collider (LHC) [j3] and the safety logic of
a special, safety-critical controller used in the SM18 Cryogenics Test Facility [c9].

3.3 Formal Specification of Industrual Control Systems Using PLCspecif

To support the PLCspecif® formal specification language, I have developed a prototype implemen-
tation of the specification tool. This demonstrated the real-life applicability of the incorporated
code generation methods [c7].

This prototype implementation is integrated with the PLCverif tool for verification (model
checking and conformance checking) purposes. This combination was used in the verification of
the safety logic used in the SM18 Cryogenics Test Facility [¢9], and the conformance checking us-
ing the PLCspecif specification successfully identified errors in a safety-critical implementation
that was already verified using model checking of pattern-based property specification, proving
the complementarity of the property-oriented (pattern-based) and behavioural (PLCspecif-based)
specification checking methods.

*http://petridotnet.inf.mit.bme.hu/en/
*http://cern.ch/plcverif/
*http://cern.ch/plcspecif/
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under publication.
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D> Own contribution, joint paper with M.Sc. thesis supervisors.
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4.2 Additional Publications (Not Linked to Theses)
Journal Papers

[j25] Vince Molnar, Andras Voros, Déniel Darvas, Taméas Bartha, and Istvin Majzik.
Component-wise incremental LTL model checking. Formal Aspects of Computing 28(3),
2016, pp. 345-379. po1: 10.1007/s00165-015-0347-x. [Fo914 = 0.80.

[j26] Andras Voros, Daniel Darvas, Attila Jambor, and Tamas Bartha. Advanced saturation-
based model checking of well-formed coloured Petri nets. Periodica Polytechnica, Electrical
Engineering and Computer Science 58(1), 2014, pp. 3—13. po1: 10.3311/PPee.2080.

International Conference and Workshop Papers

[c27] Vince Molnar, Daniel Darvas, Andras Voros, and Taméas Bartha. Saturation-based incre-
mental LTL model checking with inductive proofs. In: Christel Baier and Cesare Tinelli
(eds.), Tools and Algorithms for the Construction and Analysis of Systems, Lecture Notes in
Computer Science, vol. 9035, pp. 643—-657. Springer, 2015. por: 10.1007/978-3-662-46681-
0_58.

[c28] Tamas Bartha, Andras Voros, Attila Jambor, and Daniel Darvas. Verification of an indus-
trial safety function using coloured Petri nets and model checking. In: Proceedings of the
14th International Conference on Modern Information Technology in the Innovation Processes
of the Industrial Enterprises (MITIP 2012), pp. 472-485. Hungarian Academy of Sciences,
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[c29]

4.3

[a30]

[a31]

[a32]

[a33]

Computer and Automation Research Institute, 2012. URL: http://petridotnet.inf.mit.bme.
hu/publications/MITIP2012_BarthaEtAl.pdf.

Andras Voros, Tamas Bartha, Daniel Darvas, Tamas Szabd, Attila Jambor, and Akos
Horvath. Parallel saturation based model checking. In: Proceedings of the 10th International
Symposium on Parallel and Distributed Computing (ISPDC), pp. 94-101. IEEE, 2011. por:
10.1109/ISPDC.2011.23.

Additional Work

Déniel Darvas. Incremental extension of the saturation algorithm-based bounded model
checking of Petri nets. Master’s thesis. Budapest University of Technology and Economics,
2014. UrL: http://petridotnet.inf.mit.bme.hu/publications/Diplomaterv2013_Darvas.pdf.

Daniel Darvas. Petri-hal6 alapi formalis modellek analizise hatékony korlatos modellel-
len6rzési technikak segitségével [in Hungarian; Efficient bounded model checking tech-
niques for Petri net based formal models]. Bachelor’s thesis. Budapest University of Tech-
nology and Economics, 2011.

Déniel Darvas and Attila Jambor. Komplex rendszerek modellezése és verifikacidja [in
Hungarian; Modeling and verification of complex systems]. Scientific Students’ Associ-
ation Report. 2011. URL: http:// petridotnet.inf. mit.bme.hu/publications/ TDK2011 _
Darvasjambor.pdf.

> The extension of the saturation algorithms to coloured Petri nets is the contribution of
A. Jambor. The saturation-based bounded model checking algorithm is my own contribution.

Daniel Darvas. Szaturaci6 alapu automatikus modellellen6rz6 fejlesztése aszinkron rend-
szerekhez [in Hungarian; Implementing a saturation-based model checker of asyn-
chronous systems]. Scientific Students’ Association Report. 2010. URL: http://petridotnet.
inf.mit.bme.hu/publications/OTDK2011_Darvas.pdf.
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