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Abstract—Communicating autonomous vehicles (CAVs) can
obtain direct measurements from their sensors or indirectly
receive them via Vehicle-to-Vehicle (V2V) communication. As
the CAVs are expected to share a part of their measurements,
it can naturally pose a privacy threat by possibly revealing
the route of the sender vehicle. Consequently, we shall assess
the risks of sharing a dataset that is a mixture of direct and
indirect measurements. However, a wide variety of papers focus
on localization attacks for direct measurements; incorporating
indirect measurements opens a new horizon for these researches.

In this paper, we analyze a couple of localization algorithms for
mixture datasets with applicable performance metrics. We have
evaluated the algorithms in an Eclipse SUMO-based simulation.
We consider these results as the baseline of future research.

Index Terms—indirect measurements, V2V communication,
localization attack, localization performance

I. INTRODUCTION

With the emergence of communicating autonomous vehicles
(CAVs), vehicle-to-vehicle (V2V) communication will open
new horizons in crowdsensing. When two CAVs meet, they
can exchange measurement data to support real-time decision-
making and tactical or strategic planning. In this paper, we
denote the sender vehicle as Ego and the receiver as Alter.

As these vehicles receive data from each other, their knowl-
edge base is a mixture of their own direct measurements and
indirect records received from fellow vehicles, see Fig. 1.
However, exchanging data is fruitful for various use cases;
it also poses security issues [1]. For example, an honest but
curious Alter might conduct a passive localization or tracking
attack against Ego by inferring its route according to the
exchanged dataset.

This paper presents three heuristic adversarial localization
algorithms that try to identify Ego’s route by analyzing the
dataset it sent. We also define abstract, road-network inde-
pendent performance metrics to evaluate the success rate of
these algorithms. Consequently, we consider the results shown
in this paper as baseline measures for qualitative analysis of
privacy-preserving V2V data-sharing techniques.
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Fig. 1: Example of the mixed dataset collected by a vehicle.
Ego is the dark red vehicle, its direct measurements are
depicted as a dark red bar. Other bars represent the indirect
measurements received from the gray and the green vehicles.
The green vehicle also shared the maple-colored car’s data
with Ego.

A. Related Works

Preserving the privacy (i.e., the route) of CAV users is a
severe security issue [2], especially in a computational fog
environment [3]. However, the data exchange in vehicular
communication is similar to traditional mobile crowdsensing
[4]; V2V communication introduces a new communication
layer. Hence, already existing privacy-preserving mechanisms
[5] do not focus on securing this channel.

To fill this research gap, we shall take the following steps:
1) We shall define attacker models against the V2V crowd-

sourcing scheme.
2) Make countermeasures against localization attacks.
3) Assess the performance of the attacker to evaluate the

proposed countermeasures.
This paper focuses on the 1) and 3) items and proposes

a framework with comparative baseline measurements for
analyzing countermeasures. For performance evaluation, many
papers define privacy or trajectory similarity measures in the
function of geographical distance [6], [7] although it might
depend on concrete road networks and traffic scenarios. To
mitigate possible side effects, we use abstract performance
and similarity measures besides endpoint distances.
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II. PROBLEM FORMULATION

A tracking algorithm of the Alter vehicle is equivalent to
the following challenge: Ego vehicle (being on the λe street)
shares dataset D with Alter. Ego has already passed through
an R route on a P set of (directed) streets. Given a finite
map of a city as a directed graph M(J, L) with J junctions
and L streets, Alter has to label each λ ∈ L street to indicate
whether or not Ego has moved along that particular λ street.
Therefore, Alter’s challenge is a binary classification, in which
Î(λ) = 1 indicates Ego has moved along street λ, and Î(λ) =
0 indicates that Ego has not been on street λ. The resulted
P̂ = {λi|Î(λi) = 1, for ∀λi ∈ L} estimate is the localization
attack of Alter against Ego. We assume that Alter can only
perform one single attack.

Dataset D consists of {λ, τ, ν} triplets, where λ ∈ L is the
location of a measurement, τ is the measurement time, and ν
is the measured value. Moreover, we assume that Alter knows
the T transition matrix of which T[i, j] = P(

−−→
λiλj) element

corresponds to the turning probabilities of the traffic for each
λi, λj ∈ L street pairs. Using this information, Alter can order
a P̂ set to have a topologically ordered R̂ list of edges, which
is the estimated route of Ego.

To evaluate such R̂ estimates, we can define performance
metrics. There are three simple approaches to the definitions.
The first idea is to measure the aerial distance d(R0, R̂0)
between the origins R0 and R̂0. In the case of localization, it
is more meaningful to use aerial distance instead of driving
distance, since it is symmetric, i.e., d(R0, R̂0) = d(R̂0, R0).

Considering Alter’s challenge is fundamentally a binary
classification problem, we can use classical, confusion matrix-
based performance metrics. For this, we define the number
of positive samples as: P = |P |, and negative samples as:
N = |L \ P |. Number of true-positives (TP) are the number
of correctly identified streets along Ego’s route:

TP =
∑

λi∈P

Î(λi) (1)

Similarly, false-positive (FP) are those samples that Alter
mistakenly identifies as a part of Ego’s route:

FP =
∑

λi∈L\P
Î(λi) (2)

Following the traditional definition, the true-positive-rate
(TPR) and false-positive-rate (FPR) is defined as:

TPR =
TP
P

(3)

FPR =
FP
N

(4)

The third approach to evaluate Alter’s performance origi-
nates in natural language processing (NLP). One can treat the
λi ∈ P streets, which Ego has visited, as letters; hence, we can
consider R as a word. Consequently, Alter’s R̂ route estimate
is also a word. Since we aim to compare R to R̂, we can use

Fig. 2: Construction of the BFS–data-tree. (Edge directions
are not shown.)

traditional NLP similarity metrics to evaluate the accuracy of
Alter’s algorithm.

One of these similarity measures is the J (R, R̂) Jaccard
index [8]. In this paper, we define the Jaccard index as:

J (R, R̂) =
TP

P + |R̂| − TP
. (5)

Another well-known similarity metric is the cosine similar-
ity: Sc(R, R̂). In our case, the Sc(R, R̂) can be defined as:

Sc(R, R̂) =
TP

√
P ·

√
|R̂|

. (6)

III. LOCALIZATION ATTACK ALGORITHMS

We will discuss in the following how Alter can compute
R̂, the estimate of Ego’s route. However, more sophisticated
algorithms could exist; we will define three simple methods
in this paper.

A. The BFS-Tree

Given the M(J, L) map and the D dataset, Alter can build
a topologically sound tree from the λe ∈ L position. As a first
step, Alter shall restrict the search space only on those λi edges
which are in the received D dataset: Pd = {λi|∀λi ∈ D}. We
note there is no restriction on D; therefore, P is not necessarily
a subset of Pd, and vice versa. Hence, Alter shall build a
tree on the filtered M(J, L ∩ Pd) map graph. Secondly, Alter
shall construct the M(J, L̂ ∩ Pd) reverse of the map. It can be
calculated by the Bayes rule, by taking the T⊤ transpose of
the original transition matrix and normalizing it row by row.
The resulted Q matrix is the so-called time-reversed version
of the original T transition matrix, similarly to [9]. While the
T matrix describes which are the λj possible next streets to
go to for a CAV being on the λi street; Q represents which
are those λj streets from which a CAV could come if it is
currently on street λi.

Hence, the F data tree can be constructed by the search
tree of a breadth-first-search [10] on the M(J, L̂ ∩ Pd) graph
from the λe root as illustrated in Fig. 2. After obtaining the F
BFS–data-tree, Alter has to mark a path in this tree that will be
its R̂ estimate. The following algorithms describe three ways
to label such a path.
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Fig. 3: An example of the river algorithm.

B. River Algorithm

Selecting the longest path, i.e., the highest subtree in F ,
might be the most natural R̂ estimate. One can assume that
Ego’s movement connects the indirect measurements in the D
dataset. Hence, Ego’s R route shall form the trunk of the F
tree. This trunk is a path from the root to one of the deepest
leaves. As the resulting algorithm is similar to the naming
traditions of rivers in Geography, this algorithm is called the
river alogrithm.

Algorithm 1 presents, and Fig. 3 illustrates the behavior of
the algorithm.

Algorithm 1: River Algorithm.
1 i n p u t : F , λe

2 ou tpu t : R̂
3

4 f u n c t i o n g e t h i g h e s t s u b t r e e ( λ )
5 beg in
6 i f λ ∈ l e a v e s (F ) then :
7 r e t u r n λ , 1
8 e l s e :
9 t ← [] , h ← 0

10 f o r each λi ∈ c h i l d r e n ( λ ) :
11 tλi

, hλi
← g e t h i g h e s t s u b t r e e ( λi )

12 i f hλi
> h then :

13 t ← tλi
, h ← hλi

14 r e t u r n i n s e r t ( t , λ ) , h + 1
15 end
16

17 beg in
18 R̂ , h ← g e t h i g h e s t s u b t r e e ( λe )
19 r e t u r n R̂
20 end

C. Time-bounded River Algorithm

Ego’s direct measurements, besides possibly forming the
tallest subtree F , are ordered correctly by its movement both in
space and time. Although, the river algorithm only calculates
with locations. To also handle the time of the measurements,
we must modify the river algorithm.

The first modification is to add time label τi to each λi ∈ F
node, see Fig. 4. However, containing direct and also indirect
measurements, D may contain more time entries for a λi

location. Direct measurements of Ego are likely the most
recent ones1; hence, in the labeling, we will choose the latest
possible τi value. Let us denote the latest time entry from a
λi street τ(λi).

Secondly, with the τ(λi) function, we will make the follow-
ing restriction in the highest subtree searching subroutine. If λi

is the parent of λj in F then τ(λi) ≥ τ(λj) shall be satisfied.

1However, sometimes Ego functions like a transmitter, see Fig. 4. In such
cases, Ego can have indirect measurements that are more recent than its direct
ones.

With this modification, we can modify the river algorithm to
obtain the time-bounded river algorithm (triver) as presented
in Algorithm 2.

Algorithm 2: Time-bounded River Algorithm.
1 i n p u t : F , λe , τ(·)
2 ou tpu t : R̂
3

4 f u n c t i o n g e t h i g h e s t t i m e d s u b t r e e ( λ )
5 beg in
6 i f λ ∈ l e a v e s (F ) then :
7 r e t u r n λ , 1
8 e l s e :
9 t ← [] , h ← 0

10 f o r each λi ∈ c h i l d r e n ( λ ) ∧ τ(λ) ≥ τ(λi) :
11 tλi

, hλi
← g e t h i g h e s t t i m e d s u b t r e e ( λi )

12 i f hλi
> h then :

13 t ← tλi
, h ← hλi

14 r e t u r n i n s e r t ( t , λ ) , h + 1
15 end
16

17 beg in
18 R̂ , h ← g e t h i g h e s t t i m e d s u b t r e e ( λe )
19 r e t u r n R̂
20 end

D. Minimal Probability Route Algorithm

We may observe that the previously presented river and
triver algorithms suppose that Ego has already traveled a
long route, which characterizes the trunk of F . However, Ego
can come from a rarely-visited nearby street. This case is
quite interesting because the (reason of) uniqueness of Ego’s
data varies along its R route. Let us assume the following
scenario of Fig. 5: Ego comes from a dead-end street being
in communication range to an arterial way. After departing,
Ego goes through some local roads. Here, having data from
the dead-end street might not be unique as many vehicles can
be close enough to have measurements from this part of the
road network. After that, Ego turns into a collector way. On
the collector way, vehicles rarely have data from the dead-end
street, as they usually do not visit its neighborhood. Therefore,
Ego has some unique data records. Finally, after joining the
traffic of the arterial way, having data from the dead-end street
is normal as it is in communication range. However, Ego’s
dataset is unique as most CAVs on the artery do not have data
from the local streets out of the communication range.

After receiving D, Alter can reason that if Ego has some
records from an unlikely street, its origin might be this partic-
ular street. However, we shall define unlikely street carefully.
Having measurements from the local roads of the above
example is unlikely for a vehicle moving on the artery. But
it is not among fellow vehicles on the local roads.

To express the (un)likelihood of a λ street, we can use the Q
time-reversed transition matrix. We know that Ego is currently
on the λe street. Let us denote πs the vector that indicates the
position of Ego s = {0, 1, 2, . . . } steps ago2. Hence, the π0

vector is a deterministic unit vector of which eth coordinate is
1.0, indicating Ego is currently on the λe street. For any s ≥ 1,
the ith coordinate of the πs vector expresses the probability

2In this paper, s was limited to the 0 ≥ s < 20 range, as longer routes
were unlikely.
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Fig. 4: An example of the time-bounded river (triver) algorithm.

Fig. 5: Road network with typical hierarchy. The Ego vehicle
can start from a dead-end road, and after traveling through
some local and collector ways, it joins the traffic in the arterial
road. Along the way, there are different possibility that the
vehicles in the traffic have data from the dead-end street.

that Ego was on the λi street s steps ago. Using Q, Alter can
calculate this probability as:

πs = π0Qs ∀s ∈ {1, 2, 3, . . . }. (7)

For a particular λi ∈ Pd street, Alter can calculate its δ(λi)
depth from the root in the F data tree. As Alter assumes that
Ego has a (bounded) rationality in route planning, this depth
corresponds to the s steps that Ego had to move between the
λi and λe streets.

For a more compressed expression, let us denote
p
(
λi, δ(λi)

)
the probability that Ego was on the λi given λi

is in δ(λi) depth in F .

Therefore, Alter can label each λi ∈ F edges with cor-
responding probabilities: p

(
λi, δ(λi)

)
. The minimal proba-

bility route (minp) algorithm will select the least probable
λminp

= arg minλi
p
(
λi, δ(λi)

)
edge in F , and simply returns

the way from the λe root to λminp as the R̂ route estimate,
see Algorithm 3 and Fig. 6.

Fig. 6: An example of the minimal probability route (minp)
algorithm. Vertices are colored following the prior probability
(darker is more probable).

Algorithm 3: Minimal Probability Route Algorithm.
1 i n p u t : F , λe , p(·, ·)
2 ou tpu t : R̂
3

4 beg in
5 R̂ ← []
6 λ ← argmin

λi∈F
p

(
λi, δ(λi)

)

7 i n s e r t ( R̂ , λ )
8

9 whi l e λ ̸= λe

10 beg in
11 λ ← pa ren t ( λ )
12 i n s e r t ( R̂ , λ )
13 end
14

15 r e t u r n R̂
16 end

IV. EVALUATION

To evaluate the localization algorithms, we ran microscopic
traffic simulation in Eclipse SUMO [11]. During the simula-
tions, we collected the meeting vehicles. As 50 m is a range
in which no V2V communication methods drop performance
significantly [12], we defined meetings as a 50 m communi-
cation range. Consequently, vehicles closer to each other than
50 m were the meeting vehicles.

Each car was a CAV; hence, upon meetings, every vehicle
shared the most recent part, i.e., 90 s from its D dataset to
ensure the ability to run the simulations on an average PC
equipped with 16 GiB of RAM. As a constant exchange of
measurement data would be unrealistic between CAVs, at least
180 s shall elapse between two data exchanges of a pair of
CAVs.

For performance analysis of the localization algorithms,
each vehicle ran them after data exchanges.
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Fig. 7: The road network of the simulation scenario.

Fig. 8: Performance comparison of the localization algorithms.
Whiskers indicate the 5th and 95th percentile.

A. Simulation Scenario

A concrete road network and traffic demand might influence
the obtained results; hence, we created an abstract traffic
scenario. The used network was spider web shaped with 7 arms
and 5 rings, see Fig. 7. The longest direct driving distance in
this network is slightly more than 1000 m. Therefore, one
might interpret this network as an abstract model of a central
business district in a city.

We generated traffic for the scenario in the following man-
ner: 2400 CAVs depart randomly within 4 hours. The vehicles
have a random origin street, which is also their destination.
Each CAV has to stop for 30 min in a randomly chosen parking
lot. We specified this parking lot in design time; however,
this might not be free when a particular CAV arrives. In this
case, Eclipse SUMO helps the CAV find a new parking lot in
the neighborhood by the so-called parking lot rerouters. After
30 min of parking, the vehicles return to their origin.

The CAVs measure the occupancy of the parking lot while
they are moving. We assume a vehicle can directly measure
this occupancy rate when it is no more than 50 m away from
the parking lot, which seems to be a realistic visual, or a
reliable communication range.

B. Results

After simulations, we can analyze the obtained results.
Despite P = 1 seeming to be a trivial case, it is not: Ego might
have exchanged data right after it had started moving. Hence,
we cannot filter out this case. Furthermore, Ego occasionally
meets Alter before Ego has measurements from a given street
(Ego is close to Alter but outside the 50 m range of the parking
lots). It can result in TPR=0.0 values; see Fig. 9.

According to Fig. 9a and Fig. 9c, the river and minp
algorithms have similar performance. It was expected be-
cause if d(λe, λi) < d(λe, λj) then usually p

(
λi, δ(λi)

)
>

p
(
λj , δ(λj)

)
. Hence, further away origins are also more

unlikely, resulting in similar trajectory estimates. In terms
of FPR, minp is slightly better than the river algorithm,
see Fig. 8, which might be caused by the rare cases when
d(λe, λi) < d(λe, λj) but p

(
λi, δ(λi)

)
< p

(
λj , δ(λj)

)
; when

the origin of the longest route is not as unlikely as another
λi ∈ F street, similarly to the example in Fig. 3 and Fig. 6.

TABLE I: Average length of R̂ route estimate

algorithm average predicted length [#streets]
river 7.99
triver 5.02
minp 6.41

As the triver algorithm outperforms the river and minp
in each metric, see Fig. 8, we suppose that choosing the
trajectory of most recent measurements is indeed a good
heuristic. The triver algorithm gives a significantly lower
false-positive rate, see Fig. 9b, and a slightly higher true-
positive rate, see Fig. 8 compared to other algorithms. As it
also has significantly better performance in similarity metrics
J (R, R̂) and Sc(R, R̂), a slightly worse d(R0, R̂0) distance
result seems to be a paradox. Considering that triver tends to
predict shorter routes compared to the other two methods; see
Table I, we can conclude that triver offers a briefer but better
quality R̂ route estimate. However, this estimate might not be
long enough to be close to the true origin of Ego.

Finally, Fig. 8 illustrates that the raw d(R0, R̂0) distance
between the origin of the true and the predicted trajectories
has a limited algorithm ranking capability: All three presented
algorithms achieve approximately the same results in terms of
d(R0, R̂0) distance. In the meantime, the quality and the size
of the inferred trajectories can differ significantly.

V. CONCLUSION

This paper presented a general framework for assessing
location privacy loss in V2V measurement data exchange. To
quantify this privacy loss, we used several metrics reflecting
the quality of an adversarial trajectory reconstruction based on
the exchanged data.

As someone’s location and route are sensitive informa-
tion, we shall protect it from unauthorized access. However,
there exist network or data-link level privacy-preserving V2V
communication techniques; an adversarial Alter might run
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(a) Performance of the river algorithm.

(b) Performance of the triver algorithm.

(c) Performance of the minp algorithm.

Fig. 9: Performance of the localization algorithms in the function of the size of the P set. The triver algorithm provides
significantly better results in the FPR metric compared to the river and minp algorithms. On the other hand, the triver
algorithm achieves lower performance in TPR when the size of the P set is higher. Moreover, the river algorithm sometimes
provides better J (R, R̂) and Sc(R, R̂) similarities around |Pd| = 15 than the minp algorithm.

application-level inference software to track the Ego vehicle.
In such case, as Fig. 8 shows, even simple passive heuristic
tracking algorithms can be successful in localization attacks
against an unprotected sender.

Consequently, we shall make countermeasures against such
an information leakage. In our future research, we aim to
develop an application-level solution that is location-secure by
design and to evaluate it in more complex, realistic scenarios.
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