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Abstract

This dissertation aims at investigating the capabilities of traffic characterisation tech-
niques in a number of research and real-life applications. From the sizable research
areas in this field, this work addresses the measurement-based construction of traffic
models, the creation of measurement-based resource requirement estimators, their ap-
plications in node level measurement-based admission control and network performance
management, and the development of architectures for traffic generator tools specialised
for the verification of measurement-based traffic characterisation techniques. The first
area of study is an empirical stochastic network operating system model that provides
a solution for simulation-based studies requiring high statistical accuracy on the packet
level. The model can interoperate modularly with all Layer 4 protocols of the TCP/IP
protocol stack, with ATM and Ethernet in Layer 2 and with arbitrary Layer 1 proto-
cols, and it can be parametrised with a measurement-based procedure. In the second
part of the study, an analytical investigation is carried out to arrive at expressions for
the optimal, direct computation of the equivalent capacity and the buffer requirement
of conversational or streaming voice and video traffic flows. The results are made part
of a general methodology for reformulating earlier network performance estimators into
resource requirement estimators. In the third part of the work, the achieved results are
applied in the field of adaptive network control solutions in the form of a measurement-
based CAC scheme and a network performance management architecture, both based
on the distributed, on-line computation of the novel equivalent capacity estimator. The
fourth part of the work deals with the verification of the proposed solutions through
a precision traffic generator architecture which can produce traffic-model-driven, ac-
curately timed test traffic patterns through the use of a novel time-shifted precision
packet generation process for UNIX-type operating systems.
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Chapter 1

Introduction

The design methods and the operation practises of today’s telecommunication networks
have been shaped by numerous measurement-based traffic characterisation (MBTC)
techniques. Measurements have provided the foundation of traffic models, which in turn
made the dimensioning of network nodes and communication links possible. When de-
ployed, traffic models need further measurement data in order to align their parameters
to the particular network type and network conditions they are used in. Appropriate
traffic models parametrised using measurements taken in live networks are key in traffic
engineering and network capacity extension planning. As a recent step in the evolu-
tion of telecommunications, network control applications have as well started to rely
on real-time measurements so as to incorporate information on the momentary oper-
ational state of the network into network control decisions. The measurement of link
utilisation, round trip delay, jitter, and packet loss is quickly becoming commonplace
in many contemporary adaptive network control systems.

This dissertation investigates measurement-based traffic characterisation techniques
in the field of traffic modelling, adaptive network control based on network performance
and resource requirement estimation and in the verification of these solutions.

The term traffic characterisation encompasses a number of methods tailored to rep-
resent all or a selected set of traffic properties. The diversity in traffic characterisation
methods has been fostered by different applications. The analytical analysis of a specific
traffic type in a queuing system necessitates the construction of traffic models capturing
the complete statistical behaviour of the traffic, while for an adaptive network control
system it may suffice to present a metric describing one aspect of the traffic or the
network, such as the expected packet loss or the bandwidth requirement of the traffic.
Consequently, traffic characterisation is typically conducted according to three main
approaches.

1. In the first approach, traffic models are built to reproduce the measured charac-
teristics of real traffic in full statistical detail on the selected abstraction level,
with the focus only on the traffic isolated from the specific network context.

2. In the second approach, the focus of investigation is directed on the performance
aspects created by the traffic in network nodes and network paths. These per-
formance indicators describe the rate overflow probability, packet loss, delay, and
delay variation that is expected in the network. In order to compute these perfor-
mance metrics, network performance estimators have to incorporate knowledge
of the attributes of the node or network path that carries the traffic, such as
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the service capacity of communications links and the available buffer space. The
properties of network traffic is also an input to these estimators.

3. The third approach deals with the traffic itself again, but this time in a specific
network context, in which resource requirement estimators are computed that
represent a selected property of network traffic in the presence of performance
constraints. Resource requirement estimators are expressions representing a se-
lected property of the traffic (e.g. bandwidth requirement, buffer requirement)
in a particular queuing system, instead of the context-free, generic statistical
or algorithmic characterisation traffic models provide. These estimators also in-
corporate information about the queuing system serving the traffic, such as the
service capacity and buffer size, but in addition to these, they also need the tar-
geted network performance as input, typically specified as a loss or delay criterion.
Thus resource requirement estimators predict the requirements of network traffic
if it is to pass a specific network device while complying to a predetermined per-
formance constraint. This is in sharp contrast to generic traffic models that are
context-independent. Resource requirement estimators were brought to existence
driven by the special needs of adaptive network control systems, which require
ready-to-use performance metrics instead of an abstract and detailed statistical
characterisation of the traffic.

Depending on the motive behind traffic characterisation, either of these three ap-
proaches or their combinations can be used to deliver information about the behaviour
of the traffic in the network.

The proliferation of adaptive network control systems have accelerated the transfer
of measurement based traffic characterisation techniques from research testbeds into
real-life applications, which applies in particular to network performance estimators
and resource requirement estimators. At the same time, this process has increased
the importance of the verification of the correct operation of these estimators, their
robustness against sources of errors that can be kept under control in research testbeds
but not in networking products deployed in live networks.

The first and foremost task of the verification is to warrant that the traffic char-
acterisation expression or algorithm provides an accurate, undistorted estimate of the
quantity it was designed to measure (e.g. bandwidth requirement, buffer overflow prob-
ability, or delay). The second task during verification is the survey of the sensibility of
the estimator to different sources of errors stemming from distorted statistical estima-
tors or inaccurate sampling.

The verification of the accuracy of traffic characterisation algorithms is most com-
monly carried out by feeding the measured link with traffic of predetermined statistical
properties. For certain traffic patterns, such as those generated by Markov modu-
lated on-off sources, the traffic characterisation can be performed analytically, yielding
closed-form solutions. Provided that the test traffic realises such a pattern, the mea-
sured estimate can be compared to the result of the analytical computation. The
primary pitfall that needs to be avoided is the inaccurate realisation of the test traffic
pattern. If the timing of the test packets deviates from the theoretical values, no firm
conclusion can be given on the accuracy of the algorithm.

For the reasons above, the implementation of any traffic characterisation technique
needs to be meticulously investigated with high precision traffic generators prior to
deployment in networking products.
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Chapter 2

Research Objectives

This dissertation aims at investigating the capabilities of traffic characterisation tech-
niques in a number of research and real-life applications. From the sizable research areas
in this field, this work addresses the measurement-based construction of traffic models,
the creation of measurement-based resource requirement estimators, their applications
in node level measurement-based admission control (MBAC) and network performance
management, and the development of architectures for traffic generator tools specialised
for the verification of measurement-based traffic characterisation techniques.

In the field of traffic modelling, a partly unexplored area is the detailed packet-level
modelling of traffic sources in network simulators, down to the extent that the statistical
properties of simulated traffic patterns match those of measured traffic traces recorded
under similar network conditions. Often, experiments in network simulators are capable
of reproducing long-term traffic characteristics, such as throughput or overall packet
loss, but fail to recreate subtle fluctuations in the traffic on the burst or packet levels.
Elastic data communications traffic is one peculiar example of the case where precise
analytical modelling has proven to be too complex. For this reason, network simulators
are in most cases equipped with the full implementation of the concerned protocol
state machines, instead of only models of the protocols in the protocol stack. Yet, in
real network devices the generated traffic pattern is not shaped only by the protocols
state machines alone. In order to realise the exact behaviour of real sources, some
modelling is needed in the non-adaptive part of the model to describe the behaviour of
the network operating system hosting the adaptive protocol implementation. Thesis 1
constructs a measurement-based network operating system model, which extends the
protocol state machines with the necessary stochastic behaviour observed in real hosts
to create realistic traffic patterns in simulated networks.

The needs of adaptive network control systems have significantly changed the re-
quirements placed on measurement based traffic characterisation techniques. The
straightforward interpretation and ease of use associated with the metrics provided
by resource requirement estimators have placed this traffic characterisation technique
into the spotlight. The need for a new generation of resource requirement estimators
has emerged that provide expressions for the direct computation of the bandwidth re-
quirement and the buffer requirement of traffic flows in the presence of QoS constraints,
and all of these in a computationally favourable form. Thesis 2 defines the direct form
of the bandwidth requirement and that of the buffer requirement in the many sources
asymptotic regime, and furthermore provides a general methodology for reformulating
earlier overflow probability estimators into the new direct form. Thesis 3 also intro-
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duces methods to exploit the advantages provided by the novel resource requirement
estimators in the implementation of adaptive network control systems. Here, the goal is
the engineering of a node MBAC solution that benefits from the QoS-constraint-aware
information provided by a measurement-based bandwidth requirement estimator, which
at the same time can also meet the strict timing constraints placed by the real applica-
tion on the computation process. The scope of the investigations on the applicability
of resource requirement estimators also extends to a network performance management
scheme that employs the centralised decision strategy.

Traffic generator tools play a key role in the verification of measurement-based
traffic characterisation techniques and adaptive network control systems built on top
of these techniques. The requirements on such tools in the verification process are more
stringent in case the system under test is a measurement-based traffic characterisation
algorithm. Besides the high precision of the packet transmission process conventionally
expected from the tool, it has to support packet generation governed by sophisticated
traffic models both on the call and the packet levels. In all test organisations, but
especially in research testbeds, the cost of the tool is also a key factor, which raises the
value of low-cost workstation or PC-based traffic generator tools. Thesis 4 introduces
the key architectural elements that workstation-based traffic generator tools need to
implement in order to meet the technical requirements outlined above.

7



Chapter 3

New Results

3.1 Extension of Traffic Models with Network Operating

System Effects

The cell level study of ATM networks and the packet level analysis of IP networks by
means of simulation requires an accurate model of traffic sources. Computers intercon-
nected by a high speed LAN and server machines connected directly to a high-speed
backbone network experience that the bottleneck in the communication is typically not
located in the network, but inside the computer hosting the traffic source [1].

The characteristics of the packet stream generated by Internet hosts are nevertheless
primarily shaped by the network application and the transmission protocol it uses. Yet,
the resulting traffic pattern is further influenced by the interaction of several limiting
factors originating from the operating system and the communications hardware. The
main contributors are processor and operating system (OS) performance, scheduling
contentions and socket buffer copy rules. These performance limitations are often
omitted from simulated traffic sources. This simplification is acceptable in some cases,
but it can lead to inaccurate simulation results and incorrect conclusions. The analysis
of the transient behaviour of queuing systems and traffic management algorithms along
with the performance metrics (loss; delay; jitter) they influence are prime examples of
environments where the inclusion of these details is necessary for correct results.

Earlier attempts at incorporating these OS- and hardware-induced properties of
network traffic used packet traces [2], analytical models, and low level structural or
behavioural models [3].

Thesis 1. I have defined an empirical model of the effect of the host operating system
on the traffic stream generated by persistent and greedy TCP connections.

Thesis 1.1. Position of the host model in the protocol stack of simulated end points
[J3], [C3].

I have determined that the model describing the host OS and the network interface
card driver is best placed in the protocol stack of the simulator as an additional layer
between the Layer 3 and Layer 2 protocols.

The introduced model aggregates the effect of all operating system related perfor-
mance limiting factors into a single algorithm which describes the behaviour of one
host in the network. The algorithm influences the time spent with processing between
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two successive packet transmissions, which is referred to as inter-packet gap and inter-
packet time in the rest of the document. Based on theoretical considerations, the host
model is placed in the protocol stack of the simulator as a layer between the Layer 3
protocol (i.e. the Internet Protocol (IP) in most cases) and the data link layer protocol
(Fig. 3.1). The correctness of this choice was confirmed by numerous simulation results.

Figure 3.1: Placement of the host model in the protocol stack

3.1.1 Stochastic Network Operating System Model

A simple, deterministic way of modelling the bottleneck inside a source is a large buffer
with a server. The buffer receives packets from the TCP/IP protocol stack and adds a
delay (d) prior to forwarding each packet:

d = dpacket + ldbit . (3.1)

The delay components in (3.1) can be interpreted as each packet is delayed with a
constant packetisation delay (dpacket) and a transmission delay (dbit) that is dependent
on the length of the packet (l). Several measurements and a similar conclusion in [1]
support the assumption of linearity of the introduced delay in terms of packet length.
This way the achievable peak rate of the source becomes limited by the host itself,
not only by the network. Using these delay components, an estimate of the long-term
application-level throughput R can be given by dividing the size of the data unit to be
transferred by the amount of time required for transmission:

R =
luser unit

dpacket + lpacketdbit
. (3.2)

In (3.2), luser unit is the length of user data unit prior to reaching the transport protocol
(e.g. TCP maximum segment size) and lpacket is the length of the packet with all
the overheads added (e.g. IP maximum transmission unit, usually luser unit + 40 bytes,
assuming the use of TCP and no IP options).

Traffic traces taken in real networks, however, show that dpacket is in fact a random
value, hence it must be replaced in (3.2) with a random variable Dpacket.

Thesis 1.2. I have defined a stochastic model of the host operating system’s effect on
packet interarrival times [J3], [C3].
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Packet interarrival times in a real Internet host are made up by a stochastic pack-
etization delay component Dpacket and a deterministic transmission delay component
lidbit.

Di = Dpacketi
+ lidbit , (3.3)

The packetisation delay Dpacketi
can be modelled as a three-state process, in which the

system enters and leaves the first and second states strictly periodically. The deter-
ministic part of the model dbit can be computed from the measured application level
throughput values (R1 and R2) recorded in a testbed in two experiments using two dif-
ferent packet sizes (lpacket1 and lpacket2)

dbit =
R2luser unit1 − R1luser unit2

R1R2(lpacket1 − lpacket2)
. (3.4)

Based on observations of traffic traces, an important property of the packetisation
process is that the inter-packet times can be separated into three distinct categories:

• big values, which have small variance and occur periodically;

• medium values, which have large variance and arrive periodically;

• small values, which are non-periodic and are concentrated in a well definable
interval.

The same layered structure can be detected in traffic traces recorded in ATM and
Ethernet networks. This supports, on the one hand, the proposition that the properties
of the traffic are mainly determined by the source hosts in local area networks and in
high-speed backbones, and on the other hand, that this effect is independent of the
type of the underlying packet-switching technology.

The proposed model attempts to reproduce this three-state random process. The
packetisation delay of the ith packet (Dpacketi

) is a random variable with a distribution
chosen from one of the three states. Formally,

Dpacketi
=





Xi if imodB = 0
Yi if imodM = 0, imod B 6= 0 ,

Zi otherwise
(3.5)

where Xi, Yi and Zi are random variables with cumulant density function F , G and H

respectively, which represent the distributions of the delay in the three-state packetisa-
tion process. The periodicity of samples occurring in the big and medium packetisation
delay categories is given by B and M , where B > M .

In order to ensure the stationarity of the resulting stochastic process, a random start
offset is needed taken from a uniformly distributed random variable S taking integer
values from the interval [0, BM − 1]:

D̂packeti
= Dpacketi+N

, S = U(0, BM − 1) . (3.6)

The total delay in this model is then given by the sum of the stochastic packetisation
delay and the deterministic transmission delay. The value of the latter packet-length-
dependent delay component is kept from (3.4).

Di = D̂packeti
+ lpacketi

dbit . (3.7)
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The realisation of the stochastic host operating system model defined in (3.7) can
be used in network simulators to create statistically faithful traffic patterns. Let bi, mi

and si be samples of the random delay variables Xi, Yi and Zi respectively: b1, b2, . . .

are independent samples from distribution F ; m1,m2, . . . are independent samples from
distribution G; and s1, s2, . . . , sM−1, sM+1, . . . , sB−1, sB+1, . . . ,

sBM−1, sBM+1, . . . are independent samples from distribution H. Hence, a sample path
di of Di is given by

dpacketi
=





b i
B

if imod B = 0

m i
M

if imod M = 0, imod B 6= 0 ,

si otherwise

(3.8)

di = dpacketi
+ lpacketi

dbit . (3.9)

The value of B and M along with the parameters of the F , G and H distributions
can be determined in a measurement-based manner.

Thesis 1.3. I have provided a method for the measurement-based determination of the
periodicity parameters of the stochastic host model and that of the distribution of the
packetisation delay components together with their associated parameters [J3], [C3].

The periodicity parameters (B, M) of the first and second states of the stochastic
packetisation delay process are given by the dominant component of the autocorrelation
function of the inter-packet times extracted from the traffic traces. The periodicity
parameter B of the first state is determined directly from the autocorrelation function
of all inter-packet gap samples. In order to determine the periodicity parameter M of
the second state, the samples belonging to the first delay category have to be replaced
with the empirical mean of the samples belonging to the second and third categories. The
autocorrelation function of the resulting data set reveals the periodicity parameter of the
second state. The packetisation delay in each of the three states can be approximated by
parametric distributions with unique parameters in each state. The samples of the inter-
packet gap times are classified into three sets corresponding to the three packetisation
delay categories based on the strict periodicity of the big and medium values. The
distributions (F , G and H) and the parameters of the distributions are determined
using statistical methods.

The calibration procedure of this stochastic model consists of two steps. In the first
step, the deterministic part of the model (dbit) needs to be determined. Two throughput
measurements need to be conducted using two different packet sizes (lpacket1 6= lpacket2)
in a testbed where the source hosts to be modelled are interconnected by an unloaded
high-speed network. The traffic shall be generated by an application creating persistent,
greedy TCP connections, such as a file transfer utility using the File Transfer Protocol.
The transmission delay can then be computed according to (3.4) from the measured
average throughput values.

In the second step of the calibration procedure, the three-state stochastic process
Dpacketi

is determined. Due to the non-ergodic nature of Dpacketi
, BM traffic traces

need to be taken under similar conditions as the ones for the computation of dbit, but
this time with a packet length matching the one to be used in the simulator. These
traces shall contain the observed arrival time of IP packets, i.e. if the link layer tech-
nology is ATM, packets need to be reconstructed from the cell stream. First, the pack-
etisation process has to be extracted from the traces by subtracting the transmission
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time of each packet from the the interarrival times.

dpacketi
= di − lpacketi

dbit . (3.10)

This can be done since packets are transmitted at the line rate of the physical medium
regardless of the technology used (e.g. ATM network interface cards transmit cells
belonging to one packet back-to-back, at the line rate).

Assuming that the proposed stochastic model holds, the structure of the samples
in the extracted packetisation process shall be according to (3.8), which can also be
written as

dpacketi
= Ibi

b i
B

+ Imi
m i

M
+ (1 − Ibi

)(1 − Imi
)si , (3.11)

where

Ibi
=

{
1 if imod B = 0
0 if imod B 6= 0

, and (3.12)

Imi
=

{
1 if imod M = 0
0 if imod M 6= 0

. (3.13)

The periodicity parameter B of the category of big packetisation delay values is
established from the autocorrelation function of the packetisation process (Fig. 3.2a).

In order to determine the periodicity of the samples in the medium category, the
instances of the big values must be reduced to the range of the medium and small
components. This can be achieved by replacing the samples in the big category with
placeholder samples of a value equal to the average value of the samples in the medium
and small categories. The modified sample set takes the form of

d′packeti
= Ibi

(m + s) + Imi
m i

M
+ (1 − Ibi

)(1 − Imi
)si , (3.14)

where b and m are sample averages of the respective sample subsets corresponding to
the first and second states and N is the total number of samples in the trace. It is
important that the samples are not deleted but replaced, as it is the periodicity of the
packet arrival process that is of interest. The autocorrelation of the modified data set
{d′packeti

} reveals the value of the periodicity parameter M (Fig. 3.2b).
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Figure 3.2: Autocorrelation functions of the 3 layers of the packetisation process of a
Classical IP over ATM TCP connection, MTU = 1500 bytes, confidence interval 95%

Once the periodicity parameters are known, the distribution of the three layers of
the packetisation process can be determined. The strict periodicity of the samples
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in the big and the medium categories makes it possible to isolate the samples in the
trace of the packetisation process into three distinct data sets representing the three
categories: {b i

B
}, {m i

M
} and {si}. The empirical distributions of the samples in the

three categories, F , G and H, can be approximated by parametric distributions. The
type of distribution are determined through the analysis of the empirical cumulative
density function, quantile-quantile plots and statistical tests of the three sample sets.
The acceptance criterion for the distribution fitting is a quantile-quantile plot that
shows a good match.

3.2 Resource Requirement Estimation

Over the past few years there has been a significant effort in the research community
towards the establishment of frameworks that enable the Internet to introduce guaran-
teed services besides the current best-effort service. The work resulted in the definition
of the Integrated Services [4] and the Differentiated Services [5] frameworks, both of
which are already in the phase of deployment. These solutions specify architectures for
provisioning quality of service (QoS), that is protocols and algorithms that routers and
hosts need to implement in order to achieve service differentiation. Within the spec-
ifications, the required functionality is settled starting from high-level network-wide
issues such as the definition of services down to packet-level mechanisms like the means
of traffic profile enforcement and packet classification inside network nodes.

An important issue is, however, not dealt with in these frameworks, namely the
method used to determine the load on the links in the network. There are a number of
higher-level functions that take this information for granted and which use it in order
to make decisions that affect the resource status of the whole network. Examples are
resource managers like the policy control and charging rules function, the bandwidth
broker and other control mechanisms like QoS routing, load sharing and usage-based
charging. At the present, simple methods such as averages of the aggregate bitrate on
a link are used to supply load information to the functions cited above. The precision
of these estimators may prove to be insufficient, especially in congested networks which
are supposed to deliver differentiated services.

3.2.1 Estimation of the Bandwidth Requirement

Expressions for bandwidth-type resource measures can be given in two distinct forms.
Both expressions grasp the same statistical properties that describe the resource needs
of network flows. Henceforth, the term bandwidth requirement is defined as the minimal
service rate that has to be provided on the long term for a traffic flow in order to satisfy
its QoS requirement in the given queueing system 1. In a slightly more formal way, it
can be written as

Cequ
def
= inf

{
C : P

(
overflow

)
≤ ε

}
, (3.15)

since P (overflow) is a function of C, the service capacity. In this context it is assumed

that the primary QoS target (ε
def
= e−γ) is a bounded overflow probability. A constraint

on the delay can be reformulated into the overflow probability problem by limiting the
queue length to the maximum allowed delay. In specific queuing system models such
as the bufferless system [7], [8], [9], [10], [11], [12], the large buffer asymptotics [13], or

1A similar definition for bufferless systems was given earlier by Guérin et al. in [6].
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the many sources asymptotics [14], [15], P (overflow) is an approximation of the exact
overflow probability obtained either through the use of an upper bound or through
some kind of asymptotics.

The computation of the bandwidth requirement according to (3.15) means the iter-
ative re-computation of the loss probability in abstract systems with gradually decreas-
ing server capacity. Since a bandwidth requirement type quantity is computed through
a loss probability type estimator, expression (3.15) is termed as the indirect form of
the equivalent capacity. Note that in real-time systems the iteration may not be fast
enough to compute the bandwidth requirement within the available timeframe.

Thesis 2. I have given a general expression for the direct computation of the bandwidth
requirement of conversational voice and streaming voice & data traffic and have applied
it to the many sources asymptotics abstract queuing system model.

In order to arrive at an alternative expression for the bandwidth requirement, the
definition of the effective bandwidth is necessary. The effective bandwidth, as defined
by Kelly [16], is a function of the arrival process X[0, t) and two parameters s and t:

α(s, t)
def
=

1

st
log E

[
esX[0,t)

]
. (3.16)

This expression captures the statistical properties of a source along with its QoS re-
quirements. The two arguments of the function adapt it to the specific network context,
as these are the parameters that incorporate the characteristics of the queueing sys-
tem and the properties of the actual traffic mix being served. Given the appropriate
(sopt, topt) pair describing the state (operating point) of the queueing system, the effec-
tive bandwidth function yields a scalar that is in direct connection to the bandwidth
requirement of the traffic. The value of the optimising (sopt, topt) pair is dependent on
the abstract queueing system used to model the multiplexer. In all cases, though, topt

is in close relationship with the the most probable time interval over which overflows
occur in the multiplexing system and sopt is directly related to the statistical behaviour
of the arrival process (the amount of achievable statistical multiplexing gain and the
burstiness).

Thesis 2.1. I have provided a general definition of the equivalent capacity in the direct
form for quantifying the bandwidth requirement of the traffic; and described its relation
to the effective bandwidth [J4].

There exists a model-independent generalised direct form of the equivalent capacity
that comprises the sum of the effective bandwidth function α(s, t) and a complementary
additive term κ(s, t,B, ε) taken at the optimal operating point (sopt, topt) of the system.
The generalised equivalent capacity expression is made model-specific by substituting
the complementary term κ(sopt, topt, B, ε) with an expression dependent on the abstract
queuing system model used to describe the multiplexer.

There has been some confusion in the research community regarding the effective
bandwidth of the traffic (3.16) and its relation to the bandwidth requirement defined
in (3.15). The effective bandwidth captures only the statistical behaviour of the ar-
rival process. The characteristics of the queueing system serving the arrival process is
brought into the expression by the space and time parameters (s, t). Yet, the effective
bandwidth function parametrised by the appropriate (sopt, topt) pair is not in general
equal in itself to the bandwidth requirement of the traffic in the given network context.
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A complementary term is still needed in the form of κ(s, t,B, ε), which is a function of
the buffer size B and the target QoS metric ε (e.g. packet loss probability) in addition
to the same s and t that α(s, t) depends on. This additive term encompasses the extra
gain from multiplexing a large number of flows in a queueing system of buffer size B

and by the target loss probability ε. The bandwidth requirement can then be expressed
in the direct form of

C̃equ = α(sopt, topt) + κ(sopt, topt, B, ε), (3.17)

which can be shown to be identical to the first expression given for the bandwidth
requirement in (3.15) The quantity defined by (3.15) and (3.17) is henceforth termed
the equivalent capacity. The expression of the complementary term κ(s, t,B, ε) depends
on the construction of the abstract queuing system used to model the multiplexer. As
an illustration of this, expressions of κ(s, t,B, ε) are given below for three different
modelling techniques:

• κ(s0,γ, 0, 0, e
−γ ) = γ

s0,γ
, if the equivalent capacity is derived from the Chernoff

bound on the probability of rate overflow in a bufferless system ;

• κ
(

γ
B

,∞, B, e−γ
)

= 0 in case the large buffer asymptotics is used to arrive at the
equivalent capacity of the traffic;

• κ(sB,γ, tB,γ, B, e−γ) = γ
s
B,γ

t
B,γ

− B
t
B,γ

in case the many sources asymptotics is used.

Thesis 2.2. I have defined the general methodology for reformulating overflow proba-
bility type estimators into bandwidth requirement type estimators [J4], [J6], [C5], [C6].

The procedure of reformulating overflow probability type (indirect) estimators (3.15)
into bandwidth requirement type (direct) estimators (3.17) and the proof of the equiva-
lence of the two are based on common principles in all abstract queuing system models
(bufferless, large buffer asymptotics, many sources asymptotics). The conversion pro-
cedure is built on the equivalence of the overflow probability type (or rate function type)
admission criterion and the bandwidth requirement type admission criterion (3.18)-
(3.20); along with the strictly monotonously decreasing property of rate functions in
the service capacity.

Regardless of which abstract model (bufferless, large buffer or many sources asymp-
totics) is used to describe the queuing system, the procedure of converting the rate
function type (indirect) computation of Cequ (3.15) into the bandwidth requirement
type (direct) expression (3.17) is based on the same guiding principles. The essence
of the equivalence is the exchangeability of the overflow probability type admission
criterion and the bandwidth requirement type admission criterion:

log P
(
overflow

)
< −γ ⇔ C̃equ < C, (3.18)

log P
(
overflow

)
= −γ ⇔ C̃equ = C, (3.19)

log P
(
overflow

)
> −γ ⇔ C̃equ > C. (3.20)

The property that rate functions (which determine P (overflow)) in general are strictly
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monotonously decreasing in the service capacity C implies that

Cequ = inf
{
C : P

(
overflow

)
≤ ε

} str.mon.decr.in C
=

= inf
{
C : P

(
overflow

)
= ε

} (3.19)
=

= inf
{
C : C̃equ = C

}
=

= C̃equ. (3.21)

At this point it is possible to exploit equality (3.19), which entails that the expression
becomes independent of C and thus the number of optimisations is reduced by one.
This concludes the general methodology for proving that definitions (3.15) and (3.17)
of Cequ are equivalent and the resulting expression takes the form of (3.17).

Thesis 2.3. I have given an expression of the equivalent capacity in the direct form in
the many sources asymptotics model [J4], [J6], [C5], [C6], [C7]

Cequ = sup
t>0

inf
s>0

{
α(s, t) +

γ

st
−

B

t

}
def
= α(sB,γ, tB,γ) +

γ

sB,γtB,γ

−
B

tB,γ

.

In the abstract queuing system model based on the many sources asymptotics, the
the direct expression of the equivalent capacity in the form of (3.17) can be derived
according to the general methodology outlined in Thesis 2.2.

In this model a queueing system of infinite buffer size is investigated that is served by
a finite capacity server with service rate C = cN . In order to account for the finite buffer
size B = bN of the real system, the probability of buffer overflow in the original system
can be deduced from the proportion of time over which the queue length, Q(C,N), is
above the finite level B. In this system, where the system parameters (cN, bN) and the
workload (X[0, t)) are scaled by the number of sources (N), a well-known asymptotic
equality holds for the probability of overflow:

lim
N→∞

1

N
log P

(
Q(cN,N) > bN

)
=

= sup
t>0

inf
s>0

{st αv(s, t) − s(b + ct)}
def
= −I , (3.22)

where the term αv(s, t) describes the effective bandwidth of a virtual source. For the
aggregate arrival process X[0, t) made up by N sources the effective bandwidth of a

virtual source is given by αv(s, t)
def
= α(s,t)

N
2.

In essence, (3.22) implies that the following asymptotic equality is applicable

P
(
overflow

)
= P

(
Q(C,N) > B

)
≍ e−NI . (3.23)

The rate function type definition of Cequ is naturally given by an optimisation which
locates the minimal service rate that satisfies the admission criterion based on the the
buffer overflow probability P

(
Q(N,C) > B

)
≤ e−γ :

Cequ
def
= inf

{
C : sup

t>0
inf
s>0

{
st α(s, t) − s(B + Ct)

}
≤ −γ

}
=

= inf
{
C : sB,CtB,C α(sB,C, tB,C) − sB,C(B + CtB,C) ≤ −γ

}
. (3.24)

2If the effective bandwidths αi(s, t) of the individual constituents of X[0, t) are known, then

αv(s, t) =
P

N

i=1
αi(s,t)

N
, i.e. in practise the constituent flows are not required to be identical. In case of

homogeneous sources the effective bandwidth of the virtual source coincides with that of the individual
flows, αv(s, t) = αi(s, t).
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In order to transform this expression of Cequ into the bandwidth requirement type
form, the process defined in Thesis 2.2 has to be followed. As all rate functions, the
scaled many sources asymptotics rate function supt>0 infs>0

{
st α(s, t) − s(B + Ct)

}

is monotonously decreasing in C, hence the function takes its infimum in C when
supt>0 infs>0

{
st α(s, t) − s(B + Ct)

}
= −γ. The interchangeability of the rate func-

tion type admission criterion and the bandwidth requirement type admission criterion
settled in (3.18)-(3.20) holds thus C can be isolated from the expression. The resulting
expression is the direct form of the equivalent capacity in the many sources asymptotics
model:

Cequ = C̃equ = sup
t>0

inf
s>0

{
α(s, t) +

γ

st
−

B

t

}
def
=

= α(sB,γ, tB,γ) +
γ

sB,γtB,γ

−
B

tB,γ

. (3.25)

Contrasted with the general model-independent form of Cequ defined in Thesis 2.1, it

is apparent that in this model in (3.17) sopt = sB,γ(tB,γ)
def
= sB,γ, topt = tB,γ, ε = e−γ and

κ(sB,γ, tB,γ, B, e−γ) = γ
s
B,γ

t
B,γ

− B
t
B,γ

.

3.2.2 Estimation of the Buffer Requirement

Analogously to the definition of the equivalent capacity (3.24), the buffer requirement
of the traffic can be defined in the many sources asymptotics model.

The buffer requirement is the minimal buffer size by which a system of service
capacity C, fed by the arrival process X[0, t), meets the predefined overflow probability
ε = e−γ :

Breq
def
= inf

{
B : sup

t>0
inf
s>0

{
st α(s, t) − s(B + Ct)

}
≤ −γ

}
(3.26)

by the asymptotic equality (3.22). The definition (3.26) provides an indirect method
for the evaluation of the buffer requirement, as it is computed through a loss probability
type expression.

Thesis 2.4. I have defined the direct expression of the buffer requirement in the many
sources asymptotics model [J4], [J6], [C5], [C6], [C7]

Breq = sup
t>0

inf
s>0

{
t α(s, t) +

γ

s
− Ct

}
def
= tC,γα(sC,γ, tC,γ) +

γ

sC,γ

− CtC,γ . (3.27)

A direct method for obtaining the buffer requirement can be deduced from the indi-
rect form of (3.26) based on similar considerations as outlined in Thesis 2.2. Again, due
to the strictly monotonously decreasing property of the scaled many sources asymp-
totics rate function supt>0 infs>0

{
st α(s, t) − s(B + Ct)

}
in B it takes its infimum in

B at supt>0 infs>0

{
st α(s, t) − s(B + Ct)

}
= −γ. The interchangeability of the rate

function type and the bandwidth requirement type admission criteria can be extended
to apply also to a buffer requirement type admission criterion:

Cequ < C ⇔ log P
(
overflow

)
< −γ ⇔ Breq < B , (3.28)

Cequ = C ⇔ log P
(
overflow

)
= −γ ⇔ Breq = B , (3.29)

Cequ > C ⇔ log P
(
overflow

)
> −γ ⇔ Breq > B . (3.30)
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Using (3.29), the expression inside the optimisation for B in (3.26) can be rearranged
for B, eliminating the optimisation itself and yielding the direct form of the buffer
requirement:

Breq = sup
t>0

inf
s>0

{
t α(s, t) +

γ

s
− Ct

}
def
= (3.31)

= tC,γα(sC,γ, tC,γ) +
γ

sC,γ

− CtC,γ . (3.32)

In the same way as for the equivalent capacity (3.17), the direct expression of the
buffer requirement can be written in a general form centred around the definition of
the effective bandwidth (3.16):

Breq = topt α(sopt, topt) + λ(sopt, topt, C, ε) . (3.33)

The additive term in (3.33) takes the form of λ(sC,γ, tC,γ, C, e−γ) = γ
s
C,γ

− CtC,γ with

parameter values sopt = sC,γ(tC,γ)
def
= sC,γ, topt = tC,γ and ε = e−γ .

3.2.3 Alternative time and space scales

Thesis 2.5. I have described the distinction of time and space scale domains in over-
flow probability, equivalent capacity and buffer requirement expressions derived from the
same large deviations asymptotic regime [J4], [J6], [C5], [C6].

The optimal (s, t) pairs in the three space and time scale domains defined by the
optimisations in the overflow probability, equivalent capacity and buffer requirement
expressions take different values when solved for the same multiplexer system. The
optimal (s, t) pair obtained in one domain can not be used in another domain as the
extremising pair. The only circumstance leading to the exchangeability of the optimis-
ing (s, t) pairs of the three domains is when the system is operating on the edge of
the admission region, i.e. when the equivalent capacity of the traffic equals the service
capacity, the overflow probability equals the target and the buffer requirement matches
the size of the available buffer.

The extremising s and t values of the rate function, equivalent capacity and buffer
requirement surfaces are commonly termed as the critical space and time scales of the
given system. The presented methods for deriving the overflow probability, equivalent
capacity and the buffer requirement lead to three sets of alternative time and space
scale domains in the model of the many sources asymptotics. The optimisations

log P
(
overflow

)
= sup

t>0
inf
s>0

{
st α(s, t) − s(B + Ct)

}
;

Cequ = sup
t>0

inf
s>0

{
α(s, t) +

γ

st
−

B

t

}
;

Breq = sup
t>0

inf
s>0

{
t α(s, t) +

γ

s
− Ct

}
;

all yield different values for the optimal (sopt, topt) parameter pairs: (sB,C, tB,C); (sB,γ, tB,γ)
and (sC,γ, tC,γ). The different optimising pairs are not even comparable as such, since
they depend on a different set of variables (Fig. 3.3). Thus substituting the optimal
parameter values obtained from any of the optimisations into an expression defined for
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Figure 3.3: Estimator types and their dependence on system parameters

another time and space domain produces an incorrect result as the extremising values
generally differ.

The sole circumstance that permits the exchange of the different scales is the co-
incidence of the service capacity and the equivalent capacity of the traffic (C = Cequ).
Borrowing the terminology of connection admission control, this is the special case when
the system is operating on the boundary of the admission region, implying that the ob-
served loss probability is equal to the target loss probability and the buffer requirement
matches the available buffer size.

The need for a clear distinction of different time and space scale domains is driven
by the introduction of the direct form equivalent capacity and buffer requirement esti-
mators. The majority of resource quantifying methods proposed so far in the literature
[7], [8], [9], [10], [11], [12], [13], [14], [15] have been focusing on a comparative-type
analysis, where the focus of interest was the binary result (true/false) of a comparison
between the estimated quantity (overflow probability or bandwidth requirement) and
a pre-established target value (maximum loss or link capacity). With the shift in focus
from admission criteria towards direct resource requirement quantification, it is the
exact value of the equivalent capacity and/or the buffer requirement that is of interest,
each having its own optimisation and critical space and time domain.

3.3 Applications of the Equivalent Capacity Expressions

Thesis 3. I have defined resource management solutions in the form of a measurement-
based admission control algorithm and an improved traffic characterisation scheme for
network performance management and traffic engineering. Both solutions are built
around the direct form of the equivalent capacity estimator.

The direct form of the equivalent capacity estimator (3.25) introduces such favour-
able computational properties that these enable its use in on-line connection admission
control and dynamic route selection functions in network nodes; and also in the traffic
engineering function of network management systems.

3.3.1 Measurement-based Connection Admission Control

and Path Selection

Measurement-based connection admission control schemes based on the many sources
asymptotics proposed so far in the literature [14], [15] suffer from many drawbacks
that in effect prevent their use in practical real time systems. The triple optimisation
involved in the indirect form of the equivalent capacity estimator entails a high degree
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of computational complexity that makes it unfeasible to compute the estimator in the
typical timeframe of a few milliseconds allowed for a CAC decision.

Thesis 3.1. I have defined a measurement-based connection admission control algo-
rithm built on the background update of the Cequ estimate and its instantaneous adjust-
ment upon the arrival of new flows [J4], [J6], [C5], [C6].

The direct form of the equivalent capacity brings about a new CAC scheme that
maintains an always up-to-date estimate of the equivalent capacity of the traffic based
on frequent periodic recomputation of Cequ. Upon the arrival of a new flow, the admis-
sion decision can be performed instantly by adding the peak rate of the new flow to the
Cequ estimate and comparing the result to the service capacity. Compared to the CAC
algorithm based on the indirect computation of Cequ, the number of embedded optimi-
sations is reduced to two and the time-consuming optimisations can be performed prior
to the timing-sensitive decision instant (Fig. 3.4).

It can be shown that the direct method of the equivalent capacity computation
is more appropriate for real-time operation than those based on the asymptotic rate
function, especially if the workload process is measured on-line. The direct form of Cequ

(3.25) has three major advantages over the rate function based indirect computation,
which form the basis a new admission control scheme (Fig. 3.4):

• the Cequ estimate can be computed using two embedded optimisations instead of
three;

• the still costly calculations involving the embedded optimisations can be per-
formed as a background task between CAC decisions; and

• the CAC decision can be performed instantaneously using the latest Cequ estimate
and the traffic descriptor of the new flow.

Eq.(3.24) Eq.(3.25)
γ

Cequ

C

γ

Cequ

C

??
BB

X[0,t)X[0,t)

≤≤

performed at
admission time

background
task

performed at
admission time

Figure 3.4: CAC decisions based on the indirect and direct computation of Cequ

The simplification of the Cequ formula, from three to two embedded optimisations,
accounts for an enormous performance gain. The lack of closed form solutions for the
critical space and time scales (sB,γ, tB,γ) in the many sources asymptotics model makes
this even more apparent, as numerical methods have to be used in all optimisation
steps.

In case of CAC methods based on the rate function, the estimate of the loss prob-
ability has to be recomputed upon each admission decision instant to analyse the be-
haviour of the system (w.r.t. loss probability) in the hypothetical scenario when the
newly arriving flow is admitted. The effective bandwidth estimate has to be adjusted
in order to take the new flow into account. For example, let us assume that the new
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flow is described by its peak rate p only. Then α+(s, t) = α(s, t) + p is a conservative
adjustment. With the rate function based admission method, the double optimisation
has to be re-evaluated in order to update the estimate of the overflow probability:
log P (overflow)+ = supt>0 infs>0 {st α+(s, t) − s(B + Ct)}. The admission control de-
cision, the comparison to the target loss probability log P (overflow)+ < −γ can only
be done after the optimisations have taken place.

The new admission control scheme is more optimal as it exploits the fact that a
bandwidth requirement type metric can be updated with the parameters of the newly
arriving traffic flow without recalculating the optimisation, by using a simple addition:
C+

equ = Cequ + p. This allows the computationally expensive and time consuming
double optimisations to be shifted away from the timing-sensitive decision instant and
be maintained as a background task. Here, the equivalent capacity estimate Cequ of
the existing flows can be recomputed periodically, based on fresh measurement data.
At the arrival of a new flow, only the C+

equ = Cequ + p ≤ C criterion has to be checked.

3.3.2 Network Performance Management Based on the Equivalent

Capacity Estimate

Network management systems used these days typically provide network performance
indicators such as packet counts, traffic bandwidth and round-trip delay figures using
average type statistics. The averaging process takes place centrally in the network
management system, based on samples collected from individual network nodes on the
timescale of minutes in the best case, but more typically on the timescale of quarter
of an hour to hours. Compared to the bandwidth fluctuations of actual traffic tak-
ing place on the timescale of milliseconds, the statistical samples reaching the network
management system are too coarse and can not be used to reconstruct the real charac-
teristics (and thus the resource requirements) of network traffic. As indicated in Section
3.2, centralised resource managers such as bandwidth brokers and traffic engineering
systems rely on these statistics to decide upon management interventions intended to
optimise the resource status of the network. The inadequate quality of the network
performance statistics impairs the efficiency of the control measures taken by these
resource manager functions.

Thesis 3.2. I have defined an improved traffic characterisation scheme for network
performance management and traffic engineering.

The resource requirement estimators introduced in Theses 2.3 and 2.4 allow a new
traffic characterisation scheme to be introduced in network performance management
according to the following architecture:

• sample acquisition agents gather traffic statistics (packet counters and times-
tamps) at a high sampling rate in all or in selected network nodes, for each
interface and service class;

• traffic characterisation agents compute the resource requirement estimates (3.25)
and (3.33) on-line in a distributed manner, still inside the network nodes; and

• the network management system fetches the resource requirement estimates and
collates the performance information received from multiple nodes to form a net-
work view.
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This architecture significantly improves the quality of the resulting network perfor-
mance indicators in a number of ways. The decentralisation of the sample acquisition
process allows high-frequency sampling, which would be impossible if the resulting
high-bandwidth statistics stream had to be transferred out of the network device. The
enhanced statistical information on the traffic flows make it possible to employ the
resource requirement estimators of Theses 2.3 and 2.4. The replacement of the simple
sample average with an advanced resource requirement estimator leads to a network
performance metric that takes into account the queueing and scheduling characteristics
of the node and the QoS requirement of the traffic. An additional benefit of the archi-
tecture is that the quality of the resource requirement estimates becomes independent
from the pace used by the network management system to query the agents in the
network nodes, as the estimates are continuously and autonomously updated by the
agents.

The introduced traffic characterisation scheme [17] overcomes the downsides of cur-
rent average-type estimators by allowing network management systems, bandwidth
brokers, traffic engineering tools and other resource managers to work from QoS-aware
performance metrics.

3.4 Validation of Resource Management Methods Using

Artificial Traffic with Controlled Properties

The practical value of any resource requirement estimator algorithm can be assessed
only in the constraint-packed environment of a real network device. The algorithm
must, in the first place, meet the strict real time constraints on the time allowed to
be spent on computing the estimate, which is typically on the order of magnitude of
tens of milliseconds. The algorithms must also face the limits placed by the sample
acquisition process. For large deviations based methods, at least one to ten samples
per second are desirable for optimal performance, but at the time of writing only few
traffic handling hardware or software components can deliver samples at this rate, it is
more common that samples are supplied orders of magnitude less frequently.

The resource requirement estimate is influenced by errors originating in different
stages of the computation process (Fig. 3.5). Analytical estimation errors in the re-
source requirement estimator algorithms have largely been eliminated by the research
community. The second, perhaps most significant source of errors is introduced when
analytical expressions in an algorithm are substituted with their statistical equivalents
that can work with samples instead of abstract random variables. This area is to a
large extent unexplored as it has only been briefly investigated in the literature [18].
Statistical errors and analytical estimator errors can be analysed and eliminated using
a pure analytical approach and simulations.

The performance of the algorithm becomes significantly more difficult to evaluate
when it comes to an implementation embedded in a network device. In this environ-
ment, a third source of errors is introduced: the sample acquisition process. Traffic
handling devices such as network processors and traffic management chipsets are de-
signed to prioritise packet processing functions over statistics collection, implying that
counters can typically be read only in service time slots. This property introduces a
significant distortion in the sample acquisition process. In the verification phase the
resource requirement estimator is further disturbed by a fourth type of error. The
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Can be eliminated by using a precise traffic generator tool

Can only be detected and treated in a real implementation

Can be analysed & eliminated analytically or numerically

Error in generated traffic

Statistical and/or estimator
error

Measurement error

Figure 3.5: Sources of errors during the validation of resource requirement estimator
algorithms

algorithm can only be evaluated using real traffic, as there is no other interface to the
algorithm. One of the key issues in this phase is the timing precision of the traffic
stream the algorithm measures. In order to draw conclusions on measurement errors
and algorithm shortcomings, there must be a complete trust in the statistical properties
of the test traffic.

3.4.1 Precision Traffic Generator Architecture

The verification of resource requirement estimators places a number of strict require-
ments on the traffic generator tool used. The tool must support complex traffic models,
including abstract models for which the behaviour of the queueing system can be com-
puted analytically or numerically. The traffic generator tool used to feed the device
under test with test traffic must also ensure that packet sizes and inter-packet gaps
created by the applied traffic model are realised precisely and without distortion. A
compliant traffic generator makes it possible to create traffic conditions in which the
measured resource requirement can be compared to the analytically or numerically
computed resource requirement estimate.

Until recently, no traffic generator existed that complied to both of these require-
ments. Hardware-based tools [19], [20], [21], [22], [23], [24] meet the requirement on
precision. Unfortunately the software controlling these tools is in most cases quite rudi-
mentary when in comes to the selection of traffic models. PC or workstation based tools
[25], [26] on the other hand provide the possibility for customised traffic models, but
fail to deliver the timing precision of packets on the order of microseconds required by
the task. These tools generally run on common workstation operating systems, which
were not designed for strict real-time tasks.

Thesis 4. I described a traffic generator architecture for creating accurate, noise-free
test traffic.

Thesis 4.1. I have defined a precision traffic generator architecture that consists of
three components (Fig. 3.6) [C4]:

• a traffic model module generating packet sizes and packet departure timestamps
for a number of parallel emulated traffic flows, based on configurable probability
distributions;
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• a time-shifted scheduling and buffer module arranging the created packets in the
order of departure time (performing a reorder every time a new packet is generated
by the traffic model module), and downloading the packets to the timer module
ahead of their scheduled departure time as governed by an adaptive offset; and

• a precise timer module either in hardware or in a real-time operating system kernel
with an adaptive buffer to ensure continuous and high precision packet emissions
according to the timestamps attached to the packets.

Traffic models

UNIX kernel space or hardware

Kernel space /

UNIX user space

Time−shifted
Scheduler & buffer hardware timer

Figure 3.6: Precision traffic generator architecture

Thesis 4.2. I have defined a high precision, two-stage packet transmission scheme with
UNIX user mode time-shift buffer and kernel mode or hardware packet transmission
timer, controlled by an adaptive time-shift offset [C4].

A PC- or workstation-based traffic generator tool using the proposed two-stage packet
transmission process can achieve the accuracy in the range of 5-10µs required for the
verification of measurement-based traffic characterisation methods. The first stage re-
sides in the UNIX user space. It buffers and reorders packets generated by the traffic
model module and downloads packets to the buffer in the next stage if their scheduled
departure time is within an offset of the current time. The second stage resides in the
UNIX kernel space or it is implemented in hardware. It transmits packets exactly at
their scheduled departure time using a high-resolution timer.

In a precision traffic generator architecture the design must be built around the
timer component guaranteeing the accuracy of packet departures. The design must
ensure that there is always enough CPU time for the timer component to run unin-
terrupted. This necessitates the isolation of other CPU intensive operations, such as
the packet reordering in the scheduler according to the timestamps and the generation
of packet sizes and departure timestamps according to complex probability distribu-
tions. The packet transmission process of common workstation operating systems was
not designed for accuracy: a precisely timed packet in the user space suffers from non-
deterministic delays with a high variance as it travels through the kernel to the network
interface card. Because of this limitation, either the operating system kernel has to be
enhanced with real-time capabilities or a dedicated hardware device has to be intro-
duced. Regardless of the type of implementation, the timer component must be able to
transmit packets accurately based on timestamps and a high resolution time reference.
Besides guaranteeing precision, delegating the packet transmission timer in the kernel
provides a solution both to the isolation and prioritisation requirements.
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At times of high traffic intensity, the timer module may intermittently starve the
scheduler and the traffic model components. This calls for a buffer in the timer com-
ponent that can store additional packets beyond the one waiting for transmission, this
way ensuring the continuity of the generated traffic stream. Yet, the number of packets
in this buffer has to be kept as low as possible. The packets in the buffer have already
passed the scheduler, which implies that out-of-order delivery and a distortion in the
precision can be caused by a new packet generated by the traffic modelling module with
an earlier timestamp than those of the packets already in the transmission buffer.

The buffer of the timer module is fed by the time-shifted server of the scheduler
buffer. Time shifting means that the transmission time of a packet from the scheduler
and buffer module in the user space is brought ahead by a variable offset, which en-
sures that the timer module in the kernel receives packets well before their departure
timestamp. At the same time the shifting of the service time by the offset keeps the
amount of packets downloaded to the timer module’s buffer within bounds to prevent
out-of-order delivery.
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Chapter 4

Applications of New Results

This dissertation has contributed the following results in the fields of measurement-
based traffic modelling, resource requirement estimation, adaptive control systems, and
verification tools:

• An empirical stochastic network operating system model with a measurement-
based parametrisation procedure that can interoperate modularly with all Layer
4 protocols of the TCP/IP protocol stack, with ATM and Ethernet in Layer 2
and with arbitrary Layer 1 protocols;

• Novel analytical expressions for the optimal, direct computation of the equivalent
capacity and the buffer requirement of conversational or streaming voice and video
traffic flows, in conjunction with a methodology for reformulating earlier network
performance estimators into resource requirement estimators and the alternative
space and time scales entailed by the new optimisation domain;

• Adaptive network control solutions in the form of a measurement-based CAC
scheme and a network performance management architecture, both based on the
distributed, on-line computation of the novel equivalent capacity estimator;

• A precision traffic generator architecture that enables the verification of the above
resource requirement and network performance estimators by producing traffic-
model-driven, accurately timed test traffic patterns through the use of a novel
time-shifted precision packet generation process for UNIX-type operating sys-
tems.

The measurement-based traffic characterisation technique of measurement-based
model construction was applied in Thesis 1. The network operating system model in-
troduced in Thesis 1 provides a modular solution for simulation-based studies requiring
high statistical accuracy on the packet level. The model provides an easy-to-parametrise
statistical black-box description of the cumulative effect of all operating system effects
on the packet transmission process, on three of the the most representative timescales.
The modularity of the model allows its use with arbitrary IP transport protocols as well
as with numerous Layer 2 protocols and physical media. It was demonstrated that sim-
ulated traffic generated by a TCP protocol implementation coupled with the proposed
network operating system model does not only reconstruct the statistical properties
of the traffic trace that was used to parametrise the model, but it also provides sta-
tistically correct behaviour under completely different network conditions. This level
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of detail is generally needed in the simulation based study of resource management
algorithms, such as policy enforcement schemes.

Thesis 2 investigated the resource requirement estimation aspects of measurement-
based traffic characterisation in an analytical manner. It was argued that resource
requirement estimators are more favourable for use by adaptive network control appli-
cations than traditional network performance estimators, due to the more hands-on,
easy-to-interpret quantity they provide, their better computational properties and the
simpler update procedure upon a change in the traffic flow structure. In response to this
need, a procedure was given that enables the conversion of earlier network performance
estimators into resource requirement type expressions. The proposed general conver-
sion process was applied to three different overflow probability estimators (bufferless
Chernoff-type, large buffer asymptotics, and many sources asymptotics), which resulted
in direct equivalent capacity estimator expressions for all three methods. Based on sim-
ilar considerations that led to the definition of the direct form of the equivalent capacity,
a second type of resource requirement estimator was defined – the buffer requirement
of a traffic flow in the asymptotic regime of the many sources asymptotics.

The focus of the analytical investigations in Thesis 2 was to make the best use of
measurements in statistical estimation techniques used to describe the resource require-
ment of network traffic in various abstract queuing system models. Besides optimising
for capturing the statistical multiplexing gain as much as possible, the work aimed at
creating expressions that have favourable implementation properties. The improved
equivalent capacity expression proposed in Thesis 2 does not only harvest the power of
the many sources asymptotics model to get the most out of the statistical multiplexing
gain, but at the same time it reduces the amount of optimisations required to compute
the estimate from three to two. The emphasis on the implementation properties was
motivated by the goal of deploying the proposed estimators in adaptive network con-
trol applications. The novel measurement-based connection admission control scheme
presented in Thesis 3 builds on the unique property of the novel equivalent capac-
ity estimator that the computationally complex optimisations can be performed as a
background task between two connection admission decisions, under relaxed timing re-
quirements. At the timing critical decision instant, this always-up-to-date equivalent
capacity estimate of the already admitted traffic merely needs to be summed up with
the requested bandwidth of the arriving flow, which is a computationally cheap, quick
operation. This MBAC scheme is readily usable in the gateways of fixed and mobile
softswitch solutions but also in IP Multimedia System (IMS) gateway nodes. The sec-
ond application area discussed in this work was a network performance management
architecture built on the distributed computation of the equivalent capacity in intelli-
gent network nodes. In this architecture, the traffic characterisation task is distributed
among network nodes that compute the equivalent capacity estimate of the traffic per
interface and per service. By delegating the traffic characterisation task to the indi-
vidual nodes, the data collection frequency can be increased by orders of magnitude,
to the extent that the many-sources-asymptotics-based equivalent capacity estimator
can be used. The resulting network performance metric that reaches the network man-
agement centre thus already incorporates the target-QoS-dependent bandwidth safety
margin over the conventional average-type bandwidth metric, allowing network opera-
tors maintain a tight control of service quality levels that customers experience.

The verification of measurement-based traffic characterisation techniques presents
unprecedented challenges in the field of test tools. Thesis 4 undertook the task to
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construct a traffic generator tool architecture that meets the stringent requirements of
MBTC algorithm verification. The architecture allows the traffic pattern to be gov-
erned by traffic models both on the call and the packet levels, while at the same time
guarantees the highly accurate timing of packet departures, as dictated by the traffic
models. Despite relying on a timing-wise unreliable PC- or workstation-based plat-
form running a UNIX-type operating system, the novel time-shifting mechanism of
the architecture overcomes all timing disturbances that normally occur in the packet
transmission process of UNIX-type operating systems. The time-shifting mechanism
and the precise timer module, implemented either in hardware or in a real-time oper-
ating system extension, together guarantee a packet departure timing accuracy in the
microsecond range. The described architecture was realised by Ericsson Research in
the Traffic Analysis and Network Performance Laboratory for the verification of both
ATM based and IP based MBTC algorithms. The ATM implementation is built on a
Sun workstation equipped with a custom hardware based precise timer module. The
IP implementation uses a generic Linux PC, where the precise timer module is realised
by Real Time Linux.
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admission control based on the many sources asymptotics,” in Lecture Notes in
Computer Science (Networking 2002), vol. 2345, pp. 166–177, Springer, May 2002.
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