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Chapter 1

Introduction

Originally emerging as file sharing applications, the peer-to-peer principle have proven to be

very successful in a number of different areas of application ranging from Internet telephony

(e.g., Skype [1]) via video on demand and Internet television (e.g., PPLive, SopCast [2]) to

grid computing. Nowadays, peer-to-peer traffic accounts for more than half of the overall

Internet traffic [3]. Among many advantages of the peer-to-peer principle, the elimination of

bandwidth, processing and storage bottlenecks, savings on deployment and operation costs

and the difficult traceability of peer-to-peer users all contributed to this success.

Generally speaking, a peer-to-peer network can be defined as a self-organizing system

of equal, autonomous entities (peers), which aims for the shared usage of distributed re-

sources in a networked environment avoiding central services [4]. One of the most basic

functionalities of a peer-to-peer system is the lookup of shared resources in the network.

This functionality can be implemented in two fundamentally different ways:

Unstructured peer-to-peer systems (e.g., Gnutella [5]) take a reactive approach. Peers do

not maintain information about the location of resources at other nodes; resources in the

network can be looked up using either flooding or random walk search [6] over an overlay

network. No specific overlay structure needs to be maintained; the only overlay requirements

are low diameter and resilience against partitioning. This reactive approach implies very

low maintenance overhead and flooding-based or random walk search have the advantage of

allowing also complex queries. The main disadvantage of unstructured peer-to-peer systems

is the large communication overhead of queries. Flooding requires between O(n) - O(n2)

messages per query (where n is the number of nodes in the system). Random walk search

outperforms flooding in communication overhead per query, especially for high replication

ratios; however, it only provides probabilistic guarantees on successful lookups.

Structured peer-to-peer systems take a proactive approach. Peers maintain collectively a

distributed indexing structure which allows fast and directed lookup of resources in the net-

work. The main advantage of this architecture is the good scalability of the lookup process:

the communication overhead of a query is O(log n) for most implementations. However,

structured P2P systems require smart algorithms to minimize maintenance overhead and
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does not intrinsically support complex queries. Distributed indexing in structured P2P sys-

tems is most often implemented in the form of Distributed Hash Tables (DHT) – although

there are a few exceptions, e.g., skip graphs [7].

Architecturally, a DHT can be decomposed into two major components: a routing sub-

system and a storage subsystem. The storages subsystem manages mapping of stored data

items to DHT nodes while the routing subsystem maintains a (virtual) overlay network

which provides efficient routing between these nodes.

A huge number of Distributed Hash Tables variants have been proposed [8, 9, 10, 11,

12, 13, 14, 15, 16, 17] since the publication of the very first structured peer-to-peer systems

in 2001. Although lookup in most DHT overlays is based on the same foundations – being

structurally similar to the “small-world” navigation model of Kleinberg [18] – architectural

and algorithmic details of these different DHT variants differ significantly. Furthermore,

their performance depends on a set of different and often incompatible parameters which

makes analytical comparison rather difficult. Some aspects of DHT routing are covered by

generic analytical models providing valuable help in comparing the myriad of different DHT

implementations. E.g., the reachable component method (RCM) proposed in [19] allows

comparison of static resilience of routing overlays while the authors in [20] developed an

analytical framework to investigate the impact of lookup strategy, lookup parallelism and

replication on lookup latencies.

My first research goal was to develop a generic model that allows analysis and comparison

of a different aspect of DHT routing: the relationship between overlay structure and routing

performance. In Chapter 4, I propose a model that can be used to describe and compare

static routing performance for a large subclass of DHTs. The proposed model model uses

logarithmic distance transformation and stochastic methods and provides upper bounds on

the expected number of routing hops as a function of network size and a set of (uniform)

overlay parameters.

P2P systems are inherently dynamic; peers join, leave and rejoin the network frequently.

This process of permanent joining and leaving of peers is called churn in peer-to-peer termi-

nology. In order to keep the distributed indexing structure consistent and guarantee lookup

performance under churn, DHTs require resilient overlay structure, efficient maintenance

mechanisms and churn-tolerant lookup strategies. Bamboo [17] and eQuus [16] are one of

the few DHT implementations where churn tolerance has been an important explicit design

criterion. The creators of Bamboo advocate for proactive maintenance to avoid maintenance

avalanche effects and improve lookup performance under churn by fine-tuning timeout set-

tings based on round trip time statistics. eQuus achieves resilience and low maintenance

overhead by clustering DHT nodes based on physical proximity and ensuring that most main-

tenance traffic flows between physically closest nodes of the same cluster. In Chapter 5, I

propose an alternative approach and present a stochastic overlay maintenance mechanism

which reduces maintenance overhead asymptotically to the theoretical lower bound.

The rest of my dissertation is structured as follows: first, Chapter 2 provides a general
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overview of the architecture and functionality of distributed hash tables. Then Chapter 3

introduces the overlay models and modeling assumptions used in the forthcoming chapters.

My research work is presented in Chapter 4 and 5: Chapter 4 describes the generic model an-

alyzing relationship between overlay structure and static routing performance while Chapter

5 presents the proposed stochastic maintenance mechanism. Finally, Chapter 6 concludes

my dissertation.



Chapter 2

An Overview of Distributed Hash

Tables

From the point of view of an application, Distributed Hash Tables provide similar func-

tionality than ordinary “in memory” hash tables. An application can insert and remove

key-value mappings, and given a key, it can retrieve the associated value (in the context

of a peer-to-peer system, a key is an identifier used to refer to a shared resource while the

associated value is the resource itself or the locator of the resource). All of these operations

are performed quickly and efficiently and scale well for large amounts of data in both “in

memory” and distributed hash tables. However, as opposed to ordinary hash tables, storage

of key-value pairs is distributed over all nodes of the DHT and all hash table methods can be

issued from any of these nodes (see Figure 2.1). Consequently, internal operation of a DHT

differs significantly from the operation of ordinary “in memory” hash tables. To present

the architecture and operation of distributed hash tables, I have used the terminology and

formalism proposed in [21].

One of the key conceptual components of a DHT is the common metric space into which

nodes and resources are mapped to. All distributed hash tables use a virtual identifier

space I which possesses a closeness metric d : I × I → R so that (I, d) is a metric space

or a quasi-metric space1. Both the group of peers forming the DHT and the set of all

shared resources are mapped to this ID space I (see Figure 2.1). Mapping of peers can be

described by a function FP : P → I where P is the set of peers forming the DHT. FP is

usually implemented by either drawing a random identifier according to uniform distribution

over I or by applying a hash function to the public key of the peer. Resources are mapped to

I using a function FK : K → I where K is the set of keys used to refer to shared resources.

FK is most often implemented by applying a hash function to the keys.

Peers responsible for a given resource are determined based on the above mappings to

the common metric space (I, d). A key-value pair describing a resource is usually stored

by the peer (or the set of peers) whose image in (I, d) is the closest to the image of the

1A quasi-metric space does not satisfy the symmetry requirement of metric spaces.
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Figure 2.1: Comparison of “in memory” hash tables and DHTs

given resource in (I, d). Formally, this can be described using a functionM : I → 2P and a

constraint ∀i ∈ I : ∀p ∈ M(i),∀q /∈ M(i) : d(FP (p), i) ≤ d(FP (q), i) on this function. As a

result, locating a key-value pair (which describes a shared resource in a DHT) corresponds

to finding one of the closest peers to the image of the resource in (I, d).

The function M is usually complete, which means that each identifier of I is under the

responsibility of at least one peer. To provide fault tolerance M typically contains more

than one element and the cardinality of M is typically constant, which means that each

key-value pair is replicated to the same number of peers (Figure 2.1 shows the simplest case

when each key-value pair is stored by only one peer).

Comparing distributed hash tables to ordinary hash tables, peers correspond to buckets

and the functionM corresponds to the hash function FH in ordinary hash tables. Changing

the number of buckets in an ordinary hash table implies changing the hash function FH and

this usually requires relocation of most key-value pairs. For “in memory” hash tables, bucket

size is usually constant (or changes only rarely when reaching a capacity threshold), hence

this is not a problem. In contrast, a peer-to-peer network is inherently dynamic and the set

of peers in a DHT might change continuously, implying changes in the mapping of key-value

pairs to nodes (M). Continuous relocation of key-value pairs in a DHT would generate a

huge communication overhead, hence changes in these mappings should be minimized when

peers join and leave the network. DHTs address this problem by selecting responsible peers

based on proximity in the metric space (I, d) as mentioned above. Consequently, changes

in key-value pair → responsible peers mappings are restricted to the neighborhood of the

joining or leaving peer in (I, d). (This concept is also called consistent hashing [22] and had

been proposed for distributed web caching before the era of distributed hash tables.)

Another benefit of selecting responsible peers by proximity in (I, d) is that all DHT
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operations can be easily implemented on top of a routing algorithm which locates the closest

peers to a given point in I. To realize this routing process, DHTs create and maintain an

overlay network. An overlay network can be modeled by a directed graph G = (P, E) where

P denotes the set of vertices (peers) while E denotes the set of edges (overlay connections2).

Routing in the overlay is typically based on a simple greedy algorithm: a request for a given

point in I is forwarded via the connection pointing to the peer which is the closest to this

given point in (I, d).

Overlay topology depends heavily on distances between the images of peers in the metric

space (I, d). In most DHT overlays, connections can be categorized into short-range (local)

and long-range connections. Each node has short-range connections to some specific subset

of the closest peers in (I, d). Additionally, they have long-range connections to some distant

nodes so that the distribution of these connections is structurally similar to the family of

small-worlds graphs introduced by Kleinberg in [18]. In this small-worlds graph family, the

probability of having a long-range connection between to nodes is inversely proportional to

theDth power of their distance (whereD is the dimension of the metric space), and Kleinberg

has shown that this is necessary to provide efficient distributed search based solely on local

information.

The role of short-range and long-range connections in the overlay is complementary.

Short-range connections guarantee success of greedy forwarding: since each node is con-

nected to its closest neighbors in (I, d), it is always possible to forward requests at least a

small step closer to the target. In contrast, long-range connections are not critical for suc-

cessful routing but they expedite the lookup process and usually provide O(log n) bounds

on the average number of lookup hops. This is achieved by ensuring that the distance from

the target decreases by a constant factor in expected value after each routing step.

2A connection from node v1 to a peer node v2 means that node v1 knows the address of node v2 (this is
usually in the form of a pair of ID + IP address / port number). Different algorithms use different names
for connections, e.g., Chord [8] calls them successors, predecessors and finger pointers, while in Pastry [9],
they are called leaf set and routing table entries, etc.



Chapter 3

Modeling Assumptions and Notations

To describe the routing overlay of distributed hash tables, I have used the terminology and

reference model defined in [21] (see also Chapter 2). I have considered a one dimensional

Euclidean metric space within the interval [0, 1) that wraps around (this can be represented

as a ring, see Figure 3.1). Distance between two nodes in this metric space is defined as

their distance along the ring in clockwise direction1, formally: d(x, y) = y − x+ Ix>y

Each node has two different types of connections to other nodes: short-range connections

(called “local” connection in [21]) to a fixed number (NS) of closest nodes (in clockwise direc-

tion) and long-range connections to some distant nodes. These nodes are called short-range

and long-range peers of the node, respectively. Figure 3.1 shows short-range connections

(S1, S2, S3) and long-range connections (L0, L1, L2, L3) of node (A). The distance of the

node and its farthest short-range peer is denoted by dS .

Routing is assumed to be greedy: a node forwards a lookup request to its peer being the

closest to the target node in the metric space of the DHT (without overshooting it). This

greedy routing process can be described by the following pseudo-code algorithm:

Route-To-Node(node, target)

1 while node 6= target

2 do

3 proxy ← Get-Closest-Peer(target, peers)

4 if d(proxy, target) < d(node, target)

5 then node← proxy

6 else error

Routing overlay of many DHT implementations (Chord [8], Pastry [9], Symphony [14],

Accordion [15] etc.) can be described (or approximated) using the above system model (e.g.

routing in Pastry is more complex but is based on the same greedy algorithm). However,

1This definition implies that the metric space is in fact only a quasi-metric space, since it does not satisfy
the symmetry requirements. Extending the model to bidirectional routing where distance is defined as the
shortest path along the ring (in any of the two directions), a real metric space can be obtained.



8 Modeling Assumptions and Notations

S2

S3

S1

L3

L2

L1

L0

dS

0

1

A

Figure 3.1: Model of unidirectional DHT overlays (example)

there are a few exceptions, for example DHTs using multidimensional metric spaces (e.g.,

CAN [10]) or non-Euclidean metric spaces (e.g., Kademlia [12]).

Degree of randomness

Since randomness and flexibility in the choice of long-range connections plays an important

role in both analysis and maintenance of overlays, I have also defined the following two

extreme DHT overlay categories:

Definition 3.1 (Probabilistic power-law routing overlay (PPLRO)). A routing overlay is

called probabilistic power-law routing overlay when the choice of long-range connections is

not deterministic and they only have to satisfy the following requirements: the probability

of having a long-range connection to another overlay node is inversely proportional to the

Dth power of the distance between the two nodes in the D dimensional metric space (I, d)

where the DHT maps node identifiers [18]. Join algorithm of probabilistic power-law routing

overlays create initial long-range connections of joining nodes according to this distance

distribution and the choice of long-range connections is mutually independent of each other.

Definition 3.2 (Deterministic power-law routing overlay (DPLRO)). A routing overlay

over a one-dimensional metric space2 is called deterministic power-law routing overlay if

long-range connections are determined by the power series of the distances di = q
ci where c

and q are constant so that c > 1 and 0 < q ≤ 1. For unidirectional overlays, the ith long-

range connection is chosen as the first node whose distance exceeds di while for bidirectional

2Extending this definition to multidimensional metric spaces on the analogy of probabilistic power-law
routing overlays is not trivial.
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Figure 3.2: Model of bidirectional DHT overlays (example)

overlays, the ith connection is the node closest to the point at distance di.

Symphony [14], Accordion [15] and the routing scheme proposed in [23] are using prob-

abilistic routing overlays while a deterministic power-law routing overlay can be thought of

as a generalization of the Chord [8] overlay (for Chord, c = 2).

It is important to note that the term “power-law” is also used to denote the overlay

of unstructured P2P systems structurally similar to scale-free random graphs [24]. In that

context, it refers to distribution of node degree. However, in Definition 3.1 and 3.2, the term

“power-law” refers to distance distribution of long-range connections.

Bidirectional overlay model

The unidirectional overlay and routing model presented above can be easily extended to

bidirectional overlays with bidirectional routing. In a bidirectional overlay, both short-range

and long-range connections are bidirectional. The other important difference is the distance

metric of the space (I, d). Using the ring representation, distance of two nodes is defined as

their shortest distance along the ring, formally: db(x, y) = min [d(x, y), d(y, x)]. Hence in

contrast to unidirectional overlays, this is a real metric space also satisfying the symmetry

requirements. As a result, from the point of view of distances, each node can split the

DHT metric space (I, d) into two symmetrical partitions. Connections of a node are created

independently in both of these partitions. Figure 3.2 shows short-range and long-range

connections of node A in both partitions of the metric space for an example bidirectional

overlay.

Setting the circumference of the ring to 2 units for bidirectional overlays, it is easy to
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derive the bidirectional equivalent of any unidirectional overlay (where the circumference

of the ring is set to 1 unit). Connections of the bidirectional overlay obey the distance

distribution of the corresponding unidirectional overlay separately in both partitions of the

metric space (I, d). Hence the definition of probabilistic and deterministic power-law routing

overlay can be extended for bidirectional connections by applying either Definition 3.1 or

Definition 3.2 separately for both partitions of the metric space.

As a consequence of the definition of distance metric for bidirectional overlays, greedy

routing also becomes bidirectional; requests can be forwarded in both directions depending

on the position of the peer node being closest to the target.

Chapter 4 presents results for unidirectional routing overlays while Chapter 5 extends

theses results and applies them for bidirectional routing overlays.

Node ID distribution

The distribution of node identifiers in the metric space (I, d) also affects mathematical

analysis of routing in the overlay. The ID space of node identifiers is discrete and finite

for most real systems, hence nodes can only be mapped to a finite subset of points in the

Euclidean metric space (I, d). However, the granularity of this finite ID space is so fine (the

size of the ID space varies between 2128 − 2256), that node ID mapping can be considered

continuous in (I, d).

Furthermore, I assumed that given a network of n nodes, node identifiers are drawn

independently at random according to a uniform distribution over the range [0, 1) in (I, d)

(this is a reasonable assumption in most cases). This implies that distances between adjacent

IDs on the ring will be exponentially distributed. In a few cases (explicitly noted), I assumed

that peer identifiers partition the metric space (I, d) deterministically in equal partitions.

This is not a realistic scenario, but simplifies considerably mathematical analysis. In these

cases, I’ve always compared analytical results using deterministic identifier assignment to

simulation results using random uniform distribution of peer identifiers.

Finally, for long-range connection selection in probabilistic power-law routing overlays,

I’ve assumed that it is possible to find a peer node at any given distance (drawn according

to a given distribution) in the metric space. This is not realistic in a real system composed

of a finite number of nodes. In practice, the closest existing node to the given point is

used instead. However, the resulting error between these theoretical and real distances is

inversely proportional to the size of the network, hence this is negligible for large networks

(which are the main scope of this dissertation). Section 4.2.4 addresses this problem in more

details.



Chapter 4

Mathematical Modeling of Routing in

DHTs

A plethora of Distributed Hash Table concepts have been proposed and analyzed in the past

6-7 years to provide scalable and robust distributed storage and lookup systems [8, 9, 10,

11, 12, 14, 15, 16, 17], etc. Although architectural and algorithmic details of these DHT

proposals can differ significantly, the foundations of lookup mechanisms are very similar for

most of them. There are several empirical studies (based on simulations) comparing static

and dynamic performance of different DHT routing mechanisms using various parameter

settings [25, 26]. There exist also detailed analytical models for some DHTs, however these

models are usually restricted to one specific DHT implementation. Finally, some aspects of

DHT routing are covered by generic models, e.g., static resilience of DHT routing against

failure [19] or the impact of lookup strategy, lookup parallelism and replication on DHT

routing performance under churn [20]. However, to the best of my knowledge, there exist no

generic analytical models capturing the relationship between overlay structure and routing

performance of DHTs in static networks. In this chapter, I try to fill this gap proposing

a generic stochastic model of DHT overlays and overlay routing covering a large family of

DHTs.

The proposed analytical model builds on the fact that most DHT overlays are struc-

turally similar to the “small-world” model of Kleinberg [18] and the sequence of long-range

connections of a DHT node becomes linear after logarithmic transformation of distances in

the DHT metric space. More specifically, I have identified a large subclass of DHT overlays

(regular power-law routing overlays) where this transformed sequence can be described for

each node as independently selected random samples from an infinite renewal process. Us-

ing this renewal process model, I analyze the distribution of the per-hop routing progress

in general and also for the special cases of the deterministic and probabilistic power-law

routing overlays. Furthermore, I introduce the λ long-range connection density and the cv

long-range connection density coefficient of variation parameters to characterize long-range

connection distribution of an overlay. Finally, using renewal theory, I derive upper bounds
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on the expected number of routing hops as a function of network size and the above overlay

parameters.

The rest of this chapter is structured as follows: In Section 4.1, I present related works

for performance analysis and comparison of different DHT routing mechanisms and provide

a brief introduction to renewal theory – widely used in the upcoming sections. In Section 4.2,

I introduce the idea of logarithmically transformed view and analyze long-range connection

distribution in this transformed view. Finally, in Section 4.3, I analyze routing via long-

range connections in the transformed view and derive upper bounds on the expected number

of routing hops.

4.1 Related works

Defining models and metrics to describe performance of different DHT routing architectures

is not a trivial task. An application using the DHT lookup service is mostly interested in

lookup latencies and in the ratio of successful lookups. A user running DHT implementations

might also be concerned by resource usage (CPU, memory, storage, bandwidth, etc...) while

a network operator is only interested in the overall traffic (lookup + control) generated in the

network. Since most of these describe conflicting objectives, comparison only makes sense

if conflicting performance metrics are analyzed together describing fundamental trade-offs.

In the following subsection, I review existing models describing performance of DHT

routing in static networks (modeling of performance tradeoffs in dynamic network environ-

ments will be tackled in Section 5.1). Then, I provide a brief introduction to renewal theory,

which is the main mathematical tool used in the rest of this chapter.

4.1.1 Modeling DHT routing

Some of the commonly used performance metrics (e.g., overlay network diameter, node

state) are not directly relevant for neither applications nor users nor network operators. In

[27], the author investigates the trade off between node state and overlay network diameter.

Loguinov et al. also use network diameter as the primary metric for routing in [28].

Node state affects primarily memory usage at nodes. However, the amount of memory

required to keep track of connections is typically far from being a bottleneck in current

systems. Node state can also influence the maintenance bandwidth (e.g., in DHTs using per

connection periodic keep-alive messages to detect connection failures). However, it cannot

be used as a general metric to characterize maintenance traffic.

Overlay network diameter can be used to derive only lower bounds on the worst-case

number of routing hops for a lookup in a given overlay structure. Short paths between nodes

do not guarantee that a distributed routing algorithm is also able to find them [18]. Hence,

the distribution or the average number of routing hops is a more informative performance

metric which also allows to derive [20] lookup latency – a key performance metric from a

user perspective.



Mathematical Modeling of Routing in DHTs 13

Analytical comparison of a performance metric (e.g., the number of routing hops) of

different DHTs is usually described by asymptotic notation, commonly used to characterize

algorithm complexity. E.g., CAN [10] with a D dimensional identifier space provides lookups

in O(D
2 n

1

D ) hops in a network of n nodes. Although this is a useful and simple way to

determine scalability of a particular algorithm, it has its limitations. Due to potentially

different unknown constants hidden within the notation, it is not possible to compare two

different algorithms with the same asymptotic behavior (e.g., O(log n) hop count is typical

for many DHTs). Furthermore, it is also possible that an algorithm with better asymptotic

behavior performs worse for practical network sizes.

Asymptotic notation may even be misleading when not used carefully. The paper pre-

senting Koorde [11] (a DHT based on de Bruijn graphs) is a good example of such a

misuse. Using a base-k de Bruijn graph, Koorde completes routing in O(logk n) hops.

Based on this, the authors claim that choosing k = log n, routing cost is O(log n/ log k) =

O(log n/ log log n). However, the base of the underlying de Bruijn graph cannot be changed

on the fly as the network grows since this would require rebuilding the whole DHT from

the scratch. Therefore the parameter k should not be treated as a function of network size.

(Similarly, the dimension D of a CAN [10] network is not expressed as a function of network

size because this is also a parameter that cannot be changed without rebuilding the whole

system.) As a consequence, the number of routing hops for Koorde using base-k de Bruijn

graphs is in fact O(log n/ log k).

For a few DHT architectures, there are some exact analytical results: e.g., the average

number of routing hops for Chord [8] is 1
2 log2n. [20] is one of the few papers which provide

a generic analytical framework for the performance comparison of different DHTs. Given

the average number of routing hops in static networks, the authors analyze the influence of

three key factors on routing performance under churn: lookup strategy, lookup parallelism

and replication. My results on the expected number of routing hops in static networks

can be potentially used as an input for this analytical framework to derive these additional

performance metrics.

Finally – although not directly related to distributed hash tables – the “small-world”

navigation model of Kleinberg [18] is a fundamental contribution to theory of routing in

distributed systems. A network is said to be “small-world” when there exists a short path

between any two nodes, although most nodes are not directly connected. This low net-

work diameter is a necessary but not sufficient property for efficient distributed routing. In

[18], Kleinberg investigates requirements on overlay topology for efficient distributed routing

based solely on local information in small-world networks. Similarly to DHT overlays, he

defines a graph (embedded into a metric space) with short-range connections to the closest

nodes and long-range connection(s) to some distant nodes. As in DHTs, Kleinberg’s routing

is greedy: requests are forwarded via the peer node being the closest to the target node in

the metric space. As the main finding of the paper, Kleinberg shows that distributed routing

will achieve the best asymptotical performance when the probability of having a long-range
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connection to another node is inversely proportional to the Dth power of distance of the two

nodes (where D is the dimension of the metric space embedding the small-world graph).

Most DHT routing architectures – although not inspired by Kleinberg’s work – can be

related to the one dimensional Kleinberg small-world model.

4.1.2 Renewal processes revisited

Renewal processes are a special class of stochastic processes used to model independent iden-

tically distributed occurrences. Let X1, X2, X3, ... be independent identically distributed

(i.i.d) and positive random variables defined by the distribution function P (X < x) = F (x).

Furthermore, let Tn be defined as Tn =
∑n

i=1Xi. Then the counting process Y (t) = max{n :

Tn ≤ t} is a renewal process (t ≥ 0).

Renewal processes are usually defined in the time domain. In the time domain, Y (t)

denotes the number of events until time t, Tn corresponds to the occurrence time of the nth

event and the random variables Xi correspond to inter-arrival times between subsequent

events. The name renewal process is motivated by the fact that every time there is an

occurrence, the process “starts all over again”; it renews itself (since the variables Xi are

i.i.d).

In contrast to the general usage, renewal processes in my dissertation are not defined in

the time domain but in the distance domain of a one dimensional metric space. Furthermore

occurrences are not events but the images of long-range connections in this metric space and

the random variables Xi correspond to distances between the images of subsequent long-

range connections.

In the followings, I briefly list the results of renewal theory that I use in the upcoming

sections (for further reading, see [29], [30] and [31]). Note that the vocabulary of renewal

theory traditionally assumes a time domain for renewal processes. However, all results are

equally valid for the distance domain too.

Renewal function The expected value of the number of arrivals in function of the elapsed

time is called renewal function: m(t) = E [Y (t)].

Residual life Picking a random point in time (t), the random variable corresponding to

the time from this point until the next event (at time TY (t)+1) in a renewal process is

called residual life:

V (t) = TY (t)+1 − t (4.1)

Residual life is also called residual lifetime, residual time or forward recurrence time.

Expected value of asymptotic residual life The expected value of asymptotic residual

life in a renewal process can be expressed as

lim
t→∞

E[v] =
µ2

2µ
. (4.2)
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where µ = E[x] is the expected value of inter-arrival times and µ2 = E[x2] is the

second moment of inter-arrival times.

Distribution of asymptotic residual life Considering a renewal process with an inter-

arrival time distribution F (x), the probability density function of asymptotic residual

life can be expressed as

lim
t→∞

g(v) =
1− F (v)

µ
, (4.3)

where µ = E[x] is the expected value of inter-arrival times.

Length of a randomly selected renewal period Picking a random point in time (t) in

a renewal process, the pdf of the length of the renewal period marked by this point

(TY (t)+1 - TY (t)) is asymptotically:

lim
t→∞

h(x′) =
f(x′)x′

µ
, (4.4)

where f(x) is the pdf of inter-arrival times and µ = E[x] is the expected value of

inter-arrival times in the renewal process. It is important to note that the distribution

of x′ and x are not the same since a random point in time will select longer periods

at higher probability than shorter periods.

Note that considering a random sample from a renewal process, the above formulas are

also valid in general, not only for the asymptotic case.

Lorden bound The renewal function of a renewal process is upper bounded by

m(t) ≤
t

µ
+
µ2

µ2
+ 1, (4.5)

where µ is the expected value of inter-arrival times and µ2 is the second moment of

inter-arrival times in the renewal process (see [29], page 110.)

Poisson processes are a special class of renewal processes. Inter-arrival times in a Poisson

process are exponentially distributed. A Poisson process can be characterized by the λ

parameter of this exponential distribution which is also called the intensity of the process.

A Poisson process of intensity λ can also be defined as a pure birth process: the proba-

bility that an arrival occurs during an infinitesimally small interval dt is λdt (independent of

arrivals outside this interval) and the probability that more than one arrival occurs is o(dt).

This definition is equivalent with the renewal process definition.

Random sampling Random and independent sampling of events with probability p from

a Poisson process of rate λ results into a Poisson process of rate pλ.

Superposition Superposition of two Poisson process of rate λ1 and λ2 respectively results

into a Poisson process of rate λ1 + λ2.
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4.2 Transformed view of long-range connections

Transformation is a widely used mathematical concept in many disciplines to reveal, analyze

and exploit hidden system characteristics. One of the best known examples of the application

of a transformation method is JPEG encoding where discrete cosine transform maps a 8x8

pixel area into spatial frequency components [32]. In this example, transformation is used to

exploit “hidden characteristic” of human vision being much more sensitive to small variations

in color and in brightness for lower spatial frequencies than for higher frequencies. Hence

higher spatial frequency components can be encoded at smaller resolutions. In my thesis

work, I apply a logarithmic transformation to distances between node identifiers in the

metric space of a DHT to reveal “hidden characteristics” of DHT routing.

Definition 4.1 (Logarithmically transformed view). Let (I, d) be the metric space of a DHT

(see Chapter 2) where the distance between the image x0 = FP (p0) of a node p0 and the

image xi = FP (pi) of another node pi is defined as d(x0, xi). Then, using the transformation

function ft(u) = − lnu, the distance of p0 and pi in the logarithmically transformed view of

p0 is defined as:

d′(x0, xi) = ft [d(x0, xi)] = − ln [d(x0, xi)] . (4.6)

It is important to note that d′(x0, x1) is not a distance metric since it does not obey

the three metric space properties. However, in my dissertation, d′(x0, x1) is not used as a

distance metric; transformation of distances is only a mathematical tool within the concept

of logarithmically transformed view.

The transformed view of a base node p0 can be used to characterize distances between

p0 and a set of other nodes in a DHT. This transformed view can be represented along a

half-line as follows: the base node p0 itself is at the end of the half-line while other DHT

nodes pi (e.g. peers of the base node, or the target node of a lookup process) are represented

along this half-line at distance d′(x0, xi) from p0.

4.2.1 Long-range connection density

Figure 4.1 represents long-range connections of a Chord [8], Pastry [9] and Kademlia [12]

node as well as long-range connections of a node in a probabilistic power-law routing overlay

(e.g., Symphony [14] or Accordion [15]). For Pastry, the parameter b is the bit length of

numbers in the routing table, for Kademlia, the parameter k is the maximum size of buckets

and for Chord, the parameter c is the parameter used in the definition of deterministic

power-law routing overlays (see Definition 3.2). For each of these DHTs, the upper line shows

long-range peers of the node in the real metric space1 (to ease graphical representation, the

ring geometry of the metric space has been straightened) while the lower line shows these

peers in the logarithmically transformed view of the node. In the real metric space, the

1Since Kademlia uses a XOR metric, long-range peers of the Kademlia node are represented based on
their XOR distance from the node. Note that this is different from ID-based placement along the ring.
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Figure 4.1: Comparison of the routing table of some well known DHTs

represented node is in point 0. In the transformed view, this point corresponds to +∞.

Finally, long-range connections in the transformed view span within the range [0,− ln dS),

where dS is the distance from the farthest short-range peer of the node (represented by grey

circle in Figure 4.1).

Consider now the segment (dS , 1) covered by long-range connections in the real metric

space which corresponds to the segment (0,− ln dS) in the transformed view of the node.

Although long-range connection distribution differs for each of the above DHT implemen-

tations, Figure 4.1 shows that it is possible to partition this segment in the transformed

view into equally sized partitions of length ∆x so that the number of long-range connec-

tions NL(∆x) be the same inside each of these partitions (either deterministically or in

expected value). Based on this observation, I have defined a λ∆x long-range connection

density parameter as

λ∆x =
E [NL(∆x)]

∆x
. (4.7)

In general, the choice of ∆x is not arbitrary. In order to obtain constant long-range

connection density in the entire long-range connection domain of the transformed view,

∆x might need to be set to a DHT specific value (see again Figure 4.1). However, for a

large subclass of DHTs (including regular power-law routing overlays defined in the next

subsection), long-range connection density can be defined independent of the size ∆x of
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partitions as:

λ = lim
∆x→0

E [NL(∆x)]

∆x
. (4.8)

The main advantage of the proposed λ (or λ∆x) parameter is that it provides a simple

and generic way to characterize long-range connection distribution. Furthermore, in O(log n)

node state DHTs, λ characterizes the overlay independent of network size. For DHTs with

constant node degree (e.g., Symphony [14]), λ depends on the size of the network (λ ∼
1

ln n
).

Many DHT implementations have one or more tunable system parameter which affects

long-range connection distribution, e.g., the bucket size k for Kademlia or the bit length b

of numbers in the routing table for Pastry. The λ long-range connection density parameter

allows easy comparison of overlay structure for these DHT implementations despite their

mutually incompatible sets of system parameters. Figure 4.1 shows the λ parameter for

each DHT as a function of their tunable system parameters. Note that in many cases (e.g.,

Chord, Pastry or Kademlia), the theoretical long-range connection values are only upper

bounds of the actual long-range connection density since some routing table entries may be

empty (especially for shorter distances).

4.2.2 Regular power-law routing overlays

Definition 4.2 (Regular power-law routing overlays (RPLRO)). A power-law routing over-

lay is called regular if the sequence of long-range connections of a node in its transformed

view correspond to a randomly chosen sample of length − ln dS from an infinite renewal

process and these random samples are chosen independently for each node.

Hence, from the definition of renewal processes, distances between subsequent long-

range connections of a node in its transformed view are i.i.d in a RPLRO. Furthermore, the

distribution function F (x) of these i.i.d random variables identifies unambiguously a regular

power-law routing overlay. Random sampling from an infinite process (instead of defining

long-range connections as a renewal process starting from point 0 in the transformed view)

ensures uniformity of long-range connection density in the whole long-range connection range

(also including the first part of this range).

Theorem 4.1. Long-range connection density of a regular power-law routing overlay is

uniformly λ = 1
µ
, where µ is the mean distance between subsequent long-range connections

of a node in its transformed view.

Proof. Let f(x) be the pdf and F (x) be the cdf of renewal intervals (corresponding to the

distances between subsequent long-range connections of a node in its transformed view). As

a result of the random sampling property of RPLROs, the starting point of each partition of

length ∆x→ 0 can be considered as a randomly chosen point in the corresponding infinite

renewal process. Hence this interval of length ∆x → 0 contains at least one renewal point

(long-range connection) either when the corresponding renewal interval (selected by this

randomly chosen point) is smaller than ∆x or when this interval is larger than ∆x but
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the distance between the randomly selected point and the next renewal is less than ∆x.

Since the pdf of the length of the renewal period selected by a random point is f(x)x
µ

, the

probability that such an interval contains at least one renewal (long-range connection) can

be written as:

p1 =

∫ ∆x

0

f(x)x

µ
dx+

∫
∞

∆x

f(x)x

µ

∆x

x
dx. (4.9)

The probability that this interval contains k or more arrivals (where k > 1) can be upper

bounded as follows:

pk ≤ p1F
k−1(∆x). (4.10)

The expected number of renewals (long-range connections) within a randomly selected period

of length ∆x can be written as:

E[NL(∆x)] =

∞∑

i=1

pi. (4.11)

Hence, combining 4.10 and 4.11:

p1 ≤ E[NL(∆x)] ≤ p1

[
1 +

∞∑

i=1

F i(∆x)

]
. (4.12)

Dividing by ∆x and applying Equation 4.7:

p1

∆x
≤ λ∆x ≤

p1

∆x

[
1 +

∞∑

i=1

F i(∆x)

]
. (4.13)

Applying ∆x→ 0 to Equation 4.9 and the (reasonable) assumptions2 that lim∆x→0 F (∆x) =

0 and lim∆x→0 f(∆x) <∞:

lim
∆x→0

p1

∆x
=
f(0)∆x

2µ
+

1− F (∆x)

µ
= 0 +

1

µ
. (4.14)

Finally, substituting Equation 4.14 into the Inequality 4.13:

1

µ
≤ λ ≤

1

µ
→ λ =

1

µ
. (4.15)

Probabilistic power-law routing overlays are regular (see Section 4.2.3). Pastry and

Kademlia are not regular but are close to being regular with only small distortions. Finally,

Chord and deterministic power-law routing overlays in general are not regular, but, they

can be made regular: Considering the transformed view of a node in a DPLRO, its first

long-range peer is always located at ln c. Substituting the constant q in Definition 3.2 by a

random variable so that this first long-range peer be evenly distributed in the range [0, ln c],

the overlay becomes regular.

2These assumptions can be made because 0 distance between subsequent long-range connections does
not make sense in an overlay.
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To characterize regular power-law routing overlays, I also introduced a cv long-range

connection coefficient of variance parameter describing the relative variance of distances

between long-range connections in the transformed view. cv = σ
µ
, where σ is the standard

deviation while µ is the mean of distances between consecutive long-range connections in

the transformed view of a node. In Section 4.3.1, I show that using the λ and cv parameters

it is possible to derive a lower bound on routing performance.

4.2.3 Probabilistic power-law routing overlays

It is interesting to compare the degree of randomness in the choice of long-range connection

for different DHT implementations in Figure 4.1. In Chord, each connection is deterministic.

Pastry is somewhat more flexible, each routing table entry may contain any node of the

network from a given ID range, increasing the degree of randomness. Kademlia goes one

small step further in flexibility and randomness and allows the choice of any nodes (up to

a maximum number of k) from a given range (Chapter 5 further analyzes randomness of

long-range connection from a maintenance point of view).

However, the choice of long-range connections can be made “even more random” within

the family of routing overlays for which long-range connection density can be defined. For

the “most random” routing overlays out of this family, long-range connections of a node in

its transformed view correspond to a random and independent placement of points in the

range (0,− ln dS) according to a uniform distribution, which is equivalent to a truncated

(spatial) Poisson process. In the following, I show that this family of “most random” routing

overlays is equivalent to the family of probabilistic power-law routing overlays over a one

dimensional metric space (see Definition 3.1).

Theorem 4.2. Consider a truncated Poisson process of rate λ in the range (0,− ln dS).

Furthermore consider a routing overlay where the sequence of long-range connections in

the transformed view of each node is defined as a random realization of this Poisson process.

Then this routing overlay is a probabilistic power-law routing overlay of long-range connection

density λ.

Proof. Consider a small range [x, x + ∆x] in the transformed view. Inverse transforming

this range back to the real metric space using y = f−1
t (x) = e−x results into the range

[e−x−∆x, e−x] = [y −∆y, y] in the real metric space.

Using the birth process definition of Poisson processes, the probability of having an

arrival (long-range connection) in the range [x, x+∆x] of the transformed view is λ∆x when

∆x→ 0. Since the inverse transformation function f−1
t (x) is strictly monotone decreasing,

the probability of having a long-range connection in the corresponding range [y −∆y, y] of

the real metric space is the same.

Using the derivative of the transformation function ft(y) = − ln y, it is possible to express
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the relationship between the length of these ranges when they are infinitesimally small:

lim
∆y→0

∆x = −f ′t(y)∆y =
∆y

y
.

Hence the probability of having a long-range connection in an infinitesimally small range

of length ∆y → 0 at a distance y from this node is λ∆y
y

. This is equivalent to the long-range

connection distribution requirement of Definition 3.1 for one dimensional metric spaces.

Being generated from a Poisson process, long-range connections also satisfy the indepen-

dence requirement of Definition 3.1, hence the generated overlay is a probabilistic power-law

routing overlay.

Finally, the expected number of arrivals in a Poisson process of rate λ for an interval of

length ∆x is λ∆x, hence substituting into Equation 4.7 any positive value of ∆x interval

length, the obtained long-range connection density value for this overlay equals to the λ rate

of the generating Poisson process.

Theorem 4.3. Consider a probabilistic power-law routing overlay in a one dimensional

metric space with a long-range connection density λ. Then the sequence of long-range con-

nections of any node in its transformed view correspond to a random realization of a truncated

Poisson of rate λ in the range (0,− ln dS).

Proof. According to Definition 3.1, the probability of having a long-range connection in an

small range [y−∆y, y] of a one dimensional metric space is c∆y
y

when ∆y → 0 (c is a positive

constant).

Transforming now this range into the transformed view using x = ft(y) = − ln y results

into the range [− ln y,− ln(y−∆y)] = [x, x+ ∆x]. Since the transformation ft(y) is strictly

monotone decreasing, the probability of having a long-range connection in the corresponding

range [x, x+ ∆x] of the transformed view is the same.

Using the derivative of the inverse transformation function f−1
t (x) = e−x, it is possible

to express the relationship between the length of these ranges when they are infinitesimally

small:

lim
∆x→0

∆y = −f−1
t

′
(x)∆x = e−x∆x = y∆x.

Hence the probability of having a long-range connection in an infinitesimally small range

of length ∆x → 0 in the transformed view is c∆y
y

= c∆x, independent of the value of

x within the range (0,− ln dS). Since long-range connections of a probabilistic power law

routing overlay are also independent of each other according to Definition 3.1, the sequence

of long-range connections of any node in its transformed view correspond to a random

realization of a truncated Poisson of rate c in the range (0,− ln dS).

Finally, using the definition of long-range connection density and the assumption that

the long-range connection density of the given overlay is λ, it is deducible that c = λ.
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Since a Poisson process is a special renewal process, from Theorem 4.2, it follows that

probabilistic power-law routing overlays belong to the subclass of regular power-law routing

overlays.

4.2.4 Distortions in the transformed view

In Section 4.2.3, I’ve assumed that a node can find (and create a connection to) a peer

node at any given point of the metric space (I, d). In reality, given a network of n nodes,

a connection can be created only to n − 1 points in (I, d) corresponding to the images of

all the other nodes in (I, d). Hence in real systems, a connection is established to the peer

node whose images is the closest to the “theoretical” point in (I, d) drawn according to the

required distribution. This introduces small distortions to theoretical distance distribution.

Similar distortions exist for deterministic power-law routing overlays. E.g., in Chord,

long-range connections (fingers) point to the first node whose distance is not smaller than
1
2 ,

1
4 ,

1
8 , .... This results into a sequence of distances 1

2 + ǫ1,
1
4 + ǫ2,

1
8 + ǫ3, .... In a network

of n nodes uniformly distributed in the range [0, 1) of the metric space (I, d), ǫ will be a

random variable with exponential distribution of parameter n.

While the distribution of this small offset is the same for all distances in the real metric

space, it depends strongly on the distance in the transformed view of a node. For large real

distances, this offset is negligible, however, it increases exponentially and can be considerable

for small real distances in the transformed view.

4.3 Stochastic analysis of routing

The role of short-range and long-range connections in the routing process is complementary.

While short-range contacts ensure the success of greedy forwarding, long-range contacts

expedite routing and provide O(log n) bounds on the number of routing hops. For deter-

ministic routing geometries, the routing process can be clearly separated into a first phase

using only long-range contacts and a second phase using only short-range contacts. For

non-deterministic routing geometries, the first routing hops usually take place via long-

range connections while the last hops usually take place via short-range connections and

the probability of routing via a short-range peer increases monotonously approaching to the

target. Nevertheless, for non-deterministic routing geometries, it is not possible to separate

routing process into distinct long-range and short-range routing phases.

Analytical study of this dual routing process is rather complicated. Analysis becomes

much easier if forwarding is restricted to either only short-range or only long-range connec-

tions.

Restricting forwarding to short-range connections, progress toward the target becomes

linear. Assuming that node identifiers are drawn independently and at random according

to a uniform distribution from the interval [0, 1) of the metric space (I, d) (see Chapter 3),

each routing hop has the same length in expected value independent of the current distance
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Figure 4.2: Forwarding through imaginary long-range connections

from the target3. The length of consecutive routing hops can be described by a series

of independent Erlang distributed random variable with rate n (number of nodes in the

network) and shape parameter NS (number of short-range connections per node). Obviously,

routing via only short-range contacts degrades routing performance from O(log n) to O(n).

In Section 4.3.1, I show that using logarithmic transformation, analysis is also possible

when restricting forwarding to long-range connections; progress toward the target will be

linear in the transformed view of the target. However, simply forbidding forwarding via

short-range contacts may cause routing failures. Therefore, to analyze long-range only for-

warding, I use an imaginary routing overlay where the sequence of long-range connections

in the transformed view of a node is infinite instead of being truncated after reaching the

short-range connection domain. For regular power-law routing overlays, this means that

long-range connections correspond to infinite random samples from a renewal process in-

stead of random samples of length − ln dS .

In the real routing overlay, forwarding takes place via a short-range peer only when the

target is closer than the closest long-range peer of the forwarding node. When the real

routing overlay is forwarding via a short-range peer, the modified long-range only model is

forwarding through an imaginary long-range peer at a smaller distance

Figure 4.2 demonstrates the difference between real forwarding (via a short-range con-

nection) and long-range only forwarding via an imaginary long-range connection. The upper

line in the figure represent the real metric space while the lower line shows the transformed

view of the forwarding node. For a real overlay, forwarding occurs via a short-range peer.

However, when restricting forwarding to long-range connections in order to simplify analy-

sis, forwarding takes place via the imaginary long-range peer being the closest to the target

node.

Forwarding via an imaginary long-range connection always results in less progress than

the real forwarding would result in via a short-range connection. Therefore results on routing

progress obtained from analysis restricted to long-range forwarding can be used as a lower

bound on real routing progress.

Modeling long-range only forwarding, a routing process is terminated when the distance

of the current forwarding node from the target decreases below dS (the distance between the

3. If NS > 1, the expected value of the last hop reaching the target is smaller.
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target node and the node whose farthest short-range peer is the target node4). Let Ml be

the number of routing hops for long-range only routing until the termination and let M be

the number of routing hops for the real routing process. Since routing progress of long-range

only forwarding is always equal to or less than routing progress of real forwarding, the real

routing process will always reach a peer with direct short-range connection to the target

node in Ml or less hops. Hence Ml + 1 can be used as an upper bound on the real number

of routing hops:

M ≤Ml + 1. (4.16)

The rest of this section is structured as follows: Section 4.3.1 analyzes progress of the

routing process in the transformed view of the target using this long-range only forwarding

model. Then Section 4.3.2 uses the obtained long-range only results to derive upper bounds

on the number of routing hops for the real routing process (using both short-range and

long-range connections).

4.3.1 Analysis of routing in the transformed view

Analysis of routing in the transformed view can be best introduced through an example.

Figure 4.3/a shows one hop of an example routing process: a request reaches forwarding

node Fk in step k and node Fk forwards this request to its long-range peer Fk+1 being

the closest to the target node T without overshooting it. Figure 4.3/b shows distances in

the real metric space (upper line) and the transformed view (lower line) of node Fk while

Figure 4.3/c shows the same distances as seen in the real and transformed view of the target.

Note that the default direction of the ring is reversed in Figure 4.3/c in order to represent

remaining distances from the perspective of the target node.

dk and dk+1 is the distance from the target in step k and k + 1 respectively, while d′k
and d′k+1 are the same distances in the transformed view of the target. To analyze per

hop routing progress in the transformed view of the target node, I express the progress

uk = d′k+1 − d′k toward the target after step k as a function of the distance vk from the

next-hop node in the transformed view of forwarding node Fk. Applying transformation to

distances in Figure 4.3/c:

uk = − ln dk+1 − d
′

k. (4.17)

Inverse transforming distances in Figure 4.3/b:

dk+1 = e−d′
k − e−d′

k
−vk = e−d′

k(1− e−vk). (4.18)

Finally, substituting Equation 4.18 into 4.17:

uk = − ln
[
e−d′

k

(
1− e−vk

)]
− d′k = − ln

(
1− e−vk

)
. (4.19)

4Assuming uniform distribution of node identifers in the DHT metric space, dS will be a random variable
with Erlang distribution of rate n and shape parameter NS (where n is the number of nodes in the DHT
and NS is the number of short-range connections per node.)
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Figure 4.3: Routing from hop k to hop k + 1

Hence the progress uk after routing hop k in the transformed view of the target can be

expressed as a function of the distance vk from the next-hop node in the transformed view

of forwarding node Fk:

u = h(v) = − ln
(
1− e−v

)
. (4.20)

Note: as Chapter 3 mentions, routing in DHTs with non-Euclidean metric spaces cannot

be analyzed using this model. The reason is that Equation 4.18 uses the assumption that

d(x, z) = d(x, y) + d(y, z) which holds only for the one dimensional Euclidean metric space.

For any other metric spaces: d(x, z) ≤ d(x, y) + d(y, z) (triangle inequality).

In the followings, I analyze routing in regular power-law routing overlays in general.

Using the above transformation results, I derive a lower bound on routing performance as a

function of λ and cv. Then I analyze two special cases of regular power-law routing overlays

in more details: the probabilistic and “regularized” deterministic overlays. I derive exact

analytical results on their routing performance and compare these results to the generic

lower bound.

Regular power-law routing overlays

Theorem 4.4. Considering the routing process via long-range connections in a regular power

law routing overlay, the length of the per-hop progress uk in the transformed view of the target

is i.i.d for subsequent hops. Furthermore, the expected value of this per-hop routing progress

is lower bounded by

E[uk] ≥ − ln

[
1− e−

1+c2v
2λ

]
. (4.21)

where λ is the long-range connection density and cv is the long-range connections density

coefficient of variation in the overlay.
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Proof. In regular power-law routing overlays, the sequence of long-range connections of dif-

ferent nodes in their transformed view correspond to independently selected random samples

from an infinite renewal process. Therefore, the target node can be considered as a uniformly

distributed random point in the transformed view of a forwarding node (see Figure 4.3/b).

As a consequence, the random variable vk corresponds to the distance of a random point

from the next renewal (long-range connection) in the renewal process of long-range connec-

tion (residual life). Hence, the series of the random variables vk will be i.i.d, and applying

Equation 4.20, the series of the random variables uk will be also i.i.d.

Let µ = E[x] be the expected value and µ2 = E[x2] be the second moment of the length

of renewal periods (corresponding to distances between subsequent long-range connection in

the transformed view of a node). Then, from renewal theory, the mean residual life in this

renewal process (corresponding to E[v]) can be expressed as:

E[v] =
E[x2]

2E[x]
=
V ar(x) + E2[x]

2E[x]
=
E[x]

2
(1 + c2v). (4.22)

Using Theorem 4.1, E[x] = 1
λ

for any RPLRO, hence:

E[v] =
1 + c2v

2λ
. (4.23)

Using Equation 4.20, the distribution of the per-hop routing progress in the transformed

view of the target (u) can be expressed as a convex function h(v) of the random variable v.

Therefore the Jensen inequality can be applied as follows:

E[u] = E[h(v)] ≥ h(E[v]) = − ln

[
1− e−

1+c2v
2λ

]
. (4.24)

Probabilistic power-law routing overlays

According to Theorem 4.3 on PPLROs, the sequence of long-range connections in the trans-

formed view of a node can be described as a realization of a stationary Poisson process of

rate λ, where λ is the long-range connection density of this overlay. Hence, in the trans-

formed view of the forwarding node Fk, the target of the lookup process corresponds to an

arbitrary point while the image of the next-hop node Fk+1 corresponds to the next arrival

in this Poisson process. The random variable vk describes the distance between these two

points in the transformed view of Fk (see Figure 4.3/b).

As a consequence of the memoryless property of Poisson processes, picking an arbitrary

point in the process, the distance to the next arrival will always be exponentially distributed

with parameter λ. Hence the distribution of vk is the same for each step of the routing process

(via long-range connections) and the pdf of v vk is:

gprob(v) = λe−λv . (4.25)
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Another consequence of the memoryless property of Poisson processes is that the random

variables vk and vk+1 are independent, hence the series vk are i.i.d random variables. Since

uk (the progress toward the target in the kth routing hop) can be derived from vk using

Equation 4.20, uk is also a series of i.i.d random variables (since PPLROs are regular, this

could be derived also applying Theorem 4.4). The pdf of u can be obtain by transforming

the pdf of v using the function h(v):

fprob(u) = gprob

(
h−1(u)

) ∣∣∣∣
dh−1(u)

du

∣∣∣∣ = λ(1− e−u)(λ−1)e−u. (4.26)

Hence:

Fprob(u) =

∫ u

0
fprob(t)dt = (1− e−u)λ. (4.27)

Finally, the expected value of the length of one routing hop in the transformed view of

the target5:

Eprob[u] =

∫
∞

0
fprob(u)u du = Hλ, (4.28)

where Hx is the harmonic number [33] (generalized for real numbers) of x. For practical λ

values, the following approximation can be used6:

Hλ ≈ ln [(e− 1)λ+ 1] . (4.29)

The above results can be transformed back from the transformed view of the target node

to the real metric space of the DHT as follows.

Theorem 4.5. Consider the routing process in a probabilistic power-law routing overlay of

long-range connection density λ. Then the series of random variables wk =
dk+1

dk
describ-

ing the ratio of distances from the target after and before a routing hop via a long-range

connection are i.i.d and the pdf and expected value of wk are:

fw
prob(w) = λ(1− w)(λ−1) if 0 < w < 1 and 0 otherwise (4.30)

and

E[w] =
1

1 + λ
. (4.31)

Proof. Since uk = d′k+1 − d
′
k in the transformed view of the target and since transformed

distances can be obtained as d′k = − ln dk and d′k+1 = − ln dk+1 from distances in the real

metric space, uk can be expressed as:

uk = − ln dk+1 − (− ln dk) = − ln
dk+1

dk

.

Hence defining, the random variable wk =
dk+1

dk
as the ratio of distances after and before

a routing hop via a long-range connection, this random variable wk can be expressed as a

5Calculated using the Mathematica software from Wolfram Research Inc. (http://www.wolfram.com)
6This approximation provides less than ±1% relative error if λ > 0.5 and less than +5% relative error if

0 < λ < 0.5. Note that λ is typically larger than 1

ln 2
≈ 1.41 for most DHTs (see Section 4.2.1)
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function wk = Φ(uk) = e−uk of the random variable uk. According to Theorem 4.4, uk is a

series of i.i.d random variables, therefore wk will be also a series of i.i.d random variables

(to simplify notation, uk and wk are denoted simply by u and v hereafter). Φ(u) = e−u is

a strictly monotone decreasing function. Hence the cdf of w can be expressed from the cdf

of u as:

Fw
prob(w) = 1− Fprob

(
Φ−1(w)

)
= 1−

[
1− e−(− ln w)

]λ
= 1− (1− w)λ. (4.32)

The pdf of w can be obtained as the derivative of Fw
prob(w):

fw
prob(w) =

dFw
prob

dw
= λ(1 −w)(λ−1). (4.33)

As a result of greedy routing, dk+1 < dk holds for each routing step, hence 0 < wk < 1 and

the expected value of the random variable w is:

E[w] =

∫ 1

0
fw

prob(w)wdw =

[
(1− w)λ(1 + λw)

1 + λ

]1

0

=
1

1 + λ
. (4.34)

Hence the distance to the target decreases in expected value by a factor of 1+λ after each

routing hop via a long-range connection. Since these distance decrease ratios in subsequent

routing hops are independent, the expected value of distance decrease after i routing hops

via long-range connections can be expressed as:

E

[
dk+i

dk

]
=

(
1

1 + λ

)i

. (4.35)

Deterministic power-law routing overlays

Definition 3.2 introduces deterministic power-law overlays which can be considered as a gen-

eralization of the Chord overlay. These overlays are not regular because the sequence of

long-range connections in the transformed view of nodes correspond to the same renewal

process for each node and lacks the random sampling property of regular power law routing

overlays. However, DPLROs can be made regular substituting the constant q in Defini-

tion 3.2 with a random variable so that the first long-range peer is evenly distributed over

the range [0, ln c] in the transformed view of the node. In this subsection, I analyze these

“regularized” deterministic power-law routing overlays7.

To ease comparison with PPLROs and regular power-law routing overlays in general, the

generic λ long-range connection density is used during the analysis instead of the parameter

c in the definition of deterministic power law routing overlays. The relationship between

these two parameters can easily be determined from Figure 4.1:

λ =
1

ln c
⇔ c = e

1

λ . (4.36)

7[J2] analyzes DPLROs without the above regularization. In my dissertation I investigate regularized
DPLROs in order to be able to compare results with the lower bound of Theorem 4.4 (not yet included into
[J2])
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As for any regular power-law routing overlay, target nodes in the transformed view of

forwarding nodes can be considered as uniformly distributed random points. Hence the pdf

of the random variable vk for DPLRO:

gdet(v) =





λ if 0 < v <

1

λ

0 otherwise
(4.37)

Transforming this distribution using Equation 4.20, the pdf of the random variable uk:

fdet(u) = gdet

(
h−1(u)

) ∣∣∣∣
dh−1(u)

du

∣∣∣∣ =





λ

e−u

1− e−u
if u > − ln

[
1− e

1

λ

]

0 otherwise

(4.38)

Hence the expected value of the per-hop routing progress in the transformed view of the

target node can be obtained as8:

Edet[u] =

∫
∞

− ln

[
1−e

−
1
λ

] λ
e−u

1− e−u
udu. (4.39)

Comparison of per-hop routing progress in the transformed view

In the previous subsections, I have analyzed routing via long-range connections in regular

power-law routing overlays. In Theorem 4.4, I have shown that the length of the per-hop

progress in the transformed view of the target (distance between the images of subsequent

forwarding nodes in this transformed view) is i.i.d. In other words, lookup approaches

toward the target in its transformed view at constant “speed” in expected value for any

regular power-law routing overlay.

Furthermore, knowing the λ long-range connection density and the cv long-range con-

nection density coefficient of variation parameters of the overlay, it is possible to derive a

lower bound on the expected value of the length of this per-hop progress in the transformed

view of the target (see Equation 4.21).

I have also derived analytically the expected value of this per hops progress for two

special cases, namely the probabilistic and the “regularized” deterministic power-law routing

overlays. Figure 4.4 compares these expected values as well as their generic lower bounds

(derived using Inequality 4.21) as a function of the long-range connection density. The result

shows that deterministic overlays provide better per-hop progress than probabilistic overlays

for all values of λ. This is a consequence of different coefficients of variation (cv) for distances

between subsequent long-range connections. According to Equation 4.21, the lower bound

on E[u] decreases monotonically with increasing cv values. For DPLROs, where the distance

between subsequent long-range connections is constant in the transformed view of a node:

cdet
v = 0, (4.40)

8The analytical form of this integral is too complicated, Figure 4.4 represents the results numerically
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while for PPLROs, where these distances are exponentially distributed:

cprob
v =

σ

µ
=

1
λ
1
λ

= 1. (4.41)

Although Equation 4.21 can be used to express lower bounds on the expected value

for any regular power-law routing overlay, the distribution of per-hop routing progress can

differ significantly for different overlays. Figure 4.5 compares the pdf f(u) for different long-

range connection density values both for probabilistic and deterministic power-law routing

overlays. As it can be expected, the deterministic routing overlay guarantees a minimum

progress for each routing hop. In probabilistic routing overlays, there is no such lower bound

on the length of one single hop.

Equation 4.27 reveals another interesting property of the distribution of u for probabilis-

tic power-law routing overlays: Fprob(u) can be obtained by raising the cdf of an exponential

distribution to the power λ. As a result, λ = 1 is a very special long-range connections den-

sity value where the length of one routing hop in the transformed view of the target node
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is exponentially distributed with parameter 1. This means that the sequence of routing

hops in the transformed view of the target node corresponds to the same stochastic process

as the sequence of long-range connections in the transformed view of any nodes; both can

be described by a Poisson process of rate 1. For any other λ values, the length of routing

hops is not exponentially distributed. Figure 4.5 shows well the difference in the shape of

the probability density function for long-range connection density values λ = 1, λ < 1 and

λ > 1.

The sequence of long-range connections in the transformed view of a node can also be

approximated by a renewal process for many “non-regular” DHTs (see Section 4.2.1). How-

ever, irregularities in the distribution of distances between successive long-range connections

induces distortions to the “constant speed” progress in the transformed view of the target

and make mathematical analysis difficult.

For example, in Pastry, long-range connection density have a slight periodic variation.

The length of this period is b ln 2 in the transformed view (where b is the bit length of

numbers in the routing table). This slight periodic fluctuation is visible on the graph showing

the expected number of routing hops as a function of network size (see Figure 4. in paper

[9]).

4.3.2 Upper bound on the expected number of routing hops

In the previous subsections, I have analyzed routing via long-range connections in the trans-

formed view of target nodes. I have shown that the per-hop routing progress uk is i.i.d for

regular power-law routing overlays, hence the images of forwarding nodes in the transformed

view of the target can be described as a renewal process. Furthermore, I proposed a lower

bound on the expected value of this per-hop progress as a function of the λ and cv overlay

parameters (see Theorem 4.4).

Although these results cannot be used directly to characterize overlay performance, the

proposed renewal process model allows analytical derivation of an important overlay per-

formance metric: an upper bound on the expected number of routing hops as a function of

network size and the overlay parameters (λ, cv and NS). The computation of this overlay

performance metric is based on the upper bound of Lorden for renewal processes (see [29],

page 110):

UL(t) ≤
t

µ
+
µ2

µ2
− 1, (4.42)

where UL(t) is the renewal function (the expected value of renewals until time t), µ is the

mean of renewal periods and µ2 is the second moment of renewal periods. Applying this

bound to the renewal process corresponding to the sequence of forwarding nodes in the

transformed view of the target node, the variables in Inequality 4.42 correspond to the

followings:

• UL(t) corresponds to the expected value of the number of routing hops for long-range

only routing
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• t corresponds to the length of the long-range routing path in the transformed view of

the target node (from the image of the initiator node to the image of the first node

having a direct short-range connection to the target node)

• µ corresponds to E[u], for which, Theorem 4.4 gives a lower bound as a function of

the overlay parameters λ and cv

• µ2 corresponds to E[u2] =
∫
∞

0 u2f(u)du

Lemma 4.6. Considering the routing process via long-range connections in a regular power

law routing overlay, the second moment of the length of the per-hop progress u in the trans-

formed view of the target node is upper bounded by

E[u2] ≤ 2.41λ, (4.43)

where λ is the long-range connection density of the overlay

Proof. The random variable u can be obtained from the random variable v using Equa-

tion 4.20 while the variable v itself corresponds to the residual life in the renewal process

corresponding to the sequence of long-range connections in the transformed view of a node

(see proof of Theorem 4.4). From renewal theory, the pdf of the residual life v can be

expressed as follows:

g(v) =
1− F (v)

E(x)
= λ(1− F (v)), (4.44)

where F (x) is the cdf of renewal intervals (corresponding to the distances between subse-

quent long-range connections of a node in its transformed view), E[x] is the expected length

of these intervals and I have used 1
E[x] = λ from Theorem 4.1.

Since a cdf is always a non-decreasing function and 0 ≤ F (x) ≤ 1, the pdf g(v) is a

non-increasing function upper bounded by g(v) ≤ g(0) = λ.

This upper bound can be used to derive an upper bound on f(u). Using Equation 4.20

to transform v to u:

f(u) = g(− ln(1− e−u))
e−u

1− e−u
≤ λ

e−u

1− e−u
. (4.45)

Hence

E[u2] =

∫
∞

0
u2f(u)du ≤

∫
∞

0
λ

e−u

1− e−u
u2du ≤ 2.41λ. (4.46)

Lemma 4.7. Assuming uniform distribution of node identifiers in the metric space of the

DHT and uniform selection of target nodes for the routing process, the expected length of the

routing path in the transformed view of the target is:

E[t] = lnn+ γ − 1−HNS−1 + ǫ, (4.47)
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where NS is the number of short-range connections per node, n is the number of nodes in

the overlay, Hk is the kth harmonic number, γ is the Euler-Mascheroni constant 9 and ǫ is

a small positive error term

ǫ ∈ o

(
nNS

en

)

negligible except for very small network sizes.

Proof. When using the long-range only forwarding model, a routing process (as seen in the

transformed view of the target) starts from the image of the initiator node and ends at the

image of the first node having a direct short-range connection to this target node. The

expected length E[t] of this routing path can be obtained as the difference between the

expected location of these start and end points.

Assuming that nodes of the overlay are uniformly distributed in the range [0, 1) of the

DHT metric space and target nodes are selected also uniformly by initiator nodes, the

distance between initiator and target nodes will be uniformly distributed over the interval

(0, 1). Applying logarithmic transformation to this distribution according to Equation 4.6

results into exponentially distributed distances in the transformed view of the target with

the pdf : f ′(x) = e−x. Hence the expected value of the distance between the target and

initiator nodes in the transformed view of the target will be

E[Lstart] =

∫
∞

0
e−xxdx = 1. (4.48)

Assuming again that nodes of the overlay are uniformly distributed in the metric space

of the DHT, the distance between a node and its farthest short-range peer will be Erlang

distributed with rate n and shape parameter NS , where n is the number of nodes in the

overlay and NS is the number of short-range connections per node. Hence the pdf of this

distance distribution will be:

fErl(y) =
nNSyNS−1e−ny

(NS − 1)!
. (4.49)

Transforming the pdf of this Erlang distribution according to Equation 4.6, the pdf in the

transformed view will be:

f ′Erl(x) = fErl

(
f−1

t (x)
) df−1

Erl

dx
=
e−[ne−x+x(NS−1)]nNS

(NS − 1)!
. (4.50)

Hence the expected value of the distance between a node and its farthest short-range peer

in its transformed view10:

E[Lend] =

∫
∞

0
f ′Erl(x)xdx = lnn+ γ −HNS−1 + ǫ, (4.51)

9The Euler-Mascheroni constant is defined as γ = limk→∞(Hk − ln k) ≈ 0.5772
10Calculated using the Mathematica software from Wolfram Research Inc. (http://www.wolfram.com)
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where Hk is the kth harmonic number, γ is the Euler-Mascheroni constant and ǫ is a small

positive error term upper bounded by

ǫ < e−n

[
1 +

(n+NS)NS−2

(NS − 1)!

]
. (4.52)

Hence ǫ can be expressed using the following asymptotic bound:

ǫ ∈ o

(
nNS

en

)
. (4.53)

Typically, NS is a small number, hence – except for very small network sizes – ǫ is negligibly

small.

Theorem 4.8. The expected number of routing hops U in a regular power-law routing overlay

is upper bounded by:

U(n, λ, cv , NS) ≤
lnn−HNS−1 − 0.42

− ln

[
1− e−

1+c2v
2λ

] +
2.41λ

ln2

[
1− e−

1+c2v
2λ

] + ǫ, (4.54)

where n is the number of nodes in the overlay, λ is the long-range connection density, cv is

the long-range connection density coefficient of variation, NS is the number of short-range

connections per node and ǫ is a small positive error term

ǫ ∈ o

(
nNS

en

)

negligible except for very small network sizes.

Proof. Substituting the results of Lemma 4.6, Lemma 4.7 and Theorem 4.4 into the Lorden

bound (Inequality 4.42), an upper bound can be obtained on the expected number of routing

hops for long-range only forwarding:

UL(t) ≤
lnn−HNS−1 − 0.42 + ǫ

− ln

[
1− e−

1+c2v
2λ

] +
2.41λ

ln2

[
1− e−

1+c2v
2λ

] − 1. (4.55)

Then, the upper bound on the number of routing hops for real routing (via both short-range

and long-range connections) can be obtained using U(t) < UL(t)+1 from Inequality 4.16.

When the first and second moments of the per-hop progress u in the transformed view

of the target are known, the upper bound of Theorem 4.8 can be further tightened:

Theorem 4.9. The expected number of routing hops U in a probabilistic power-law routing

overlay is upper bounded by:

U(n, λ,NS) ≤
lnn−HNS−1 − 0.42

Hλ

+
1.645 − ψ′(1 + λ)

H2
λ

+ 1 + ǫ, (4.56)
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where n is the number of nodes in the overlay, λ is the long-range connection density, and

NS is the number of short-range connections per node, ψ′(x) is the first derivative of the

digamma function and ǫ is a small positive error term

ǫ ∈ o

(
nNS

en

)

negligible except for very small network sizes.

Proof. Using Equation 4.28, the first moment of u is µ = Hλ, where Hx is the harmonic

number generalized for real numbers. The second moment of u can be derived from the pdf

of u given by Equation 4.26:

µ2 =

∫
∞

0
fprob(u)u

2du =
π2

6
+H2

λ − ψ
′(1 + λ). (4.57)

Substituting µ, µ2 and the result of Lemma 4.7 into the Lorden bound (Inequality 4.42) an

upper bound can be obtained on the expected number of routing hops for long-range only

forwarding:

UL(t) ≤
lnn−HNS−1 − 0.42 + ǫ

Hλ

+
π2

6 +H2
λ − ψ

′(1 + λ)

H2
λ

− 1. (4.58)

Performing simplifications, the upper bound on the number of routing hops for real routing

(using both short-range and long-range connection) can be obtained using U(t) < UL(t)+ 1

from Inequality 4.16.

4.4 Summary

Although most DHT overlays are structurally similar to the “small-world” navigation model

of Kleinberg [18] – architectural and algorithmic details of different DHT variants differ

significantly. Furthermore, lookup performance depends on a sets of different and often

incompatible parameters which makes analytical comparison rather difficult. The objective

of this chapter was to propose a general analytical model that can be used to investigate

and compare static routing performance performance of most DHT implementations as a

function of their overlay structure.

To capture the above mentioned common foundations of overlay structure, I have intro-

duced the concept of logarithmically transformed view, where distances between a reference

node and other nodes are represented after a logarithmic transformation. I have shown that

long-range peers of a node form a linear sequence in this transformed view for most DHTs.

Furthermore, I have identified an important subclass of DHT overlays – regular power-law

routing overlays – where this sequence can be described as a random sample from an infi-

nite renewal process. Based on this stochastic model, I have introduced the λ long-range

connection density and cv long-range connection density coefficient of variation parameters.
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For O(log n) node state, these parameters characterize long-range connection distribution

independent of network size.

Using the renewal process model of long-connections, I have analyzed stochastically the

progress of lookup process via long-range connections. I have shown that the sequence

of intermediate forwarding nodes in the transformed view of the target node can be also

described as a renewal process. Additionally, I have derived (i) the distribution of this per-

hop routing progress for the spacial cases of probabilistic and “’regularized” deterministic

power-law routing overlays (ii) a generic upper bound on the per-hop routing progress in

the transformed view of the target as a function of the λ and cv long-range connection

distribution parameters.

Finally, using the renewal process model of the routing process, I have derived closed

form upper bounds on the expected number of routing hops as a function of network size

and the overlay parameters λ, cv and NS .

The above model and results can be applied directly to any DHT using probabilistic

power-law routing overlays (e.g., Symphony [14], Accordion [15], etc.). Additionally, overlay

structure and static routing performance of any DHT using a one-dimensional metric space

and being structurally similar to the “small-world” navigation model of Kleinberg can be

approximated applying this model (e.g., Chord [8] and its variants, Pastry [9], Bamboo [17],

Kademlia [12], etc.)



Chapter 5

An Asymptotically Optimal Overlay

Maintenance in DHTs

P2P systems are inherently dynamic; peers join, leave and rejoin the network frequently.

This process of permanent joining and leaving of peers is called churn in peer-to-peer ter-

minology. Unstructured peer-to-peer systems do not need to maintain a specific overlay

structure hence they can easily cope with this dynamism. In contrast, structured peer-to-

peer systems need to update a distributed indexing structure, therefore efficient maintenance

mechanisms are required in highly dynamic network environments.

For DHTs, the distributed maintenance process has two major components: overlay

maintenance and storage maintenance. Overlay maintenance is responsible for maintaining

overlay structure while storage maintenance handles changes in the mapping of data items

(and their possible replicas) onto nodes. In this chapter, I focus on optimization of over-

lay maintenance in distributed hash tables and propose an architecture which minimizes

asymptotically overlay maintenance overhead.

Routing overlays in most DHTs consist of two different types of connections: a prede-

fined number of short-range connections to the closest nodes in the DHT metric space and

O(log n) long-range connections to some distant nodes1. The role of short-range and long-

range connections is complementary: while short-range connections guarantee the success of

routing, long-range connections expedite the routing process to O(log n) hops. These differ-

ent roles imply different requirements on the maintenance process. A query in the routing

overlay might fail because of any single missing short-range connection. Therefore, to guar-

antee successful routing, short-range connection maintenance has to be strict, self-stabilizing

and proactive. In contrast, to guarantee O(log n) routing performance, long-range connec-

tions only have to meet probabilistic requirements. Degradation of routing performance as

a result of some missing or misplaced long-range connections is marginal.

The key concept of the proposed solution is to fully exploit these relaxed requirements

1There are a few exceptions: e.g., Kademlia [12] nodes only have long-range connections while CAN [10]
nodes only have short-range connections.
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applying only stochastic maintenance to long-range connections. The proposed stochastic

maintenance algorithm ignores individual long-range connections and only considers the

(estimated) distance distribution of the set of all long-range connections of a DHT node.

This distance distribution is kept within predefined bounds using two architectural compo-

nents: (i) probabilistic power-law routing overlays with bidirectional connections preserving

the power-law nature of distance distribution without any explicit maintenance and (ii)

a stochastic long-range connection maintenance algorithm which keeps the (estimated) λ

long-range connection density parameter of the distance distribution within a predefined

range.

In order to further reduce the amount of control traffic in a network under churn, I

also propose a range-based connection establishment algorithm allowing to create a new

long-range connection with O(1) communication overhead.

Finally, I show that combining probabilistic power-law routing overlays with bidirectional

routing, the proposed long-range connection maintenance algorithm and the proposed range-

based long-range connection establishment algorithm, maintenance overhead in the resulting

system is asymptotically optimal.

The rest of this chapter is structured as follows: Section 5.1 provides a general overview of

various proposals to handle churn in structured peer-to-peer networks. Then, Section 5.2 de-

scribes all components of the architecture providing together asymptotically optimal overlay

maintenance overhead. Finally, Section 5.3 investigates both analytically and by simulations

the performance of the proposed system and compares it to existing churn-tolerant DHT

proposals.

5.1 Related work

DHT performance under churn can be characterized as a tradeoff between conflicting per-

formance metrics: lookup performance (latencies and lookup failure ratio) vs. maintenance

overhead. To cope with churn and achieve low lookup latencies while not wasting too much

maintenance bandwidth, DHT design has to consider the following key architectural issues:

static resilience of the overlay, efficient maintenance mechanisms and churn-tolerant lookup

strategies.

5.1.1 Static resilience

Static resilience refers to fault tolerance of the network without maintenance mechanisms

or before completion of maintenance. In [19], the authors propose a comparative framework

called reachable component method (RCM) to characterize and compare resilience of DHT

overlays against random failures. RCM uses a routability metric defined as the ratio of

survived routing paths in the system as a function of node failure probability (p) and the

number of nodes in the network (n). RCM allows to filter out overlay designs that fail

to scale in dynamic network environments: if routability converges to zero as n → ∞ for
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any non-zero failure probability, then the DHT is unscalable in dynamic networks. Using a

Markov chain model and assuming a fully populated identifiers space, the authors calculate

this routability for 5 different DHT. Their analysis shows that Chord [8], Kademlia [12]

and CAN [10] overlays are scalable while the tree topology proposed by Plaxton [34] and

Symphony [14] with its constant node state are unscalable.

An interesting aspect of resilience against network partitioning is presented in [28]: Logu-

inov et al. propose ODRI (Optimal Diameter Routing Infrastructure) – based on de Bruijn

graphs and focusing on edge bisection width – and demonstrate that de Bruijn graphs are

significantly more difficult to disconnect than other structures. However, preventing parti-

tioning is not sufficient to provide fault tolerant routing; provisioning of alternative routes

is also required and the paper does not tackle this issue.

The authors in [25] examines static resilience of DHT overlays from a routing geometry

point of view. They argue that flexibility in peer selection and route selection is a key

issue that overlay geometries should allow in order to provide resilience. Comparing the

tree, ring, hypercube, butterfly and XOR topologies, the ring geometry is selected as the

most flexible one from both points of view. The paper also draws interesting conclusions on

constant node degree overlays: the authors conjecture that the inflexibility of the constant

node degree butterfly topology of Viceroy is not a “flaw” in the particular Viceroy design but

a fundamental limitation of constant state overlays. This is in accordance with the results

of [19] regarding the scalability problems of another constant node degree DHT: Symphony

[14].

Chord [8] was one of the very first DHT routing algorithms inspiring a dozen of other P2P

routing protocols based on the ring geometry. Although neighbor selection in the original

Chord algorithm is deterministic, several variations have been published allowing flexible

(probabilistic) neighbor selection. Most of these probabilistic variations are based on the

“small-world” network model proposed by Kleinberg in [18].

In [23], Aspnes et al. present a P2P routing mechanism based on the one dimensional

version of the Kleinberg model. They provide analytical upper and lower bounds on delivery

time in static networks and examine the effect of node and connection failures on expected

delivery time. Their results are based on the assumption that connections to the nearest

neighbors are always present and long-range connections follow an inverse power-law dis-

tance distribution. However, their model does not include any maintenance algorithm to

restore validity of these assumptions after failures in the network. This explains the mis-

match between analytical findings and simulation results presented in Section 4.3.2 of their

paper. To reduce the number of failed searches caused by missing short-range connections,

a backtracking algorithm is incorporated into the greedy routing mechanism.

Symphony [14] is another P2P routing protocol based on the Kleinberg model proposed

by Manku et al. The authors identified that short-range connections are critical for successful

lookups and propose additional backup short-range connections to increase resilience against

failures. However, similarly to [23] this only provides static resilience since the authors do
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not implement any maintenance algorithm to restore short-range connections after failures.

eQuus presented in [16] is a DHT explicitly designed for highly dynamic environments.

The key idea of this paper is to incorporate network locality into overlay structure in order

to achieve high resilience and low maintenance overhead. In eQuus, an ID is assigned to a

group of nodes that are physically closest to each other – in contrast to most other systems

where each node holds an own ID. Nodes having the same ID are all connected to each other

and therefore these groups are called cliques. Cliques form an overlay network very similar

to that of Pastry [9]. Connections between cliques are implemented such that each node of

the clique maintains a list with the addresses of k randomly selected nodes from the other

clique (k is a constant independent of network size). As a consequence, the overlay network

of cliques is extremely robust and resilient against failures.

5.1.2 Maintenance

There are two major challenges in overlay maintenance: (i) self-stabilization, which means

ensuring the recovery of overlay structure from arbitrary combinations of failures and (ii)

the tradeoff between lookup performance and maintenance overhead.

Many maintenance algorithms assume that the system starts from an ideal state and

returns to that ideal state after each failure [35]. Accumulation of failures in the network

may eventually result in states that the protocol is unable to recover from. Liben-Nowell

et al. take an important step towards adaptation to dynamic network environments by

considering a P2P network as a continuously evolving system as compared to the above

quasi-static approach. In [35], they introduce a new metric to describe performance of

maintenance algorithms in P2P systems: the rate at which each node must expand resources

in the maintenance protocol in terms of the half-life of the system. Network half life is defined

as the period during which half of the nodes in the network are replaced by new arrivals.

Using this metric, they give a lower bound on maintenance protocol bandwidth needed

to keep the network connected as nodes join and leave. They also present a modification

of maintenance algorithm in Chord approaching this lower bound asymptotically within a

logarithmical factor.

In [36], Jelasity et al. propose T-Man, a gossip based protocol to create a large class of

different overlay topologies. Starting from a random network, T-Man gradually converges

to the desired topology by organizing peers according to a ranking function. T-Man requires

a synchronization point when starting the protocol and the initial topology has to be close

to a random graph. An interesting application of T-Man can be found in [37], where the

gossip-based protocol is customized to create a Chord topology out of any random graph

topology.

The Ring Network protocol [38] goes one step further for the special case of ring topology.

RN is self-stabilizing because it converges to a Chord-like ring topology starting from any

weakly connected bootstrap system and the protocol maintains this structure in face of peers

joining, leaving or failing. The protocol is completely asynchronous; it does not require
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any synchronization between peers. However, RN does not exploit the inherent neighbor

selection flexibility of the ring geometry [25]: Not only short-range, long-range connections

are also deterministic resulting in several times higher maintenance traffic.

Besides self-stabilization, the other important challenge in DHT maintenance is the

inherent tradeoff between maintenance overhead and lookup performance. In [26], Li et al.

introduce PVC, a performance vs. cost framework to describe and compare the performance

of DHTs under churn. PVC views a protocol as consuming a certain amount of network

bandwidth in order to achieve a certain lookup latency, and helps to reveal the efficiency with

which protocols use additional network resources to improve latency. PVC is a useful metric

not only to compare different DHTs but also to fine-tune protocol parameters to achieve

the best latency for a given maintenance traffic or vice versa. The authors applied the PVC

metric for simulations, however it could also be used as a tool for analytical comparison.

Most DHTs aim at providing a predefined lookup performance (e.g., O(log n) lookup

latencies) which degrades only slowly and gracefully with increasing churn rates. Hence in-

creasing churn rate implies increasing maintenance overhead. Accordion [15] takes a different

approach. Accordion nodes are assigned predefined (per node) bandwidth budgets and each

node uses its available bandwidth budget (not consumed by lookups) to further increase

node state, creating additional connections. This allows achieving O(1) lookup latencies in

static networks while still providing O(log n) latencies under churn.

The approach taken by eQuus [16] to tackle the lookup performance vs. maintenance

overhead tradeoff is also completely different. Instead of aiming at reducing maintenance

traffic, eQuus ensures that most of this maintenance traffic flows within cliques, whose

members are physically closest to each other. E.g., a joining node can create all of its

initial connections based on information queried from its clique peers. In eQuus, significant

inter-clique maintenance traffic is required only when cliques need to be merged or split as

a result of a large number of joining or departing nodes. However, these merge and split

events occur seldom: in expected value, Ω(n) join/leave events are required before either a

merge or a split operation has to be performed. Nevertheless, ensuring that clique members

are in fact the physically closest closest nodes is not for free: joining nodes need to send out

O(log2 n) ping messages to find the closest clique to join.

Maintenance timing is also an important issue. In some protocols, nodes periodically

ping their peers to detect node failures and/or periodically run a maintenance process to

restore consistency of the network. For instance in Chord [8], nodes periodically invoke stabi-

lize() and fix_fingers() procedures to maintain consistency of successor and finger pointers

in the network. Bamboo [17] also advocates for proactive periodic maintenance. Other

protocols like Kademlia [12] take a reactive approach and detect failures only when a peer

is unreachable during regular communication. In these cases a maintenance mechanism is

triggered by these failures instead of a periodic execution. The reactive approach has the

advantage of saving unnecessary maintenance traffic but in case of very low lookup traffic

and high churn it may lead to the maintenance avalanche effect (when attempts to replace



42 An Asymptotically Optimal Overlay Maintenance in DHTs

missing connections recursively result in detecting additional connection failures).

5.1.3 Churn-tolerant lookup strategies

Failure or ungraceful departure of peer nodes can only be detected via timeouts. As a

consequence – although maintenance algorithms can significantly reduce the ratio of failed

connections in the overlay – these failed connection cannot be completely eliminated using

finite maintenance bandwidth. Detecting failures when routing lookup requests, timeouts

can significantly increase lookup latencies.

Kademlia [12] addresses this problem via parallelization of lookups. Kademlia defines a

system-wide concurrency parameter α and the initiator node keeps α outstanding requests

in parallel at the same time. This ensures that the lookup process halts for a timeout period

only if all the α outstanding requests are sent to failed nodes. Although communication cost

increases with α (nearly linearly), the probability of timeout penalties decreases exponen-

tially with α. Hence lookup latencies can be significantly improved incurring only moderate

communication overhead.

Bamboo [17] takes a different approach: instead of parallelizing lookups, Bamboo nodes

collect round-trip time (RTT) statistics from all of their peer nodes, which allows fine-tuning

of timeout settings. These RTT statistics are collected based on keep-alive messages sent

out periodically by overlay maintenance to all peer nodes.

The iterative or recursive nature of lookup algorithms also affects significantly lookup

latencies under churn. In recursive routing (RR), intermediate nodes on the routing path

forward the query directly and the originator node has no control over the routing process.

In iterative routing (IR), intermediate nodes only return the address of candidate next hop

node(s) and these nodes will be queried directly by the initiator node itself. Recursive

routing is faster in static networks, since an intermediate node can directly forward the

request without going back first to the initiator node. However, recursive routing aggravates

the effect of timeouts: if a single failed connection is encountered in the routing path, the

initiator node has to restart the whole lookup process from the beginning after timeout.

The set of available lookup optimization mechanisms also depends on the iterative or

recursive nature of lookup. E.g., parallelization of lookups requires the iterative mechanism

in order to have control over the degree of parallelism. In contrast, fine-tuning of timeout

settings requires recursive lookup, since this restricts communication to only peer nodes,

which makes collection of RTT statistics feasible.

The authors in [20] provide a detailed analysis of lookup performance under churn for

both the iterative and the recursive routing strategies. Additionally, they propose a new

strategy called RR+ACK which combines advantages of both lookup strategies. RR+ACK

is derived from recursive routing, however, each intermediate node also sends an ACK to the

initiator node containing the address of the next-hop node. In case of failure, the initiator

node can re-initiate another lookup using the next-hop address from the latest ACK.



An Asymptotically Optimal Overlay Maintenance in DHTs 43

5.2 Architecture for asymptotically optimal maintenance

The key concept of the proposed architecture is to fully exploit the relaxed requirements

on long-range connections in order to minimize overlay maintenance overhead. In proba-

bilistic power-law routing overlays, the only requirement on long-range connections is the

power-law distance distribution; hence they are a natural candidate for this architecture. In

addition, I show that the bidirectional version of probabilistic power-law routing overlays

exhibits a self-healing property: in steady states (when node arrival and departure rates

are equal) missing long-range connections caused by node departures/failures are automat-

ically replaced (statistically) by new connections of joining nodes – without any explicit

maintenance.

The only disadvantage of bidirectional overlays – as compared to their unidirectional

equivalent – is that they double node state while the improvement in routing performance is

less than twofold. However, the O(log n) node state of distributed hash tables is typically not

a memory bottleneck. Furthermore, this doubling of node state does not increase communi-

cation cost of establishing new connections since establishing a new bidirectional connection

means a new connection for the peer node too. Hence, the doubling of new connections per

connection establishment compensates the doubling in the number of connections.

Exploiting the self-healing property of probabilistic power-law routing overlays with bidi-

rectional connections, the proposed long-range connection maintenance algorithm basically

“lets the system maintain itself”. Explicit maintenance action is taken only to enforce bal-

anced node degree and to create missing long-range connections when node arrival rate is

smaller than departure/failure rate.

The proposed maintenance algorithm for long-range connections is reactive and stochas-

tic. Maintenance does not periodically check the status of long-range peers; failed long-range

connections are detected by timeouts during regular communication. Additionally, mainte-

nance is not performed at a per-connection basis. Maintenances algorithm ignores individual

long-range connections and only considers the distance distribution of the set of all long-

range connections of a DHT node.

5.2.1 Bidirectional PPLRO model

To describe bidirectional routing, I’have used the bidirectional overlay model presented in

Section 3 and illustrated by Figure 3.2. In this model, a node separates the DHT metric

space (I, d) into two symmetrical partitions. Furthermore, connections of a node in both of

these partitions can be derived separately from connections of a node in the corresponding

unidirectional overlay. Hence results of Section 4.2.3 on modeling long-range connections

distribution in PPLROs with unidirectional connections can be applied separately to both

of these partitions.

According to Theorem 4.3, considering a probabilistic power-law routing overlay (with
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unidirectional connections), long-range connections of a node in its logarithmically trans-

formed view correspond to a random realization of a truncated Poisson process of rate λ,

where λ is the long-range connection density of the overlay. Hence for the bidirectional

equivalent of this overlay, long-range connections of a node in its transformed view corre-

spond to two independent realizations of the same Poisson process of rate λ (one for both

metric space partition).

5.2.2 Self-healing property of long-range connections

I show that long-range connections in probabilistic power-law routing overlays with bidirec-

tional connections have a self-healing property under churn. Assuming a steady state, where

node arrival and departure rates are equal, a PPLRO with λ long-range connection density

and bidirectional connections remains a PPLRO of the same λ long-range connection density

without any explicit maintenance – solely as a side-effect of new connections established by

joining nodes. Since a PPLRO has only probabilistic requirements on long-range connec-

tions, this is equivalent to the statement that distance distribution of long-range connections

remains unchanged under churn assuming equal node arrival and departure rates.

Theorem 5.1. Assuming a steady state where node arrival and departure rates are equal, the

distance distribution of long-range connections in a probabilistic power-law routing overlay

with bidirectional connections remains unchanged. This statement holds under the following

(reasonable) assumptions: node arrivals and departures are independent of each other, in-

dependent of existing connections in the overlay and finally, node identifiers of both joining

and departing nodes are uniformly distributed in the metric space (I, d) of the DHT.

Proof. Consider a steady state churn scenario where node arrival and departure rates are

equal (rd = ra = r and all of these rates are normalized by the number of nodes in the

overlay).

During an infinitesimally small time period dt, the probability that an arbitrary node

leaves the overlay is pleave = rdt. Consider now the logarithmically transformed view of

an arbitrary node. According to Theorem 4.3, the series of long-range connections in the

transformed view of this node correspond to a random realization of a truncated Poisson

process of rate λ, where λ is the long-range connection density of this overlay2. As a conse-

quence – applying the assumptions of the theorem on uniform distribution and independence

– any of the existing long-range connections of this node will be deleted with probability

pleave = rdt during the time period dt. Hence node departures can be considered as a ran-

dom removal with probability pleave from this Poisson process. Using the random selection

property of Poisson processes, long-range connections of this node after removal of connec-

tions to departed nodes can be considered as a random realization of a Poisson process of

rate λ(1− pleave).

2Separately for the sequences of long-range connections at both the left and right sides.
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Examining now the arrival of new nodes, the ratio of new nodes joining the overlay

during the same infinitesimally small time period dt will be rjoin = rdt. These new nodes

create their long-range connections during the join process according to the λ long-range

connection density value of the overlay. Since all connections are bidirectional, each of the

original nodes at the other endpoint of these new connections will also have a new long-

range connection created to the corresponding new nodes. Furthermore – as a result of the

symmetry properties of the DHT metric space (I, d) – the probability of creating a new

bidirectional long-range connection between a given original node and a given new node is

the same even if the connection establishment would have been initiated by the original

node.

Therefore, long-range connections of an original node can be considered as if new nodes

were already part of the overlay and all connection establishments would have been origi-

nated by this original node. This would result into the same long-range connection distance

distribution as the real join scenario. Using again the assumptions of the theorem on in-

dependence and uniform distribution, the probability that a long-range connection of this

original node points to a new node will be rjoin = rdt – independent of the distance of

the two nodes. Using the random selection property of Poisson processes, the series of new

long-range connections in the transformed view of an original node can thus be considered

as a random realization of a Poisson process of rate λrjoin.

Finally, using the superposition property of Poisson processes, long-range connections

of any original node in its transformed view after departure and arrival of new nodes can

be described as a random realization of a Poisson process of rate λ(1 − pleave) + λrjoin =

λ(1 − rdt) + λrdt = λ. Hence the distance distribution of long-range connection does not

change under churn if node arrival and departure rates are equal.

5.2.3 Stochastic maintenance of long-range connections

Although the self-healing property of probabilistic power-law routing overlays with bidirec-

tional connections provides solid foundations to minimize maintenance overhead, it does not

entirely replace maintenance mechanisms. In real P2P networks, the number of users – as

well as node arrival and departure rates – fluctuate over multiple time scales (e.g., follow a

daily profile). As a consequence, in some periods of time, node departure rate can be sig-

nificantly higher than node arrival rate and vice versa. When the departure rate of nodes is

higher than the arrival rate of new nodes, missing long-range connections need to be created

by the maintenance process in a bidirectional PPLRO. The contrary is required for growing

networks where arrival rate of new nodes is higher than departure rate: without removing

some connections, long-range connection density of nodes would grow continuously resulting

in extreme node degrees for older nodes.

The key idea of the proposed maintenance mechanism is to exploit the self-healing prop-

erty of bidirectional PPLROs so that active maintenance only has to cope with the “differ-

ence” between node arrival and departure rates. This is achieved using stochastic methods.



46 An Asymptotically Optimal Overlay Maintenance in DHTs

Stochastic maintenance means that maintenance process does not explicitly maintain indi-

vidual connections, it only ensures a specific distance distribution of long-range connections.

In Section 4.2.3, I have shown that distance distribution in a PPLRO can be described by

one single parameter, the λ long-range connection density. Additionally, in Section 4.3.1, I

have proved that this single parameter characterizes unequivocally routing performance of

a PPLRO for routing hops via long-range connections.

Therefore, the proposed stochastic long-range connection maintenance algorithm keeps

the the λ̂ estimated long-range connection density of each node within a predefined range

[λmin, λmax], where λmin = λopt−∆λ and λmax = λopt + ∆λ (both λopt and ∆λ are tunable

system parameters). Applying Theorem 4.3, λ̂ is calculated for each node by maximum

likelihood (ML) estimation of the rate of the Poisson process corresponding to the sequence

of long-range connections in the transformed view of the given node. Given an interval

of length ∆x of a Poisson process with N arrivals, the ML estimation of the rate of this

process can be obtained as λ̂ = N
∆x

. In the transformed view of a node, the number of arrivals

corresponds to the number of long-range connections (NL) while the length of the interval

is − ln dS , where dS is the distance to the farthest short-range peer of the node. Given the

bidirectional nature of the overlay, the proposed maintenance algorithm uses separate λ̂r

and λ̂l estimations for long-range connections in the right side and left side partitions of the

DHT metric space:

λ̂r = −
N r

L

ln dr
S

and λ̂l = −
N l

L

ln dl
S

, (5.1)

where dl
S and dr

S denotes the distance from the farthest short-range connection at the left

and right sides respectively while N l
L and N r

L denotes the number of long-range connections

at the left and right sides respectively.

The proposed maintenance algorithm is reactive and is triggered either when another

node creates a new (bidirectional) connection to this node or when a connection failure is

detected (via timeouts). Upon these events, a node executes Algorithm 5.1 separately for

long-range connections at both the left and right sides. The parameter direction indicates

whether maintenance refers to the left or right partition of the DHT metric space (here-

after, the l and r indices are omitted to simplify notation). First – using Equation 5.1 –

maintenance algorithm recalculates the values of the estimated connection densities. If λ̂ is

within the range [λmin, λmax], then no maintenance actions are taken. Otherwise, if λ falls

below λmin at either the left or right side, then new connections are created at this side

until λ > λopt. Similarly, if the estimated connection density exceeds λmax then randomly

selected connections are deleted until λ < λopt.

According to the definition of probabilistic power-law routing overlays ( Definition 3.1),

new long-range connections have to be created using a probability distribution inversely

proportional to the distance. Hence the distance at which the procedure Create-New-

LR-Connection() creates a new long-range connection is generated using the pdf f(x) =
c
x
. The constant c depends on the range (dS , 1] of long-range connections (where dS is
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Algorithm 5.1 Stochastic maintenance

Stochastic-Maintenance(direction)

1 λ̂← Estimate-LR-Connection-Density(direction)

2 if λ̂ < λmin

3 then while Estimate-LR-Connection-Density(direction) < λopt

4 do Create-LR-Connection(direction)

5 elseif λ̂ > λmax

6 then while Estimate-LR-Connection-Density(direction) > λopt

7 do Delete-Random-LR-Connection(direction)

the distance to the farthest short-range peer of this node) and it can be derived from the

distribution function criteria:
∫ 1

dS

c

x
dx = 1 ⇒ c = −

1

ln dS
. (5.2)

Hence, the pdf of long-range connection distance distribution is:

f(x) = −
1

ln dS

1

x
(5.3)

and its cdf is

F (x) =

∫ x

dS

f(u)du = 1−
lnx

ln dS
. (5.4)

It is important to note that distances drawn to create multiple long-range connections

also need to be independent from each other (see Definition 3.1), hence they are generated

applying a series of i.i.d random variables obeying the cdf defined by Equation 5.4.

Similarly, when deleting a long-range connection in the procedure Delete-Random-

LR-Connection(), it is important to ensure that selection of deleted connections be inde-

pendent from each other and the probability of selecting a long-range connection for deletion

be the same for each existing connection independent of its distance from the deleting node.

Keeping long-range connection density within a predefined range, the proposed stochas-

tic maintenance algorithm also provides balanced node degree. Explicit enforcement of bal-

anced node degree is required because some optimization mechanisms introduce a small bias

into the selection of new long-range connections. E.g., the algorithm reducing long-range

connection establishment overhead of joining nodes (presented in Section 5.2.5) increases

the probability of selecting higher degree nodes for long-range connections (The probability

of acting as a forwarding node increases with the number of long-range connections, hence

higher degree nodes are more likely to be found as the first hit in a given node ID range).

Without maintenance, this preferential attachment would result into scale-free networks3

3Scale-free networks are also called power-law networks. Note that the term “power-law” refers to node
degree distribution in this context. For power-law routing overlays (see Definitions 3.1 and 3.2), “power-law”
refers to distance distribution of long-range connections
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[24], where a few nodes have very large node degree and would cause strongly unbalanced

load distribution in the DHT.

5.2.4 Self-stabilizing maintenance of short-range connections

Having connections to the closest peers in both directions is critical to guarantee the success

of routing process. Maintaining a small NS number of short-range connections instead of

only one increases static resilience but cannot replace maintenance mechanisms.

For short-range connection maintenance, I have used a combinations of the leaf-set main-

tenance algorithm of Bamboo [17] (Bamboo is DHT derived from Pastry, and leaf set corre-

sponds to the set of short-range connections) and the self-stabilizing maintenance algorithm

of the Ring Network protocol [38].

Bamboo uses an epidemic algorithm to maintain short-range connections: each node

periodically sends the list of its short-range connections to one of its randomly selected

short-range peers (push) and this peer node sends back the list of its own short-range

connections (pull). Through this mechanism, nodes can detect when a short-range peer

becomes unreachable. Additionally, comparing the list of own short-range connections to

the list of short-range connections received from peer nodes, nodes can detect missing short-

range connections and using a closest peer search, create these missing connections as in the

Ring Network protocol.

Since the number of short-range connections is fixed, per node short-range connection

maintenance overhead does not increase as system’s size grows. However, it is challenging

to adapt dynamically the period of echo messages to churn rate.

5.2.5 Range-based long-range connection establishment

In order to further minimize overlay control traffic in DHTs, I have also proposed an algo-

rithm to reduce the cost of establishing long-range connections (see Algorithm 5.2). The

proposed algorithm can be used to establish initial long-range connections of joining nodes

and also to create additional long-range connections as part of the maintenance process.

The key idea of the proposed algorithm is as follows: Instead of creating a connection to

the node being the closest to the point drawn at random according to the required distance

distribution, I define a small range around the selected point, and connection is created to

the first node found in this range during the lookup process. Hence, the first (fastest) lookup

hit (node ID) matching the determined range will be used. The selection of this range is

illustrated in Figure 5.1, d is the distance drawn at random to create a new long-range

connection. I define a range [d
c
, dc] where c = 1 + ǫ, 0 < ǫ ≪ 1 and ǫ is a constant system

parameter. If there are no nodes within this range (the probability of this event increases

with smaller d and ǫ values), than the lookup process will terminate at the closest node and

connection will be created to this node (outside the range).

The parameters initiator, proxy, target, rangeStart and rangeEnd in Algorithm 5.2 are
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Algorithm 5.2 Range-based long-range connection establishment

Create-LR-Connection(direction)

1 � According to the cdf in Equation 5.4
2 distance ← Draw-Random-Distance()

3 rangeOffsetMin ← distance

1+ǫ

4 rangeOffsetMax ← (1 + ǫ) distance

5 if rangeOffsetMax > 1
6 then rangeOffsetMax ← 1
7
8 if direction == Right
9 then

10 target ← self + distance

11 rangeStart ← self + rangeOffsetMin

12 rangeEnd ← self + rangeOffsetMax

13 elseif direction == Left
14 then

15 target ← self − distance

16 rangeStart ← self − rangeOffsetMax

17 rangeEnd ← self − rangeOffsetMin

18
19 Create-LR-Connection(self , self , target , rangeStart , rangeEnd)

Create-LR-Connection(initiator , proxy , target , rangeStart , rangeEnd)

1 if proxy ∈ [rangeStart , rangeEnd ]
2 then

3 Create-Connection(initiator , proxy)
4 else

5 newProxy ← Get-Closest-Node(proxy , target)
6 if d(newProxy , target ) < d(proxy , target)
7 then

8 Create-LR-Connection(initiator ,newProxy , target , rangeStart , rangeEnd)
9 else

10 � if no nodes found within the range, fall back to the closest node
11 Create-Connection(initiator , proxy )

d

d /c

c d range for the new connection

c = 1 + �
Figure 5.1: Defining range for a new long-range connection
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all node identifiers in the metric space of the DHT. The variable self denotes the ID of

the node creating the new connection. Finally, the parameter direction can take the values

Left and Right, depending on which metric space partition is selected to create the new

connection. Note that addition and substraction in lines 10-12 and 15-17 denote shifting in

clockwise (+) or counterclockwise (-) direction along the ring geometry of the DHT metric

space.

It can be shown that the expected number of routing hops required to reach an arbitrary

node within this range is upper bounded by a constant independent of network size. Using

Theorem 4.5, the distance to the target decreases by a factor of 1
1+λ

in expected value after

each routing hop via long-range connections (where λ is the long-range connection density of

the overlay). Theorem 4.5 applies to unidirectional overlays where routing is restricted to one

direction and it is not possible to “overshoot” the target even if this would further decrease the

absolute distance to the target. Hence, per-hop routing progress for bidirectional PPLROs

is lower bounded by per-hop routing progress of unidirectional PPLROs, and therefore:

E

[
di+1

di

]
≤

1

1 + λ
, (5.5)

where di and di+1 are the distances from the target in routing step i and i+ 1, respectively.

Considering the routing process towards a point at distance d, the range defined in Figure 5.1

is reached (in worst case) when the distance to this target decreases below d − d
c
. This

corresponds to a distance decrease factor

d− d
c

d
=
c− 1

c
=

ǫ

1 + ǫ
. (5.6)

Since this factor is a constant (independent of network size) and since according to

Equation 5.5, distance to the target decreases at each routing step at least by a constant

factor in expected value, finding a node in the given range takes only O(1) steps. Hence

the average overall communication overhead of creating a new long-range connection within

the range is O(1) (creating a connection to the closest node to a given point would require

O(log n) hops).

Another advantage of range-based long-range connection establishment is that it allows

taking into account network locality by selecting the physically closest node from the first

few nodes found in the given range.

The only inconvenience of range-based connection establishment is that it introduces

slight distortions in the required distance distribution of long-range connections. However,

simulation results show that the small bias caused by picking up an arbitrary node from

the above defined range instead of the closest node to the drawn point does not affect the

distance distribution of long-range connections considerably. Figure 5.2 shows the distance

distribution of long-range connections in a network of 128k nodes using ǫ = 0.2 (other

overlay parameters for the simulation correspond to the default values in Table 5.2). The

dotted line represents simulation results while the solid line corresponds to the theoretical

cdf according to Equation 5.4.
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Figure 5.2: Long-range connection distance distribution (theoretical vs. simulation)

Besides range-based connection establishment, other factors also contribute to slight

deviations from the theoretical values in the smaller distance range. For example, node

identifiers are drawn at random (according to a uniform distribution), hence dS values are

not the same for all nodes but follow an Erlang distribution with rate n (number of nodes

in the network) and shape parameter NS (number of short-range connections).

5.2.6 Join algorithm

Although the join process of new nodes is not strictly part of maintenance, a proper imple-

mentation of this algorithm can further decrease the overall control traffic of a DHT under

churn.

The applied join procedure is described in Algorithm 5.3. Join process starts by locating

one or more bootstrap nodes, which can be arbitrary nodes of the DHT overlay. Then, using

these bootstrap node(s), the joining node executes a query for its own node ID and creates

a short-range connection to the closest node (closest does not mean physical distance but

refers to the distance of node IDs in the metric space of the DHT). Querying short-range

connections of this closest node, the joining node creates connections to all of its short-range

peers (the NS closest nodes from both partitions of the DHT metric space, where NS is an

adjustable system parameter). After short-range connection establishment, the joining node

completes the join process creating its long-range connections in both partitions of the DHT

metric space.

Locating the first (closest) short-range peer corresponds to a regular lookup operation,

hence involves O(log n) routing hops. Other short-range connections can be directly queried

from this first short-range peer (and its short-range peers), requiring O(NS) messages. Fi-

nally, using the range-based connection establishment algorithm presented in Section 5.2.5,
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one long-range connection establishment costs O(1) messages.

Algorithm 5.3 Join process

Join-Network()

1 bootstrapNode ← Find-Bootstrap-Node()
2 closestPeer ← Lookup-Closest-Node(bootstrapNode , self )
3 Create-SR-Connection(closestPeer )
4
5 � Create short-range connections
6 repeat

7 leftCandidate ← Get-Closest-Candidate(candidates , self , Left)
8 rightCandidate ← Get-Closest-Candidate(candidates , self , Right)
9 leftPeerAdded ← Create-SR-Connection(leftCandidate)

10 rightPeerAdded ← Create-SR-Connection(rightCandidate)
11 until leftPeerAdded or rightPeerAdded

12
13 � Create long-range connections in the right partition of the metric space
14 while Estimate-LR-Connection-Density(Right) < λopt

15 do Create-LR-Connection(Right)
16
17 � Create long-range connections in the left partition of the metric space
18 while Estimate-LR-Connection-Density(Left) < λopt

19 do Create-LR-Connection(Left)

Create-SR-Connection(candidate)

1 Remove(candidates , candidate)
2 if Is-Short-Range(candidate , NS)
3 then

4 Create-Connection(self , candidate)
5 newCandidates ← Query-Short-Range-Connections(candidate)
6 Add(candidates ,newCandidates )
7 return True
8 else

9 return False

The order of short-range and long-range connection establishment is important from

several aspects. Without establishing short-range connections first, joining nodes might

not be able to forward requests (received through already established long-range contacts)

during the transient period of the join process. Short-range connections are also required

to guarantee the O(1) bound on communication overhead per connections when using the

range-based long-range connection establishment algorithm (see Section 5.2.5) to create ini-

tial long-range connections of joining nodes. Without its short-range connections, a joining

node intending to create a new long-range connection to a node at a distance d might have

to forward this request through an existing long-range peer at a larger distance from the
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target point – hence invalidating the assumption on the required distance decrease ratio in

Equation 5.6.

There are several alternatives to create initial long-range connections during the join

process. One way is to pick up random points within the range [0, 1) of the DHT metric

space according to the distance distribution given by Equation 5.4 and create connections

to nodes being the closest to these points (this is the approach taken in Symphony [14]).

Similarly to long-range connection maintenance, this process is repeated until estimated

long-range connection density (λ̂l and λ̂r) reaches λopt in both partitions of the DHT metric

space.

Another alternative is to create long-range connections sequentially in a decreasing dis-

tance order (due to the bidirectional nature of the overlay, this process is executed separately

in both partitions of the DHT metric space). In the followings, I show that choosing distance

ratios for subsequent connections so that their logarithm follows an exponential distribu-

tion with parameter λopt results into the same power-law long-range connection distance

distribution.

Theorem 5.2. Let xi ∼ Exp(λ) be a series of i.i.d. random variables with an exponential

distribution of parameter λ. Furthermore, consider the sequential long-range connection

establishment process of a joining node where di is the distance of the joining node from its

connection created in step i. Then choosing distances to subsequent long-range connections

according to the recursive formula of Equation 5.7 results into the long-range connection

distance distribution of a probabilistic power law routing overlay of long-range connection

density λ.

d0 = 1 and ln
di

di+1
= xi(λ) (5.7)

Proof. Let d′i and d′i+1 be the distances from two subsequent long-range connections in the

logarithmically transformed view of the joining node. According to the definition of this

transformation (see Definition 4.1), d′i = − ln di ⇒ di = e−d′i . Hence

ln

(
di

di+1

)
= ln

(
e−d′i

e−d′i+1

)
= d′i+1 − d

′
i,

which means that the logarithm of the ratio of distances to two subsequent long-range con-

nections correspond to their distance in the transformed view of the joining node. According

to Theorem 4.3, long-range connections in this transformed view of a node correspond to

a random realization of a truncated Poisson process of rate λ, where λ is the long-range

connection density of the overlay. Hence distances between long-range connections in this

transformed view are independent and exponentially distributed with parameter λ.
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5.2.7 Lookup strategy

Although this chapter focuses on overlay maintenance mechanisms, lookup strategy is also a

key architectural component of a DHT designed for dynamic network environments. There-

fore, I briefly review the implications of the proposed maintenance mechanism on lookup

strategy.

In the proposed maintenance strategy, period keep-alive message are only used for short-

range connections; long-range connection failures are detected only via timeouts during

regular lookup traffic. Therefore a recursive lookup strategy is a prerequisite to enable this

failure detection. Additionally, recursive lookup allows DHT nodes to fine-tune timeout

settings separately for each of their peers based on collection of round-trip time statistics4

similarly to the Bamboo DHT [17].

Performance of recursive lookup degrades quickly when the ratio of undetected failed

links increases. However, this performance can be significantly improved using the RR-

ACK strategy proposed in [20]. RR+ACK is derived from recursive routing, however, each

intermediate node also sends an ACK to the initiator node containing the address of the

next-hop node. Although additional ACK messages slightly increase lookup traffic, in case

of a failure, the initiator node can re-initiate another lookup using the next-hop address

from the latest ACK without having to restart the whole lookup process.

5.3 Evaluation

To evaluate performance of the proposed maintenance strategy, I proposed a linear equation

system and a Markov chain model describing evolution of long-range connections in a net-

work under churn. Using this model, I have derived analytically the long-range connection

maintenance overhead of the overlay as a function of network size and churn rate.

I have also implemented the proposed system in a cycle-based simulation environment

and performed extensive simulations for a wide range of protocol parameters and networks

sizes. Finally, based on these simulation results, I have determined optimal protocol param-

eter ranges for the proposed system.

5.3.1 Analysis of maintenance traffic in a network under churn

As described in Section 5.2.3, stochastic long-range connection maintenance is based on

keeping long-range connection density within a lower and upper threshold. Let λmin =

λopt −∆λ and λmax = λopt + ∆λ, thus long-range connection density can vary within the

range [λmin, λmax].

As a first approximation, I assumed that node identifiers partition the DHT metric space

into equal partition hence the dS distance from the farthest short-range peer is the same for

4These statistics are based solely on regular lookup traffic, in contrast to Bamboo where keep-alive
messages are sent to each long-range peer periodically.
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all nodes. Under this assumption, the number of long-range connections5 can be expressed

in terms of estimated long-range connection density uniformly for each node of the overlay

as NL = −ln(dS)λ̂. Hence the λmin and λmax thresholds can be converted to thresholds

on the number of long-range connections: Nopt = −ln(dS)λopt, ∆N = −ln(dS)∆λ, Nmin =

Nopt − ∆N and Nmax = Nopt + ∆N . If NL drops below Nmin, then new connections are

created until reaching Nopt. If NL exceeds Nmax, then connections are deleted until reaching

again Nopt.

Furthermore, I assumed that the arrival of new nodes as well as the departure or failure

of nodes can be described by a Poisson process. Let rin be the arrival rate and rout be the

departure rate of nodes in a system under churn (I assumed a worst case scenario where

departing nodes either fail or depart ungracefully). Let Rc be the creation rate of new long-

range connections and Rd the deletion rate of existing long-range connections in the system

(hereafter, I refer to long-range connections simply as connections in this subsection). I

defined all of the above rates normalized to the size of the network; for example Rc denotes

the number of new connections created per nodes and per time units.

Both Rc and Rd can be decomposed into two components. New connections are cre-

ated on the one hand by new nodes joining the network and on the other hand by nodes

whose connection density drops below the lower threshold λmin. Let Rcm denote the rate of

connection establishment resulting from exceeding the lower threshold λmin. Hence:

Rc = Noptrin +Rcm. (5.8)

Similarly, connection deletion occurs when a node detects failure of a connection or

when a node deletes connections after exceeding the upper threshold λmax of its connection

density. The rate of connection deletion resulting from failure of nodes cannot be expressed

directly in terms of failure rate. This is a consequence of the applied “lazy” failure detection

mechanism: a failed connection is detected only by timeouts during regular communication.

Assuming that the probability of selecting a failed connection for message forwarding equals

to the ratio of failed connections in the network, failure detection rate Rf = cfRall, where

cf is the ratio of failed connections in the network and Rall is the overall communication

rate over long-range connections. Let Rdm denote the other component corresponding to

the rate of connection deletion resulting from exceeding the upper threshold λmax. Then Rd

can be expressed as

Rd = cfRall +Rdm. (5.9)

If a node has Nmax connection and another node creates a new connection to it, then

maintenance will delete ∆N+1 connections to reach the Nopt connection number. Similarly,

if a node has Nmin connection and one of these connections is deleted, then maintenance

will create ∆N +1 new connections to reach the Nopt connection number. Hence, both Rcm

5To simplify formalism, I do not explicitly note right side and left side connections numbers and long-range
connection densities; they can be calculated exactly in the same way.
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Nmin Nmin + 1 ... Nopt ... Nmax − 1 Nmax

Nmin −Rc − Rd Rc ... Rd ... 0 0

Nmin + 1 Rd −Rc − Rd ... 0 ... 0 0

... ... ... ... ... ... ... ...

Nopt 0 0 ... −Rc − Rd ... 0 0

... ... ... ... ... ... ... ...

Nmax − 1 0 0 ... 0 ... −Rc − Rd Rc

Nmax 0 0 ... Rc ... Rd −Rc − Rd

Figure 5.3: Transition rate matrix of the number of long-range connections

and Rdm can be expressed in terms of Rc, Rd and the probability of having a connection

number corresponding to the upper and lower level connection density thresholds:

Rdm = (∆N + 1)P (NL = Nmax)Rc (5.10)

and

Rcm = (∆N + 1)P (NL = Nmin)Rd. (5.11)

Substituting (5.8) and (5.9) into (5.10) and (5.11):

Rdm = (∆N + 1)P (NL = Nmax)(Noptrin +Rcm) (5.12)

and

Rcm = (∆N + 1)P (NL = Nmin)(cfRall +Rdm). (5.13)

cf and the two probabilities in the above equation system depend on the history of the

network. Furthermore, besides Rcm and Rdm, there is a third independent variable (Rall)

depending on many factors in a complex way. Hence it is difficult to provide a general

solution. However, in the followings, I show that the above equation system can be solved

for steady states when the arrival rate and failure rate of nodes is the same (rin = rout = r).

Theorem 5.3. Assuming a steady state where the arrival rate rin and failure rate rout of

nodes is the same, the following upper bounds hold on connection creation and deletion rate

of long-range connection maintenance process:

Ra
dm ≤ 2

λopt

∆λ
r and Ra

cm ≤ 2
λopt

∆λ
r. (5.14)

Proof. First, I calculate the P (NL = Nmax) and P (NL = Nmin) probabilities then I derive

the ratio of failed connections in the network for this steady state.

Considering the number of long-range connections as a random variable, the evolution of

this random variable can be described by a stationary continuous time Markov chain. The

transition rate matrix Q of the resulting Markov chain is shown in Figure 5.3. According

to the definition of transition rate matrix, an element in row i and column j represents the

probability per time unit that the system makes a transition from state i to state j if i 6= j

and the rate at which the probability of state i decreases if i = j.
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Let π be the vector describing stationary distribution of the random variable corre-

sponding to the number of long-range connections. Then in steady state, π should satisfy

the following equation: πQ = 0. As a consequence, π can be obtained as the left eigenvec-

tor of the transition matrix associated with the eigenvalue 0. The above transition matrix

has only one left eigenvector associated to the eigenvalue 0; independent of the size of the

matrix, this eigenvector can be expressed as:

π =

(
1

(∆N + 1)2
,

2

(∆N + 1)2
, ...,

∆N + 1

(∆N + 1)2
, ...,

2

(∆N + 1)2
,

1

(∆N + 1)2

)
. (5.15)

Hence

P (NL = Nmin) = P (NL = Nmax) =
1

(∆N + 1)2
. (5.16)

A steady state also implies that cf is constant, hence the rate at which failed connections

are created and deleted are equal. A failed connection is either deleted when a node detects

it via timeouts or simply disappears from the system when a node fails or leaves the network.

Hence Noptrout = cfRall +Noptroutcf which gives:

Rf = cfRall = Noptr(1− cf ). (5.17)

Substituting these results into (5.12) and (5.13), gives the following equations:

Rdm =
(∆N + 1)

(∆N + 1)2
(Noptr +Rcm) (5.18)

and

Rcm =
(∆N + 1)

(∆N + 1)2
(Noptr(1− cf ) +Rdm). (5.19)

Solving the equation system, the following upper bounds can be derived for Rdm and

Rcm:

Rdm =
Nopt

∆N

∆N + 2− cf
∆N + 2

r ≤
Nopt

∆N
r =

λopt

∆λ
r (5.20)

and

Rcm =
Nopt

∆N

∆N + 2− cf (∆N + 1)

∆N + 2
r ≤

Nopt

∆N
r =

λopt

∆λ
r. (5.21)

The obtained results correspond to maintenance rates of long-range connections in either

the left side or right side of the DHT metric space separately for each node. Hence overall

maintenance rates can be obtained by doubling these rates.

These upper bounds do not depend on network size, hence connection creation and

deletion rate of long-range connection maintenance process per node scale as O(1) with

network size.

To derive overall maintenance overhead in steady state, I first recapitulate the notion

and background of all maintenance components used in the above analysis. All maintenance

rates referred to long-range connections in either the left side or the right side partitions
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Conn. creation/deletion rate Communication overhead
New nodes joining Na

optr: O(log n)r O(log n)r

Create by maintenance Ra
cm: O(1)r O(1)r

Delete by maintenance Ra
dm: O(1)r O(1)r

Detect failed connections Ra
f : O(log n)r O(log n)r

Table 5.1: Overview of maintenance overhead components

of the DHT metric space for each node. Overall rates are denoted in the followings by the

upper index a and can be obtained by doubling these rates. All maintenance components

are all related to either connection creation or connection deletion rates (Ra
c and Ra

d). Ta-

ble 5.1 summarizes connection creation and deletion rates and the associated communication

overhead for each of these components.

I have defined Ra
c as the number of new long-range connections created per node and per

time unit. Ra
c has two components (see Equation 5.8): the first one is the rate of connection

establishment due to connections created by new nodes when they join the network (Na
optr)

while the second one corresponds to the rate at which long-range connection maintenance

creates additional connections (Ra
cm). Na

opt increases logarithmically with network size, hence

the per node connection establishment rate of joining nodes scales as O(log n) with network

size. Ra
cm ≤ 2

λopt

∆λ
r according to Theorem 5.3, hence the per node connection creation rate

of maintenance process scales as O(1) with network size. Using the range-based long-range

connection establishment algorithm presented in Section 5.2.5, communication overhead

per new connections scales as O(1) in both cases, therefore the associated communication

overhead is also O(log n) and O(1), respectively.

I have defined Ra
d as the number of long-range connections deleted per node and per time

unit. Ra
d also has two components: the rate at which maintenance process deletes existing

connections (Ra
dm) and the rate at which failed connections are discovered during regular

operation (Ra
f ). From Theorem 5.3, Ra

dm ≤ 2
λopt

∆λ
r, hence per node connection deletion

rate by maintenance scales as O(1) with network size. Since a connection deletion involves

sending only one single disconnect message, the associated communication overhead is also

O(1). From Equation 5.17, Ra
f = Na

optr(1−cf ), hence the detection rate of failed connections

scales as O(log n) with network size. Strictly speaking, this component does not contribute

to overall maintenance overhead because the detection of a failed connection does not directly

trigger any maintenance action6. However, I also included it into the maintenance overhead

components table, because detecting a failed connection requires resending one message via

another connection, hence each detected failed connection increases overall communication

overhead by one message.

Let the time unit for churn rate be defined as the system’s half-life defined in [35] (system

half-life measures the time during which half of the nodes in the network are replaced by

new arrivals). Using this definition, the overall per node maintenance traffic of long-range

6Except when NL = Nmin, but the associated maintenance overhead has already been accounted for the
connection creation by the maintenance component.
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connections per half-life is O(log n) in our system. This result is very important because the

authors in [35] show that this is in fact the theoretical lower bound of maintenance traffic

to ensure that the network remains connected.

Another interesting observation related to Table 5.1 is that most of the missing long-

range connections are replaced by new connections established by joining nodes and only

a small fraction need to be created explicitly by maintenance. In other words, most of

the maintenance is achieved automatically as a side effect of the unavoidable control traffic

related to the creation of new connections of joining nodes.

5.3.2 Simulation results

Performance of a DHT under churn can be described as a tradeoff between three main

performance factors: lookup latencies, lookup error ratio and maintenance overhead. In

Section 5.3.1, I have shown that the proposed system is asymptotically optimal in terms of

maintenance overhead. However, different protocol parameters of maintenance also affect

lookup latencies and lookup error rates. Therefore I have performed extensive simulations

for a wide range of parameter settings in order to determine optimal protocol parameter

ranges for the best tradeoff between these three performance factors.

To be able to focus on protocol behavior, I ignored transport layer details and imple-

mented the proposed system in an own cycle-based simulator written in Java. In contrast to

an event-based simulator, a cycle-based simulator partitions simulation time into short cy-

cles, and passes control periodically to each node in each cycle. The main advantage of this

high level, cycle-based approach is scalability; I could run simulations up to network sizes

of 128k nodes on a medium class PC. The only disadvantage is that cycle-based simulation

does not reflect temporal ordering of events within a cycle. However, the effect of such tem-

poral disorders can be arbitrarily reduced choosing shorter cycle periods. To find an optimal

tradeoff between simulation performance and correctness, I have performed simulation trials

with high temporal resolution (200 simulation cycles per average node inter-arrival time),

than performed the same simulations again gradually reducing temporal resolution. At 2

simulation cycles per average node inter-arrival time, simulation results still did not show

statistically significant difference compared to higher temporal resolutions, therefore further

simulations have been performed using this setting.

Similarly to the analytical evaluation, I used network half-life as a metric of churn rate.

I focused on steady state behavior where arrival and departure rates were equal. Since

simulation time in a cycle-based simulator is measured in simulation cycles, network half-

life is defined in this case as the number of simulation cycles during which half of the nodes

are replaced by new arrivals in the DHT. Furthermore, I’ve measured maintenance overhead

in terms of the number of maintenance message exchanges per node and per network half-

life. This maintenance overhead metric has the advantage of being independent of churn

rate. The actual maintenance bandwidth can be calculated from this maintenance metric for

any churn rates by deriving the amount of maintenance traffic from the number of messages
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parameter range default value
M [1, 100] 10

λ [0.6, 6.0] 1

ln2
≈ 1.44 (Chord)

∆λ
λ

[0.1, 0.3] 0.2
NS [2, 5] 3

L [1, 100] 10

Table 5.2: Summary of simulation parameters

and dividing this by network half-life.

Table 5.2 summarizes the set of protocol parameters varied during simulations. NS is

the number of short-range connections per node in the overlay (separately at both the left

and right sides), M is the number of short-range connection maintenance cycles per network

half-life and λopt and ∆λ are the long-range connection maintenance parameters7. Finally,

L characterizes user activity; it corresponds to the average number of lookups initiated by

one node in a network half-life period. During simulations, one or two of these parameters

have been varied within the given range, setting other parameters to their default value.

Unless otherwise noted, a parameter in a simulation is set to its default value. Most of these

simulations have been run for all of the following network sizes: 1k, 2k, 4k, 8k, 16k, 32k,

64k, 128k.

Modeling churn

To generate churn during simulations, I modeled both the arrival and departure of nodes

as a Poisson process. In the simulator, this was approximated by adding a new node and

removing a random existing node with a predefined (small) probability in each simulation

cycle.

Churn characteristics in real P2P networks can differ significantly from the above Poisson

process model. The authors in [39] analyzed traces from real P2P networks and fitted

distributions on node inter-arrival times and session lengths. However, I have shown that

the distribution of node inter-arrival times and session lengths does not significantly affect

the performance of the proposed maintenance mechanism.

To analyze the impact of different churn models, I have repeated the same simulation

with different node inter-arrival time and session length distributions. Two of them were

based on BitTorrent measurements from [39] (a FlatOut and a Red Hat torrent), while

two others were artificial churn models based on simple distributions. Node inter-arrival

time and session length distributions of these churn models are summarized in Table 5.3

(for Weibull distributions, k denotes the shape parameter). Each of theses simulations were

performed for a network of 16k nodes using the default system parameters from Table 5.2.

The intensity parameter of inter-arrival time and session length distributions was normalized

7The default λ value is set equivalent to the long-range connection density of Chord (see Section 4.2.1)
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BT FlatOut BT Red Hat Exp Uniform
inter-arrival time distribution Weibull (k = 0.62) Weibull (k = 0.53) exp uniform
session length distribution Weibull (k = 0.59) Weibull (k = 0.34) exp uniform

Table 5.3: Summary of simulated churn models
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Figure 5.4: Relative maintenance overhead for different churn models

to obtain an average network size of 16k nodes in steady state and to have the same network

half life for each churn model. In order to obtain accurate results and minimize the effect

of temporal inconsistencies, the number of simulation cycles per average node inter-arrival

time was increased from the default value of 2 to 20.

Figure 5.4 represents relative maintenance overhead per network half life for each of the

simulated churn models (maintenance overhead for the Poisson process churn model used in

all other simulations corresponds to 100%). In addition to the average value, the 10th and

90th percentiles are shown for each measurements (based on the maintenance overhead from

20 subsequent network half-lives after reaching steady state).

Figure 5.4 shows that the performance of the proposed maintenance mechanism does

not significantly depend on churn characteristic. Differences between average per network

half-life maintenance overheads are smaller than 1% for all the four simulated churn models.

As a result – from the point of view of stochastic maintenance – network dynamism can be

characterized by one single parameter: network half-life.

Evaluation of overlay properties under churn

First, I present simulation results related to overlay properties, namely the distance distri-

bution of long-range connections, node degree distribution and the number of routing hops

as a function of network size. Note that all of these properties have been measured in a
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Figure 5.5: Node degree properties

system under churn (steady state).

Figure 5.5 represents node degree properties. The left graph represents the average

value as well as the 5th and 95th percentiles of node degree as a function of network size.

In accordance with analytical results, node degree clearly increases logarithmically with

network size. The right graph shows dependence of relative standard deviation of node

degree from the value of the ∆λ parameter. As expected, standard deviation of node degree

increases with the value of ∆λ and relative standard deviation is independent of network size

(except for very small network sizes, where nodes only have a few long-range connections

and quantization increases additionally standard deviation)

Figure 5.6 analyzes the number of routing hops required to find a peer node in the over-

lay under churn. The left graph shows the average as well as the 5th and 95th percentiles

of the number of routing hops as a function of network size while the right graph shows

dependence of the average number of routing hops on the λ long-range connection den-

sity parameter. In accordance with analytical results, the number of routing hops clearly

increases logarithmically with network size.

The right graph in Figure 5.6 represents the average number of routing hops as a function

of the inverse of the λ long-range connection density for a network of 16k nodes. Additionally,

it compares simulation results with the upper bound of Theorem 4.9. This upper bound

refers to unidirectional probabilistic power-law routing overlays. Per-hop routing progress

for the bidirectional case is at least as much as per-hop routing routing progress of an

unidirectional overlay with the same parameters, hence the average number of routing hops

in the unidirectional case can be used as an upper bound on the average number of routing

hops in the bidirectional case. Since here, the upper bounded values are already upper

bounds themselves, the resulting upper bound is rather conservative. Nevertheless, the

graph shows that the average number of routing hops increases nearly linearly with the

inverse of λ in the range practically used in DHTs. This holds for any other network sizes

in the simulated range (between 1k and 128k).

The influence of the short-range connection number parameter NS on the number of

routing hops is marginal since forwarding via short-range connections usually takes place
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Figure 5.6: Number of routing hops in a network under churn

only at the last few steps. E.g., increasing the number of short-range connections from 2

to 5 decreases the average number of routing hops by only ≈ 0.35 (independent of network

size).

Evaluation of maintenance performance

To evaluate maintenance performance, I have used two complementary performance metrics:

the availability and the maintenance overhead ensuring this availability. Availability has

been measured as the lookup failure ratio in the overlay under churn while maintenance

overhead was characterized by the number of maintenance messages (request/reply pairs)

per network half-life and per node.

First, I examined how the various overlay properties (NS , λ, ∆λ) influence these two

metrics, then I analyzed the effect of maintenance properties and network dynamism (M , L)

on performance. Finally, I evaluated stability of the proposed maintenance strategy based

on these results.

Figure 5.7 shows the effect of the number of short-range connections (NS) on maintenance

performance. The left graph represents the number of maintenance messages per network

half-life as a function of network size for three different values of the NS parameter while

the right graph shows failure ratio for the same three parameter values.

First of all, the left graph supports the major contribution: the O(log n) bound on the

number of maintenance messages per node and per network half-life. It also shows that the

NS parameter accounts for maintenance traffic by a constant factor because the number of

short-range connections only influences short-range connection maintenance traffic, which is

independent from the size of the network. This constant factor increases with NS faster than

linearly. This is a consequence of a failure dissemination mechanism (as part of the short-

range connection maintenance) which notifies each (possibly affected) short-range neighbor

about detected short-range connection failures.

Simulations have shown that there is no significant dependence between failure ratio

and network size: the right graph in Figure 5.7 representing lookup failure ratio for different
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Figure 5.7: Effect of NS on maintenance performance

NS values is nearly the same for simulations of all network sizes between 1k and 128k.

This is in accordance with the fact that success of the routing process is ensured by short-

range connections, hence failure ratio only depends on short-range connection maintenance

parameters. The number of short-range connections per node is one of these parameters.

Increasing NS increases resilience of short-range routing and via failure notifications, it also

decreases the average time to detect failure of a short-range peer. As a result, lookup failure

ratio decreases very fast with increasing NS values; for NS = 5, it is smaller than 10−6.

Figure 5.8 summarizes the impact of the λ long-range connection density and the ∆λ

long-range connection density range width on maintenance overhead. The left graph shows

the number of maintenance messages per network half-life and per node as a function of

network size for different ∆λ/λ ratios. Smaller ∆λ/λ ratio means more restrictive mainte-

nance and hence larger maintenance overhead. In fact, the Rcm and Rdm components of

maintenance overhead are inversely proportional with the ∆λ/λ ratio (see equations 5.20

and 5.21). In extreme cases, this can even result in losing the loose stochastic nature of long-

range connection maintenance. In small networks with small average node degree, a small

∆λ/λ ratio might mean that every new or lost connection will move estimated long-range

connection density out of the required range and hence requires maintenance action. This

explains that maintenance traffic for the smallest ∆λ/λ ratio can even be slightly higher

in smaller networks. On the other hand, a too large ∆λ/λ ratio will result in unfair load

distribution due to high variance of node degree (see Figure 5.5) and increasing this ratio

above 0.2 results only in small saving in maintenance traffic.

The right graph in Figure 5.8 shows the dependence of the number of maintenance

messages per network half-life and per node from the value of the λ long-range connection

density parameter (the graph shows simulation results for 16k nodes). Messages sent by

joining nodes to create new connections are also included into maintenance traffic in our

analysis. This explains the nearly linear increase in maintenance traffic for higher λ values

(the higher λ is, the more connections need to be created during the join process). The

slight increase in maintenance traffic for smaller λ values can be explained by the same

phenomenon as the increase for small ∆λ values: long-range connection maintenance loses
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Figure 5.8: Effect of ∆λ and λ on maintenance overhead

0

50

100

150

200

250

M = 1 M = 10 M = 100

# 
m

ai
n

te
n

an
ce

 m
es

sa
g

es

L = 1
L = 10
L = 100

 

1,00E-08

1,00E-07

1,00E-06

1,00E-05

1,00E-04

1,00E-03

1,00E-02

1,00E-01

1,00E+00

M = 1 M = 10 M = 100

L
o

o
ku

p
 fa

ilu
re

 r
at

e
L = 1
L = 10
L = 100

 

 
Figure 5.9: Effect of network and maintenance dynamism on maintenance performance

its stochastic nature if the allowed long-range connection density range is too small.

Figure 5.9 depicts the effect of maintenance and network dynamism on performance. The

left graph shows the number of maintenance messages per network half-life and per node

for various combinations of short-range connection maintenance cycles per network half-life

(M) and the average number of lookup request initiated per network half-life by one node

(L) parameters. The right graph shows the lookup failure ratio for the same parameter

combinations. Maintenance overhead in the left graph is shown for a network of 16k nodes,

while lookup failure ratio represented in the left graph suites to any network sizes since it

does not significantly depend on network size.

Increasing the frequency of short-range connection maintenance obviously increases the

amount of short-range connection maintenance traffic. For M = 10 (10 maintenance cy-

cles per network half-life), short-range connection maintenance overhead is still negligible

compared to long-range connection maintenance traffic while for M = 100, it already ac-

counts for more than half of the maintenance traffic. Increasing frequency of maintenance

decreases lookup failure ratio significantly, since it allows faster detection of connection fail-

ures. Higher values of L – corresponding to more intensive user traffic in the overlay as

compared to churn rate – also decrease failure ratio for the same reason: user traffic also
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Figure 5.10: Ratio of (undetected) failed connections in the overlay

helps detection of failed connections and decreases the ratio of (undetected) failed connec-

tions in the network. Figure 5.10 shows this ratio (denoted by cf in Section 5.3.1) as a

function of the relative lookup rate. As a side effect of the smaller ratio of failed connec-

tions, maintenance traffic also decreases slightly (as L increases), since this will result in less

message retransmissions for control traffic (see left graph of Figure 5.9).

Using the analytical results of Wu et al. in [20], it is possible to derive mean lookup

latencies from the ratio of undetected failed connections in the network, average lookup hop

count and average round-trip times in the network.

Summary of simulation results

Based on the above simulation results, it is possible to compile a set of optimal parameter

ranges providing the best performance. Table 5.4 provides a summary of these parameter

ranges.

Long-range connection density values smaller than 1.0 as well ∆λ/λ values smaller than

0.2 decrease the stochastic nature of maintenance and thus increase maintenance traffic.

∆λ/λ values greater than 0.3 do not improve maintenance performance considerably but

decrease fairness in the network. λ values greater than 3.0 significantly increase maintenance

traffic but do not considerably improve lookup performance any more.

The number of short-range connections should be higher than 2 at both sides in order

to achieve negligible lookup failure rates. However, increasing this number above 5 does not

make sense, since it provides already less than 10−6 lookup failure ratio even at high churn

rates.

Finally, short-range connection maintenance frequencies smaller than 10 per network

half-life result in high lookup failure ratio. On the other hand, values larger than 100

increase significantly maintenance traffic.

The relative lookup rate L depends on applications using the lookup service of the DHT,

thus it cannot be set to “optimal” values. Simulations have shown very good performance
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parameter optimal range

λ [1.4, 3.0]
∆λ
λ

[0.2, 0.3]

NS [3, 5]

M [10, 50]

Table 5.4: Optimal protocol parameter ranges

for relative lookup rates equal to or higher than 10 and fair performance for L = 1. This

means that the proposed maintenance strategy provides a good platform for applications

where one node performs at least 10 lookups on average during its lifetime. However, for

extreme cases where one node performs around or less than one lookup on average during

its lifetime in the network, it probably does not make sense to maintain routing state and

unstructured P2P networks might be more suitable.

For all the above simulations, I ignored transport layer details and assumed that all link

capacities are infinite. Under these assumptions, simulations have shown that choosing the

right protocol parameters for the proposed stochastic maintenance strategy, it is possible to

ensure very high availability, independent of network size and churn rate.

Obviously, in real networks, we need to consider finite link capacities and congestions

in the network. Instead of implementing complicated link capacity and congestion models

in the simulator, I take a different approach: First, I calculate the maintenance bandwidth

per node assuming infinite link capacities. Then I compare this bandwidth to the actual

link capacity. If it is orders of magnitudes smaller than link capacities, the system will

be stable with high probability assuming maintenance mechanisms are designed so as to

avoid avalanche effects. The best way to avoid this avalanche effect is not to use reactive

protocols [17]. Short-range connection maintenance is proactive while long-range connection

maintenance is reactive in the proposed maintenance strategy. However, the reactive nature

of long-range connection maintenance is significantly attenuated by its loose and stochastic

properties, since maintenance is only initiated when reaching a lower or upper threshold long-

range connection density. Additionally, this reactive property can be completely eliminated

by further restricting long-range connection maintenance so that maintenance has to wait

until the beginning of the next periodical maintenance cycle.

To calculate churn level critical for stability, I first determine the average amount of

maintenance traffic per node and per network half-life from the average number of mainte-

nance messages during this same period. Taking the largest simulated network size of 128k

nodes and default protocol parameters according to Table 5.2, the number of maintenance

messages per network half-life and per node is 115 * 2 = 230 (see Figure 5.7 or Figure 5.8,
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note that graphs represent the number of request/reply pairs). Taking an average mainte-

nance message size of 200 bytes 8 maintenance traffic per network half-life will be 230 * 200

= 46 000 bytes. This means that assuming a churn rate characterized by a network half-life

of one minute, 1kB/s is a conservative upper bound on the average maintenance bandwidth

per node, being orders of magnitudes smaller than a typical link capacity.

5.3.3 Comparison with existing overlay maintenance mechanisms

The key idea behind my proposed maintenance mechanism is to let long-range connections

created by joining nodes automatically replace missing long-range connections of existing

nodes (caused by failure /departure of other nodes). This can be achieved exploiting (i) the

flexibility of probabilistic power-law routing overlays in the selection of long-range connec-

tions and (ii) the symmetry of outbound and inbound connection distributions as a result

of bidirectional connections. Kademlia [12] applies a similar opportunistic maintenance

mechanism to create new connections: upon receiving any message (request or reply) from

another node, a Kademlia node updates its corresponding k -bucket with the sender’s ID and

address. The enablers of this maintenance mechanism are also very similar to the enablers

of my proposal: symmetric DHT metric space (as a result of the applied XOR metric) and

flexibility of long-range connection selection.

Both mechanisms are opportunistic in the sense that most maintenance action is per-

formed as a “side effect” of regular operations in the DHT. However - being related to lookup

mechanisms - the impact of Kademlia’s opportunistic maintenance depends significantly on

lookup strategy. The two main lookup strategies used in DHTs are recursive and iterative

lookup. Using recursive lookup, intermediate nodes on the routing path forward the query

directly and the originator node has no control over the routing process. Using iterative rout-

ing, intermediates nodes only return the address of candidate next hop node(s) and these

nodes will be queried directly by the initiator node itself. As a result, the IDs of sender

nodes for incoming messages will be uniformly distributed for the iterative lookup strategy

and inversely proportional to the distance for the recursive strategy. Since Kademlia uses an

iterative lookup strategy, this implies that updates will concentrate on the topmost buckets

and the probability of an update decreases exponentially for lower buckets.

Recursive lookups remedy this problem and ensure uniform distribution of updates for

all buckets. However, in this case, new routing table entries are created only when new

nodes join the network – since the first message sent to a peer node immediately makes the

connection “bidirectional”. Therefore, my maintenance proposal uses separate opportunistic

mechanisms to detect connection failures and to create new connections. Applying recursive

lookup strategies, regular lookup traffic helps detecting connection failures while initial long-

range connections created by joining nodes help replacing missing long-range connections of

8This is a conservative upper bound. A maintenance message contains at most 2NS identifier/locator
pairs. With a typical ID size of 128 bit, IPv6 addresses as locators and a typical NS = 3 settings, this is 192
bytes. However, most messages contain only one ID/locator pair or only a message type field.
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other nodes.

Accordion [15] also exploits the recursive lookup strategy to acquire (at low cost) ad-

ditional routing table entries. When an Accordion node forwards a lookup request, the

immediate next-hop node returns an acknowledgment which includes a set of entries from

its own routing table. These entries are chosen from between its own ID and the target ID

of the lookup request. As a consequence of recursive lookup, this provides new long-range

connections for the forwarding node with an inverse power-law distance distribution. In

contrast to Kademlia and my proposal, this mechanism is not “fully opportunistic”, since

it requires an additional acknowledge message whose size depends on the number of re-

turned routing table entries. Furthermore, there are no guarantees that the acquired new

long-range connections point to live nodes, since they are simply copied from the routing ta-

ble of another node – which might contain outdated entries (though Accordion also includes

timestamps into returned routing table entries, providing heuristics to filter out these items).

These differences are a consequence of different goals: Accordion does not aim to minimize

maintenance overhead under high churn but to provide optimal lookup performance given

a per node bandwidth budget.

5.4 Summary

P2P systems are inherently dynamic; peers join, leave and rejoin the network frequently.

To cope with this dynamism, DHT design has to consider the following key architectural

issues: static resilience of the overlay, efficient overlay maintenance mechanisms and churn-

tolerant lookup strategies. In this chapter I focused on overlay maintenance mechanisms and

proposed an overlay maintenance strategy that combines bidirectional probabilistic power-

law routing overlays and a novel stochastic long-range connection maintenance algorithm.

The key idea of the proposed strategy is opportunistic maintenance which exploits ini-

tial long-range connections created by joining nodes: most missing long-range connections

(caused by departure/failure of nodes) can be replaced statistically as a “side effect” of new

long-range connections created by joining nodes. This is achieved by exploiting (i) the flex-

ibility of probabilistic power-law routing overlays in the selection of long-range connections

and (ii) the symmetry of outbound and inbound connection distributions as a result of

bidirectional connections. I have referred to this phenomenon as a “self-healing” property

of probabilistic power-law routing overlays with bidirectional connection: I have shown an-

alytically, that in steady states, when node arrival and departure rates are equal, distance

distribution of long-range connections remains unchanged without any explicit maintenance

solely as a side-effect of new connections established by joining nodes.

The other key idea of the proposed maintenance strategy is stochastic long-range con-

nection maintenance. As opposed to per-connection maintenance, stochastic long-range

connection maintenance only considers the distance distribution of long-range connections.

Stochastic maintenance is triggered whenever a new (incoming) long-range connection or a
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failed connection is detected. However, maintenance action is taken only when the estimated

long-range connection density parameter of this distribution exceeds a predefined lower or

upper threshold at the given node.

Exploiting the self-healing property of probabilistic power-law routing overlays with bidi-

rectional connections, the proposed stochastic long-range connection maintenance algorithm

basically “lets the system maintain itself”. The scope of stochastic maintenance is limited to

avoid extreme node degrees and to create missing long-range connections when node arrival

rate is smaller than departure/failure rate.

Finally, I have shown both analytically and by extensive simulations that the mainte-

nance overhead of the proposed maintenance strategy is asymptotically optimal.



Chapter 6

Conclusions

The success of the peer-to-peer networking concept reshaped completely traffic mix of the

Internet in the past 10 years. However, due to the inherent complexity of distributed al-

gorithms and the inherent dynamism of P2P networks, there are still several open research

issues in P2P networking. In my dissertation, I tackled two of these issues, both of them

are related to the routing overlay of distributed hash tables.

Although most DHT overlays are structurally similar to the “small-world” navigation

model of Kleinberg – architectural and algorithmic details of different DHT variants differ

significantly. Furthermore, lookup performance depends on a sets of different and often in-

compatible parameters which makes analytical comparison rather difficult. In Chapter 4, I

proposed a general analytical model that can be used to investigate and compare static rout-

ing performance performance of most DHT implementations as a function of their overlay

structure.

To capture the above mentioned common foundations of overlay structure, I have intro-

duced the concept of logarithmically transformed view, where distances between a reference

node and other nodes are represented after a logarithmic transformation. I have shown that

long-range peers of a node form a linear sequence in this transformed view for most DHTs.

Furthermore, I have identified an important subclass of DHT overlays – regular power-law

routing overlays – where this sequence can be described as a random sample from an infinite

renewal process. Based on this stochastic model, I have introduced the λ long-range connec-

tion density and cv long-range connection density coefficient of variation parameters. For

O(log n) node state DHTs, these parameters characterize long-range connection distribution

independent of network size.

Using the renewal process model of long-connections, I have analyzed stochastically the

progress of the lookup process via long-range connections. I have shown that the sequence

of intermediate forwarding nodes in the transformed view of the target node can be also

described as a renewal process. Finally, from this renewal process model of the routing

process, I have derived closed form upper bounds on the expected number of routing hops

as a function of network size and the overlay parameters λ, cv and NS .
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The above model and results can be applied directly to any DHT using probabilistic

power-law routing overlays. Additionally, overlay structure and static routing performance

of any DHT using a one-dimensional metric space and being structurally similar to the

“small-world” navigation model of Kleinberg can be approximated applying this model.

P2P systems are inherently dynamic; peers join, leave and rejoin the network frequently.

To cope with this dynamism, DHT design has to consider the following key architectural

issues: static resilience of the overlay, efficient overlay maintenance mechanisms and churn-

tolerant lookup strategies. In Chapter 5, I focused on overlay maintenance mechanisms and

proposed an overlay maintenance strategy that combines bidirectional probabilistic power-

law routing overlays and a novel stochastic long-range connection maintenance algorithm.

The key idea of the proposed strategy is opportunistic maintenance which exploits ini-

tial long-range connections created by joining nodes: most missing long-range connections

(caused by departure/failure of nodes) can be replaced statistically as a “side effect” of new

long-range connections created by joining nodes. This is achieved by exploiting (i) the flex-

ibility of probabilistic power-law routing overlays in the selection of long-range connections

and (ii) the symmetry of outbound and inbound connection distributions as a result of bidi-

rectional connections. I have referred to this phenomenon as a “self-healing” property of

probabilistic power-law routing overlays with bidirectional connection: I have shown ana-

lytically, that in steady states, when node arrival and departure rates are equal, distance

distribution of long-range connections remains unchanged without any explicit maintenance

solely as a side-effect of new connections established by joining nodes.

The other key idea of the proposed maintenance strategy is stochastic long-range con-

nection maintenance. As opposed to per-connection maintenance, stochastic long-range

connection maintenance only considers the distance distribution of long-range connections.

Stochastic maintenance is triggered whenever a new (incoming) long-range connection or a

failed connection is detected. However, maintenance action is taken only when the estimated

long-range connection density parameter of this distribution exceeds a predefined lower or

upper threshold at the given node.

Exploiting the self-healing property of probabilistic power-law routing overlays with bidi-

rectional connections, the proposed stochastic long-range connection maintenance algorithm

basically “lets the system maintain itself”. The scope of stochastic maintenance is limited to

avoid extreme node degrees and to create missing long-range connections when node arrival

rate is smaller than departure/failure rate.

Finally, I have shown both analytically and by extensive simulations that the mainte-

nance overhead of the proposed maintenance strategy is asymptotically optimal.

Applicability of new results

New results in Chapter 4 are mainly theoretical, helping to understand better the common

foundations of routing in distributed hash tables. In addition, the proposed generic stochas-

tic model can also be used to compare analytically the routing performance of different DHT



implementations. Routing performance depends on different overlay parameters which are

usually incompatible across different DHT families. In the proposed stochastic model, these

incompatible parameters can be translated into a common set of overlay parameters {λ, cv,

NS}. Using this common parameter set, static routing performance of different DHTs can

be compared analytically applying the proposed upper bounds on the expected number of

routing hops. Finally, these closed form upper bounds can also be used as an input to derive

bounds on other DHT performance metrics; e.g., lookup latencies (in both static networks

and under a given level of churn) applying the analytical framework presented in [20].

New results in Chapter 5 are more application oriented. Since dynamism and churn are

inherent properties of most peer-to-peer system, efficient maintenance mechanisms are criti-

cal to provide good lookup performance in DHTs. Combining the proposed novel stochastic

maintenance mechanism with other churn-tolerant architectural components (e.g., churn tol-

erant lookup strategies, fine tuning of timeout handling), it is possible to further decrease

overlay maintenance overhead in DHTs while preserving high availability and good lookup

performance. To demonstrate the applicability of stochastic maintenance, I have imple-

mented a DHT (in a simulation environment) which uses the proposed stochastic mainte-

nance component. Based on analysis of extensive simulations, I have also proposed protocol

parameter settings for this DHT implementation in order to achieve the best tradeoff be-

tween maintenance overhead, lookup performance and availability.
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