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Abstract - In mobile ad hoc networks node movements induce 
frequent topology changes. Therefore, traffic paths are often 
interrupted, until an ad hoc routing protocol recovers the path 
failure. These disruptions have negative impact on the network 
throughput, particularly when the transport protocol is TCP. In 
this paper we analyze the effect of route disconnections on TCP 
performance and present a routing protocol enhancement, called 
TCP-HOT to overcome route disruptions using a mobility 
prediction based route handoff prior to route failure. Through 
simulations we show that mobility prediction based route 
handoff can improve the performance of ad hoc networks in 
sense of throughput increase. The method can be deployed in the 
nodes without requiring any change in the current TCP/IP 
stack. 

I.  INTRODUCTION 

The main difference between conventional wireless 
networks and mobile ad hoc networks is that the 
communication in the latter does not rely on a fixed 
networking infrastructure. The routing protocols used in ad 
hoc networks must cope with frequent link failures, topology 
changes, etc. Recently, various ad hoc routing protocols have 
been proposed to the Internet Engineering Task Force (IETF) 
Mobile Ad Hoc Networks (MANET) Working Group [3]. 
Good surveys and routing protocol performance comparisons 
can be found in [6] and [4][5], respectively. In these 
protocols, route reconstruction is done by erasing and 
reconstructing the whole path or by finding a new link at the 
neighborhood of the broken link. These routing protocols 
perform route reconstruction only after route breakup, so 
frequent path disruptions will cause major performance 
degradation. Alternative route caching has also been proposed 
[7]. In [20] the authors describe a new routing protocol, for 
real-time IPv6 flows only. The protocol always reconstructs 
the whole path instead of using a local repair technique.  

Since TCP/IP is the most used network protocol, it would 
be desirable to have a high performance TCP/IP 
implementation over mobile ad hoc networks. There is no 
reliable proposal for a special wireless TCP. Moreover, it is 
hard to believe that a new transport layer protocol will be able 
to break in the market soon, thus we focused our research on 
TCP. The TCP sender considers packet losses as an indication 
of congestion, and the sender reduces its sending rate. 
However, in wireless networks packet losses are also caused 
by the behavior of wireless channel. Many researchers have 

focused their work [8][9][10] to avoid this situation and to 
increase the TCP performance over wireless channels. 

One of the first improvements on TCP performance in ad 
hoc networks was the freezing of the TCP sender’s state 
during the path reconstruction phase [11]. In [12], the authors 
showed that despite the use of an enhanced routing protocol 
Explicit Link Failure Notification (ELFN) [10][11][15], 
achieved performance is still not adequate. The highest 
performance in ad hoc TCP is achieved by TCP-Bus [13], 
where the authors combined the ELFN technique with packet 
buffering during the path reconstruction. However, this 
method requires modifications in all nodes of the path.  

Recently, mobility prediction gained special interest in the 
field of mobile ad hoc networks. In [1], the authors present 
mobility prediction mechanisms based on GPS and show that 
using mobility prediction the network’s packet delivery ratio 
will increase. A path availability model is presented in [2]. 

In this paper, we propose a new method for improving TCP 
performance. We use mobility prediction based re-routing 
prior the route failures to prevent packet losses and TCP 
timeouts. Our proposal was developed with the IEEE 802.11 
protocol in mind. However, it can be extended to other MAC 
protocols with similar properties. The nodes are supposed to 
move with walking speeds (below 10km/sec) and the size of 
the network corresponds to a campus area network (few 
hundreds of nodes). We used the Ad hoc On-demand 
Distance Vector (AODV) [16] routing protocol and we 
modified it, as explained in the paper. We have chosen 
AODV because it is a simple, lightweight protocol with 
excellent performance [5]. Using simulations we show that 
our method outperforms the existing AODV implementation. 
Another key feature of our method is that it does not need 
modification in the current TCP implementations. 

The rest of the paper is organized as follows: Section 2 
presents a study on route changes in ad hoc networks and the 
impact of link failure on TCP performance. In Section 3 we 
propose a method, which prevents route failures by rerouting 
the traffic prior to the link failure. The next section presents 
the simulation environment and the results. Finally, we 
conclude our paper in Section 5. 

II.  ROUTE CHANGES IN AD HOC NETWORKS 

In ad hoc networks, the communication between distant 
mobile nodes will often be possible only using intermediate 
nodes for data forwarding. Considering that these nodes are 



moving, route breakage can happen very frequently. Upon a 
route breakage, the current ad hoc routing protocols use the 
following techniques to reconstruct the broken path: 
•= Classical method: the node, which detects the link 

failure, generates a route failure notification that is used 
to inform the sender about the route failure. After 
receiving the route failure notification, the sender 
initiates a new route construction process. 

•= Local repair: the node, which detects the link failure, 
initiates a local reconstruction of the route. 

We have investigated the effect of route breakups on TCP 
throughput. In our simulations, we compared the classical 
AODV routing protocol and the behavior of local repair effect 
on TCP performance. According to our simulations, using the 
classical method in the presence of route failures the route 
lookup time is longer than the retransmission timeout (RTO) 
of the TCP connection, thus timeouts occurred. Similar 
behavior was observed using the local repair method of 
AODV. However, in several cases when the round trip time 
(RTT) of the TCP connection was higher, timeouts were 
avoided by the local repair procedure. In the following, we 
analyze the behavior of the local repair technique. 

A. Local repair technique 

Local repair is a relatively fast method to repair the broken 
route. The local repair in AODV is described in detail in [16]. 
AODV uses route discovery messages called Route Request 
(RREQ). Sequence numbers are used to indicate the freshness 
of route information. In local repair the sequence number is 
incremented, to avoid loop formation and forcing re-
actualization of the path. Downstream nodes on the path do 
not respond to the RREQ message. Thus, in the worst case the 
RREQ is propagated thoroughly to the destination node. 
When the local repair initiator receives the Route Reply 
(RREP), the route is restored. 

The amount of time required for re-route mostly depends 
on the number of hops from the broken link to the destination 
and the network load. We have made simulations in ns2 [21], 
increasing the number of hops and we have analyzed the route 
recovery time. Simulation results show that the route recovery 
time increases almost linearly with the number of nodes to the 
destination. As we can see in Fig. 1 one hop increases the 
time needed to terminate the local repair procedure with about 
30 ms.  

In the graph shown in Fig. 1 some special cases are not 
included, when the route repair procedure was significantly 
affected by a local repair message loss, or when the false link 
layer detection mechanism reinitiated the route request. 

 AODV uses link layer notification (LLN) or HELLO 
messages for neighbor sensing. In LLN the neighbors are 
sensed by monitoring the outcome of the virtual carrier sense 
procedure of the 802.11 protocol [17]. At high network load 
the LLN reported neighbor unavailability. These false LLNs 
are due to the inadequate handling of various link layer error 

types at the MAC layer, such as broken link, shared channel 
occupation or other MAC layer events. 

Fig. 1. Local repair time in function of # nodes to the destination 

In our simulations, in higher network load condition the 
RREQ messages are lost, thus the local repair fails. The 
RREQ messages are broadcasted, and are not acknowledged 
by the receiving nodes in order to avoid channel flooding. 
Thus the loss of an RREQ message cannot be detected at the 
forwarding node (inside the network). Only the node that 
requested the new route can perceive the route discovery 
failure, based on a timeout mechanism, thus route 
reconstruction was higher by an order of magnitude. 

B. Effects of route failure on TCP 

This section discusses the effect of route failures on TCP 
sessions. TCP performance is heavily affected by consecutive 
packet losses and sudden increases in the round trip time 
(RTT). These events cause TCP timeouts (RTO), forcing the 
TCP sender to remain in slow start phase [18], reducing the 
sending rate. The RTO is computed from the RTTvar 
(smoothed variance of RTT) and SRTT (smoothed average of 
RTT): var4 RTT  RTO RTTS ⋅+=  [19].  

Frequent route failures will initiate route reconstructions, 
thus RTTvar will be higher. This increases the RTO value and 
avoids false timeouts, but causes slower reaction to losses. 
The rerouting delays from Fig. 1 (60-180 msec) in some cases 
cause TCP timeouts. But usually we had higher delay 
variances yielding larger RTO values, thus we avoid timeouts.  

However, timeouts may occur for various other reasons:  

 
Fig. 2. Timeout with Local Repair 
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(a) due to the delay resulted from the link failure detection, 
the path recovery and longer alternative routes, (b) due to 
repeated fails of the route recovery procedure, or (c) due to 
packet losses. In the upper part of Fig. 2 we present a 
sequence number plot of a local repair procedure. Stars mark 
packet transmissions, and triangles mark the received 
acknowledgements. It took almost 2 seconds for AODV to 
recover with local repair, causing timeout. The packet with 
sequence number 490 was resent at the 32nd second, and the 
connection has been resumed at the 32.2th second with slow 
start. 

The lower part of the figure shows the RTT of the packet 
sent and the RTO timer’s value  (dashed line). At around the 
30th second a moving node breaks the route, and the RTT 
suddenly rises. Now the RTT exceeds the RTO thus timeout 
will occur. 

III.  HANDOFF BASED ROUTE BREAKUP PREVENTION 

As we have shown in the previous section even using local 
repair techniques in ad hoc routing protocols, the route repair 
time is still long enough to cause timeouts at the TCP sender. 
In this section we propose a new method, called TCP-HOT 
which improves the throughput of both the TCP and real-time 
traffic. 

The goal of TCP-HOT is to prevent packet losses at link 
failures caused by prolonged link repair times. First, we 
predict the time when the link between two nodes will break 
up. This method is called mobility prediction, and is widely 
used in mobility models for fixed infrastructure wireless 
networks. Using this information, we initiate a fast local 
repair, which must set up the new route before the link goes 
down. Thus, the packet forwarding is guaranteed on the new 
route without losses. To accomplish this, we need to modify 
the current ad hoc routing protocols, which use path 
reconstruction only after the detection of a link failure. 

Mobility prediction can be based on GPS location 
information [1] or signal strength measurements. In the first 
case, from the mobility parameters (e.g. position, speed, 
direction) of the nodes, we can calculate the duration of the 
connection. The second method predicts the connectivity time 
based on the received power measurements. The accuracy of 
mobility prediction is a key point of our solution. Fortunately, 
in real life, node’s movements are not completely random; the 
mobility patterns exhibit certain, predictable behaviors. Based 
on the literature, we can conclude that mobility prediction can 
be accurate up to 70-90% even at high mobility scenarios. 
The mobility prediction is not subject of our paper. It is 
considered that is sufficiently accurate to deliver information 
about the link availability [1][2]. 

Having information about the link breakup time, we initiate 
a route construction procedure prior the failure time of the 
specific link. The intermediate nodes, which detect the 
forthcoming route breakage, will initiate this fast route 
construction method. When the new route is up, the traffic 
will be directed to the new path.  

The route handoff procedure is similar to the local repair. 
We defined a special route request message, called Handoff 
Route Request (HRReq), and derived from the route request 
message. The HRReq message contains a handoff indicator 
flag and the sequence number for the destination is also 
incremented. If a node receives a HRReq message, and is not 
a member of the path then it will act just like receiving a 
normal route request message (Fig. 3). However, when a 
node, which is member of the path, receives a HRReq 
message, first it will check whether it is closer or not to the 
destination than the HRReq initiator node, by comparing the 
hop count received and in the routing table entry for the 
destination. If the receiving node is farther than the initiator 
node, it means that the HRReq message is propagated 
backwards (upstream), thus the message is dropped, in order 
to avoid loop formation. When the receiving node is closer to 
the destination than the initiator, this node will respond with a 
Handoff Route Reply (HRRep) message. The HRRep is an 
extension of the normal Route Reply message, by a handoff 
flag and the source node address. In the worst case a neighbor 
of the destination or the destination itself will generate the 
HRRep. 
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Fig. 3. Route handoff initiation 

The source node address is memorized in the route table of 
the receiving node, and in conjunction with the destination 
address, indicates in which path the node participates. 

The new route may be different in means of delay and 
bandwidth, but TCP will adapt accordingly. In some cases, 
when the new route is significantly longer, the introduced 
delay may cause timeout for the TCP connection. In our 
simulations we have never observed TCP timeouts after 
handoff, since in wireless media the retransmission timer 
value is higher than the delay introduced by a few new hops 
(Section B). 

Since it is important to terminate the alternative route 
construction procedure before the time the specific link 
breakup happens, not only the route failure prediction is 
important but also the predictability of the alternative path 
construction delay. Increasing the accuracy of the path 
construction delay prediction, the alternative route 
construction phase can be initiated closer to the predicted link 
breakage time. Therefore we minimize route setup failures 
due to false link layer detection and routing message losses 
(Section A). 

In order to improve the reliability of handoff route 
construction, the forwarding node should be able to detect the 
loss of any route request message, and retransmit it. However, 



in reliable transmission mode we cannot use broadcast 
addresses. On the other hand, sending the route messages 
separately to each neighbor in reliable transmission mode is 
not a scalable solution. Our proposal keeps the broadcasted 
message-forwarding paradigm and relies on the charac-
teristics of the radio links to achieve a desired reliability level. 
In a shared-access media system, every node within the 
transmission range of the sender “hears” any sent packet. 
Thus, after sending a broadcasted HRReq, the receiving nodes 
(except the members of the upstream segment of the path) 
will either re-broadcast the route request or reply with 
HRRep. If a node does not react to the broadcasted route 
request in a short time, the message probably was lost. 
Keeping track of the neighbor– nodes, we can detect these 
losses and send the RReq again directly to the node, which 
did not respond, with RTS/CTS enabled at MAC layer [17]. 

In our case, if the prediction is incorrect and the link 
between the nodes breaks before the predicted time, the 
handoff could terminate only after the link failure. This 
means, that we cannot protect the route from the route failure. 
In this case, we could use other methods to avoid the TCP 
sender’s timeout, such as the ELFN or TCP-BuS methods.  

IV.  SIMULATION RESULTS 

We have used the ns2 simulator tool [21] for performance 
evaluation. The AODV routing protocol implementation has 
been modified to support our handoff method. The IEEE 
802.11 RTS/CTS method was used for channel reservation. 
The transmission rate of the wireless link was set to 2 Mbps. 

The network topology is a simple line topology, with a 
single alternate route for the path segment, which is subject 
for route failures. 
200 meters separate the nodes from each other, which means 
that only neighboring nodes are in each other’s transmission 
range. In our simulations link failure are caused by node 
movements. We assume the node movement information to 
be known in advance. The route handoff is started 40 ms prior 
to the moment when the moving node 

reaches the end of transmission range. The TCP window size 
in the connections was set to 20 packets, and the packet size 
was set to 1000 bytes. We assume that the TCP sender always 
has data packets to send. The TCP connection was simulated 
for 40 seconds.  

We compare our algorithm to the AODV’s Local Repair 
method. Full path reroute always results higher delays 
lowering performance. Fig. 4b shows the sequence number 
plot of a route failure at the 30th second. The stars mark a 
packet transmission at the source, and the triangles show the 
respective acknowledgement packet. Therefore, the time 
difference between the packet and acknowledgement is the 
packet RTT value. The RTT of the connection is 0.8-1 sec. 
The figure is zoomed on the link breakup time. There is no 
difference in sequence number growth of the connections 
until the route breakage. In case of the handoff method, a new 
route has been set up at the 30th second, and the traffic has 
been diverted to the new route. Thus, no packet was lost and 
no route recovery delay was introduced. With local repair, the 
packets from sequence number 490 are queued at the node 
where link failure occurred. Until the new route is set up, no 
packet is acknowledged. When the route is restored in both 
directions at the 32nd second the acknowledgement packets 
arrive to the source. Since this time was longer than the 
TCP’s RTO timer happened. TCP times out and retransmits 
the first packet at 31.97. Finally, TCP recovers with slow start 
from the 32.1th second. Due to these events, handoff gains 
bout 77 Kbytes advantage over the local repair 

We also investigated the effect of background traffic on the 
TCP flow. The background TCP traffic (solid line) spans over 
three hops, but is not affected by the route failure. The TCP-
HOT case is compared against the route reconstruction case. 
The resulting sequence plots are shown in Fig. 4a. The flows 
are performing the same way up to the link failure (vertical 
line). In the rerouted case the packets in the network are lost 
and the TCP times out. The routing protocol will not realize 
the link failure unless its route entry expires (HELLO based 
mechanism). The tested TCP connection is stopped between 
the 30th and 42nd seconds. When it starts to recover,

    
Fig. 4. Link failure at the 30th second (a) and (b) 
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the background traffic already has taken over the bandwidth 
and the tested connection is disadvantaged in the competition 
for the bandwidth. TCP-HOT keeps the route alive, thus 
avoids this problem. The presence of background traffic 
accentuates the shortcomings of the rerouting strategy, thus 
the relative advantage of the TCP-HOT in such environments 
increases. 

Next, we have analyzed the effect of frequent route 
changes on TCP throughput. We modified the route-failure 
frequency (simulation time = 200 sec) and we have also taken 
into account the accuracy of the mobility prediction. The 20% 
of the prediction was incorrect, and for such cases route 
recovery is done by the full route setup. The amount of 
transferred data in function of link failure frequency is shown 
in Fig. 5. Our method clearly outperforms the local repair 
case. The difference gets more emphasized at higher route 
breakup frequencies. The small degradation in the throughput 
of our method is due to failures in mobility prediction. For the 
local repair case, not all route failures cause timeouts, since 
RTO might be higher than the route recovery time, as 
presented in Section II.B. However, even in these situations 
there is throughput degradation: due to queuing the flow is 
stalled during the route recovery. 

 
Fig. 5. Transferred data in function of route breakups 

The mobility prediction accuracy affects our method’s 
performance, but in worst case its throughput is similar to the 
local repair case. This method also increases the performance 
of the ad hoc network for other transport protocols as well, 
decreasing the packet loss ratio and the jitter values. 

V.  CONCLUSIONS 

In this paper we have presented a mobility prediction based 
route handoff, TCP-HOT to improve the performance of ad 
hoc networks, particularly when the transport protocol is 
TCP.  Unlike other approaches like ELFN [12] or TCP-BUS 
[13], TCP-HOT does not react to route failures but 
proactively sets up an alternate route to avoid temporary path 
failures. First, we have shown that route repairs result in 
timeouts for TCP connections. Using our prediction-based 
algorithm can prevent these timeouts. We have shown that 
using TCP-HOT, the throughput of TCP can be significantly 
increased, and we presented a comparative study. TCP-HOT 
improves an existing routing protocol in order to overcome 

link-layer detection errors and prevent routing message 
losses. We have found that the performance gain of TCP-
HOT compared to the existing routing protocols is higher, 
when multiple TCP flows are competing with each other. The 
mobility prediction is very important part of our method and 
more research is required to investigate its impact on the route 
handoff performance. Based on our results we conclude that 
mobility prediction based route handoff can improve the ad 
hoc network’s performance in sense of network throughput 
increase and delay variance reduction.  
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