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Abstract 

Recent earthquake events have highlighted the importance of critical infrastructures (CI) resilience, as a 

strong correlation was found between the economic loss and the severity of CIs damage. CIs are 

characterized by a complex structure composed of sub-components that are essential for the continuous 

performance of the system. CIs owners and governments allocate ample of their resources in retrofitting 

and upgrading CIs systems and components to increase the resilience of CIs and reduce the risk they are 

exposed to in case of seismic events. Governments and decision-makers must manage and optimize the 

retrofit efforts to meet the budget and time constraints. This research presents a probabilistic methodology 

for seismic risk mitigation and management in CIs. The risk expectancy is appraised according to an FTA-

based simulation. The simulation includes the development of exclusive fragility curves for the CI and an 

examination of the expected damage distribution as a function of the earthquake intensity. Furthermore, 

this research proposes a novel RMIR (Risk Mitigation to Investment Ratio) indicator for priority setting of 

seismic mitigation alternatives. The RMIR is a quantitative indicator that evaluates each alternative's cost-

effectiveness in terms of risk expectancy mitigation. Following the alternative's RMIR value, it is possible to 

prioritize the alternatives meeting the budget and time constraints. This paper presents the 

implementation of the proposed methodology through a case study of a generic pumping station. The case 

study includes twelve mitigation alternatives examined and evaluated according to the RMIR indicator. 
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1. Introduction  

Damage or disruption to critical infrastructures (CIs) can have a significant adverse effect on the economy, 

safety, and wellbeing of the public and private sector [1]. Recent earthquake events have highlighted the 

importance of critical infrastructure resilience, as a strong correlation was found between the economic 

loss and the severity of CI damage [2,3]. Furthermore, over the last decades, along with the development 

of CIs, gradual increasing essential services depend on the continuous performance of one, two, or even 

more critical infrastructures such as energy, power supply, water supply, communications, etc. [4–8] 

CI systems are characterized by a complex structure that is composed of various essential components and 

subcomponents. The full functionality of the system requires a continuous performance of all components. 

Subsequently, the CI resilience is derived from the resilience, robustness, and redundancy of its core 

components and subcomponents. Studies show that there is a consistent interdependency across sectors 
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of CIs systems as most of the CIs are connected and dependent on each other, and damage to one critical 

infrastructure will, most likely, lead to other CI failures [9–11]. Consequently, a failure of a single CI 

component can lead to a series of propagating disruptions of other CIs and affects a wide range of 

consumers from different sectors. The CIs systems' interdependent structure increases vulnerability for 

cascading and rippling effects that increase the impact and the magnitude of each damage or disruption 

by initiating multi-hazard events [12]. The growing dependency on CIs, the interdependency between 

different infrastructures, and the growing number of infrastructures significantly increase critical 

infrastructure's seismic risk. Therefore, there is a vital need to protect and ensure the continuous 

performance and resilience of critical infrastructures systems and assets after extreme seismic events. 

In general, risk is defined as a measure of the probability and severity of adverse effects (Lowrance 1976; 

Haimes 2009). In the case of seismic risk, it should reflect the value of the potential consequences resulting 

from possible earthquakes throughout a defined duration of time [13].Since the risk is calculated for CI in 

a specific location, the occurrence probability of possible earthquakes should be represented as the 

exceedance probability for certain severity of IM in the location of interest. The deterministic approach 

focuses on a single earthquake, a small number of earthquakes, or a specific ground motion value [14–16]. 

However, the deterministic approach does not consider the uncertainties of the time, location, and 

magnitude of possible earthquakes. Moreover, targeting the retrofit efforts based on deterministic risk 

assessment may mislead the decision-makers due to possible ignoring of possible events, and 

subsequently, avoiding the optimal alternative. The probabilistic seismic hazard analysis (PSHA) aimed at 

considering all possible earthquake scenarios and ground-motion levels that can occur in the system's 

location. The PSHA process produces a hazard curve that presents the annual rate of exceedance for any 

value for IM [17,18]. The probabilistic approach is widely used over the last decades for assessing risk and 

development of seismic hazard maps [19–23].  

Consequences are the outcome and the effects of an earthquake event. An examination of previous 

earthquakes reveals inconsistency in the severity of the post-earthquake consequences [1]. For a specific 

earthquake event, there is a wide range of damage levels observed in similar types of structures and 

infrastructures at the same place. Many parameters can influence the actual consequences, such as 

maintenance, quality of the materials, quality of construction, the degree of supervision during the 

construction, and more. Fragility curves are traditional damage functions to evaluate the expected damage 

distribution of CIs due to earthquake events. [24–34]. A variety of generic fragility curves for CI systems and 

components are presented [35–38]. However, generic fragility curves do not necessarily reflect the actual 

system layout and the system's components. (Urlainis and Shohet 2022) presented a comprehensive 

methodology for developing exclusive fragility curves for CI by decomposing the system into 

subcomponents and a Fault Tree Analyses to determine the system's failure mechanisms.  

CI owners and governments allocate ample of their resources in retrofitting and upgrading CIs systems and 

components to upgrade the resilience of CIs and reduce the risk they are exposed to in case of seismic 

events. However, the governments and decision-makers have to consider several possible mitigation 

strategies and choose the best solution to reduce the risk under budget constraints, i.e., the optimal 

mitigation strategy/alternative. Several fundamental questions must be addressed in this process: how 

many earthquakes and what intensities should be considered for risk assessment, what are the exceedance 

probabilities of certain intensity in a specific location, what are the expected consequences for a given 

earthquake, how to asses the effectiveness of a mitigation alternative, and more. However, no 

comprehensive and universal framework offers a systematic decision support tool for CIs seismic risk 

assessment and risk mitigation.  

There is a lack of risk-based Key Performance Indicators in the literature; several past studies offer 

approaches to measure risk management performance and risk management indices (IDB 2010; Carreño, 

Cardona, and Barbat 2007). The model proposed by [41] evaluates and quantifies the performance 

indicators by the opinion of local experts; hence, the values are based on expert opinions and are not fully 

objective parameters. [42] propose prioritizing the risk reduction according to Disaster Risk Management 

index (DRMi), physical risk factors, and aggravating coefficient. However, in their study, the DRMi was also 
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evaluated by a survey of experts and not by fully objective values and parameters. Furthermore, [43] 

proposes a scenario-based model to evaluate the effectiveness of earthquake emergency management by 

simulations of possible earthquake disaster scenarios. However, this model is a scenario-based, meaning 

it does not cover all possible seismic threats and therefore may present a limited risk assessment that 

depends on the selected scenario. 

This paper presents a comprehensive and efficient framework for CI seismic risk assessment and 

management. The proposed framework intends to address three key issues: (1) seismic risk assessment, 

(2) quantification of mitigation alternative effectiveness, and (3) prioritization of alternative mitigation 

strategies.  

2. Methodology  

A four-step methodology is proposed: (1) Determination of the seismic Scenarios, (2) Calculation of CI 

system vulnerability, (3) Quantitative assessment of risk, (4) Implementation of risk-mitigation alternatives 

and Prioritization of the risk-mitigation alternatives. 

2.1. Determination of the seismic Scenarios 

The first step of the risk appraisal process is the definition of the threat scenarios that Critical 

Infrastructures (CIs) components are exposed to. Which, in our case, is an occurrence of an earthquake 

event and its' subsequent effects on the CI. An earthquake can occur at various locations and with different 

intensities. However, the on-site ground motion will determine the impact on a specific CI system after the 

earthquake. In this research, the seismic scenarios are defined by a hazard curve. The seismic hazard curve 

is derived using a PSHA, and it determines the annual probability of exceeding a peak ground motion in a 

specific location. Theoretically, the hazard curve represents possible seismic scenarios and their occurrence 

probabilities. The hazard curve can be derived based on the probabilities of exceedance of 10%, 5%, and 

2% in 50 years, or by a producing a complete PSHA process.    

2.2. Definition of System's Seismic Vulnerability 

The seismic vulnerability of the system is represented by an exclusive fragility curve. The exclusive fragility 

allows to perform a customized in-depth risk analysis and later to examine the effectiveness of various 

retrofit alternatives. The exclusive curves are derived following the methodology presented in [44]. 

The fragility curves for CI systems are formed as lognormal cumulative distribution function (CDF) that 

expresses the probability of reaching or exceeding certain damage state (ds) for a given level of ground 

motion intensity (e.g., PGA, PGV, and PGD). This fragility function is defined by the median capacity to resist 

the damage state 𝑖 (𝜃𝑖) and the standard deviation of the capacity (𝛽𝑖), as illustrated in eq. (1). Eq.  (2) 

calculates the probability to exceed a specific damage state.  

(1) 𝑃[𝐷𝑆 ≥ 𝑑𝑠|𝐼𝑀 = 𝑥] =  (
𝑙𝑛(𝑥 𝑑𝑠⁄ )

𝛽𝑑𝑠

) ; 𝑑𝑠 ∈ {1,2, …𝑁𝐷𝑆} 
 

 

When 𝑃 stands for a conditional probability of being at or exceeding a Damage State (𝐷𝑆) for a given seismic 

intensity, 𝑥 defined by the earthquake Intensity Measure (𝐼𝑀). Where,  

𝐷𝑆 Damage state of a particular component {0,1,... NDS} 

(2) 𝑃(𝐷𝑆 = 𝑑𝑠𝑖|𝐼𝑀) = {

1 − 𝑃(𝐷𝑆 ≥ 𝑑𝑠𝑖|𝐼𝑀)

𝑃(𝐷𝑆 ≥ 𝑑𝑠𝑖|𝐼𝑀) − 𝑃(𝐷𝑆 ≥ 𝑑𝑠𝑖+1|𝐼𝑀)

𝑃(𝐷𝑆 ≥ 𝑑𝑠𝑖|𝐼𝑀)

𝑖 = 0
         1 ≤ 𝑖 ≤ 𝑁𝐷𝑆 − 1

𝑖 = 𝑁𝐷𝑆
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𝑑𝑠𝑖 A particular value of DS 

𝑁𝐷𝑆 Number of possible damage states 

𝐼𝑀 Uncertain excitation, the ground motion intensity measure (i.e. PGA, PGD, or PGV) 

𝑥 A particular value of IM 

 Standard cumulative normal distribution function. 

𝜃𝑑𝑠 The median capacity of the component to resist damage state ds measured in terms of 

IM 

𝛽𝑑𝑠 The logarithmic standard deviation of the uncertain capacity of the component to resist 

damage state ds 

 

2.3. Quantitative assessment of risk 

The product of this step is a seismic risk curve that expresses the expected annual risk for any given value 

of IM. Since risk represents the potential impact and loss and it is defined as the product of the occurrence 

probability and the expected consequences, this curve is constructed by multiplying the annual rate of 

exceedance curve with the direct damage curve by matching between the IM values in both curves and 

links the expected consequence and its probability to occur. This matching produces a curve that correlates 

the annual risk expectancy and the IM value. 

The total risk expectancy for a T-years life-span TRET (eq. (4)) expresses the overall risk that the system is 

exposed to earthquake events among the system's life-span. The TRET is calculated based on possible 

seismic scenarios, their occurrence probability and the expected consequences. The 𝑅𝑈 (eq. (3)) express the 

overall consequences that are expected in case of complete damage to the system, which is expressed in 

terms of cost (USD).   

(3) 𝑅𝑈 = (∑𝐶𝑅 + ∑𝐶𝐷) ∙ 𝐶𝐼 

 

Where, 

𝐶𝑅 Repair cost (US$) 

𝐶𝐷 Direct loss (US$) 

𝐶𝐼 Indirect loss coefficient 

RU Overall consequences (US$) 

 

(4) 𝑇𝑅𝐸𝑇 = [∑(∑ 𝑃(𝑑𝑠𝑖|𝐼𝑀) ∙ 𝐷𝑅𝑑𝑠𝑖

𝑁

𝑖=1
) ∙ 𝑃𝐸𝐴(𝐼𝑀)

𝐼𝑀

] ∙ 𝑅𝑈 ∙ 𝑇 

 

Where, 

𝑇𝑅𝐸𝑇  Total risk expectancy for T years 

𝐷𝑅𝑑𝑠𝑖
 Damage rate of damage state i 
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𝑃(𝑑𝑠𝑖  |𝐼𝑀) 
Conditional probability of being in a certain damage state i 

for a given IM 

𝑇 Design life-cycle 

𝑃𝐸𝐴(𝐼𝑀) Annual rate of exceedance of a given IM 

 

2.4. Implementation of risk-mitigation alternatives and Prioritization of the risk-mitigation alternatives 

Based on the derived risk curve and the total risk expectancy (TRE), mitigation alternatives are considered, 

to find to most beneficial one. The mitigation alternatives are examined to predict its cost-effectiveness on 

the preparedness level of the CIs by quantifying the reduction of risk. Each alternative has different effects 

on the robustness and the resilience of the system, which is reflected through the fragility curve 

parameters. The change of the fragility parameters will subsequently affect the system's level of risk. The 

optimal strategy is selected according to the risk reduction level and economic considerations. To examine 

the cost-effectiveness of the mitigation alternative, a novel RMIR (Risk Mitigation to Investment Ratio) 

performance indicator is proposed. The RIMR is a quantitative indicator that attempts to calculate the 

overall value of the examined alternative (eq. 5). The RMIR is the ratio of the expected risk mitigation along 

T years of service life (ERMT), expressed in monetary term, to the estimated mitigation cost (EMC). Figure 7 

present the general flowchart of the risk-mitigation alternative's prioritization process.  

(5) 
𝑅𝑀𝐼𝑅 =

𝐸𝑅𝑀𝑇

𝐸𝑀𝐶
 

 

 

Where, 

RMIR  – Risk Mitigation to Investment Ratio 

ERMT  – Expected Risk Mitigation along T years of service life 

EMC – Estimated Mitigation Cost for the alternative 
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Figure 7 - Flow chart of the risk mitigation process 

 

3. Case Study 

3.1. Introduction 

This chapter presents an implementation of the methodology through a pumping station facility case study. 

This case study is based on the generic pumping station presented in [44]. The generic pumping station is 

composed of four main subcomponents that are vital for the functionality of the pumping station: building, 

pumps, electro-mechanical equipment, and power supply. The fragility parameters and curves of the 

station are presented in Figure 8.  
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Figure 8 -  The exclusive fragility curves that were derived for an oil pumping station 

The risk appraisal processes were performed for two regions in Israel: Beer Sheva region and Bikat 

Hayarden region. The hazard curves (Figure 9) were approximated according to the Geophysical Institute 

of Israel (GII) data of annual rate ground motion for 2%,5%, and 10% probability of exceedance in 50 years 

[45].  

 

Figure 9 - Hazard curve for different areas in Israel 

Following the methodology, the risk curves for each region were yielded (figure 4). The yielded risk curves 

are the composition of the rate exceedance and expected damage of a specific value of the PGA. Afterwards, 

the total risk expectancy for a life span of 50 years was calculated (figure 5).  
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Figure 10 - Risk Curve for beer Sheva and BIkat HaYarden regions 

 

Figure 11 - total risk expectancy for a life span of 50 years 

3.2. Examination of possible mitigation alternatives 

In the risk management process, the mitigation alternatives are aimed to reduce the vulnerability of the 

sub-component and subsequently decrease the vulnerability of the pumping station. The examined 

mitigation alternatives are focused on the sub-components of the station: pump layout (single pump or two 

pumps), the power supply (power grid only, power grid with backup generator, power grid with seismic 

Isolation backup generator), and the building type (concrete moment frame building (C1L) or concrete shear 

walls building (C2L)). In total, twelve alternatives were examined for each site, to find the most beneficial 

one. The mitigation alternatives compose of different combinations of the sub-component's layout. Table 

11 presents the different alternatives, pumping and power supply configuration and their estimated costs. 
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Table 11 - Alternative mitigation strategies 

Alternative # Building Pump Power supply Estimated cost ($) 

1 C1L single pump Only Grid - 

2 C1L single pump Grid + Generator w/o 70,000 

3 C1L single pump Grid + Gen with Isolation 80,500 

4 C1L two pumps Only Grid 250,000 

5 C1L two pumps Grid + Generator w/o 320,000 

6 C1L two pumps Grid + Gen with Isolation 330,500 

7 C2L single pump Only Grid 100,000 

8 C2L single pump Grid + Generator w/o 170,000 

9 C2L single pump Grid + Gen with Isolation 180,500 

10 C2L two pumps Only Grid 350,000 

11 C2L two pumps Grid + Generator w/o 420,000 

12 C2L two pumps Grid + Gen with Isolation 430,500 

 

The risk management process is intended to indicate the optimal mitigation alternative; the optimal 

alternative will be derived base on the cost of the alternative and the risk reduction percentage and the 

overall risk reduction in terms of USD. The overall risk reduction in terms of USD is based on the location 

of the station. 

3.3. Results and discussion 

For each region the proposed mitigation alternatives were investigated. Table 12 presents the total risk 

expectancy for 50 years span-life (TRE50), the estimated risk mitigation (ERM50) and the calculated RMIR for 

each alternative. Figure 6 and Figure 7 present the percentage of risk mitigation and risk mitigation to 

investment ratio (RMIR). 

Table 12 - Total risk expectancy for 50 years span-life (TRE50), estimated risk mitigation (ERM) and calculated RMIR for different 
mitigation alternatives 

Mitigation alternative Beer-Sheva region Bik'at Ha'Yarden region 

# 
Estimated 

Mitigation Cost [$] 
𝑇𝑅𝐸50 [$] 𝐸𝑅𝑀50 [% ($)] 𝑅𝑀𝐼𝑅 𝑇𝑅𝐸50 [$] 𝐸𝑅𝑀50 [% ($)] 𝑅𝑀𝐼𝑅 

1 - 364,721 0% (0$) - 2,913,852 0% (0$) - 

2 70,000 292,256 19.9% (72,465$) 1.035 2,731,600 6.3% (182,252$) 2.604 

3 80,500 291,842 20% (72,879$) 0.905 2,725,695 6.5% (188,156$) 2.337 

4 250,000 364,692 0% (30$) 0 2,913,062 0% (789$) 0.003 

5 320,000 292,208 19.9% (72,514$) 0.227 2,730,594 6.3% (183,257$) 0.573 

6 330,500 291,772 20% (72,949$) 0.221 2,724,603 6.5% (189,249$) 0.573 

7 100,000 267,820 26.6% (96,901$) 0.969 2,601,564 10.7% (312,288$) 3.123 

8 170,000 177,057 51.5% (187,665$) 1.104 2,303,721 20.9% (610,131$) 3.589 

9 180,500 176,453 51.6% (188,268$) 1.043 2,294,304 21.3% (619,548$) 3.432 

10 350,000 267,810 26.6% (96,911$) 0.277 2,600,415 10.8% (313,437$) 0.896 

11 420,000 176,955 51.5% (187,766$) 0.447 2,301,969 21% (611,882$) 1.457 

12 430,500 176,380 51.6% (188,341$) 0.437 2,292,495 21.3% (621,356$) 1.443 
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Figure 12 - Analysis of the mitigation alternatives by the percentage of Risk mitigation and RMIR case of Beer-Sheva Region 

 

 

Figure 13 - Analysis of the mitigation alternatives by the percentage of Risk mitigation and RMIR, case of Bik'at Ha'Yarden region 

4. Conclusion  

This research introduces a comprehensive methodology for seismic risk appraisal and management. The 

proposed methodology examines the preparedness of critical infrastructures through an appraisal of the 

risk that CIs are exposed to in case of extreme seismic events. This research establishes a probabilistic 

quantitative model that assesses the total risk expectancy of CIs to extreme earthquake events and 

produces a decision support tool that allows decision-makers to manage and analyze alternative courses 

of action in order to mitigate the risk considering a wide range of risk scenarios. The proposed methodology 

was illustrated thorough a case study of an oil pumping station. In this case study, three alternative 

mitigation strategies were examined: additional pump installation (redundancy), installation of diesel 

generator with and without seismic isolation (redundancy) and building retrofit (robustness). Furthermore, 

any possible combinations of those strategies were examined. It was found that additional pump (pump 
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redundancy) yields only minor contribution to the risk mitigation, whereas the building retrofit yields the 

most significant impact on risk mitigation. The pump sub-component is not vulnerable to low accelerations; 

therefore, it has a low impact on the overall risk. In contrast, according to the structure sub-component 

fragility curve, it is vulnerable to low to moderate acceleration intensities, and consequently, its 

effectiveness on the overall risk is high. 

In addition, this study proposes the RMIR (Risk Mitigation to Investment Ratio) as a novel quantitative 

indicator in order to examine and prioritize alternative mitigation strategies. The proposed RMIR indicator 

evaluates alternative mitigation strategies based on cost-effectiveness of the mitigation strategies, 

considering integrated probabilities of all damage states and all possible seismic scenarios. This indicator 

is unbiased and depends on quantitative values and objective estimates of the seismic risk the CI resistance. 

Moreover, we propose an indicator that covers all possible seismic scenarios due to the PSHA approach 

that is being implemented systematically in the methodology. The RMIR examines and prioritize the 

alternatives based on the Risk Mitigation to Investment Ratio; If an alternative has an RMIR greater than 

1.0, the alternative is expected to be efficient in terms of risk mitigation. On the other hand, If the alternative 

has an RMIR lower than 1.0, then the alternative is considered to be un-efficient in terms of risk mitigation, 

meaning that the investment is higher than the expected benefits of risk mitigation. In addition, the higher 

the value of RMIR, the higher the cost-effectiveness of the mitigation alternative. The benefits of the 

proposed indicator were illustrated in the case study. The indicator allows to examine the cost-effectiveness 

of the alternatives and prioritize the mitigation alternatives according to decision-makers policies.  
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