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Abstract—This paper describes an advanced timing attack
scheme on cryptographic algorithms. An attacker can use our
method to break a cryptographic algorithm by reconstructing
the secret key. The paper contains a detailed explanation of
our novel algorithm, furthermore, a practical example for its
use. As a proof-of-concept, the method is shown on a specific
implementation of the RSA algorithm revealing a 128-bit secret
key. Timing attacks assume that the attacker has partial or full
knowledge of the internal structure of the attacked algorithm and
have gathered time-specific information on a number of known
messages, that were encrypted or decrypted with the specific key.
In our simplified proof-of-concept example, the attacker knows
the total number of extra-reduction steps of the Montgomery
multiplication in the RSA for a number of known messages.
We demonstrate in practice how this information can be used
to achieve complete and fast key recovery with statistical tools,
i.e. analysis of variance (ANOVA) and t-test. Similar timing
attacks have already been presented by others, however to
our knowledge, none of them applied these statistical tools in
their methods with such efficiency, and showed the complete
recovery in practice by attacking the Montgomery multiplication.
However, this is not the main contribution of the paper. The main
contribution is, that we have introduced the new concept of key
trees and goodness values, which lets the recovery algorithm
examine only a very small key space, even if the decision criteria
for guessing the key bits are highly biased. This concept can be
extended to any other timing attack.

I. I NTRODUCTION
Next generation systems are characterized by their openness in terms of allowing and supporting third-party service
providers to deploy and compose system-level and applicationlevel services. One major functionality that must be deployed
with these services is Authentication, Authorization and Accounting (AAA), furthermore the required level of security
and protection must be provided. These functionalities rely on
cryptographic algorithms.
Cryptography offers several algorithms that are considered
safe on the theoretical level. However, on implementation level
there may exist such deceptive signs that expose the algorithms
to potential attacks. A timing attack is a side channel attack
where the attacker measures and uses time differences between
specific events to break a cryptosystem.
There are several papers [1, 2] that present new, or extend
existing theoretical timing attacks. There are also some papers [3, 4] which use the results of such theoretical papers
to attack some algorithms in practice. Most timing attack
algorithms guess the secret key bit by bit. The advantage
of this technique is that it is fast, the disadvantage is that

if one single bit is missed, it will not find the correct key. Our
novel method is a practical one, and overcomes this serious
limitation of other timing attacks. We also guess one bit at a
time, but not linearly. Basically, our algorithm uses statistical
data collected by time measurements to find the secret key.
It keeps trying different key prefixes and keys, starting from
more probable ones and progressing to less probable ones.
The performance depends strongly on how many and how
accurate measurements are at the disposal of the attacker. We
demonstrate our attack scheme on a specific implementation of
the RSA [5] algorithm using Montgomery multiplications [6,
7].
Our most important achievement is the usage of “key trees”
and “goodness”. This makes error-correction automatic, and
prevents us for searching large subtrees of the keyspace.
Besides that, we show in practice how statistical tools, like
t-test and ANOVA can be used to retrieve goodness values.
The remainder of the paper is structured as follows. Section II gives an overview of timing attacks, describes the RSA
implementation that we are going to use to demonstrate our
algorithm, and explains the statistical tools we are going to
use. Our attacker-model is introduced in Section III, where it
is also explained how the attacker applies the statistical tools to
attack the RSA implementation. Section IV presents our novel
algorithm in details. It explains how a “key tree” is built, and
how “goodness” of various nodes in the tree is computed and
used to break the key. Section V presents our proof-of-concept
attack against RSA, showing how the algorithm works, and
it discusses the performance of the algorithm. Finally, the
conclusions are drawn is Section VI.
II. R ELATED W ORK
A. Timing Attacks
Side channel attacks are a class of cryptographic attacks
where the attacker (often referred to as Alice in the litterature)
uses information leaked over a channel different from the main
output of the system. The attacker uses not only ciphertext
blocks or plaintext-ciphertext pairs to break an algorithm, but
also measures and uses some other properties of the system.
This special property might include the CPU load or power
consumption of the system (or part of the system) executing
the cryptographic operations, unintentional electromagnetic
radiation caused by various components, or the time a specific
cryptographic operation takes to execute.

A timing attack is a side channel attack where the attacker
measures and uses time differences between specific events in
the system [1]. It is a very important class of the side channel
attacks that sometimes can even be carried out remotely.
Take block ciphers as an example. Knowing the internal
structure and the implementation details of a specific block
cipher, the attacker measures the time it takes to encrypt (or
decrypt) a specific known (or chosen) block. The attacker
knows everything except for the key used for the cryptographic
operations (Kerckhoffs’ principle [8]). Based on the measurements, the attacker makes assumptions on the key or parts
of the key. These assumptions may be weak and may hold
only with a certain probability, or the attacker may make an
assumption based on only a small fraction of the measurements
she makes. However, the more measurements the attacker may
make, the more information she will have on the key. Once
enough information is available, a brute force attack may
become feasible. The more accurate the measurements of the
attacker are, the stronger assumptions can be made.
The idea of timing attacks is not new [1, 9]. These papers
focus on the theoretical possibilities of the timing attack
against specific implementations of algorithms, and discuss
possible countermeasures to make the implementation resist
this kind of attack. We, on the other hand, present a practical
method, how a timing attack can be mounted against various
algorithms.
Dhem et. al. [3] also present a practical attack against RSA.
The way RSA is attacked is slightly different from our method
presented in Section V. However, this is not the most important
difference. While Dhem et. al. write that “We tried several of
the tools that statistics offers to compare two samples, such as
the Chi-square, Student, Hotteling, and even a test from nonparametric statistics, the Wald-Wolfowitz test. None of them
offered really efficient results.”, our method makes heavy use
of statistics, especially the ANOVA method.
B. Time Measurement Methods
Since cryptographic operations (especially public key operations) are computationally complex, they are also CPU time
demanding. Time measurements of cryptographic operations
are difficult to make in practice. However, if the attacker is
able to gather time measurements related to a cryptographic
operation, it may become possible to her to uncover secrets.
Our paper deals with a special case of the second step, how to
cover the RSA private key. We assume that the attacker was
able to collect enough side-channel information, as presented
in Section III-A.
As a generic example, assume that the attacker can reach
that a computer encrypt arbitrary blocks of plaintext she
chooses. If she can do it remotely, she can measure the time
between the message being sent out and the message with the
result arriving to her. This includes the network round trip time
that is a noise in our case. If she can log in to the computer,
and run the cryptographic operation locally, round trip times
are not added, but the actual CPU load of the computer might
still add some noise to the measurements.

C. RSA Implementation Using the Montgomery Algorithm
The RSA public key algorithm [10] makes intensive use
of modulo arithmetic. An efficient way of performing modulo
arithmetic is the Montgomery Algorithm [6]. Prince’s paper
[7] is a very good in-detail explanation of it.
We implemented the RSA encryption operation illustrated
in Equation 1 using Algorithm 1. The private key consists of
the pair(d, N ). The attacker knows the modulus (N ) that is
supposed to be the same constant value for every encryption.
The attacker’s goal is to recover d. P and C are the plaintext
and ciphertext messages respectively.
C = P d (mod N)

(1)

Algorithm 1 RSA using modulo multiplication.
1: C := 1
2: for i = 1 to length of d do
3:
if di is 1 then
4:
C := CP mod N
5:
end if
6:
P := P P mod N
7: end for
Algorithm 1 applies the Montgomery multiplication for the
modulo multiplication (in step 4) and square operations (in
step 6). The time of a Montgomery multiplication is constant,
except when the intermediate result of the multiplication is
greater than the modulus. In that case an additional subtraction
has to be performed. We refer to this step in the paper as an
extra-reduction step. For the illustration of the extra-reduction
step, Algorithm 2 presents the pseudocode of the Montgomery
Algorithm that is used internally by the Montgomery multiplications.
Algorithm 2 Montgomery Algorithm (MM):
Z ≡ MM(X, Y ) ≡ XY r−1 (modN )
1: Z := 0
2: for i = 0 to n − 1 do
3:
if Xi is 1 then
4:
Z =Z +Y
5:
end if
6:
if Z is an odd number then
7:
Z =Z +N
8:
end if
9:
Shift right the binary form of Z with one position
10: end for
11: if Z ≥ N then
12:
Z = Z − N // This is the extra-reduction step.
13: end if
Considering RSA algorithm (see Algorithm 1), when the
ith bit of d is 0 (di = 0), no multiplication, thus no extrareduction step is made in the ith round of the for loop. On
the other hand, 0, 1 or 2 extra-reduction steps are performed
when di = 1.

Building a mathematical model that models the behavior
of the number of extra-reduction steps in a given round for a
given key and message is a great challenge. Timing attacks that
are based on the estimation of the number of extra-reduction
steps executed by the Montgomery Algorithm need to run the
algorithm in order to get the number of extra-reduction steps
at round i of the looping algorithm, for a given message and
key.
D. Statistical Tools Used for Key Recovery
This section presents the statistical tools that we use in our
attack scheme, i.e. the one-way analysis of variance (ANOVA)
method and the two-sample unpooled t-test. We describe the
aim and the main characteristics of each of these methods.
We must note that the output of these statistical tools is not
interpreted in the traditional way in our attack scheme. We use
these methods “only” to generate input values for the decision
making on the key bits during key recovery.
1) Calculation of ANOVA F values: One of the statistical
methods that we apply in parts is the one-way analysis of
variance (ANOVA) [11, 12] method. The one-way ANOVA
method tests if the mean of two or more random variables
having normal distribution are equal. Given the set of means,
the ANOVA will calculate the probability that the observed
differences among them could have arisen by chance due to
sampling variation.
The null hypothesis states that there are no differences
between the means of the different groups, suggesting that
the intra-group variance should be equal to the inter-group
variance. The alternative hypothesis is that any of the group
means differ form the others. The ANOVA method mainly
compares a corrected value of the Sum of Squared deviations
between groups (SSbetw , depicted in Equation 2) and the
Sum of Squared deviations within groups (SSwithin , shown in
Equation 3).
SSbetw =

M
X

nj (y¯j − ȳ)2

(2)

j=1

SSwithin =

nj
M X
X

(yij − y¯j )2

(3)

one-sided confidence level for the F distribution. It determines
the critical value below which we accept F values as part of
the F distribution. The smaller α is, the more powerful the
alternative hypothesis is.
In our key recovery algorithm, ANOVA is used to calculate
F values. We do not follow the standard decision making steps
of ANOVA. We often get high F values (i.e, higher than any
reasonable F critical), however, we accept the null hypothesis
in our decision making algorithm. This is due to the fact that
F can also be much higher if our null hypothesis is not true.
2) Two-sample unpooled t-test: The two-sample unpooled
t-test [13, 14] is another statistical method that our attack
scheme applies in parts. This test aims to analyze the means
of the samples from two independent populations. The null
hypothesis is that the means are equals, while the alternative
hypothesis is that they are different. The t test function is
given in Equation 5. It has Student-t distribution, when the
null hypothesis is true, and certain assumptions hold.
t=

(x¯1 − x¯2 ) − (µ1 − µ2 )
q 2
s22
s1
n1 + n2

(5)

x¯1 and x¯2 are the estimated means of the two samples;
µ1 and µ2 are the population means (that are unknown, but
supposed to be equal in the null hypothesis); furthermore, s1
and s2 are the estimated standard deviations of the samples.
Regarding the assumptions of the test, the two populations
must have normal distributions or more than 40 samples for
(n1 + n2 ), and the standard deviation of the populations can
be unknown and unequal.
Given a confidence level α, it is possible to calculate a
two-sided confidence interval with an upper and a lower
bound value using the Student-t distribution function. If the
test function gives a value within the confidence interval, the
null hypothesis is accepted. The mean values are considered
significantly different, if the test function results a value
outside the confidence interval.
In our attack scheme, we skip the decision making part of
t-test. t function provides us a long-term objective value that
characterizes the degree of separation of the two samples.

j=1 i=1
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M is the number of groups, nj is the number of samples
in group j, y¯j is the mean of the sample values in group j, ȳ
is the overall mean of all sample values, and y¯ij is the value
of sample i in group j.
The test function of ANOVA is the F function presented
in Equation 4 that has Fischer (F) distribution if the null
hypothesis is true.

In this part we describe the attacker model, and the concept
of our attack.

F =

SSbetw /(M − 1)
SSwithin /(n − M )

(4)

n is the number of all samples. If the F value is greater
then a critical value F1−α (M − 1, n − M ) then the alternative
hypothesis is accepted, i.e., the test concludes that there is a
significant difference between the means of the groups. α is the

A. Attacker Model
In our proof-of-concept attack, we made simplifications
regarding the information known to the attacker. We suppose
that the attacker knows the total number of extra-reduction
steps (Ttotal ) for a number of messages P. The attacker uses
this knowledge to guess the key d (see Equation 1) bit by bit,
from i = 1..n in off-line mode.
Several papers [1, 3] suggest that the number of extrareduction steps correlates with the total coding time, even
though we did not analyze this dependency. If the attacker
is able to measure coding times, the attack scheme would
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also work using that information, since correlation with the
total number of extra-reductions is supposed. The task of
the attacker would in that case be more difficult, since measurements always introduce noise. However, by using more
samples and by applying noise filter methods [15], the same
attack scheme works. Our starting point is, however, that the
attacker has accurate knowledge of the total number of extrareduction steps for each message P, because our aim now is to
concentrate on the development of the key recovery algorithm.
B. The Concept of the Attack
The concept of our key recovery method is presented in this
section. The key recovery is based on the fact that Algorithm 1
utilizes key d, bit by bit, from its Least Significant Bit (LSB)
to its Most Significant Bit (MSB). These two bits are always
one, since MSB must be one, otherwise it would not be the
MSB, and LSB must be one since d is an odd number.
The idea of key recovery is depicted in Figure 1.
We make the assumption, that the attacker already knows the
correct key prefix from the LSB to key bit position k−1, i.e. di
is “known” from i = 1..(k − 1). This also implies that she can
calculate the number of extra-reduction steps ti for i = 1..(k−
1) made by Algorithm 1 for any message P. At this phase, she
wants to guess bit di for i = k. The remaining part of key d
is unknown. We make the assumption that the unknown bits
of the key cause independent and random number of extrareduction steps, or more generally, the remaining time is a
random value with finite mean and variation. The attacker does
not know the exact number of extra-reduction steps for these
key bits. However, she can calculate Tk , the remaining number
of extra-reduction steps for each message, knowing the total
number of extra-reduction steps.
The attacker guesses the key bit dk . The assumption in our
idea is, that if the guess is correct, the calculation of tk the
number of extra-reduction steps for bit k can be done correctly
for each message P. Since one more key bit becomes known,
the length of the random part of the key becomes one bit less,
and the attacker has more accurate information to calculate
the remaining time in the next round. In our proof-of-concept
attack, the attacker calculates the remaining number of extrareduction steps (Tk+1 ) for each message using Equation 6.

(6)

Our assumption is that the remaining times (Tk+1 ) are
independent random values that come from one population
with the estimated mean E(Tk+1 ). However, we say that this
assumption is true only if we calculated with the correct tk for
the messages. If the key bit dk was guessed incorrectly, then
we would apply an incorrect (random) value in the calculation
of Tk+1 values. Thus, we would get other Tk+1 values. Note,
that these assumptions may not only hold for the number of
extra-reductions.
We classify the Tk+1 values into separate groups based on
the values tk . If tk is correct, then the means of the separate
samples must be equal, however, in case of random tk values
this assumption does not hold.
In order to decide, whether the means of separate groups
of Tk+1 are equal or not, we apply the F test function of the
ANOVA method (see Section II-D1). The null hypothesis of
ANOVA method is given with Equation 7.
H0 : µ = E(Tk − tk |tk ), for all tk

(7)

We have only three groups, because tk can have three
values. We suppose the value 1 in our key bit guesses, because
0 produces only one group where tk = 0. We expect, that
we get low F values in case of correct guesses, and high F
values for incorrect guesses of dk . However, in order to apply
F values for the decision on the correctness of guesses, we
need to analyze, what low and high F values actually mean.
This is presented in Section III-C in detail.
We base our key recovery algorithm on the previously
described idea. We also rely on the assumption that the more
key bits become known, the fewer unknown factors influence
the remaining times, thus the more accurate values we are able
to give as input to ANOVA, hence F values should become
more separated.
C. Analysis of F values with Measurements
The values generated by the F test function of the ANOVA
method need to be analyzed before using them in the decision
making on the correctness of the guess. Normally, we expect
F < F1−α (M − 1, n − M ) when the key prefix (di for i =
1..(k − 1)) and the guess (dk = 1) is correct. However, we
have experienced that even in this case F values might be
higher then the critical value. This led us to reject the idea of
using the critical value of F for decisions. On the other hand,
we have seen that we get even higher F values if the guess is
incorrect, i.e., dk = 0. Hence, we concluded that even these
biased F values could be used as input for decision making
on the correctness of guesses.
The following Sections describe the main behavior of F
values for three different cases. In the first case, we apply
the correct key prefix in the calculation of F values. In the
second case, we suppose some incorrect bits in the key prefix,
and analyze the trend of F values in that case. In the third
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case, we analyze the effect of the number of samples on the
F values.
1) Making Correct Guesses on Key Bits: Figure 2 shows
the F values calculated with correct key prefixes. When we
guess the key bit dk , we make the assumption that it is 1, and
we calculate the value F using the correct key prefix, i.e. the
correct di bit values for i = 1..k − 1. Looking the F values
related to f 1, we can clearly see, that if the key bit dk is
really 1, then, the F tests produce low values. However, if
dk was in reality 0, then they produce high values, as shown
by the f 0 values. The meaning of low and high is relative,
regarding the logarithmic scale of the axis of F values. An F
value considered to be high at a lower bit position might be
regarded as low on a higher bit position. This behavior of F
values complicate the use of F test in decision making on the
correctness of guessings.
2) Making Incorrect Guesses on Key Bits: Figure 3 illustrates the behavior of F values when an incorrect key bit is
used at key bit position 30. f 1 and f 0 represent the F values
in case of correct guesses when the correct key bit value is 1
and 0 respectively, while f 10 and f 00 show the F values of the
same bits, when the bit in position 30 is guessed incorrectly.
It can be seen that F values give us very soon feedback on the
incorrect guess.
We experienced that the F values become high and stay on
that level one or some bits after the first incorrect guess. The
values of subsequent key bits and the correctness of subsequent
guesses do not influence the subsequent F values. F values
remain on that high level. This fact enables the use of F values
in key recovery.
3) Dependence on the Number of Samples: Figure 4 illustrates the behavior of F values in case of correct key prefix bits
used in the guesses. However, now the number of samples is
low. In the case depicted by the figure, the attacker has 5000
samples for the ANOVA calculation.
The higher the number of samples is, the better separation
between the F values of key bit values one and zero can be
reached. In Figure 2 and 3 the clear separation is due to 100000
samples.
4) Challenges in Using F values for Key Recovery: Challenges in using F values for key recovery can be clearly seen
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from the previous illustrations and our measurements. We
analyzed F values using different keys, different number of
samples, and by introducing incorrect key bits in one or more
positions. We concluded that the main behavior of F values
is similar. However, the F values are relative. They show a
high variance in the interval of 101 and 105 . The value of F
depends on the position of the guessed key bit, the value of
the key d, the number of samples. The main challenge, thus,
is the absence of an absolute F critical value.
IV. T HE N OVEL A LGORITHM
Most timing attack algorithms guess the key bit by bit. The
advantage of this technique is that it is fast, the disadvantage
is that if one single bit is missed, it will not find the correct
key. Our algorithm addresses this problem.
A naive approach would be to start building the key, and at
every point decide whether the prefix we have so far is correct
or not. If it is correct, we can go on, and guess the next bit, if it
is incorrect, we should “backtrack”, and try a different branch.
Unfortunately this does not solve the original problem. If we
make the wrong decision and backtrack at a single point, we
will never find the correct key any more.
To summarize up our approach: We use a more “fuzzy”
method. We guess one bit at a time, but instead of keeping
track of only one key prefix and progressing linearly, we store

Our achievement is a data structure for storing all visited
nodes (key prefixes) efficiently and an advanced way to select
the next node to visit.
B. Goodness of Nodes
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several key-prefix candidates all at the same time, and always
extend the most probable one.
The following Subsections introduce our algorithm in details.
A. Key tree
According to Kerckhoffs’ principle, all the details of the
algorithm are known to the attacker except for one secret key.
The attacker tries to reconstruct this key. If the length of the
key is n bits, there are 2n possible keys. Consider a binary
tree of depth n. We will call this the key tree, see Figure 5.
The leaves of the tree (at the bottom of Figure 5) represent the
possible keys. The other nodes represent the key prefixes. At
every level there is a 0 (left) and a 1 (right) branch. We will
call a node a zero-node if it represents a key bit 0 (thus it is
the left child of its parent) and we will call it a one-node if it
is the right child of its parent. Every node in the tree is either
a zero-node or a one-node, except for the root node (which
represents the empty prefix of the correct key).
Guessing the key one bit at a time, from the beginning to the
end, would seem finding a path from the root (top in Figure 5)
to the correct leaf. There is only one correct key1 , thus, there
is only one correct path. If the attacker misses one single bit,
she has no chance to find the correct key.
Our algorithm is more advanced than this. We start visiting
the nodes of the key tree from the root. Our goal is to find
(visit) the leaf node corresponding to the correct key (thus
recovering the key). The goal is to visit as few nodes as
possible during the process. The theoretical minimum is the
depth of the key tree (key length, n), the worst case is visiting
all the nodes (2n+1 − 1), which is almost two times as many
steps as an exhaustive search among all possible keys (2n ). We
have to find a balance between trying not to miss the correct
path and advancing as deep down as it is possible.
1 Considering some algorithms it is possible that there are more than one
correct keys. However, there still has to be very few keys, unless guessing
would become feasible.

We introduce a measure called goodness for each node
visited. This goodness represents how good we consider that
key prefix, or how probable we consider it to be correct. As all
the prefixes of the correct key are correctly guessed prefixes,
we just have to follow the path of nodes with high goodness
value to find our way down to the node representing the correct
key. Goodness should be defined in a way so that it is as high
as possible for correctly guessed prefixes, while as low as
possible for incorrectly guessed prefixes.
1) Local Goodness of Nodes: Each node (prefix) has a local
goodness value assigned to it. Local goodness is based on the
F values of ANOVA, see Section III-C.
There are two things that we assume. One is that the F value
of a one-node is close to the F value of the one-nodes above
it, and an F value of a zero-node is close to other zero-nodes’
F values above it. The second assumption is that the F values
of one-nodes and zero-nodes are significantly different from
each other on the path from the root to the correct key, and
are close to each other elsewhere.
It is easy to see that these assumptions hold, see Section III-C. The problem here is that we have terms like “close
to each other” and “close to other values”. This have to be
formalized to be used in an algorithm, and this is exactly
what local goodness values are. They describe how close these
values are to each other.
We defined the local goodness as the product of two
factors. One expresses how much the F values of zero-nodes
and one-nodes are different, and used the t-test for it (see
Section II-D2). The other factor expresses how close the F
value of a node is to its group. A one-node’s F value should be
close to that of other one-nodes, a zero-node’s F value should
be close to other zero-nodes’ F values. For the calculation of
F we used ANOVA, see Section II-D1.
We have also normalized the local goodness (i.e. scaled it
to be a value between 0 and 1), a goodness of 1 means that
the node is on the path to the correct key (i.e. it’s a correctly
guessed prefix) with a high probability.
2) Cumulated Goodness of Nodes: Goodness values are
probabilistic, so it might turn out that a node that is not on
the correct path has a higher goodness value by chance than
another node that is on the correct path. This happening has
higher probability if there are fewer samples. We want our
algorithm to be robust and make sure that these kind of “false”
goodness values do not misdirect the flow of the algorithm,
and make it lose the correct path.
For this reason, when computing how good a node is, we
wanted to consider the goodness of other nodes above that
node. The idea came from the fact that if a node is on the
correct path (represents a prefix of the correct key), all its
ancestor nodes also represent (shorter) prefixes of the correct
key. This led to the introduction of cumulated goodness.

Cumulated goodness is a weighted sum of the local goodness of the node and the local goodnesses of all the ancestor
nodes of it. The further away an ancestor is, the smaller weight
is assigned to it. Let x denote the local goodness of the
node, x(1) is the local goodness of its parent, x(2) is the local
goodness of its parent’s parent, etc. We defined one parameter:
λ, its value is between 0 and 1, and it describes how fast do
we “forget”. Equation 8 shows how the cumulated goodness
(C) of a node is computed.

0.4

C = λx+(1−λ)λx(1) +(1−λ)λ2 x(2) +...+(1−λ)λn x(n) (8)
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The cumulated goodness of a node (C) can be easily
computed from its local goodness (x) and the cumulated
goodness of its parent (C (1) ), see Equation 9.
C = λx + (1 − λ)C (1)

(9)

0.8
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The higher λ is, the less we take the goodness of the node’s
ancestors into consideration when computing its cumulated
goodness. Values between 0.5...0.6 seemed to work the best.
C. Next Node Selection
As it was described earlier, our algorithm start from the root
node of the key tree and tries to find a path down to the leaf
corresponding to the correct key. At every given time, there
are some nodes that have already been visited, and there are
some that have not been. Our algorithm always keeps going
from top down. It means that when it decides which node to
visit next, it only selects from the children of already visited
nodes in the key tree. A visited node with at least one unvisited
child is a node where our algorithm can continue from. These
nodes are called possible continuation nodes.
Algorithm 3 Our advanced timing attack.
1: L :={ root of the key tree }
2: repeat
3:
n := node from L with highest goodness
4:
Remove n from L
5:
for all x as child of n do
6:
if x is the correct key then
7:
Correct key found
8:
end if
9:
Compute the goodness of x
10:
Add x to L
11:
end for
12: until Correct key is found.
Algorithm 3 shows the structure of our attack algorithm.
L denotes a set of continuation nodes. We start with only
one node in the set: the root of the key tree (step 1). Note
that an arbitrary goodness value can be assigned to the root
node. However, this value should not be very high due to its
influence in the cumulative goodness computation in the nodes
near the root node. At every step we select the node with the
highest cumulated goodness (see Section IV-B2) from L, and

0.6
Fig. 6.

An example path on the key tree with cumulated goodness values.

continue from there. Let n denote this selected node (step 3).
We remove this node from L and add its two children instead
(steps 4 and 10). We continue this until the correct key is
found.
Note, that the number of nodes in L is always increasing.
Figure 6 shows an example. The number on the right side
of each node shows the cumulated goodness of the node.
The algorithm started from the root node (A). The root node
does not have a goodness value, because it is in the list of
continuation nodes only at the very beginning of the algorithm.
When it is the only node in the set of continuation nodes, the
algorithm will select it anyway, while looking for the node
with the highest goodness. In the first step nodes B and C
were added with the cumulated goodness values of 0.4 and 0.3
respectively. After this step, the list of possible continuation
nodes L contains B and C.
Then, Node B is chosen to continue from, because it has the
highest goodness value. This results that Node B is removed
from L, and D and E are added with cumulative goodness
values of 0.15 and 0.1 respectively. At this point the set of
continuation nodes is L = {C, D, E}.
In the next step, C is chosen to continue from. Note, that
this is an example where algorithm “backtracks”. B seems
more promising than C, so we try to continue from B. But
later, it turns out, that C is still more promising than all the
possibilities that could be found under B. So at this point we
switch to C. It is important to see, that later we still might
switch back to D or E. So, as the algorithm continues from C,
it exposes nodes F and G. At this point L = {D, E, F, G}.
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Then the algorithm continues from F (exposing H and I),
then from H (exposing J and K). Figure 6 shows this state.
Now L = {D, E, J, K, I, G}. At this point the algorithm will
do another “backtrack” and switch to I, because it has the
highest goodness value assigned to it (of all the nodes in L).
Note, that if we assign the cumulated goodness of a node to
the incoming link, the problem could be interpreted as finding
the longest path in the tree. Algorithm 3 can be seen as a
solution for the longest path problem. However, in this tree the
goodness values are not known in advance. The innovative part
of our work resides in the way how we assign goodness values
to the nodes (or links) using statistical tools, that enables to
find the correct key with a high proportion of correct key-bit
guesses.
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Fig. 7. Length of the key prefixes of the selected key tree nodes during the
key recovery steps.

V. R ESULTS
The following section presents the characteristics of our key
recovery algorithm. We demonstrate its behavior during the
breaking of a 128-bit key. The section discusses the efficiency
of the algorithm, finally, mentions further development possibilities.

Maximum size of correctly guessed
key prefix [bits]
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D. Refinements
We have presented in this section our algorithm in its
simplest form. There are several possible refinements and
extensions. Here, we present the most important ones.
1) Initialization of the Algorithm: During testing our algorithm in practice (see Section V), we have realized that
our algorithm performs weakly at the very beginning of the
key. The correlation between the ANOVA F values and the
correctness of the key prefix is not strong enough for our
algorithm to work efficiently. To avoid the exploration of large
subtrees of the key tree we have designed and implemented a
special initialization of the algorithm. The idea is that instead
of starting at the very first bit, all prefixes of a given key length
are precomputed. Let p denote this key length. There are 2p
key prefixes of length p which has to be precomputed, and
all of them are put into the list of possible continuations (L).
We have chosen p = 10 to find a balance between feasibility
and efficiency. Our algorithm starts traversing down from 1024
nodes. This is the reason why the key prefixes don’t start from
0 in Figure 7.
2) Switching to Brute Force: Another phenomenon we have
observed is that the correlation between the ANOVA F values
and the correctness also decreases sharply at the very end of
the process, i.e., when there are only a few bits left. This
usually happens at the last 8-10 bits, and it’s independent of
the actual key length.
A straightforward improvement, that we have not implemented yet, would be to use a brute force approach, once we
get close enough to the full key length. It might be difficult to
tell when exactly we should switch to brute force. However,
it is important to note, that even though our ANOVA F value
based algorithm becomes less efficient at the last few bits,
it only happens that close to the key length that even a brute
force solution is feasible from that point on. Switching to brute
force when there are only 10 bits left would be reasonable.

120
100
80
60
40
20
0
0

50

100

150

200

250

300

Guess number

Fig. 8. The size of the last longest correctly guessed key prefix during the
steps of the attack algorithm.

A. Recovery of a 128-bit Key
In the following figures, we depict the main characteristics
of the node selection procedure of our key recovery algorithm.
The algorithm is searching for a 128-bit key, based on 10000
samples. The correct key, unknown by the algorithm, is
d = 6a5c43bce04b9f8a9171e23a8fbb4fd1 using hexadecimal
format2 .
Figure 7 shows the length of the key prefixes belonging
to the key tree nodes, that the algorithm selects during the
node selection steps, while it searches for the correct key. As
it was explained earlier, the minimum key prefix length is
10 bits, because all the 1024 prefixes of length 10 have been
precomputed, and the attack started from there. Also note, how
the efficiency gets worse as the full key length is approached.
Figure 8 presents the longest key prefix that has been
guessed correctly as a function of the node selection steps.
Figure 9 presents the hamming distance between the key
prefix of the parent of the selected node and the correct key
prefix of the same length observed during the key recovery
steps.
The main conclusion that can be read from Figures 7, 8
and 9, is that the algorithm follows sufficiently well the correct
path in the key tree, until the final eight bits to recover, where
it gets lost for a while. However, the algorithm finds the good
2 In fact, this key has been generated for 128-bit RSA, and the exact length
of the key is 127 bits.
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Fig. 9. Hamming distances – observed during the key recovery – between
the correct key prefix and the one that is known (and supposed to to be good)
by the actually selected nodes.

path relatively soon.
In this specific case, the algorithm has made 320 guesses
(as opposed to the optimum of 118, because 10 bits were
precomputed). It has reached the 119 bit prefix of the correct
key in the 191th step. In other words, 93.7% of the key has
already been recovered but then rejected at 59.6% of the key
recovery process. Switching to a brute force approach might
help this, see Section IV-D2.
B. Further Development Possibilities
We can see that the algorithm has difficulties to find the
last key bits, and it steps back to much shorter prefixes. As
a possible solution, the algorithm could be extended with a
brute force key search mechanisms which can be used for the
last few bits.
Another problem, we have experienced with the algorithm
was the effect of long-runs of bits 0 or 1 in the key d. In
this case, it can happen that the algorithm does not consider
enough F values on the actual path from the actual node, thus,
it does not get enough F values for the opposite bits. This
results in the situation when the two-sample unpooled t-test
function does not get enough (or any) samples from one of
the populations. A possible solution for this problem is to set
a minimum and a maximum value for the look-back distance,
i.e., the number of F values to consider. Typically we apply
the minimum value for the included F values, but we have
the possibility to extend the included number of F values. The
minimum and maximum values would in this case depend on
the key length, since the distribution of the lengths of longruns also depends on the key size.
VI. C ONCLUDING R EMARKS
We have presented an advanced timing attack scheme on
cryptographic algorithms. The attacker can use our algorithm
to break a cryptographic algorithm by reconstructing the secret
key. As a proof-of-concept, the key recovery method has
been demonstrated on a specific implementation of the RSA
algorithm efficiently revealing the 128-bit secret key.

We have shown the complete key recovery in practice
using side-channel information on the total number of extrareduction steps of the Montgomery Algorithm utilized by the
RSA implementation.
We have introduced a new concept on key trees and goodness values assigned to key prefixes, which makes the recovery
algorithm examine only a very limited part of the key space,
even if the decision criteria for guessing the key bits are highly
biased. This concept can be extended to any other timing
attack.
In the proof-of-concept example, the key recovery algorithm
has found the correct 128 bit key using 320 guesses. Moreover,
93.7% of the key bits have been already found after 119
guesses. In the future, we plan to make refinements for the
algorithm.
We have also shown some refinements to the original
algorithm, and proposed a way how its efficiency may be
further improved at the last few bits of the key.
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