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Abstract—This paper presents an experimental evaluation of
the costs of different IKEv2 authentication methods. The studied
methods are pre-shared keys (PSK), extensible authentication
protocol (EAP) using MD5 and TLS, which are typically referred
to as EAP-MD5 and EAP-TLS, respectively. For the EAP-based
methods RADIUS is used as AAA server. Different lengths of
certificate chains are studied in the EAP-TLS case. The paper
first presents a brief overview of the considered authentication
methods. Then, an experimental comparison of the costs for
computations and message transfers associated with the authenti-
cation methods are provided. The measurement results illustrate
the practical costs involved for IKEv2 authentication, and show
the performance implications of using different authentication
methods. EAP-TLS is several times more demanding than both
PSK and EAP-MD5. When EAP-TLS is used, the length of
certificate chains also has a considerable impact on performance.

I. I NTRODUCTION

The next generation mobile system can be characterized
by a heterogeneity in wireless access networks, backbone
networks, mobile terminals and applications. It is open in
terms of allowing and supporting third-party service providers
to deploy and compose application services. It allows mo-
bile users to engage in all kinds of Internet transactions
and services with appropriate trust and security relationship
management. It applies a wide variety of radio access networks
(RANs), deploys global IPv6-based connectivity, and disposes
an ubiquitous service platform in the form of overlay networks
at the network side [1].

One of the main issues on the connectivity level is how to
seamlessly integrate the heterogeneous RANs and to realize
two major functionalities on top of these networks. The two
functionalities are authentication, authorization and accounting
(AAA), and mobility support. The implementation of these
functionalities must satisfy real-time constraints required by
mobile applications and a large terminal base [1].

The topic of the paper connects to the research area of AAA
services in next generation mobile systems. Particularly,the
paper studies the performance overheads of the Internet key
exchange version 2 (IKEv2) protocol [2, 3] using different au-
thentication methods that are candidate technologies to provide

authentication and authorization services. IKE is the default
security association negotiation and key exchange protocol for
IP security (IPsec) [4]. IPsec provides secure communication
channels in IP-based networks.

The IKE protocol has recently been revised and the most
up-to-date version is IKEv2. An important improvement in
IKEv2, compared to its successor, is the ability to provide
authentication through the extensible authentication protocol
(EAP) [5]. AAA service functionality on the responder side
could thereby be delegated to a central AAA server. IKEv2
also supports dynamic address configuration and negotiation of
bootstrapping parameters, such as dynamic host configuration
protocol (DHCP) [6], domain name system (DNS) [7], and
internal/subnet IP addresses. Furthermore, IKEv2 can operate
behind a network address translator (NAT) that supports user-
level identifiers, such as e-mail addresses or ASN.1 X.500
distinguished names, besides device identifiers, such as IP
addresses or fully-qualified domain names. This implies that
security policies can be enforced on a per user basis. Addi-
tionally, the MOBIKE [8] extension allows the dynamic update
of security associations and policies in case of changing ad-
dresses and multihoming terminals. EAP-methods, e.g., EAP-
PEAPv2 and EAP-AKA, can also convey generic configura-
tion data besides authentication data. All these features make
IKEv2 with EAP-methods attractive for use in next generation
mobile networks.

To our knowledge, there are only a few papers that study
the performance costs of the IKEv2 protocol even though it is
an important issue in network and upper-layer service design.
In [9], Soussi et al. compared the performance costs of IKEv1
and IKEv2 in a National Institute of Standards and Technology
(NIST) simulation environment. Springer and Kilmartin [10]
compared the performance of IKEv1 and IKEv2 in an OPNET
simulation environment. Unfortunately, none of these papers
specify the authentication method that is used for IKEv2.
However, by looking at their results they probably used pre-
shared key (PSK) based authentication methods. PSK based
authentication is not very useful in large-scale environments.
In [11], the performance overheads of IKEv2 reauthentications



using EAP-TLS was analyzed. In that study, queuing networks
theory was used, considering only the costs of cryptographic
operations and message transmissions. The disadvantage of
this approach is that it does not account for the costs of
application frameworks that are experienced in practice and
captured by real measurements. We conclude that there is a
clear lack of research that analyze the performance cost of
IKEv2 using different EAP-based authentication methods in
real environments.

The remainder of the paper is organized as follows. Sec-
tion II gives a short overview on AAA service realizations in
mobile environments, and mentions briefly the technologies
and protocols that are concerned. Section III presents the
authentication methods we considered in our measurements.
Section IV gives an overview of the measurement setup,
while Section V describes the results. Section VI discusses
the results from a high-level perspective. Finally, Section VII
draws the main conclusions and shows our future plans.

II. BACKGROUND

In this section, we first summarize the main protocols that
are needed in our reference scenario, followed by a description
of possible realizations of AAA services in next generation
networks.

Different protocol standards use different terminologies. The
naming conventions used to refer to the participants of the
protocols are summarized in Fig. 3. In the paper we mainly
use the terminology of the IKEv2 standard that is depicted in
the first line of the figure. Furthermore, we often refer to the
initiator and the responder as peers, when both are considered.

A. Protocols Enforcing AAA Services

The most widespread standardized AAA server type is RA-
DIUS [12]. RADIUS can act as an EAP-server and supports
a large set of EAP-based authentication methods. Some EAP-
methods (e.g., EAP-TLS) support the generation of a common
master key, i.e., the extended master session key (EMSK), with
the EAP-peer. This master key is sent from the EAP-server
to the network access server (NAS) and is used to generate
session keys between the EAP-peer and the NAS.

IKEv2 [2, 3] is a set of protocols and mechanisms designed
to perform two functions: creation of a protected environment,
which includes authentication of peers that are unknown to
each other in advance, and to establish and manage security
associations (SAs) between the authenticated peers based on
their security policy databases.

The aim of IPsec [4] is to provide security services at the
IP-layer and provide a security framework that enables the
appropriate selection of security services for a given traffic
of IP datagrams. Moreover, it remains open for the use of a
large set of cryptographic algorithms to be able to keep up with
new results in cryptanalysis, the deprecation of old algorithms,
and the employment of new ones. IPsec security associations
assure confidentiality, message origin authentication, integrity,
and anti-replay protection of the communication.

TABLE I
CLASSIFICATION OF EAP-METHODS REGARDING KEYING MATERIAL

GENERATION.

EAP-methods

Generate EMSK EAP-TLS, EAP-PEAP, EAP-TTLS, EAP-SIM,
EAP-AKA, EAP-PSK, EAP-FAST

No EMSK EAP-MD5, EAP-MSCHAPv2, EAP-OTP,
EAP-GTC

IPsec and IKEv2 provide cryptographically strengthened
service access to the peers.

IKEv2 supports the carrying of EAP-based authentication
methods. Depending on the type of EAP-method either one-
way or mutual authentication is performed between the ini-
tiator and the AAA server. An EMSK may be generated
depending on the EAP-method type. Furthermore, the IKEv2
protocol performs mutual authentication of the initiator and
the responder, using the EMSK as pre-shared authentication
key if it was created.

Table I summarizes EAP-methods from the aspect whether
they generate or do not generate new keying material
(EMSK) [13]. The IKEv2 standard recommends that EAP
methods that do not establish a shared key should not be used.
They are subject to a number of man-in-the-middle attacks,
if they are used in other protocols that do not use a server-
authenticated tunnel [14].

B. AAA Services in Next Generation Networks

The primary aim of AAA services is to provide authentica-
tion, authorization and accounting that allow participants to get
access to particular services. However, since next generation
mobile systems tend to allow an increasing number of simul-
taneous third-party service providers, the administration of the
services becomes more and more fragmented and complex.

In large-scale networks with millions of potential users and
distributed services, load-sharing and automatic configuration
become essential. These facts raise the requirement of dynamic
bootstrapping of client side terminals. Typical bootstrapping
parameters are the DHCP and DNS parameters, IP-address of
current service provider and, in the case of IPsec protection,
the security policies and IPsec/IKEv2 protocol settings. The
bootstrapping must be done during the first initialization steps
of client terminals. It is thus natural from the service provider
perspective to connect bootstrapping with AAA services.

There are two main directions of realizing AAA services in
next generation IP-based mobile networks. One is referred to
as “integrated” scenario and the other is referred to as “split”
scenario [15]. The integrated scenario means that the same
administrative domain is responsible for all AAA services,
while the split scenario realizes AAA services independently
from each other. Both scenarios have advantages and disad-
vantages. The split scenario, for example, is easier to design
because of the task separation, but leads to a higher number
and separate registrations of users to services, and causes
a higher probability of over protection of communications.



The integrated scenario, on the other hand, has deployability
limitations because it cannot support services from different
proprietary administrative domains.

Giretta et al. [15] state that authorization splits up to two
major parts: (1) network service access authorization and (2)
mobility service authorization. Network service authorization
is responsible for providing network connection level access
only to authorized users. This is critical for network access
providers. Mobility service authorization, on the other hand,
relates to the question of provision of mobility services to
authorized subscribers. This is critical for mobility service
providers.

A good example of AAA services in a Mobile IPv6 (MIPv6)
based mobile environment has been shown in the framework
of the IST-ENABLE EU project [16]. They recommend the
use of EAP-based authentication with RADIUS for network
access authorization, and EAP-TLS based authentication over
the IKEv2 protocol with a central Diameter [17] server for
mobility service authorization. They state, that in the case of
an integrated scenario, the RADIUS and Diameter servers can
be collocated, and they may use a common user database.
The integrated scenario makes it possible to configure the
home agent address dynamically in the mobile node during
network access authorization, by obtaining the home agent
address from the Diameter server through the RADIUS server.
Fig. 1 illustrates the integrated scenario.
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Fig. 1. Realization of AAA services in an integrated scenario.

The same AAA services form a split scenario, if the two
AAA servers are not collocated, and the two authorization
tasks are maintained independently. In such a case, MIPv6
can not be bootstrapped during network access authorization,
i.e., the fully qualified domain name or the IP address of the
home agent must be pre-configured in the mobile node. Fig. 2
illustrates the split reference scenario.

Bournelle et al. [18] have also described AAA services
in network mobility scenarios. They recommend the use of
EAP authentication methods over PANA and Diameter for
network access authorization. In their description the network
authorization service is independent from other authorization
tasks. This means that they use the split scenario approach.
However, PANA and Diameter technologies are also candi-
dates for providing integrated network access and mobility
authorization services [19].

Our measurements are similar to the split AAA service
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Fig. 2. Realization of AAA services in a split scenario.

scenario. We do not deal with network access authorization.
The reference scenario, depicted in Fig. 3, may provide autho-
rization for any service where IPsec connection establishment
is required between the peers. The figure also illustrates the
variant terminologies used in different protocol standards.
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AAA server

RADIUS server**
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RADIUS client**

Network Access Server***
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IKEv2
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RADIUS

*IKE terminology.  **RADIUS terminology. ***EAP terminology.  ****802.1X terminology.

Fig. 3. Reference scenario used in this paper.

Authentication of the participant entities is made, before
establishing IPsec security associations, in the following way.
The initiator is authenticated by the AAA server using some
EAP-based authentication. The AAA server is authenticatedto
the initiator if the EAP-method enables it. The responder and
the AAA server are assumed to have a pre-established trust
relationship, i.e., they share a secret used for the authentication
and integrity protection of RADIUS messages. Moreover,
IKEv2 authentication performs the mutual authentication of
the peers based on the pre-shared secret (i.e., the EMSK).

III. C ONSIDEREDAUTHENTICATION METHODS

This section presents the main characteristics of the con-
sidered authentication methods. We discuss security, perfor-
mance, and deployability aspects of each one in the following
subsections.

We consider three different authentication configurationsin
our measurements. These are referred to as PSK, MD5, and
TLS, respectively.

PSK: IKEv2 with PSK authentication of the peers.
MD5: IKEv2 with EAP-MD5 authentication between the

initiator and the AAA server, and PSK authentication
of the peers.

TLS: IKEv2 with EAP-TLS authentication between the
initiator and the AAA server, and PSK authentication



TABLE II
CONSIDERED CERTIFICATE-CHAIN LENGTHS FOREAP-TLS.

Name Initiator AAA server

TLS-2-2 2 2
TLS-3-3 3 3
TLS-4-4 4 4
TLS-2-4 2 4
TLS-4-2 4 2

of the peers.

In the case of the EAP-methods, the AAA server authen-
ticates the initiator. We consider five subtypes of EAP-TLS
configurations, which differ in the certificate chain lengths
used for the initiator and AAA server. Certificate chain length
means the number of certificates to verify until the root
certificate authority (CA) certificate is verified. The root CA
was in all cases the common trusted CA of the initiator and
AAA server. The five considered EAP-TLS configurations are
summarized in Table II.

A. IKEv2 Authentication

Before describing each of the authentication methods con-
sidered in our measurements, the general authentication pro-
cedure of IKEv2 is presented.

IKEv2 supports three main authentication method types, i.e.,
PSK-based, certificate-based, and EAP-based authentications.
In every case, the aim is to authenticate the initiator and
the responder to each other. A typical IKEv2 authentication
message flow is illustrated in Fig. 4.
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Fig. 4. Message flow of PSK authentication.

The IKE initialization phase typically consists of two
IKE SA INIT messages and two or more IKEAUTH mes-
sages exchanged between the initiator and the responder.
The aim of the IKE initialization phase is to create an IKE
security association pair between the initiator and responder.
The IKE SA INIT messages result in the creation of a shared
secret between the two peers using Diffie-Hellman (DH) key
exchange. From this shared secret further shared keys are
generated. Two of these keys are SKp,initiator and SKp,responder.
These will be used during the authentication of the peers when
calculating authentication data (Auth), see equation (1) later.

The primary aim of IKEAUTH messages is to authenticate
the peers. The authentication procedure utilizes the SKp keys
as input in order to join the key material generated at the endof
the IKE SA INIT phase with the identity of the authenticated
peers. In case of PSK and certificate-based authentication,two
IKE AUTH messages are exchanged. In case of EAP-based
methods, the number of IKEAUTH messages depends on the
number of exchanged EAP fragments between the initiator
and the authentication server. The initiator and responder
may, however, choose different authentication methods for
a particular session. EAP-based authentication is typically
chosen only by the initiator. An IPsec security associationpair
is also negotiated during this phase. If perfect forward secrecy
(PFS) is required, then the negotiation of the IPsec SA pair
also involves a DH key exchange.

The IKE reauthentication lifetime controls the frequency of
reauthentications of the peers. When peers reauthenticate, the
whole IKE negotiation process is remade. The old IKE SA
pair and the IPsec SA pairs negotiated under the old IKE
SA are deleted. This is done with the INFORMATIONAL
messages. Reauthentication of peers is even more important
than rekeying of security associations. We therefore measure
the performance aspects of whole reauthentication processes.
If only one IPsec security association pair is needed by the
security policies and the actual traffic, then the reauthentication
process is exactly the IKE initialization phase.

B. Pre-Shared Key Authentication

PSK authentication was one of the considered authentication
methods. We configured both peers to use PSK authentication.
It requires one shared key (SK) for each direction. The shared
key is used to calculate the authentication data of the Auth
payload as in (1).

Auth = PRF(PRF(SK, ”Key Pad for

IKEv2”), msg octets, PRF(SKp, ID))
(1)

PRF is an abbreviation for pseudo-random function. It is
negotiated during the IKESA INIT exchange and uses, for
example, HMAC-SHA1 or AES-128-XCBC. The message
flow of the reauthentication process when both peers use PSK
authentication is illustrated in Fig. 4.

The level of security provided by the PSK authentication is
low, since key freshness is not provided and secret information
may be revealed over time. Deployability of PSK authentica-
tion in large-scale scenarios is not possible. The performance
of this reauthentication process is however good since only
four messages are exchanged and one DH key exchange is
made1.

C. EAP-MD5 Authentication

The second authentication method considered in our mea-
surements was EAP-MD5 [5]. EAP-MD5 is a challenge-
response mechanism where the AAA server sends a challenge
to the initiator, which must reply with a correct response

1Assuming that one IPsec SA pair is to be negotiated, and PFS isnot
required.
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by hashing with MD5 the concatenation of the PSK, the
challenge, and other values. The message flow of EAP-MD5
authentication is illustrated in Fig. 5.

The following peer authentication operations are carried out.

• The responder calculates the first authentication data in
her first IKE AUTH reply using (1) where SK is a key
pre-shared with the initiator. A more scalable scenario
would be to use a certificate-based authentication from
the responder to the initiator, but the implementation we
used in our measurements did not allow that.

• The initiator is authenticated by the AAA server using
EAP-MD5.

• EAP-MD5 does not generate shared key material between
the initiator and the authentication server. Auth data in the
last two IKE AUTH messages are calculated using (1).
Since there is no EMSK generated, the initiator uses
SKp,initiator and the responder uses SKp,responderas the SK
in the equation.

The security level of this configuration is also rather low.
The responder does not give any assurance to the initiator that
it knows the AAA server. Furthermore, the AAA server is not
authenticated by the initiator. The key material generatedafter
the IKE INIT SA exchange is not tied with the authenticated
peer identities. The scalability of the method in this case is
also low. If the responder had used certificate-based authen-
tication, the deployability would be more adequate to large-
scale systems, than using PSK authentication on both sides.
The performance of EAP-MD5 is of course lower than PSK
authentication, since more parties are involved. Furthermore,
the number of messages to exchange is higher, but the same
number of DH key exchanges is made.

D. EAP-TLS Authentication

The third authentication method considered in our mea-
surements was EAP-TLS [20]. The TLS protocol has a wide
range of configuration possibilities, but in our measurements
the initiator and the AAA server mutually authenticate using
RSA signing certificates, and 2048 bit keys. TLS generates
shared key material using the ephemeral DH key exchange
algorithm.
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Fig. 6. Message flow of EAP-TLS authentication with two-tiercertificate
chains on both sides.

We compared several configurations of EAP-TLS authen-
tication that differed in the certificate-chain length certifying
the authentication server or the initiator.

Fig. 6 illustrates the message flow for IKEv2 reautentication
using two-tier certificate chains for the initiator and the AAA
server. In this case, the following authentication operations are
performed.

• The first Auth message from the responder is calculated
as in (1) using a PSK with the initiator as the SK
parameter.

• The initiator and the AAA server mutually authenticate
using EAP-TLS and generate common key material (i.e.,
the EMSK).

• EMSK is sent from the AAA server to the responder
in the RADIUS Access-Accept message. Authentication
data in the last two IKEAUTH messages mutually au-
thenticate the initiator and the responder. Authentication
data is calculated using (1) where EMSK is the SK
parameter.

The level of security provided by this configuration is high,
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since the initiator finally gets assurance that the responder
knows the AAA server. EMSK is only used for peer au-
thentication purposes. Due to the usage of certificates for the
authentication, the scalability of the method is also high.The
performance cost of the method is expected to be higher than
the other two methods, because of its high number of messages
exchanged and the high number of asymmetric cryptographic
operations performed.

IV. EXPERIMENTAL SETUP

The aim of our measurement was to analyze the message
complexity of the authentication methods, the application-
layer delay caused by reauthentications, and the CPU uti-
lization cost at the AAA server and the initiator by the
reauthentication processes. Reauthentication delay is important
from a user perspective and utilization can be relevant for
dimensioning and planning at the provider. We aimed to
evaluate how these performance metrics depend on the chosen
authentication method and the length of certificate chains in
case of EAP-TLS. Fig. 7 illustrates our experimental setup for
the measurements.

In the experimental setup, the initiator side was realized
using a laptop with Intel Pentium M 1.6 GHz CPU. The
responder and the AAA server were two desktop PCs with
Intel P4 3GHz CPUs. The initiator and responder were con-
nected with an idle IEEE 802.11g link. The responder and
AAA server were connected through a router using a 100
Mbps Ethernet link. All computers used the Ubuntu Linux
operating system with a 2.6.23 version kernel. The AAA
server was realized withfreeRADIUS [21] (version 1.1.3)
using openSSL [22]. Currently the only free open source
IKEv2 implementation supporting EAP-based methods is
ikev2-2.0alpha from the IKEv2 project [23, 24]. In order
to support EAP-methods, this IKEv2 implementation builds
upon thewpa_supplicant [25] library on the initiator side
that implements IEEE 802.1x supplicant functionalities, and
can useopenSSL for TLS-client support.

A. Measurement Method

IKEv2 reauthentication processes were triggered in the
following way. Security policies for a given type of traffic
were established, specifying the source and destination address
range, the protocol type of the IP packet payload, etc. The

security policy determines whether a given traffic type must
be discarded, forwarded or protected. In the third case, it also
determines the details of protection. In our measurements the
security policy database of the initiator and the responder
contained the following policy: ICMP traffic between the
initiator and responder must be protected with transport mode
IPsec using ESP with 3DES encryption and HMAC-SHA1
message origin authentication. Furthermore, the responder
required IKE reauthentication every 6 seconds for this IPsec
SA pair. Consider the case when the required IPsec SA pair
is not established between the initiator and the responder.
When the initiator sends an ICMP echo request message to the
responder, the traffic firstly triggers an IKEv2 reauthentication
process, which results in the authentication of the peers and the
creation of IPsec SA pairs. Then, the ICMP echo request can
be sent by the initiator and the ICMP echo response can come
back. Both messages will be protected by using the required
IPsec SA.

We used the following setup for our IKEv2 reauthentication
delay measurements. We set the reauthentication lifetime to 6
seconds and the ICMP echo request (or ping) interval to 12
seconds. Each measurement consisted of 20 ping RTT results.
The measurements were repeated 5 times for each considered
configuration.

The processor utilization measurement was performed using
the Oprofile system [26, 27] on the initiator and the AAA
server. Oprofile is a profiler tool for Linux systems, running
transparently in the background. It is capable of profiling all
parts of a running system, from the kernel to shared libraries
and binaries, by taking samples at regular intervals.

Oprofile has time-based and event-based profiling modes.
In time-based mode (i.e., the timer interrupt mode on 2.6
kernels) Oprofile watches at regular time intervals which
process uses the CPU. The time-based profiling provides an
average over time of the CPU usage by different libraries,
applications and the kernel image. The kernel interrupt timer
frequency determines the granularity of the measurements.In
our measurements the timer interrupt frequency was1000 Hz
on the initiator and250 Hz on the AAA server.

In event-based mode a sample is taken when a hardware per-
formance counter counting a specific event overflows the count
value that was set by the user. Events specific to the processor
architecture can be counted. In our initial measurements,
we counted the GLOBALPOWER EVENTS of the Intel
Pentium 4 processor to observe the total number of samples
collected for user- and kernel-space calls offreeRADIUS.
Although we repeated our initial measurements several times,
we were not able to obtain reliable results with this mode.
In certain cases the profiles contained fewer samples for
computationally more demanding configurations, which imply
that the results of repeated measurements were not consistent.

Consequently, time-based results are further used in Sec-
tion V-C to obtain the CPU utilization costs of the considered
configurations on the initiator and the AAA server.
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V. M EASUREMENT RESULTS

This section presents the measurement results. Message
complexity, ping statistics, and utilization measurements are
each presented in a separate subsection below.

A. Message Complexity

We captured traces of each reauthentication process. From
the traces we made an evaluation of the message complexity of
each configuration. We considered two parameters in message
complexity, i.e., the number of messages, and the length
of messages. Fig. 8 presents the number of messages for
each considered configuration, including IKEv2 and RADIUS
message exchanges. The counted messages per link and per
direction are shown in the figure. It is evident that the type
of authentication method, and certificate-chain lengths incase
of TLS, are important factors in the transmitted number of
messages. Note, that the message flows of the PSK, MD5 and
TLS-2-2 configurations has also been presented in Fig. 4–6.
The values presented in Fig. 8 were retrieved from the traces.

Fig. 9 presents the number of transmitted bytes for each
configuration. We counted the frame lengths, i.e., the numbers
include the 14 byte Ethernet headers, 20 byte IPv4 headers, 8
byte UDP headers, and the IKEv2 or RADIUS messages as the
UDP payloads. This figure also separates the results for each
link and direction. On average one certificate is 1500 bytes.
Thus, in the TLS-4-4 case the transmitted certificate bytes are
around 12 kbytes.

B. Ping Statistics

Fig. 10 presents the mean and standard deviation of ping
round-trip times. The number of samples for the configura-
tions is approximately 95, because the first RTT value in a
measurement is typically an outlier. This can be explained by
the longer wake up time of the IKEv2 and RADIUS daemon,
in case of the first IKEv2 initialization.

In Fig. 10, “No prot.” shows the mean RTT time when
we ping the responder without security policies enforcing
protection of the ICMP messages. We can see that this value
is approximately 0.5–2% of the total reauthentication time.
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Fig. 10. Ping statistics describing IKEv2 reauthentication delays.

Thus, the RTT measurement characterizes well the IKEv2
initialization or reauthentication delay.

The ping statistics seem to strongly depend on the to-
tal number of IKEv2 initialization and RADIUS messages.
Fig. 11 illustrates how the ping statistics depend on the number
of messages for reauthentication. The dependency seems to
be linear, but of course linear regression does not provide
a perfect fit. Even though the experimental setup illustrates
authentication flows on a local site with short RTTs and high
capacity links, we expect to see this trend also in scenarios
with remote AAA server and higher RTTs.
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Fig. 11. Dependence of the mean round-trip time on the numberof messages
for reauthentication.
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Fig. 13. Time-based profile statistics on the AAA server.

C. Utilization Measurements

Our expectations regarding utilization were that we should
get the following ordering of the cost values in terms of CPU
clock cycles on the initiator and the responder: MD5<< TLS-
2-2 < TLS-3-3< TLS-4-4 and TLS-2-2< (TLS-2-4, TLS-4-
2) < TLS-4-4. We expected that MD5 is much less costly then
TLS, and TLS configurations with more certificates to com-
municate and verify should have higher costs. MD5 has few
messages, and use DH operations only once or twice during
IKEv2 initialization. The ordering between the consideredTLS
configurations should depend on the number of certificates,
since they are an important part of the communication. The
number of certificates to verify, i.e., the number of RSA
signature verifications (using 2048 bit RSA) should also be
an important factor.

Fig. 12 and Fig. 13 present the means and standard devi-
ations of the samples taken by Oprofile during the measure-
ments on the initiator and the AAA server using time-based
profiling.

On the initiator, the time-based profiling was started just
before sending the first ICMP echo request message, and
stopped just after the 20th successful ICMP echo reply arrived.
Hence, one profiling was running for 240 seconds on the ini-
tiator side. The measurement was repeated five times for each
EAP-method. Fig. 12 shows the mean and standard deviation
of the sum of the samples belonging to the crypto library
(libcrypto), C library (libc), kernel image (vmlinux),

TABLE III
MEAN NUMBER OF SAMPLES BELONGING TO THE CONSIDERED

LIBRARIES AND THE OSON THE INITIATOR SIDE.

Name libcrypto libc vmlinux yenta

TLS-4-4 1387 1620 1266 641
TLS-3-3 1392 1397 1185 629
TLS-4-2 1440 1282 1161 647
TLS-2-4 1422 1440 1225 627
TLS-2-2 1371 1083 1060 644
MD5 615 377 807 626

and network socket library (yenta). We count the samples of
these modules, since they consumed up to 70–80% of the CPU
resource, excluding the samples belonging to the processoridle
state. Table III presents the mean number of samples captured
in timer-interrupt mode on the initiator that belong to eachof
the above mentioned libraries and the kernel image.

Fig. 13 represents the mean and standard deviation of the
total number of user-space samples collected at the AAA
server during the measurements for the considered methods.
The profiling duration was 252 seconds during each measure-
ment, including the time for 20 authentication flows and some
waiting time. In the profiles generated on the server the three
most important libraries werelibcrypto, libc, e100,
except the MD5 case, wherelibcrypto was not used much.

The time-based profiling results match our expectations. We
can observe significant differences between MD5 and TLS. In
Fig. 12 and Fig. 13, the mean number of samples also follows
the expected ordering: TLS-2-2< TLS-3-3 < TLS-4-4. The
number of certificates to verify seems to influence the overall
utilization cost.

Using the samples of time-based profiles, we can estimate
the mean cost of the reauthentication process in terms of CPU
clock cycles,Cinit , by using (2).

Cinit =
SfCPU

nftimer interrupt
(2)

where fCPU is the CPU frequency (1.6 GHz and 3 3 GHz
in our case),ftimer interrupt is the timer interrupt frequency of
the kernel, andS is the collected number of samples with
some noise (see Fig. 12 and Fig. 13), andn is the number of
reauthentications within one profiling (i.e., 20 in our case).

Fig. 14 and Fig. 15 present for each EAP-based configu-
ration, the mean and standard deviation of the cost of one
reauthentication process on the initiator and the AAA server
in terms of CPU clock cycles.

VI. D ISCUSSION

The reauthentication delay experienced by the user depends
mainly on the network transmission time. The ping statistics in
Fig. 10 represent the reauthentication delays of the considered
configurations in a scenario where the AAA server is in the
local site. Thus, the ping statistics represent a minimum delay
of the configurations related to the cases where the AAA
server is in a remote site. We aimed to present the absolute



3.32E+08

3.71E+08

3.62E+08

3.68E+08

3.93E+08

1.94E+08

0.E+00 1.E+08 2.E+08 3.E+08 4.E+08

EAP-MD5

EAP-TLS-2-2

EAP-TLS-2-4

EAP-TLS-4-2

EAP-TLS-3-3

EAP-TLS-4-4

A
u
th
en
ti
ca
ti
o
n
 m
et
h
o
d

Cost of one authentication flow on the initiator

[CPU clock cycles]

Fig. 14. Cost of one authentication flow on the initiator in terms of CPU
clock cycles derived from time-based CPU profiling.

8.97E+09

8.90E+09

9.32E+09

9.04E+09

9.27E+09

1.74E+09

0.E+00 2.E+09 4.E+09 6.E+09 8.E+09 1.E+10

EAP-MD5

EAP-TLS-2-2

EAP-TLS-2-4

EAP-TLS-4-2

EAP-TLS-3-3

EAP-TLS-4-4

A
u
th
en
ti
ca
ti
o
n
 m
et
h
o
d

Cost of one authentication flow on the authentication server

[CPU clock cycles]
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costs with respect to message comlexity of the methods, since
that can later be used as input to different network models
during the design phase of AAA services. The effect of number
of messages becomes important with higher RTTs, while the
effect of number of bytes to send becomes an important factor
in case of lower bandwidths.

We should, however, note that reauthentications are not
expected to be made very often (in the order of minutes at
maximum), and many applications (FTP and web browsing)
remain usable with such a reauthentication delay experienced
by the application. However, real-time applications may expe-
rience problems. IKEv2 implementations typically delete old
SAs before establishing new ones. If they would establish
new ones before deleting old ones and then would change
the cryptographic context of the sessions, this reauthentication
delay may not pose problems.

The computational complexity of IKEv2 negotiations might
be high in some application scenarios of next generation
networks. All the IKEv2 methods rely on asymmetric cryp-
tography methods, such as RSA encryption and decryption,
calculation of DH public value and the generation of the DH
secret. IKEv2 with PSK applies at least one DH key exchange
in the initialization phase, the considered TLS methods runa
number of RSA signature verifications depending on the length
of the certificate-chains, and sign part of the handshake on both
ends. The mobile devices thus need to have a computational

capacity where asymmetric operations can be made in a usable
time frame.

The computational complexity of the methods needs to be
considered on the AAA server side during node dimensioning.
Knowing the costs of one authentication flow and the arrival
rate of reauthentication processes, the required computational
capacity can be calculated. However, we must note that our
measurements did not include parallel authentication flows. A
future research work should thus investigate the computational
cost of a number of parallel authentication flows.

We can see that the one-to-one adaptation of IKEv2 based
AAA services in large-scale system is not straightforward,due
to high RTTs to the AAA server and asymmetric cryptography
operations. The problem of high RTTs may require new
solutions enabling always local reauthentications. The problem
of the demand of high computational capacity and complex
background infrastructure required by asymmetric cryptogra-
phy methods may be solved by changing to symmetric meth-
ods, and introducing lightweight AAA solutions. However,
the challenge when introducing symmetric cryptography is to
solve the key exchange and freshness problem. In summary,
it seems meaningful to use current IKEv2 methods in not
too large-scale scenarios, with devices enabling asymmetric
cryptography, and with applications that do not require fully
seamless reauthentications.

VII. C ONCLUDING REMARKS AND FUTURE WORK

This paper has provided an experimental performance eval-
uation of IKEv2 authentication methods. Performance cost
values obtained from real measurements are an important com-
plement to theoretical analysis or simulation environments,
and captures all the overhead involved in the system. The
message numbers and the sizes obtained from the traces can
also be used as input parameters for analytical modeling of
authentication processes.

The ping statistics results describe the effect of reauthen-
tications on the application level. The round trip time values
illustrate well a system where each participant is located on
the same small internet site, few hops away from each other,
using high-capacity links. Still, the differences betweenthe
considered authentication methods are large, with EAP-TLS
being several times slower than both PSK and EAP-MD5. For
EAP-TLS, the lengths of the certificate chains are also shown
to be important for performance. In the ping measurements,
increasing the certificate chain lengths from two to four at the
initiator and the AAA server led to an increase in delay of
roughly 30%.

The utilization measurements using Oprofile show that
EAP-TLS is also significantly more computationally demand-
ing than EAP-MD5 both at the initiator and the AAA server.
In case of TLS configurations we could also see that the
certificate-chain length to be verified seems to influence the
computational cost.

For future work, we plan to extend our measurements to
consider larger network scenarios. Additional IKEv2 authen-
tication methods will also be considered.



ACKNOWLEDGMENTS

The first author has been co-funded by the advanced next
generation mobile and open network (ANEMONE) project,
which is an EU IST project. The work conducted by the
second author has been financially supported by the research
council of Norway. Finally, part of the work conducted by the
third author has been supported by grants from the Knowledge
Foundations of Sweden with TietoEnator and Ericsson as
industrial partners.

REFERENCES

[1] M. Etoh, Ed.,Next Generation Mobile Systems 3G and Beyond. West
Sussex, UK: John Wiley & Sons, 2005.

[2] C. Kaufman, “RFC 4306: Internet Key Exchange (IKEv2) Protocol,”
December 2005.

[3] P. Eronen and P. Hoffman, “RFC 4718: IKEv2 Clarificationsand
Implementation Guidelines,” October 2006.

[4] S. Kent and K. Seo, “RFC 4301: Security Architecture for the Internet
protocol,” December 2005.

[5] B. Aboba, L. Blunk, J. Vollbrecht, J. Carlson, and H. Levkowetz, “RFC
3748: Extensible Authentication Protocol (EAP),” June 2004.

[6] R. Droms, “RFC 2131: Dynamic Host Configuration Protocol,” March
1997.

[7] P. Mockapetris, “RFC 1035: Domain Names: Implementation and Spec-
ification,” November 1987.

[8] T. Kivinen and H. Tschofenig, “RFC 4621: Design of the IKEv2
Mobility and Multihoming (MOBIKE) Protocol,” August 2006.

[9] H.Soussi, M.Hussain, H.Afifi, and D.Seret, “IKEv1 and IKEv2: A
Quantitative Analyses,”Proceedings of World Academy of Science,
Engineering and Technology, vol. 6, pp. 194–197, June 2005.

[10] B. Springer and L. Kilmartin, “Performance of the Internet Key Ex-
change Protocol for Securing VoIP Networks,” inProceedings of the
Irish Postgraduate Telecommunications Symposium, Dublin, Ireland,
October 2003.

[11] Z. Faigl, S. Lindskog, and A. Brunstrom, “Analyzing IKEv2 perfor-
mance when Protecting Mobile IPv6 Signaling,” inProceedings of the
IEEE International Symposium on Wireless Communication Systems
2007, Trondheim, Norway, October 16–19 2007, pp. 390–395.

[12] D. Nelson and A. DeKok, “RFC 5080: Common Remote Authentication
Dial In User Service (RADIUS) Implementation Issues and Suggested
Fixes,” December 2007.

[13] D. Stanley, J. Walker, and B. Aboba, “RFC 4017: Extensible Authentica-
tion Protocol (EAP) Method Requirements for Wireless LANs,” March
2005.

[14] N. Asokan, V. Niemi, and K. Nyberg, “Man-in-the-Middlein Tunnelled
Authentication Protocols,” in Proceedings of the 11th Security
Protocols Workshop, Cambridge, UK, April 2003. [Online]. Available:
http://citeseer.ist.psu.edu/article/asokan03manmiddle.html

[15] G. Giaretta, I. Guardini, E. Demaria, J. Bournelle, andR. Lopez,
“AAA Goals for Mobile IPv6,” Internet-Draft, Expires: June29, 2008,
December 2007.

[16] M. P. de Leon, “Deliverable D6.1: Report on case studiesand initial
prototypes,” IST-ENABLE, public report, December 2006.

[17] P. Calhoun, G. Zorn, D. Spence, and D. Mitton, “RFC 4005:Diameter
Network Access Server Application,” August 2005.

[18] J. Bournelle, G. Valadon, D. Binet, S. Zrelli, M. Laurent-Maknavicius,
and J. Combes, “AAA considerations within several NEMO deployment
scenarios,” inProceedings of The First International Workshop on
Network Mobility 2006, Sendai, Japan, January, 19 2006.

[19] J. Korhonen, J. Bournelle, H. Tschofenig, C. Perkins, and K. Chowdhury,
“IETF Draft: Diameter Mobile IPv6: Support for Network Access Server
to Diameter Server Interaction ,” May 26 2008.

[20] B. Aboba and D. Simon, “RFC 2716: PPP EAP TLS Authentication
Protocol,” October 1999.

[21] FreeRadius: The world’s most popular RADIUS Server, March 1 2008.
[Online]. Available: http://www.freeradius.org

[22] OpenSSL: The Open Source toolkit for SSL/TLS, March 1 2008.
[Online]. Available: http://www.openssl.org/

[23] J. Vucak, L. Jelenkovic, and M. Golub, “Implementationof EAP
authentication into IKEv2 protocol,” inProceedings of Information
Systems Security, MIPRO Internation Convention, Opatija, Croatia, May
2007, pp. 173–176.

[24] IKEv2 Project, March 1 2008. [Online]. Available: http://ikev2.zemris.
fer.hr/

[25] Linux WPA/WPA2/IEEE 802.1X Supplicant, March 1 2008. [Online].
Available: http://hostap.epitest.fi/wpasupplicant/

[26] W. E. Cohen, “Tuning Programs with OProfile,”Wide Open
Magazine, vol. 1, pp. 53–62, 2004. [Online]. Available: http:
//people.redhat.com/wcohen/Oprofile.pdf

[27] OProfile - A System Profiler for Linux, March 1 2008. [Online].
Available: http://oprofile.sourceforge.net/


