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Abstract-- This article deals with mobile payment and 
banking services. It gives a general overview of m-payment 
solutions, without going into technical details but indicating 
technical issues. It mainly focuses on the difference between 
chip-card based and purely software based client side 
banking applications from the point of view of participants 
in the payment model. 
 
Index terms—m-payment, SIM-based and software-based 
solutions 
 

I. INTRODUCTION 
 
Payment has evolved from the physical exchange of 
banknotes, to writing checks, and to transfer credit-card 
details in person, over the phone or the Internet. This 
evolution has involved a shift from the physical transfer 
of tokens to an exchange of information between parties. 
In case of payment cards, this exchange takes place 
between the consumer’s bank and the merchant’s bank 
over networks managed either by regional payment 
providers or global card organizations. 
 
This article deals with mobile payment and mobile 
banking services, and focuses particularly on the mobile 
side of the system. We suppose that the back-end system 
at the bank side and the POS terminals at the merchant’s 
side exist already, and can communicate with each other 
using standard protocols. We will concentrate on the 
questions of integration of mobile access to this system. 
 
In the first part, we describe the technological 
background necessary for developing m-services. In the 
second part the m-payment reference model is defined. 
Third part accentuates on the differences between chip-
card and software based implementations of the client-
side banking application from the point of view of the 
participants. After the conclusion we summarize the main 
terms used in the article. 
 

II. BACKGROUND 
 
Several international technical organizations were 
founded starting from the late ‘90’s, elaborating standard 
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solutions or directives for trusted mobile transactions. 
Such organizations are Radicchio, Liberty Alliance, 
GSMA, ETSI M-COMM Working Group, OMA, MPSA, 
Mobey Forum and Mobile Payment Forum for example. 
Members of these organizations are mobile operators, 
financial institutions, research, developing and 
standardization organizations.  
 
Trusted mobile transactions can be used in many service 
areas. Four main categories of mobile services can be 
distinguished: 
• m-banking and m-payment, in case of performing 

banking and payment affairs,  
• m-administration, when accomplishing 

administration tasks, and 
• m-government in case of arranging public 

administration affairs using the mobile electronic 
way. 

 
The mobile device and mobile network has two main 
roles in the e-business model: 
1. They offer possibility for secure client authentication 

and identification.  
2. They support the generation of digital signatures on 

client side 
 
Digital signatures can have many purposes, e.g 
authorizing a subsequent transaction, or creating a 
signature of the user, with properties fulfilling the 
requirements of electronic signature laws. 
 
The technological background exists for developing 
services based on trusted mobile transactions. The 
bandwidth of mobile channel is only a small part of that 
of the internet, but user authentication, digital signature 
transfer, authorization control require low bandwidth 
from the mobile network. Even low-end mobile devices 
support WAP functionalities [5] and text message 
sending. Their SIM card implements SIM application 
toolkit (SAT) [4] and supports the necessary 
cryptographic algorithms at chip-card level. These are 
essentials to implement client side banking applications.   
Smart-phones with increased processing speed have 
already begun to appear on the market. They support the 
development of software-based banking applications, 
without using the functionalities of chip-card, and relying 
only on the security of software based encryption 
algorithms. 

III. DEFINITION OF M-PAYMENT SERVICES 
An m-payment involves a wireless device that is used and 
trusted by the customer. An m-payment, by itself, is not a 
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new payment instrument but an access method to activate 
existing payment transactions processed by banks. 
Mobile payment can be classified upon location basis or 
value basis. On location basis we make a distinction 
between local and remote environment, on value basis, 
between micro (<10Euros) and macro (>10Euros) 
payment. In local environment transactions are initiated 
over a short-range wireless technology such as Bluetooth. 
A typical application would be retail shopping using an 
account-based payment made from a mobile device. In 
remote environment the connection between the content 
server and mobile device is established via a Public Land 
Mobile Network, such as the GSM cellular network. 
  
The four main parties involved in a mobile payment 
transaction – the user; the network operator; the financial 
institution, and the merchant – share many of the same 
concerns that need to be addressed by a mobile payment 
standards body [2]. 
1. Consumers are mostly concerned with security, ease 

of use, and privacy. They also require any payment 
scheme to work across multiple devices, including 
mobile phones, PDAs, wireless tablets, and handheld 
computers. 

2. Mobile operators’ principal concerns revolve around 
standardization and interoperability. Operators want 
payment to be seamless, allowing them to compete 
on services and applications. 

3. Financial institutions, meanwhile, are primarily 
concerned with ensuring the integrity of the payment 
system and reducing the risk of fraud. M-payment 
solution must have synergy with existing payment 
instruments and infrastructure, systems, processes 
and rules. 

4. Merchants or content providers want the payment 
process to be transparent to the user, as this 
encourages greater usage and/or propensity to 
complete a purchase. They also want any payment 
scheme to facilitate swift and easy completion to 
ensure they get paid on time. 

 
The reference model for mobile payment is defined in the 
followings. The main elements of the reference model are 
[1]: 
1. Mobile device: Its main functions are the 

authentication of the subscriber’s identity and 
granting of the permission for the operation of a 
secure transaction. It is called Personal Trusted 
Device (PTD) by MeT [1]. 

2. Security element The mobile device includes a 
security element which provides a tamper-proof 
environment to run the necessary cryptographic 
functions. It contains the user's private–public key 
pairs and root certificates (used to verify other 
certificates).   

3. Issuer: This is the user’s bank, or a provider via 
which the mobile electronic transactions are running. 
One of its main functions is to issue certificates for 
the subscriber when the he registers himself for the 
m-banking service. The issuer should produce at 
least two certificates for the user, which are the 
following: one is used during the authentication 

process; the other is used during the digital signing 
process.  

4. Content Provider: It corresponds to the merchant. 
The content provider supplies content to the user’s 
mobile device. The application running on a content 
server may request the user to perform user 
authorization (sign a transaction).  

5. Acquirer: The acquirer provides a single point of 
contact between issuers and content providers. In 
mobile payment transactions, the acquirer's role is to 
provide the business rules and relationship among 
multiple content providers and issuers. As a 
consequence, banks do not need to make agreements 
with every merchant and vice versa. 

 
To show, how a payment transaction works we present 
one possible message flow. 
 
A consumer decides to pay in a shop with mobile 
payment service. When the transaction is initiated, he 
sends the URL of his bank to the merchant. The merchant 
redirects the user to the issuer (bank) and sends him the 
total amount. The bank and the user authenticate each 
other; the bank sends the transaction data to the user. If 
the user decides to authorize the transaction, he signs the 
content with his digital signature by entering his signing 
PIN. Then the bank connects to the merchant and 
requests his authorization to finish the transaction. After 
this, the bank redirects the user’s browser to the page of 
the merchant, and the merchant notifies the user about the 
successful termination of transaction. 

IV. CHIP-CARD BASED VS. SOFTWARE BASED SOLUTIONS 
 
The security element – defined in the reference model – 
can be implemented in many ways, depending on the 
agreement of banks, m-payment service issuers and 
mobile operators. Two main categories exist: chip-card 
based solutions or software-based solutions. In chip-card 
based solutions, security related functions and keys are 
stored on the chip-card. Applications not requiring 
tamper-proof environment (e.g the menu of the service) 
can be stored both on chip-card and/or mobile device. In 
software-based solutions everything is implemented in 
software on the mobile device, including cryptographic 
functions, certificate and key storage. Within chip-card 
implementations banks and mobile operators have to 
decide either to put banking applications and keys on one 
or separate chip-cards. 
 
Security element implementations can also be classified 
by distinguishing between SIM-card dependent and SIM-
card independent solutions, referring to the role of mobile 
operator. In case of SIM-card dependent solutions the 
applets, keys and a part of certificates for the banking and 
payment applications are stored on the chip-card under 
the control and authority of mobile operator. In case of 
SIM-card independent solution nothing from the banking 
application, private key and certificate for m-payment is 
stored on the chip-card of mobile operator. 



HSN 2004 Spring Confidential Budapest, Hungary 

 3 

A. SIM-dependent solutions 
SIM-dependent solutions are advantageous for the user 
because all functionalities are integrated into one chip-
card and one device. The merchant can strongly 
authenticate the user through a trust chain starting from 
his bank and ending at the user’s bank. Device 
manufacturers do not need to develop multi-card devices. 
The security level of this solution is high. The chip-card 
is portable from one device to another, dispose standard 
interface via the device, and applications on chip-card are 
protected against viruses. 
The main disadvantage of SIM-dependent banking 
application for the bank is the dominant role of mobile 
operator. The bank and mobile operator must agree on 
their choice of chip-card manufacturer, the set of 
applications and keys to upload to the card. The mobile 
operator can influence the choice of technical solution for 
the banking application. Besides these, the financial 
responsibility and risk remains at the bank. Mobile 
operators can charge the bank with costs of service. 
Registration for m-payment and m-banking service can 
be done in the stores of the mobile operator. 

B. SIM-independent solutions 
A SIM-independent solution means that the mobile 
operator does not have to change its SIM cards. There are 
two major types of SIM-independent solutions the 
implementation of security element in a second chip-card 
(dual-chip device), which may be either one common 
chip-card for all banks or one separate chip-card for each 
bank, or  purely in software, as an application that is 
downloadable to the mobile device 
 
Purely software based implementation is a cheap and 
quick solution for banks and mobile operators. Device 
manufacturers tend to produce smart-phones capable of 
running these applications. Mobile operators will have 
traffic increase on their networks due to m-services. 
Theoretically, banks could upload their own applications 
separately from mobile operators, and banking services 
could work easily. In practice, they have to cooperate 
with mobile operators because operators have the only 
control over the communication channel. The 
applications are easy to upgrade, but requires high 
caution. The downloading of new applications to a coded 
device may require some agreement with the mobile 
operator. 
One of the disadvantages of software based solutions, 
from technical point of view, is the huge and rapidly 
increasing number of new software environments, and 
operation systems. The client application must be 
prepared to run under several environments, and should 
pass many audits during development.  Besides this, if 
software-level encryption is used, viruses and malicious 
codes pose much higher risk than in case of chip-card 
based solutions. Chip-cards filter out non standard 
messages by default. 

V. CONCLUSION 
In this article the main terms concerning m-payment were 
presented. The article gives a general overview of m-

payment solutions, without going into technical details 
but indicating technical issues. We firstly focused on the 
presentation of the payment model, with the four main 
participants. Then we emphasized the difference between 
chip-card based and software-based client side banking 
applications. We analyzed them from the point of view of 
participants in the m-payment business. 
As a consequence, purely software based banking 
applications present a higher threat regarding software 
development faults, malicious attacks. On the other hand, 
they are cheap and easy to implement, and don’t need to 
change the existing systems. It needs strong agreements 
between m-payment service providers, banks and mobile 
operators. Security related applications need strong audit 
controls to become reliable.     
On the other hand, in case of any chip-card based 
solution, a major hardware change is needed; new chip-
cards must be distributed either by the mobile operator or 
by the banks. This requires a longer and more expensive 
procedure. However, in long term, these solutions assure 
stable system with strong security. 
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