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1 Introduction

Various enterprises leverage Data Center Network (DCN) fabrics to man-
age highly demanded bandwidth applications. DCN Applications such as
Hadoop and MapReduce [3] rely on hundreds or thousands of servers to
provide high availability and scalability; therefore, extensive data is trans-
ferred through the data center network to achieve these requirements. Many
data center topologies evolved such as hyperx [2], flattened butterfly [10],
and fat-tree [4]. Typically, the applications of DCNs produce two types of
flows: mice and elephant flows. Mice flows are the smallest and shortest-
lived TCP flows in the network and are more sensitive to communication
delay. The most massive and long-lived TCP flows, elephant flows, are
more affected by the residual link bandwidth [6]. The number of elephant
flows in DCNs is fewer than that of mice flows, but they deliver most of
DCN bytes [9]. DCN applications, include data mining, machine learning,
and data analysis [17] [22]. Such applications demand high available band-
width, fast response, and high availability. For instance, fat-tree DCN topol-
ogy is designed symmetric to achieve high bisection bandwidth thanks to
multi-rooted paths between the end-hosts. Hence, all DCN switches need
to be remotely connected to the SDN controller, as depicted in Figure 1.
In this thesis, I use a K− 4 fat-tree DCN topology with 16 end-hosts. Tradi-
tional traffic steering methods such as Equal Cost Multi-Path (ECMP) [7] are
based on local nodes to achieve the network operation. Such local optimiza-
tion suffers from local flow collisions that lead to severe congestion, packet
loss, and lower network utilization. Therefore, effective traffic scheduling
should be applied based on the network’s current state to avoid collisions.
One of the most critical issues in DCN is the link failures, where there are
40 downlinks every day in large DCs [8].

Consequently, it is not easy to maintain the symmetric situation for the
duration of the network operation. Essentially, there are two types of link
failures: partial and full failure [6]. The DCN topology turns asymmetric if
any one of the failures occurs. A scheme such as ECMP was deployed to
hash every flow to a different path to handle traffic congestion in standard
DCN operations, considering the complete failure only without watching
network stats.

After SDN (Software-defined networking) was introduced, several solu-
tions and opportunities emerged. The new paradigm brought a new orien-
tation in managing the DCN. The centralized controller has the property of
decoupling the control plane from the data plane for reliable and effective
resource handling. The OpenFlow [14] protocol is considered one of the
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Figure 1: K− 4 fat-tree DCN topology with a central SDN controller.

main mechanisms of separating traffic and communication between a cen-
tralized SDN controller and distributed switches. Since the SDN controller
has a centralized position in network management as shown in Figure 1, it
will collect statistical parameters from the entire network, including infor-
mation about current flows and port status in the data plane.

In this thesis, I begin by investigating the performance of existing SDN-
based TE methods, including ECMP as a standard industrial flow forward-
ing besides Hedera [5] as a dynamic elephant flow scheduling, and PureSDN
[13] as a performance reference for a fully adaptive flow scheduling solu-
tion. These TE methods have theoretical and practical benefits. Neverthe-
less, their effectiveness has not been statistically investigated and analyzed
in conserving elephant flows. Our evaluation relies on predicting the value
at risk of the elephant flow loss rate. The performance evaluation task moti-
vated us to propose novel DCN SDN-based methods that work in symmet-
ric and asymmetric DCN topology without altering network components
or TCP packets. However, my thesis is arranged into three main theses as
follows:

In the first part of the thesis, I empirically examine the performance and
effectiveness of the evaluated TE methods to answer the following ques-
tions regarding risk analysis:
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(1) What is the predicted loss rate of elephant flows using different TE
methods?

(2) What are the risk factors of implementing these methods regarding
elephant flow preserving?

Based on the obtained results of Thesis 1, we discover that the wild-
card forwarding rule (PureSDN) produces the least elephant flow loss rate
compared with the other methods. Besides, we remark that the range of
optimization in elephant flow loss reduction is about 18% between the thor-
oughly hashing-based ECMP and full SDN-based in PureSDN. Hence, de-
veloping a flow scheduling method should balance the cost of monitoring
and scheduling and the expected elephant flow loss. Therefore, the objec-
tive of Thesis 2 is to propose novel approaches based on the SDN paradigm
for traffic load balancing and flow scheduling. Thus, we investigate the flow
distribution scheme in DCN through predefined flow paths at the DCN
edge switches employing ECMP hashing besides the SDN controller. How-
ever, our intent in Thesis 2 is to answer the following questions:

(1) How to schedule the flows to improve DCN performance, such as
mice flow FCT (Flow Completion Time) and reduce the elephant flow
losing rate.

(2) Does 1:1 sampling between ECMP and the SDN controller necessarily
lead to significant packet loss in mice flows and affect the elephant
flows throughput due to flow collisions?

(3) Does the additional computation complexity to detect and reschedule
elephant flows necessarily lead to a significant delay in the packet in
handler?

(4) Can we introduce a deployable, light, and yet effective load balancing
technique that works in symmetric and asymmetric DCN topology
using the SDN concept without altering network components or TCP
packets?

(5) DCN links failure is one of the most critical issues in DCN daily oper-
ation [6]. Consequently, it is not easy to maintain the symmetric situa-
tion for the duration of the network operation. Therefore, the question
is how to schedule the flows so that avoiding the failed links?
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The third part is related to faulty links detection in DCN topology. I in-
troduce Oddlab, a novel adaptive scheduling method considers the healthy
paths, available bandwidth, and active elephant flows to find the best paths
and avoid significant flow rescheduling. Our objective in this Thesis 3 is
to propose an algorithm to find and avoid the faulty links without compli-
cated arithmetic operations or executing host or switch altering inside the
DCN topology.

1.1 Traffic Traces and Communication Patterns used in the
Research

In this thesis, I conducted extensive experiments on different traffic pat-
terns with synthetic and realistic workloads of productive DCN such as web
search and cache jobs [18] workloads. I leverage the same communication
pattern applied to evaluate Hedera performance [5], which was introduced
in [4] on the K− 4 fat-tree DCN topology, as shown in Figure 1. The gener-
ated communication pattern consists of random and staggered probabilities
patterns according to the following details:

(1) Random: every end-host transmits traffic to any other end-host in the
DCN with uniform probability.

(2) Staggered probability (Edge p, Pod p): every end-host transmits traf-
fic to another host in the same edge with probability (Edge p), to the
same pod with probability (Pod p) and other pods in the DCN with
probability (1− Edge p− Pod p).

In this theses, I propose novel solutions related to the SDN TE meth-
ods. The achieved results from the proposed performance evaluation model
led us to present new flow scheduling solutions using SDN controller and
OpenFlow protocol in multi-rooted DCN concerning Flow Management,
Fault-tolerant, Topology update, and Traffic monitoring.
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2 Predicting of Blocking Behavior for Elephant
Flows in DCNs Using Monte Carlo Risk Anal-
ysis

Thesis 1: I introduce a novel risk analysis framework for elephant flow scheduling
inside the DCN. This framework is unique to existing TE methods since it is able to
generate a complete picture of the TE effectiveness regarding elephant flow mainte-
nance. Besides, the analysis is built upon real DCN workloads making it suitable
to provide a quantitative benchmark for any TE method.

Appeared in Chapter 2 of the Dissertation and published in (C1), (J1)

In this thesis, I empirically designed, implemented, and analyzed a risk
analysis framework for existing TE methods based on multiple stochastic
workloads and traffic patterns to predict the value at risk of the elephant
flow loss rate.

Figure 2 represents the flowchart and the required steps conducted to
achieve the prediction framework. The proposed model consists of select-
ing the appropriate SDN TE methods to investigate and evaluate the un-
certainty behaviors of the fat-tree DCN in balancing elephant flow. Then,
Anderson-Darling (AD) and Kolmogorov Smirnov statistic (K-S) hypothe-
sis testing methods were applied upon the obtained uncertainty samples to
get the appropriate probability distribution function for each of them. Next,
Monte Carlo simulation was utilized along with Value at Risk (VaR) anal-
ysis to predict the significant losses for the tested elephant flows resulting
upon using the TE methods in a fat-tree topology.

However, this thesis contains two sub-theses. In the first part of Thesis
1, I introduce the required analysis to estimate the probability distribution
of the path available bandwidth, including bandwidth error tolerance. The
second part includes the Monte Carlo simulation to generate future predic-
tion behavior of the elephant flow loss rate with the Value at Risk analysis
to the obtained results.

2.1 Estimating the Proper Probability Distribution Functions
for Elephant Flow Behavior in the Exiting TE methods

Thesis 1.1: I introduce an empirical test of the risk factors that affect the elephant
flow maintaining in the tested TE methods to obtain the followed probability dis-
tribution of each factor. In addition, these distributions contribute to further math-
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Figure 2: Flowchart of the elephant flow loss prediction framework.

ematical investigation of elephant flow behavior in TE methods without further
experiments.

Appeared in Chapter 2 of the Dissertation and published in (C1), (J1)

Collecting the uncertainty data: I conducted extensive experiments on dif-
ferent traffic patterns as described in Subsection 1.1. To implement the test
in the mininet environment (i. e., network emulation), each end-host in
DCN started to transmit samples of the workloads (16 flows for cache jobs
dataset and 15 for web search) to another end-host (excluding hosts 1 and
16, which will be used as measurement hosts) based on the same traffic pat-
terns described earlier. The flows are initiated based on the Poisson process
with a given mean value to simulate realistic traffic between the DCN end-
hosts. Accordingly, 465 flows were transmitted through 62 sec. as the traffic
simulation time for each traffic pattern. To measure the obtained available
bandwidth on each test, I set an Iperf TCP flow between host 1 and host 16
lasts for 20 sec. in the DCN. The reason behind choosing these end-hosts
is to expose the elephant flow to pass through the total bisection band-
width of the DCN topology. Then, the measured bandwidth of each test
will be considered as the available bandwidth offered on the full bisection
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bandwidth by each tested TE method. Throughout our tests, the amount
of traffic passing through the full bisection bandwidth varies according to
the adopted traffic patterns (random and staggered). Hence, the measured
available bandwidth will be highly be affected. To determine the margin
of bandwidth measurement error, I used the arithmetic samples standard
deviation (σ) of the available bandwidth samples mean (x̄) for each traffic
pattern. Note that we consider the maximum value of the calculated stan-
dard deviation since it will indicate the possible upper and lower bounds
for the worst-case evaluation.

The general procedure of estimating the probability distribution of the
path available bandwidth, including a margin of bandwidth measurement
error using Kolmogorov Smirnov and Anderson-Darling distribution tests.
I evaluated the error margin in bandwidth measurement samples for fit-
ting; to obtain the probability distribution function. I chose to use the Kol-
mogorov Smirnov statistic test (KS) as a hypothesis test to assess the distri-
bution of the data [1]. KS test is a non-parametric test mainly used to com-
pare the distance between the empirical data samples and a specific class of
well-known reference probability distributions, as shown in Equation 1.

Dn = sup
x
|Fn(x)− F(x)| (1)

Where supx represents the supremum (i. e., least upper bound [19]) dis-
tances between the Fn(x), the cumulative distribution function of the ob-
served samples, and reference distribution functions F(x) of an ordered
data.

For more reliable testing in obtaining the probability distribution results,
Anderson-Darling (AD) test was used as a hypothesis testing to evaluate
the distribution of the collected data. Anderson-Darling is defined (AD2) as
shown in Equations 4 and 5.

AD2 = −nd− SA , (2)

Where SA is the summation part:

SA =
nd

∑
ia=1

2ia− 1
nd

[ln(Fu(Yia)) + ln (1− Fu(Ynd+1−ia))] . (3)

Where nd is the sample size, ia is the samples index in ascending order, Fu
is the cumulative distribution function of the compared distributions, and
Yia is the ordered data.
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The analysis results show that the available bandwidth of Hedera, ECMP
and PureSDN followed the Geometric distribution (G-D) based on the ac-
ceptable critical value of 0.02. However, G-D is recognized as a discrete
probability distribution that represents the probability of the success num-
ber of independent trials, i.e., Bernoulli trials. Hence, I utilized probability
mass function of G-D to generate the required and expected random sam-
ples of the available bandwidth (AV) with a GD (i. e., AV v GD(pv)) for
Monte Carlo simulation model where the probability value (pv) of Hedera
= 0.03155, ECMP = 0.03861, and PureSDN = 0.02281, respectively.

I repeated the same procedure, to identify the distribution of measure-
ment errors. The testing showed that the measurement error tolerance of
the methods following Discrete Uniform distribution (D-U). Therefore, I
generate random samples of the error factor (ER) for the tested TE methods
within a finite set, where every value has an equal probability in the interval
[a r, b r], where a r and b r are the maximum and minimum values of the
samples, respectively, and a r 6 ER 6 b r. However, besides applying the
obtained probability distribution of the elephant flow in the Monte Carlo
simulation, finding such distributions helps further mathematical analysis
regarding elephant flow handling without conducting more experiments.

2.2 Risk Analysis of Elephant Flows Blocked Rate Predic-
tions for SDN Traffic Engineering Methods Using Monte
Carlo Simulation

Thesis 1.2: I give a formula for the Monte Carlo simulation to estimate the ele-
phant flow loss uncertainty for each TE method based on the obtained probability
distribution of the risk factor. I used Value at Risk (VAR) analysis to find the
expected significant elephant flow loss. The results show that the range of op-
timization in elephant flow loss reduction is about 18% between the thoroughly
hashing-based ECMP and full SDN-based in PureSDN.

Appeared in Chapter 2 of the Dissertation and published in (C1), (J1)

I address the impact of the TE methods by determining the Value at Risk
(VaR) of the elephant flow loss rate. For this sake, I used the generated sam-
ples of available bandwidth and error margin factors as inputs of the Monte
Carlo simulation model. My fundamental equation (Equation 4) forms a
Monte Carlo simulation that relies on simulating various flow demands and
duration of elephant flow and the calculated risk values.
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LO = Du× (D el − (AV + ER)) (4)

Where LO is the predicted loss uncertainty, Du is the different dura-
tions of the evaluated elephant flows, D el is the elephant flow demands, as
shown in Table 3, Av is the available bandwidth, and ER is the error factor
variable.

Elephant flow Demand D (MBps) Duration Du (sec.)
Large 1.25 100

Normal 1 0.75 85
Normal 2 0.5 65

Small 0.12 45

Table 1: Elephant flows evaluation parameters.

The empirical analysis is verified within one million Monte Carlo sim-
ulation realizations. Monte Carlo simulation provided the whole estima-
tion for the tested data, as shown in Table 2. The ECMP method achieved
the worst loss probability (62.83%) since it does not provide any handling
for elephant flows scheduling; this increases the chance of flows collisions.
In Hedera, however, the elephant flow detection and rerouting process de-
creased losses to some extent by 56.76% only. In the fully SDN method
(PureSDN), the loss probability becomes much better by 52%. Since the
measure elephant flow will be guaranteed the best available bandwidth
path. But at the expense of the mice flows, in the case of the wildcard rule,
or at the expense of increasing the pressure on the SDN controller to handle
each flow individually.

TE method Elephant flow loss probability
Hedera 56.76%
ECMP 62.83%

PureSDN 44.43%

Table 2: Distribution statistics of the tested methods.

Distribution shape analysis: To implement the value at risk (VaR) anal-
ysis for the obtained result, we should present the histogram of loss rate
for each algorithm to figure out the variations of the values. The analy-
sis outcome of the model is represented by histograms (Figure 3, Figure 4,

10



11

S
a

m
p

le
s

Thoughput in MBps

0

0
2

0
0

0
0

4
0

0
0

0
6

0
0

0
0

20 40 60 80 100

Figure 3: Histogram of Monte Carlo simulation for Hedera elephant flow
loss rate.
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Figure 4: Histogram of Monte Carlo simulation for ECMP elephant flow
loss rate.
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Figure 5: Histogram of Monte Carlo simulation for PureSDN elephant flow
loss rate.

and Figure 5) of the predicted loss rate flows resulted from employing each
method.

The current histograms do not follow a particular type of known prob-
ability distribution. Still, we can indicate that they have a heavy left-hand
tail and unsteady proceed to the long right-hand tail. Common distribution
shape measurements were calculated for a better understanding of the loss
rate behavior, such as skewness and kurtosis, as shown in Table 3.

TE method Mean Median Skewness Kurtosis
Hedera 42.16 33.15 0.5026271 -1.130097
ECMP 44.95 35.70 0.4955835 -1.144383

PureSDN 37.93 29.75 0.4590237 -1.191083

Table 3: Descriptive statistics of the tested methods histograms.

The calculated mean values (blue line) precede the median values (red
line); besides, the skewness values indicate that all methods follow positive
skewness and are right-skewed. In this case, the right-hand tail of the his-
tograms will be longer than the left-hand tail, which means most of the data
will be on the left-hand tail. Therefore, the length of the tail may affect con-
sidering the average value as the expected value of the loss rate. I obtained
kurtosis degrees for each histogram to identify which one produces more
outlier values. I found that the histograms follow the platykurtic distribu-
tion since the kurtosis is negative compared with the Normal distribution.
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Figure 6: Different confidence levels of VaR analysis.

Therefore, the expected behavior for the algorithms is to produce fewer out-
liers values.
Value at Risk (VaR) analysis: Even though the histograms and the statis-
tics provide comparative information about the behavior of the model and
the loss rate prediction, Value at Risk (VaR) analysis could deliver a more
profound analysis based on some confidence level [21]. In this research, the
chosen confidence level was 95% since outlier results would appear with
a more significant percentage. Note that I calculated the probability of the
confidence level by considering the quantile function.

VaR = −µnv + φ−1 × (1− uc)σnv (5)

Where µn is the mean of the prediction values (nv), φ is the standard
Normal distribution function, σn is the standard deviation of the values,
and (1− uc) is used for the chosen confidence level.

As depicted in Figure 6, the loss rate in PureSDN is the lowest, with 87
MBps comparing with Hedera and ECMP, which were 97 MBps and 102
MBps, respectively. Mainly, these values represent the maximum loss rate
value of the elephant flows over the DCN production lifespan.
Risk as expected of elephant flow loss: In our term of analysis, the ex-
pected loss is defined as the uncertainty of the elephant flow loss times the
predicted significant loss. Table 4 shows the expected elephant loss for the
examined TE methods.
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TE method Loss uncertainty Significant loss Expected loss
Hedera 56.76% 97 MBps 55.05 MBps
ECMP 62.83% 102 MBps 64.08 MBps

PureSDN 44.43% 87 MBps 38.65 MBps

Table 4: The expected elephant loss for the examined TE methods.

I remark that the range of optimization in elephant flow loss reduction
is about 18% between the thoroughly hashing-based ECMP and full SDN-
based in PureSDN. Hence, developing a flow scheduling method should
balance the cost of monitoring and scheduling and the expected elephant
flow loss.

2.3 Thesis summary

The elephant flows losses directly influence the status of DCN applications
in flow completion time and throughput. Hence, the design and develop-
ment of the TE methods require proper awareness in terms of elephant flow
risk analysis. In this thesis, I empirically designed, implemented, and an-
alyzed a risk analysis framework for existing traffic engineering methods
based on multiple stochastic workloads to predict the value at risk of the ele-
phant flows loss rate. The evaluation considers the proper probability dis-
tribution functions for the proposed risk factors of the loss rate for Hedera,
ECMP, and PureSDN. The proposed evaluation model has been built based
on Monte Carlo simulation as a value at risk analysis model. The evaluation
included an estimation of the probability distribution for risk factors based
on the Kolmogorov Smirnov and Anderson-Darling methods. Finding the
probability distribution of such algorithms helps further mathematical anal-
ysis regarding elephant flow handling without conducting more practical
experiments. The probability of elephant flow losses shows that Hedera
achieved 56.76% with 97 MBps maximum expected loss, ECMP is 62.83%
with 102 MBps, and PureSDN is 44.43% with 87 MBps, respectively.

3 Adaptive SDN Load Balancing Framework

Thesis 2: I propose novel heuristic algorithms to handle load balancing issues in
the DCN environment leveraging global network knowledge only based on the SDN
concept without altering other network components (i. e., end-host or switches). I
give theoretical upper bounds on the SDN controller burden. I empirically prove
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the efficiency of the algorithms in terms of bisection bandwidth, link utilization,
packets loss, round trip delay, mice flow FCT, besides average overall FCT. The
results also prove that the proposed algorithms can preserve elephant flows but with
an acceptable transfer delay. Finally, I compare the obtained results with existing
TE solutions, including ECMP, Hedera, and PureSDN, respectively.

Appeared in Chapter 3 of the Dissertation and published in (C2), (J2), and (J3)

Several issues need to be addressed when applying SDN solutions to
DCN load balancing. For instance, the central SDN controllers can han-
dle only a specified number of packet in requests per second. On the other
hand, the TCAM (Ternary Content-Addressable Memory) space limitations
of OpenFlow switches affect the flow entries that the controller can han-
dle. As for decision making, frequent flow rerouting may degrade the TCP
performance through packet reordering, not to mention the increased com-
plexity of the flow scheduling calculation. Furthermore, the DCN flows’
demand cannot be predicted in advance to obtain a suitable route without
cooperating with other devices such as sFlow [20] or even the end-hosts [8].

The general design of the DCN topologies includes multi-rooted trees
that provide multiple paths between each pair of hosts. Accordingly, the
challenge here is to identify the suitable path for the flows according to the
current load of the path and avoid traffic congestion and potential conflicts.
As I prove in Thesis 1, the ECMP scheduling will cause traffic congestion
with a significant elephant flow loss rate in bursty DCN traffic.

The first part of our work is to permit the elephant flows to use total
bisection bandwidth before entering the DCN edge switches to the prede-
fined congestion state. This thesis explores how the flow-based load balanc-
ing scheme delivers better Flow Completion Time (FCT) with a minimum
elephant flow loss rate. Therefore, the Thesis questions are:

(1) How to schedule the flows so that DCN performance improved such
as mice flow FCT and reduce the elephant flow losing rate

(2) Does 1:1 sampling between ECMP and the SDN controller necessarily
lead to significant packet loss in mice flows and affect the elephant
flows throughput due to flow collisions?

(3) Does the additional computation complexity to detect and reschedule
elephant flows necessarily lead to a significant delay in the packet in
handler?
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(4) Can we introduce a deployable, light, and yet effective load balancing
technique that works in symmetric and asymmetric DCN topology
using the SDN concept without altering network components or TCP
packets?

(5) How to secure the DCN bisection bandwidth even with defective links?

Methods have been already appeared in the literature to deal with load bal-
ancing problems and flow scheduling dilemmas. Still, they lacked a com-
plete picture of elephant flows losing rate, or even based on altering net-
work packets or components to detect elephant flows or failed links. We
proposed Sieve (joint work) and Oddlab as SDN-based TE methods to ad-
dress these questions. However, I divided the thesis into two sub-theses.

3.1 Adaptive Elephant Flow Rescheduling Based on DCN
Switches Utilization

Thesis 2.1: I formulate the Sieve load balancing problem, proving it as NP-complete
problem. Based on the law of large numbers, I give theoretical proof that the jointly
proposed flow sampling (1:1) between practice paths and the SDN controller re-
duces the controller burden remarkably (i. e., 50% of the total number of the han-
dled flows). Throughout extensive experiments on synthetic and realistic DCN
workloads, I show that our proposed method delivers noticeable improvements in
performance evaluation metrics. Furthermore, I confirm that Sieve time and space
complexity is acceptable to be implemented in today’s DCN environment.

Appeared in Chapter 3 of the Dissertation and published in (C2), (J2), and (J3)

In Sieve, I investigate the flow distribution scheme in DCN through pre-
defined flow paths at the DCN edge switches employing ECMP hashing be-
sides the SDN controller. The main reason behind choosing flow sampling
is that in addition to being simple to achieve in the DCN switches, it speeds
up the time response of the DCN to the growing number of applications
flows.

As for the adaptive flow scheduling by the SDN controller, we propose
Sieve [23], a novel hybrid (centralized-distributed SDN framework). Sieve
efficiently schedules DCN flows based on the available bandwidth of net-
work ports without altering the network components to improve the Flow
Completion Time (FCT) of the mice flows. At the DCN edge switches, we
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leveraged a distributed flow sampling procedure by adopting a flow sam-
pling technique (1:1). In this manner, a fraction of the flows will be for-
warded through proactive paths leveraging ECMP, and the rest of the flows
are scheduled using the adaptive scheduling method of the Sieve SDN con-
troller. Periodically, the controller monitors the congested edge switches
looking for the elephant flows to reschedule some of them to other under-
utilized paths.

In Sieve, I define two significant problems, including initial flow schedul-
ing and elephant flows rescheduling to resolve the predicted bottlenecks on
DCN edge switches:

Definition 1. Problem (Sieve Adaptive Flow Scheduling (SAFS)): Given a
multi-commodity DCN flow G = (V, E, b), where each edge (u, v) ∈ E has avail-
able bandwidth b(u, v), the goal is to choose the path with minimum statistic costs
from Vs to Vt that contains the maximum residual bandwidth.

Note 2. the minimum statistics costs refer to the obtained residual bandwidth that
costs only one loop over the monitored edges per polling interval (Pr).

Definition 3. Problem (Sieve Elephant Flow Rescheduling (SEFR)): Given a
multi-commodity DCN flow G = (V, E, El e), with a certain number of active
elephant flows El e(u, v) at the edge switches, the objective is to resolve the path
bottleneck by detecting and rescheduling a set of elephant flows each with the source
and the destination (with flow rate > 50 Kbps) to other available paths from Vs to
Vt.

The load balancing dilemma is based on scheduling the flows f ei(u, v)
over the edge (u, v) among all links’ capacity c(u, v) evenly, as shown in
link utilization U(u, v) Equation 6, where (u, v) ∈ E, Di the demand for the
commodity i, and kc represents set of commodities.

U(u, v) =

kc

∑
i=1

f ei(u, v).Di

c(u, v)
(6)

The obvious solution for this problem is accomplished by minimizing
the maximum utilization for the links Umax. The demands Di for each com-
modity is not consistent, and it is costly to monitor it to deliver better uti-
lization. There is a cost t(u, v). f (u, v) when scheduling and monitoring each
flow on (u, v). Therefore, we intend to minimize the flow scheduling cost
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f cost (Equation 7) by employing the ECMP flow hashing method and the
SDN controller based on the power of two choices concept [15].

f cost = Min ∑
(u,v)∈E

(t(u, v)
kc

∑
i=1

f ei(u, v)) (7)

I prove both Sieve problems (SAFS and SEFR) as NP-complete problems
by constructing a special case of the problems with a particular structure
and reducing them to a known NP-hard problem. I chose not to put the
proof in the booklet due to the length of the details. The full details are
mentioned in Chapter 3 of the thesis.

3.1.1 Flows distribution at the DCN edge switches

We sample the incoming flows based on OpenFlow SELECT group type
with two buckets so that the packet in request of a flow is either scheduled
directly to the ECMP predefined path or sent to the SDN controller. Mainly,
the SELECT group can be defined with weighted buckets, and each bucket
can perform specific actions on the switch port (i.e., drop or forward the
packets). Therefore, identical weights have been set for the proactive path
(ECMP table) and control handling.

Theorem 4. Sieve 1:1 flow distribution at the DCN edge switches produces even
distribution between proactive paths (ECMP) and SDN controller.

Proof. To prove that the hashing-based packet allocation at the edge switches
produces an even flow distribution, I apply SUHA (Simple Uniform Hash-
ing Assumption) on the proposed sampling mechanism. As a result, a flow
can not be allocated to both buckets at the same time. Equation 8 presents
the probability of the hashing function.

Pr(h(xs) = iv) =
1
z

(8)

Where h(xs) is the hashing function, iv is the index value (iv ∈ [0, z− 1]),
and z is the hashing locations (i.e., in our case z = 2). Accordingly, the up-
per bound of the flows allocated to ECMP bucket can be calculated as in
Equation 9 using Boole’s inequality.

Pr(ECMP receives ≥ w f lows) ≤
(

z
w

)
1

zw (9)
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The binomial combination ( z
w) represents the subset of the hashed flows

where every flow from set w will be sent to the ECMP bucket with the prob-
ability of 1

zw , as proven in [16] for the Balls-and-Bins model. Therefore, the
flows will be evenly distributed.

3.1.2 Edge sampling performs under a finite system

The flows are served based on the First-In-First-Out (FIFO) manner with
exponential distribution for the flows’ service time. Such phenomenon is
related to the supermarket model discussed in [15]. Hence, we utilized this
model to provide a precise and systematic analysis of our flow sampling
model behavior when the number of flows tends to be significant ( f → ∞).
To obtain the flow’s expected waiting time besides the maximum queue
length, Kurtz’s theorem for large numbers and Chernoff-like bounds [15]
will be applied as follows:

Theorem 5. The anticipated time that the flow can wait at the DCN edge to get
forwarding service, whether with ECMP or Controller (dc = 2) over the period
[0, T] is limited to:

∞

∑
f=1

λi
dc f−dc

dc−1 + O(1) (10)

Where O(1) depends on T and (λi = λns) states and represents the error
bound between the system’s state with a fixed number of the forwarding
choices ns and when it goes to infinity. Nonetheless, empirical simulations
revealed the same behavior even for small ns over time intervals as reported
in [15].

Theorem 6. The maximum initial queue length on the DCN edge switches with
(dc = 2) over the period [0, T] would be equals to:

log log ns
log dc

+ O(1) (11)

The ends of the queues will be reduced doubly exponentially rather than
singly exponentially when dc = 1 [15]. In addition, the central controller
will not be overwhelmed with a vast number of packet in requests. In this
manner, the controller can handle the flows precisely, and thus multiple ap-
plications can be performed in the control plane without excessive burden.
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3.1.3 Elephant flow rescheduling

In Sieve, we tend to reschedule elephant flows upon threshold hits at the
edge switches. Consequently, when the utilization ratio of any edge switch
port is found below a predefined threshold (25% of the link capacity), our
framework will detect elephant flows forwarding out of the port based on
the cumulative bytes count of the corresponding installed polling flow en-
tries.

As a result, the number of the rescheduled elephant flows will be calcu-
lated in Equation 12, as proposed by Maiass in our Sieve joint work [23].

Num redir EFlows = E count× E u
E c

(12)

Where E count represents the number of all elephant flows on the edge
port, E u is the current port utilization, and E c is the physical edge port
capacity..

This solution discovers just a portion of the total DCN flows so that a
fraction of the flows are not sampled. Assuming that network flows arrive
at the DCN edges. According to the adopted flow sampling mechanism, a
portion of these flows will be scheduled based on ECMP, and the rest will be
scheduled based on Sieve adaptive scheduling. Let CF represent the cumu-
lative flow size for each flow in the network, t′ is the operation time interval
[0, t′], and NF is the total number of the network flows.

Theorem 7. The cumulative flows size sampled by the controller is approaching
the half of the total size of flows in the DCN as (t′ → ∞):

i.e., lim
t′→∞

nc(t′) cc(t′)→ NF
2

CF, where nc(t′) is the number of sampled flows by

the controller over the time interval [0, t′], and cc(t′) is the cumulative flow size
for each flow sampled by the controller over the time interval [0, t′].

Proof. By applying the strong law of large numbers, the expected number of
the network flows on each hashing decision (i. e., ECMP or controller) will
tend to become closer to the expected value and distributed equally over
them. Hence, the the total cumulative size of the flows (i. e., C = cc + ce)
is determined by the number of sampled flows

(NF
2

)
. Since the majority of

DCN bytes come from elephant flows [18]. Therefore, Sieve can manipulate
half of the elephant flows transferred data between DCN end-hosts. Thus,
flow conflicts and congestion due to the sole dependence on ECMP can be
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Figure 7: The 99th FCT of the mice flows under different traffic patterns.

mitigated. As a result, the number of flow entries managed by the controller
will be reduced to half in long-term operation, regardless of rescheduled
elephant flows.

3.1.4 Experimental environment and evaluation metrics

I conducted extensive experiments on different traffic patterns with syn-
thetic and realistic workloads of productive DCN (web search and cache
jobs [18]). The traffic scenarios are accompanied in symmetric DCN K − 4
fat-tree topology. I leveraged the same communication pattern applied to
evaluate Hedera performance [5], introduced in [4]. The generated commu-
nication pattern consists of random and staggered probabilities patterns.

Flow Completion Time (FCT): It denotes the efficiency of the flow sched-
uler algorithm to deliver different flows rapidly. For Sieve, I will show
the results of the 99th percentile results of mice flows (Figure 7) beside the
overall Average Flow Completion time (AFCT) (Figure 8) of the transferred
flows for each end-hosts.

I noticed that the rate of FCT values in Sieve was less ECMP, Hedera,
and PureSDN by 23 %, 18,9 %, and 53,8 %, respectively. Note that PureSDN
relies on the wildcard flow entry rules for TCP flows, whereas flows that
belong to the same source and destination IP addresses will be scheduled
on the same path. Hence, the selected path in the PureSDN case will be
highly saturated.
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Figure 8: Average overall FCT under different traffic patterns.

3.2 Adaptive Flow Scheduling Based on The Active Elephant
Flows inside DCN Topology.

Thesis 2.2: I propose Oddlab (Odds labels), a novel heuristic and dynamic TE ap-
proach to load balance the traffic of DCN based on a centralized SDN controller.
Besides proactive paths, I utilize the active elephant flows inside the DCN environ-
ment besides proactive scheduling for effective flow scheduling. I give theoretical
bounds on the number of installed flow entries that will be not more than half of the
total flow entries since no frequent elephant flows rerouting strategy is adopted. I
empirically prove that Oddlab produces remarkable improvement in terms of per-
formance evaluation metrics. I prove that Oddlab complexity (time and space) and
feasibility is suitable for a productive DCN.

Appeared in Chapter 3 of the Dissertation and published in (J3)

To achieve better FCT, Sieve attempted to reroute the fraction of ele-
phants on an edge switch when this switch reaches a specific load thresh-
old to a different path based on the residual bandwidth. In this mechanism,
however, the new path could also have some new arrived flows that will
grow in the accumulative size to be new elephant flows, which will pro-
duce further congestion and flows contention. However, Roy et al. [18]
found that the long-lived TCP flows (elephant flows) in Facebook DCN are
not so heavy over long periods; hence, frequent elephant rerouting could
bewilder various TE approaches. Moreover, one of the most crucial issues
in DCN fabrics is the links failures [6]. Consequently, it is not easy to main-
tain the symmetric situation for the duration of the network operations. In
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this thesis, I propose Oddlab. The proposed method differs significantly
from our previously flow scheduling method (Sieve) in two main aspects.

(1) In addition to flow sampling at edge switches of the DCN (1:1 sam-
pling between ECMP and SDN controller), I use the number of active
flow entries relating to the elephant flows [13] besides the residual
bandwidth the path to define the best path. Accordingly, we achieve
fewer installed flow entries by edge sampling and forward the incom-
ing flow to the less overloaded path, even if not the shortest one.

(2) To deliver high availability, Oddlab will detect and avoid the faulty
links inside the DCN and reroute the elephant flows from the affected
paths.

In Oddlab, I defined the flow scheduling problem in directed graph G =
(V, E) as follows:

Definition 8. Problem (Oddlab Adaptive Flow Scheduling (OAFS): Given a
multi-commodity DCN flow G = (V, E, f ), with a certain number of active ele-
phant flows f (u, v) at the edge switches, the objective is to resolve the path bottle-
neck by detecting and rescheduling a fraction of these flows (with flow rate > 50
Kbps) to other available paths from Vs to Vt.

I prove that the Oddlab scheduling problem (OAFS) is an NP-complete
problem. However, the proof is detailed in the full thesis (Chapter 3).

Oddlab includes several stages. The controller starts to learn the topol-
ogy and indicates the shortest paths between the edge host of the DCN that
connects directly to the end-hosts. Then, periodically, the controller mon-
itors the DCN links to determine residual bandwidth and the number of
the installed flow entries active elephant flows. Accordingly, in Oddlab, the
flow load balancing equation is as follows:

U(u, v) =

kc

∑
i=1

f ei(u, v)

m f (u, v).(mb(u, v))
(13)

Where m f presents the max f num o f path between u and v node, and
mb is the bottleneck o f path value between the same nodes.

Compared with our previous work Sieve, Oddlab leverages the num-
ber of effective elephant flows inside the DCN to predict the future state of
the path. Therefore, Oddlab eliminates the need to redirect elephant flows
frequently to achieve better FCT values.
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The overall aim of Oddlab is to deliver a deployable, light, and yet effec-
tive load balancing framework that works based on SDN in symmetric and
asymmetric DCN topology without altering network components or TCP
packets. I will introduce our proposed model for detection the faulty links
in Thesis 3.

3.2.1 Complexity evaluation

I estimated the time and space complexity of Oddlab by considering the
worst-case scenarios regarding DCN density (number of monitoring switch
ports k) besides the average number of elephant flows |El e| inside the
DCN traffic. The proactive method builds upon ECMP hashing is deter-
mined locally at the data plane level of DCN switches. Therefore, the ECMP
time complexity ECMP is O(1). The primary adaptive traffic scheduling al-
gorithm depends on the collected port states to determine the best paths
(Event-
OFPFlowStatsReply and OFPPortStatsRequest). Since we decided not to
reroute the elephant flows in this step, the time complexity is O(k2). This
strategy will further reduce the number of the installed flow entries on the
switches by |El e| compared with Sieve. Hence, the number of installed
flows will remain fixed (i. e., no more than half of the total DCN flows),
as I prove in Theorem 4. In contrast, the time complexity of Sieve will be
O(|El e|( k

5)+ k). As for the space complexity, the controller memory should
maintain the following variables, including the number of active elephant
flows and the residual bandwidth of each port. Hence, Oddlab space com-
plexity is (O(k2). On the other hand, Sieve space complexity holds infor-
mation of the detected elephant flows on the upstream side of each edge
switch ( k

5 ) besides the obtained ports stats (i. e., residual bandwidth) to find
the proper path. So, Sieve space complexity would be (O(|El e|( k

5) + k)).

3.2.2 Experimental results

Extensive experiments were conducted on a wide range of traffic patterns
with synthetic and real workloads to prove the proposed methods (Sieve
and Oddlab) feasibility without altering any network component (i.e., hosts
or switches). I prove that Oddlab delivers noticeable improvements com-
pared to existing hash-based ECMP flow scheduling, Hedera, and PureSDN
in bisection bandwidth, link utilization, and overall average FCT. Note that I
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made the data results available publicly on the Oddlab GitHub repository1.
The following terms are represented as a five groups of sub-theses.

(1) Thesis 2.2.1 Average bisection bandwidth: One of the most impor-
tant features of the multi-rooted topology is to grant full bisection
bandwidth among the connected end-hosts. But without an efficient
flow scheduler, the DCN bisection bandwidth will decrease dramati-
cally as it appears in ECMP due to flows collisions [5]. As shown in
Figure 9, the obtained results confirm that the static hashing method
(ECMP) achieved the lowest throughput due to the flows collisions
produced from scheduling multiple elephant flows at the same path.
Oddlab outperforms Hedera, ECMP, and Sieve clearly in random and
stag0.1 0.2 where most of the traffic (i.e., 70% in stag0.1 0.2) will
be among different pods in these patterns, which implies that most
of the flows will benefit from the bisection bandwidth granted by the
multi-rooted DCN topology. Conversely, Sieve sustains an average
bisection bandwidth in overall patterns compared with other adap-
tive elephant flow rescheduling methods such as Hedera due to the
frequent elephant flow rescheduling strategy. However, the average
throughput in the rest patterns is slightly improved since the resource
contention and the collision rate decreases when the traffic is within
the same edge switch or in the same pod.

(2) Thesis 2.2.2 Link utilization: refers to the average DCN link con-
sumption comparing to the actual capacity. In this aspect, I will de-
termine how the proposed scheduling methods will achieve moderate
link utilization so that links will not become prone to congestions. Fig-
ure 10 illustrates the commutative link utilization for Sieve and Odd-
lab comparing with the other scheduling algorithms under different
traffic patterns. Obviously, the majority of the links were underuti-
lized in the case of ECMP.

For instance, the random and stag0.1 0.2 patterns for ECMP showed
that 50% of the links (y-axis) were occupied with less than 20% (x-axis)
of the total capacity due to entirely random flow scheduling. Com-
paring with other methods, Oddlab performs at the medium level in
various traffic patterns. A closer look at stag0.1 0.2 pattern, I can an-
ticipate that 70% of links were occupied by 75% of capacity in Hed-
era, 76% in Sieve, 82% in Oddlab, and 90% in PureSDN. Interestingly,

1https://github.com/aymeniq/Oddlab
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thanks to the frequent elephant flow rerouting, I remarked that the
link utilization in Sieve had not reached the peak consumption fastly
in the whole traffic patterns. For instance, 90% of the links in the
random pattern occupied 90% of the total capacity compared to the
other methods where the utilization reached 100% of the capacity. I
conclude that most of the links in the case of PureSDN reached the
overutilized situation; that is what makes it prone to more congestion,
thus increasing the flows completion time.

(3) Thesis 2.2.3 Flow Completion Time (FCT): For Oddlab, I will show
the results of the overall Average Flow Completion time (AFCT) of the
transferred flows for each end-hosts. As shown in Figure 11, Oddlab
reduces the average FCT up to 30%, 25.7%, 62%, and 5% comparing
to ECMP, Hedera, PureSDN, and Sieve, respectively. Notwithstand-
ing, PureSDN relies on the wildcard flow entry rules for TCP flows,
whereas flows that belong to the same source and destination IP ad-
dresses will be scheduled on the same path. Hence, the selected path
in the PureSDN case will be highly saturated. On the other hand, mice
flows are known to be the most affected flows by transmission delay.
In Figure 12, I show that Sieve and Oddlab significantly reduce FCT
values for the mice flows within a size 6 50 KB [18].

(4) Thesis 2.2.4 Packets loss and round-trip times (RTT): It indicates the
number of lost packets due to flow congestions and collisions within
the DCN fabrics. In Sieve and Oddlab, I adopted edge flow sampling
and proactive paths built upon ECMP hashing. I conducted the packet
loss experiment as illustrated in [13]. This experiment aimed to flood
all DCN links by elephant flows initiated from each end-host based on
the defined traffic patterns to examine how the different TE methods
will handle the flows to overcome packet losses. To investigate pack-
ets losses, I employed the Linux ping command. Ping relies on send-
ing various Internet Control Message Protocol (ICMP) echo requests
packets (600 successive packets in our experiment) between each DCN
end-hosts and waiting for the ICMP echo replies. Then, ping records
the packets loss besides a statistical summary of the results in each
end-host, including minimum, maximum, the mean round-trip times
(RTT), and standard deviation of the mean. In this experiment, the
network is overwhelmed with elephant flows to represent the worst-
case scenario into a production DCN. I repeated the experiment 10
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rounds for each method, and I reported the averaged results of the
successive packets loss and RTT as shown in Figure 13 and Figure 14.

The packets loss results show that the PureSDN method achieved less
loss since ICMP packets have been scheduled adaptively in all ex-
periment runs. On the other hand, Oddlab outperforms Hedera and
ECMP in case connections spanned all DCN topology layers (e.g.,
Stag0.1 0.2, Stag0.2 0.3). On the other hand, despite edge flow sam-
pling, Oddlab outperforms Sieve, Hedera, and ECMP, respectively, in
the number of lost packets almost in all patterns. The reason is that, in
Oddlab, we did not reschedule the flows regularly as adopted in Sieve.
Alternatively, the adaptive flow scheduling model initially determines
the best available path based on the DCN states (active elephant flows
and residual bandwidth). In Sieve, the results are similar or better
than Hedera (e.g., Stag0.1 0.2, Stag0.5 0.3) and outperform ECMP in
all traffic patterns. In Sieve, we only considered TCP elephant flows
in rescheduling decisions since ICMP and (User Datagram Protocol)
UDP packets are sensitive can not be reordered at the destination host.
Nonetheless, the packets loss in Sieve is still tolerable.

Furthermore, I illustrate the obtained RTT values reported by ping
tests in Figure 14. The results confirm that the DCN in Oddlab is the
least congested compared with the other methods (except PureSDN),
and ECMP is the most congested DCN due to the flows collisions. The
results also show that Sieve got the least RTT values than Hedera since
it reschedules elephant flows earlier than Hedera, which remains till
the flow reaches 10% of the capacity.

(5) Thesis 2.2.5 Risk analysis of blocked elephant flows: Elephant flows
have been handled differently in Sieve and Oddlab. This evaluation
metric utilizes our proposed risk analysis framework (Thesis 1) to in-
dicate the amount of the elephant flows blocked rate exposed to risk
when such methods are in charge of flow scheduling in a productive
DCN.

I. Estimating the proper probability distribution functions: The anal-
ysis results show that the available bandwidth of Sieve and Oddlab
followed the Geometric distribution (G-D) with the probability value
(pv) of Sieve = 0.02281, Oddlab = 0.02826, respectively.
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II. Risk Analysis of Elephant Flows Blocked Rate Predictions Us-
ing Monte Carlo Simulation: I prove by implementing our risk anal-
ysis framework that the elephant flows rerouting process in Sieve de-
creased losses probability by 45.74%, similar to PureSDN (44.43%). As
I illustrated in link utilization criteria, Sieve can reroute elephant flows
whenever free bandwidth is available. Oddlab, on the other hand,
achieved 52.8 % of elephant flow loss probability. Table 5 lists the ex-
pected elephant flow loss for Sieve and Oddlab compared with other
exiting TE methods (ECMP, Hedera, and PureSDN), respectively. I re-
mark that Sieve reduces elephant flow losses due to the adapting ele-
phant flow rerouting mechanism. Oddlab, on the other hand, comes
in second place, but with the advantage of not rerouting the elephant
flows.

TE method Loss uncertainty Significant loss Expected loss
ECMP 62.83% 102 MBps 64.08 MBps
Hedera 56.76% 97 MBps 55.05 MBps

PureSDN 44.43% 87 MBps 38.65 MBps
Sieve 45.74% 94 MBps 43 MBps

Oddlab 52.8% 95 MBps 50.16 MBps

Table 5: The expected elephant loss for the examined TE methods.

III. Value at Risk (VaR) analysis

As depicted in Figure 17, the loss rate in Sieve is 94 MBps compar-
ing with Oddlab which were 95 MBps at 95% confidence interval. But
due to the higher loss uncertainty for Oddlab, it will be more prone
for elephant flow losses than the Sieve TE method. These values rep-
resent the severe loss rate value of the elephant flows over the DCN
production lifespan.
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Figure 9: Average bisection throughput for the five TE methods under dif-
ferent traffic patterns.

3.3 Thesis summary

In this thesis, I employed proactive besides adaptive scheduling for flows
scheduling that considers available bandwidth in Sieve, and the active ele-
phant flows to find the best paths and avoid significant flow rescheduling.
Accordingly, the most crucial finding of Sieve and Oddlab is that in leverag-
ing the global knowledge of the DCN switches statistics on a single and cen-
tral SDN controller to deliver promising results in symmetric DCN topolo-
gies. Extensive experiments were carried out on a wide range of traffic pat-
terns with synthetic and realistic workloads to demonstrate Oddlab feasi-
bility without modifying any network component (i.e., hosts or switches).
The results confirm that Oddlab delivers noticeable improvements in bisec-
tion bandwidth, link utilization, packets loss, round trip delay, mice flow
FCT, with an average overall reduction in FCT up to 30%, 25.7%, 62%, and
5% comparing to ECMP, Hedera, PureSDN, and Sieve, respectively.

Furthermore, I applied our proposed risk analysis framework to investi-
gate the blocked elephant flows rate. The results show that Sieve decreased
the elephant flow losses probability by 45.74% which is almost similar to
PureSDN (44.43%) compared to 52.8% achieved by the Oddlab scheduling
procedure. The results also prove that the frequent elephant flows reschedul-
ing can preserve elephant flows throughout, but with an acceptable transfer
delay (i. e., average overall FCT).
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Figure 10: CDF of link bandwidth utilization for the five TE methods under
different traffic patterns.



31

Figure 11: Average overall FCT for the five TE methods under different
traffic patterns.

Figure 12: 99th percentile FCT for the five TE methods under different traffic
patterns.
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Figure 13: Average packets loss for the five TE methods under different
traffic patterns.

A
v
a

ra
g

e
 P

a
ck

e
t 

R
o

u
n

d
-t

ri
p

 D
e

la
y
 o

f
D

e
a

ly
-s

e
n

si
ti

v
e

 T
ra

ffi
c

(m
s)

800

700

600

500

400

300

200

100

0.0
random stag0.1_0.2 stag0.2_0.2 stag0.3_0.3

Oddlab Sieve PureSDN Hedera ECMP

stag0.4_0.3 stag0.5_0.3

Figure 14: Average round trip delay for the five TE methods under different
traffic patterns.



33

S
a

m
p

le
s

Thoughput in MBps

0

0
2

0
0

0
0

4
0

0
0

0

20 40 60 80 100

Figure 15: Histogram of Monte Carlo simulation for Sieve elephant flow
loss rate

S
a

m
p

le
s

Thoughput in MBps

0

0
2

0
0

0
0

5
0

0
0

0

20 40 60 80 100

Figure 16: Histogram of Monte Carlo simulation for Oddlab elephant flow
loss rate.



Figure 17: Different confidence levels of VaR analysis for the TE methods.

4 DCN Faulty Link Detection Model

Thesis 3: I propose a novel faulty link detection model within the Oddlab TE
method. I achieve the model depending on the obtained global DCN flow schedul-
ing information with acceptable complexity without altering network components.
Empirically, I prove that Oddlab is efficient in asymmetric fat-tree DCN topology
and can detect, avoid faulty links, and redirect the elephant flows on the affected
links.

Appeared in Chapter 4 of the Dissertation and published in (J3)

The proposed adaptive scheduling considers the healthy paths, avail-
able bandwidth, and active elephant flows to find the best paths and avoid
significant flow rescheduling. Finding the faulty links begins by labeling
the edge switches when the DCN is stressed with substantial traffic among
different pods. I performed the proposed method for flow scheduling and
failed links detection into three steps. The first layer resides in the data
plane. On the edge switches, if the incoming packet does not match the
pre-installed flow entries or proactive group in the ECMP path, it will be
handled by the controller. On the other side, the second layer will be in
the control plane and contains two main sub-models. The first one is for
ports stats polling, and the other is for odds calculation and labeling based
on the edge switch consumption. In the third layer, the best path calcula-
tion and link health checking are estimated based on the network-directed
graph’s information to define the healthy paths and up-date the aggregate
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switch bucket weight in the data plane. I divided Thesis 3 the into three
sub-theses.

4.1 Spatial-Temporal Correlation to Detect Faulty Links in
DCN

Thesis 3.1: I propose a new method to determine the DCN utilization state based
on DCN edge switches consumption and odds calculation. I formulate the faulty
link detection problem in DCN as a spatial-temporal correlation relationship be-
tween edge loading state and core switches layer to gain enough confidence in iden-
tifying the faulty links at the core switches.

Appeared in Chapter 4 of the Dissertation and published in (J3)

In this thesis, I utilize the obtained information from the edge switches
ports to determine the DCN utilization state. I only filter the edge switches
ports’ available bandwidth values on the upstream side for this sake. In this
step, the edge switch would be labeled as loaded Le if the residual band-
width value of each port is at least 95% of the link capacity for both ports.
Then, the Odds value will be calculated based on the number of labeled
switches to the number of not labeled switches NLe (Equation 14).

Odds = ∑ Le

∑ NLe
(14)

Then, I inspired by the fact that network traffic inside DCN is known to
have properties such as similarities, periodicity, and correlation [12]. There-
fore, I leveraged spatial-temporal correlation between two events in the in-
put data space on the edges and crossing the DCN over the aggregate and
core switches at different time intervals to detect the potentially failed links.
Spatial-temporal reasoning in detecting the faulty links shows how the two
conditions of DCN loading state and the underutilized links fit together in
the DCN life span.

In this correlation, the spatial-temporal reasoning in detecting the faulty
links shows how the two conditions of the DCN loading state and the un-
derutilized links fit together in the DCN operation life span. As shown in
Figure 18, the controller will monitor and estimate the edge load and links’
health based on the predefined thresholds. Whenever both events are cor-
related in consecutive monitoring intervals (i.e., from t3 to t5 for short-lived
failures), the controller will indicate the affected link as “unhealthy link”
and redirect all elephant flows found on the upstream port of the link. As
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Figure 18: The process of spatial-temporal correlation to detect the potential
failed links.

depicted at t6 interval in Figure 18, the correlation is broken, but the link
failure threshold is still fulfilled. In this case, the path that contains the de-
tected link will be avoided in the adaptive flow scheduling.

Definition 9. Problem Oddlab Faulty Links Detection (OFLD): Given a multi-
commodity DCN flow G = (V, E, b, El e), where each core switch has links (u, v) ∈
E, the goal is to detect the links that do not carry the same amount of traffic when
those links are active for a specified duration of time.

Assumption 1. I observe and correlate two inconsistencies in network events
monitored in the same time window between the edge (traffic source) and core (in-
termediate nodes) switches.

Assumption 2. Since the DCN links are very prone to failure, the process of check-
ing the failed link is included in each period of DCN monitoring time.

The first event is the DCN load estimation, which is calculated to iden-
tify the amount of traffic (edge thr) passing through both upstream ports of
the edge switches. The assumption is based on the adopted flow schedul-
ing method to ensure high load balancing among all the available paths
between every pair of end-hosts thanks to ECMP and adaptive scheduling.

However, I introduce the failure correlation with the following parame-
ters:
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• The bidirectional core links C l, which indicates the link in the DCN
core layer, where C l=(e, health thr), e ⊆ E of the DCN links with un-
derutilized threshold health thr.

• The overload odds value of the edge switches dge odds.

• The counter of the sequence number S of the correlation parameters
C l and edge odds.

Namely, the given parameters C l and edge odds are represented with
uniform distribution [1, 0] based on the defined threshold conditions for
each parameter. At the same time, the counter of the sequence number S
is defined as a ”correlation determinant”, where the link failure is assigned
based on the counter of the correlation sequence number and the defined
threshold (health thr). The proposed determinate S will hold for the dif-
ferent types of failures (soft and hard failures). In addition to determining
the false positive link failure detections resulted from broken failure corre-
lations. The possible detected failed links information defined into a set R
(C l, edge odds, S), so that Oddlab scheduler reroute the affected elephant
flows and avoid these links into next flow scheduling.

The following assumption is built upon the observation of Gill et al. [6]
on the DCN link failures, where they noticed that the link failures would
last about ten minutes for the kind of software failures. In contrast, hard-
ware failure persists longer and often requires a direct intervention to solve
the failure. I employed the correlation determinant in the correlation pro-
cess over information polling intervals (Pr = 2 sec.) to identify the potential
faulty links and remove the false positive results.

Faulty links detection procedure: the probability of being any Core link
e detected as faulty links depend on Assumption 3.

Assumption 3. Any Core link e determined as a faulty link i f f e ⊆ R(C l,
edge odds, S) and S > 1 for Short-Lived (S L) failures or S > 5 for Long-Lived
(L L) failures.

Then, dpid and src prt of the detected link are saved into the faulty links
set FL(dpid, src prt, S) a f links list to be used as elephant flow redirection
information and to be avoided for the upcoming flow scheduling. For long-
lived failures, we defined a higher value for S > 5. The proactive bucket
weight of links that achieves this threshold will be modified so that the af-
fected port will not get the previous equal number of flows by omitting the
affected port’s bucket weight using ovs-ofctl mod-group message informa-
tion (dpid, src prt).
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4.2 Detecting the faulty paths as a Sub-problem of Flows
Scheduling in DCN

Thesis 3.2: I define the problem of detecting the faulty paths as a sub-problem
of flow scheduling in DCN topology G(V, E) in Oddlab. Therefore, I prove that
adding such a feature will not affect the primary purpose of the proposed framework
of flow scheduling.

Appeared in Chapter 4 of the Dissertation and published in (J3)

The proposed faulty link detection model was built as an additional step
to determine and avoid the faulty links without affecting the efficacy of the
initial flow scheduling model, as follows:

Proposition 10. Initially, the best paths are optimized regularly based on the ac-
quired network parameters (i.e., free available bandwidth and the number of active
elephant flows) from the DCN switches’ ports (p).

Proposition 11. The detected faulty links will depend only on the port’s consump-
tion information of the core links (free available bandwidth).

Oddlab’s scheduling algorithm will not get complicated even after iden-
tifying the loaded switches and odds value; additional iterations will only
be appended on the previously gathered parameters to learn the best paths.
Even if failed links are detected on the aggregate and core switches, the
added complexity will be in the number of redirected elephant flows |F|. I
defined the problem of elephant flow redirection after detecting the faulty
links as follows:

Definition 12. Problem Oddlab Elephant Flow Rescheduling (OEFR): Given
a multi-commodity DCN flow G = (V, E, f ), with a certain number of active
elephant flow f (u, v), the goal is to resolve the paths bottlenecks by detecting and
rescheduling a fraction of these elephant flows at the edge switches (with flow rate
> 50 Kbps) to other available paths from Vs to Vt.

The decision of OEFR is similar to the OAFS problem mentioned in Def-
inition 8) but with avoiding the affected core switch ports in the best path
decision. Thus, OEFR is NP-hard by definition, and since OEFR are in the
class of NP, it is NP-complete.

Time and space complexity: Even when faulty links are identified, the
added complexity will be in the number of redirected elephant flows |El e|

38



from the affected paths. The primary adaptive traffic scheduling algorithm
depends on the collected port states to determine the best paths (EventOF-
PFlowStatsReply and OFPPortStatsReply). Since I choose not to reroute the
elephant flows in this step, the time complexity is O(k2). Nevertheless, in
the case of elephant flows rescheduling from detected faulty links), the time
complexity will include the number of elephant flows so that the complex-
ity will be (O(|El e| + k2)). As for the space complexity, the controller mem-
ory should maintain the following variables, including the number of active
elephant flows and the residual bandwidth of each port beside the number
of redirected elephant flows of the affected links on the upstream ports of
the aggregate switches. For instance, in K − 4 fat-tree DCN topology, out
of 80 ports in K− 4 fat-tree DCN switches, only 16 upstream ports connect
aggregate and core switches. Hence, the space complexity is (O(|El e|( k

5 ) +
k3)).

More to the point, I prove that the sampling process with two buckets
on edge switches reduced the controller overhead to half by eliminating
the packet in requests to the controller (Theorem 4). Consequently, Oddlab
implementation is highly achievable in hardware such as NetFPGA Open-
Flow switches [5] owing to uncomplicated arithmetic operations and less
overhead.

4.3 Adaptive Flow Scheduling in Asymmetric DCN

Thesis 3.3: I formulate the load balancing equation to include the faulty link de-
tection model. I prove the Oddlab feasibility in asymmetric DCN topology to avoid
the faulty links and produce better FCT for the redirected elephant flows through
extensive experiments with realistic DCN workloads.

Appeared in Chapter 4 of the Dissertation and published in (J3)

I determined the effect of detecting the faulty paths on the adaptive and
static flow scheduling. For the links that meet failure conditions, the fre-
quency of these conditions will be successively calculated over network re-
source monitoring duration as f ault iter > 1. Then, the links’ failure in-
formation will be saved on the directed graph G(V, E), including the faulty
link information. The path health is estimated based on the information
saved on every port’s graph. Therefore, this function is invoked periodi-
cally only when the value of Odds > 1. The validity of a path is deter-
mined by being free of any failed link. Then, dpid and src prt of the link are
saved in the a f links list to be used as elephant flow redirection information.
Therefore, the flows load balancing equation will be as follows:
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U(u, v) =

kc

∑
i=1

f ei(u, v)

hp(u, v).(m f (u, v).(mb(u, v)))
(15)

Where hp represents the checked healthy paths between u and v nodes.
Note that even when the value of Odds depreciates below 1, the adaptive
flow scheduling will avoid the defected paths based on Equation 15.

For long-lived failures, I defined a higher value for f ault iter > 5. The
proactive bucket weight of links that achieves this threshold will be modi-
fied so that the affected port will not get the previous equal number of flows
by omitting the affected port’s bucket weight using ovs-ofctl mod-group
message information (dpid, srcprt). At last, whenever the link is recovered
or getting regular traffic (> health thr), it will be removed from the faulty
links, and the value of the fault iteration ( f ault iter) will be nulled. Never-
theless, whenever faulty links are detected, an alert will be triggered by the
place of the link and what action has been done upon them ( f ailure alert
(a f links & proac ports)).

The Oddlab performance evaluation was conducted based on random
traffic patterns with the real workloads (web search and cache jobs) in asym-
metricity in fat-tree K − 4 DCN topology with multiple failures between
aggregate and core switch links. I prove through the obtained results that
Oddlab could detect faulty paths and redirect the elephant flows when the
( f ault iter > 1), besides considerably reducing the average FCT for redi-
rected elephant flows over the initial determined FCT multiple traffic sizes.

This Thesis introduces the numerical experiment results for detecting
the faulty links beside the achieved average FCT for the redirected ele-
phant flows. Our DCN deployment has been implemented using a com-
modity PC with an Intel Core i5-8400 2.80 GHz CPU, 16 GB RAM running
Ubuntu 16.04. The experiment investigates multiple failures between ag-
gregate and core switch links with severe bandwidth reduction to detect
and avoid faulty paths. I set the capacity of specific links to 0.01 Mbps to
switch 1 in the core layer and pod 4 and switch 4 in the core layer and pod 1.
Note that the bandwidth threshold was assumed to simplify the faulty link
simulation, and the algorithm can be adjusted manually to any required
bandwidth severity.

(1) Performance under asymmetric DCN topology: Asymmetricity in
DCN topologies is imperative due to multiple factors such as partial
failures. In this experiment, I modify some links bandwidth to achieve
asymmetric fat-tree topology. For this sake, I set the capacity of some
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links between aggregate and core switches to 5 Mbps, while other
links remain 10 Mbps [11]. Figure 19 shows the achieved reduction
of the overall average FCT values. The results show that the Oddlab
scheduler can finish the overall flows within 18 sec. as an average FCT,
which reduces up to 12%, 8%, and 10% comparing with ECMP, Hed-
era, and PureSDN, respectively. This experiment proves that despite
the decrease in the link bandwidth is not notable, the Oddlab schedul-
ing achieved a better FCT without complicated flow rerouting.

(2) Faulty paths detection results: In Oddlab, the correlation process oc-
curred with current and upcoming events in a shorter time (2 sec. of
the information polling rate). So that If the correlation breaks in any
upcoming events, the link will be identified as a false positive and
then return to the normal state. I got some false positive tests in our
tests, especially when the simulation tends to the end and there is no
more traffic to send so that Oddlab cannot delete the false positive
detections. Throughout our tests, the sensitivity of the detection was
100% to detect the faulty links, with 92.85% for the specificity to test
the correct faulty links (i.e., one false positive link out of 14 healthy
links). Although I adopted ECMP paths to overcome controller over-
load, I encounter a dilemma of not identifying the precise number of
flows the edge switch handles. That is why I count on port consump-
tion in edge labeling. As far as most edge switches are labeled based
on the odds concept, the faulty paths can be detected. Consequently,
the time expected for identifying and healing depends on the stressed
traffic and monitoring time, but the benefit is the high precision of
detecting.

(3) Average FCT: I conducted five runs since the number and sizes of ele-
phant flows initially scheduled on the faulty links are vary depending
on flow sampling at the edge switches and the adaptive flow schedul-
ing decisions. Only 97 elephant flows were found on the faulty links
and recovered based on adaptive flow scheduling throughout these
runs. Figure 20 shows the overall average FCT for the redirected ele-
phant flows on the detected faulty links. The initial FCT refers to the
primary determinate FCT value by the host application layer for each
flow at the beginning of flow transmission over the faulty links. As
depicted in Figure 20, I observe that Oddlab considerably reduces
the average FCT for redirected elephant flows over the initial deter-
mined FCT over multiple traffic sizes. The Oddlab adaptive schedul-
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Figure 19: Average overall FCT for Oddlab comparing with ECMP, Hedera,
and PureSDN under asymmetric DCN topology.

ing will spread the flows across the available paths without congested
the paths significantly, depending on the best available path function.
Therefore, the new average FCT for redirected elephant flows is ac-
ceptable comparing with their sizes.

In our tests, we may got some false positive tests, especially when the
simulation tends to the end and there is no more traffic to send, so that
Oddlab cannot delete the false positive detections. The faulty links detec-
tion sensitivity (the true positive rate) was 100% accurate to detect the faulty
links. As for the specificity test (the true negative rate), Oddlab was 92.85%
specific to identify the correct faulty links (i. e., one false positive link out of
14 normal links).

4.4 Thesis summary

This thesis introduces the faulty link detection procedure adopted in our
proposed TE method (Oddlab). The proposed procedure correlates two
events within the DCN: the loaded edge switches and underutilized core
links. Accordingly, the most crucial finding of Oddlab is that in leveraging
the global knowledge of the DCN switches statistics on a single and cen-
tral SDN controller to detect the faulty links and deliver promising results
in the asymmetric topologies. Several experiments on different bandwidth
degradation with realistic workloads were conducted, to demonstrate Odd-
lab feasibility without modifying any network component (i.e., hosts or
switches). The results confirmed that Oddlab delivers improvements in
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Figure 20: Average FCT for the redirected elephant flows after failure detec-
tion.

asymmetric topology with an average overall reduction in FCT up to 12%,
8%, and 10% comparing with ECMP, Hedera, and PureSDN, respectively.
With severe bandwidth degradation in the core links, Oddlab can detect,
reschedule the affected elephant flows, and avoid the defective paths in the
adaptive flow scheduling model. I demonstrated that Oddlab functional-
ity was achieved with remarkably low complexity and less computational
overhead on the SDN controller. Therefore, Oddlab has the potential to be
applicable in commercial DCNs with less cost.

5 Theses applications

The achieved results from the proposed performance evaluation model and
flow scheduling solutions contribute directly to the traffic engineering as-
pect using SDN controller and OpenFlow in DCNs concerning Flow Man-
agement, Fault-tolerant, Topology update, and Traffic monitoring.

The outcomes of Thesis 1 determined the deployment risk factors of dif-
ferent SDN TE methods regarding the expected loss rate of elephant flows
and demonstrated their impact on DCN applications productivity. There-
fore, the outcomes might apply to all DCN applications, such as Hadoop
and MapReduce, that demand high stability and productivity. This evalua-
tion applied as a baseline to develop new SDN TE methods to solve various
issues in DCN TE aspects as presented in Thesis 2 and Thesis 3.
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The results of Thesis 2 are also essential to discover the flow sampling
and frequent elephant flow rerouting at the DCN edge and to what ex-
tent the method was effective toward improving DCN Flow Management,
Topology update, and Traffic monitoring. Fault-tolerant ability and fewer
Topology updates presented in Thesis 3 showed that Oddlab was achieved
with significantly low computational power overhead in terms of space and
time complexity. Therefore, Oddlab implementation is highly applicable
in industrial DCNs due to uncomplicated arithmetic operations and less
overhead. Besides, there is no need for any modification to the DNC hosts.
As for future work, I plan to leverage Oddlab in DCN power reduction by
switching off specific paths based on the edge switches’ traffic demands and
odds ratio.
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