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Chapter 1 

Introduction  

1.1 Background 

The continuous growth of the population and economy worldwide has led to an increase in the 

demand for the transportation sector, resulting in a huge increase in the demand for travel in 

cities worldwide over the past few decades. The growth has led to higher traffic congestion, 

energy consumption, and greenhouse emissions, affecting the sustainability of cities 

development. Thus, new technologies with improvements to existing technologies are rapidly 

being developed to compete with the growth.  Autonomous vehicles (AV) connected through 

cooperative intelligent systems (C-ITS) technology is an opportunity for the future of the 

transportation sector[1]. The development of vehicles with higher levels of automation will alter 

road transportation supply and, as a result, travel demand. At this time, it appears hard to predict 

when self-driving cars would be ready to serve the whole road network on level 5 according to 

SAE guidelines [2].  

AVs and connected automated vehicles (CAV) are expected to have different improvements to a 

transportation road network and transportation systems in general. Starting with the 

improvement of road safety, where fewer accidents minimize the number of traffic conditions, 

resulting in capacity reductions, and hence reduce the travel times [3]. Level 5 private and shared 

CAV improves the efficiency of car sharing and ride-sharing services by allowing vehicles to be 

redistributed without the need for a driver and vehicles can be used by travelers without a 

driver's license or who are unable to drive a car. [4]. 

Public transportation will save money by using driverless buses. Changes in transportation supply 

will affect travel behavior and, as a result, travel demand. Alternative transportation choices will 

include taxi-robots, short- and long-distance car sharing, and ride-sharing services and traveling 

may become less expensive [1]. 

In terms of AV related research methods, transport simulation modeling is a useful tool for 

assessing the impact of AVs [5]. The majority of previous studies [6–11] used a traffic simulation 

modeling approach. Many of them were researched at the microscopic level [6–11], and few 

studied at the macroscopic level [12]. However, due to the low penetration of AVs, no clear 

characteristics of traffic made up primarily of AVs are available.  
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However, depending on the road classifications and the relative penetration of AVs, there are 

still gaps in the estimation of AV improvement. According to previous research, AVs can improve 

traffic flow[13–15], resulting in a 50 percent increase in road capacity [16] in continuous flow 

[17–19]. However, according to another study, the improvement will not be noticeable until the 

penetration rate reaches 40% [20]. The ultimate goal of AV technology is for them to be able to 

drive on any road, regardless of the environment or categorization. While AVs have an easier 

time on highways, vehicle movements on city streets are constrained by the environment, such 

as traffic lights at intersections, therefore the impact of AVs on city streets would be different. 

As a result, research into the influence of AVs on traffic flow on urban road networks is required. 

Obviously, changes are dependent on technological progress, legal difficulties, current and future 

transportation organizations, and local constraints. Models of transportation can assist planners 

and decision-makers in better understanding the potential developments and implications of 

autonomous vehicles. Modeling research in the context of AV has mostly focused on microscopic 

traffic models to evaluate capacity impacts [21–25]. 

1.2 Motivation and novelty of the research topic 

AVs will undoubtedly be a preferred form of personal transportation in the future. However, 

because AV data is scarce, we do not know how they impact the traffic network. Several cities in 

the United States and worldwide have also permitted AVs to test drive. As a result, the AV 

influence on the traffic network has to be evaluated in a long-term planning model to evaluate 

those AV passengers' behaviors. 

AVs differ from today's ordinary vehicles in that they will have characteristics like self-driving that 

are not presently included in the traffic model. These various properties will cause changes in the 

model parameters. To begin with, the reduced cost of in-vehicle travel time will boost the value 

of using AVs; if they could, travelers would probably switch to AVs. Travelers' parking charges 

may be reduced when AVs get the capacity to auto-park. Additionally, the government may 

approve legislation allowing AVs to use toll lanes and other traffic facilities for free. The 

advantages listed above will boost travel demand, causing traffic congestion. On the other hand, 

AVs may assist reduce traffic congestion by shortening car-following distances and improving 

driving performance, even while travel demand rises. Within 20 to 30 years, AVs are likely to be 

on the road. The future of this change, on the other hand, is undetermined. 

The dissertation's primary motivation is to better understand the expected impact of [16,20] AVs 

on human safety and security related to transport systems. The dissertation applies a sizeable 

macroscopic approach since the majority of the previous studies have focused on the impact of 

autonomous vehicles on a microscopic level and highways. In contrast, the effect on a 



 

3 

 

macroscopic level is rarely discussed. On the other hand, statistical methods combining AV 

expected behavior and AV penetration are used to discover the predicted impact of the spread 

of AVs in the macroscopic model. Accordingly, the study focuses on building several models that 

can be used to find the expected effects of AVs for different road networks using different 

available parameters.  

To identify how AVs technology could bring improvement to the private road transportation 

system, different aspects of AV impacts should be studied. Starting from AV effects on traffic 

parameters and the operation of the road network, not only for AV users but also for the different 

vehicle categories using the network. The second aspect is investigating how AV implementation 

affects road traffic emissions. The dissertation investigates AV effect on emissions by the 

expected change resulting from the network operability only, using conventional vehicles as AV 

and not changing to electric vehicles. Following this, the effect of AV on emission should be 

identified through the combination of AV with other transport policies, such as electrical vehicles 

policies and park and ride (P&R) policies.    

Autonomous transport systems will be interconnected cyber-physical systems relying on a 

complex system-of-systems approach to transmit and interpret data enabling safe operation as 

connected devices. AV technology may also lead to new security risks and increase threats to 

sensitive information and public safety. Accordingly, the dissertation also investigates the 

cybersecurity aspect to reveal the estimated security impacts caused by the increasing AV 

penetration. Traffic instabilities might strengthen cooperative and connected transportation 

systems' vulnerabilities. The research focuses on network vulnerabilities influenced by 

cooperative and connected transportation systems, especially considering the macroscopic 

effect of emergencies and unexpected events. Figure 1.1 below demonstrates the AVs expected 

impact for different aspects of both microscopic and macroscopic level. As mentioned, several 

studies have focused on the microscopic level while the macroscopic level is still having some 

gaps, this dissertation focus on the green framed aspects of the macroscopic impact 

investigations.  
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Figure 1.1. Expected AVs impact on macroscopic and microscopic aspects for a road network 

1.3 Objectives 

In this research, five theses are presented to cover some gaps in the literature regarding the 

impacts of AVs on a macroscopic level. The dissertation focuses primarily on the following points: 

• Studying AVs impact on traffic parameters; speed, delay, traveled distance and traveled 

time for passenger cars class and heavy vehicle class and for other AVs penetrations. 

 

• To analyze the effect of different AVs conditions on urban road traffic air pollutants 

emission. 

 

• Combining Autonomous Vehicles with Park and Ride and Electric Vehicle Transportation 

Policies to analyze the impact on urban road traffic air pollutants emission. 



 

5 

 

 

• Introducing a complex time, space, and component-based automobile industry-related 

cyber-attack reference space.  

 

• Define the most vital parameters defining a critical link on the selected network (speed, 

capacity, length…etc.), while estimating the impacts of increasing penetration of AVs on 

network vulnerability to develop and compare different vulnerability models. 

 

1.4 Hypotheses 

To tackle the dissertation aims and thesis points six distinct research hypotheses are presented 

which will be addressed and answered in the chapters as the dissertation progresses: 

• AVs has a significant effect on traffic parameters on macroscopic level and it can be 

interpreted by numeric models. 

 

• AVs has an effect on traffic parameters on macroscopic level and on other vehicle classes, 

such as buses and heavy vehicles, and can be and it can be interpreted by numeric models. 

• AVs has a significant effect on GHG emissions on macroscopic level assuming 

conventional vehicles characteristics. as well and this can be and it can be interpreted by 

numeric models. 

• The spread of AVs combined with other transport policies such as Park & Ride and electric 

vehicles can reduce GHG emissions. 

 

• The spread of connected and cooperative transport systems can significantly influence 

the cybersecurity of the transport system. 

 

• AVs can even contribute to the improvement of network resilience on a macroscopic 

level. 

1.5 Dissertation outline 

Current dissertation contains seven chapters. The first chapter provides the introduction. The 

second chapter presents thesis one, which examines the impact of AV introduction on the traffic 

parameters. Chapter three includes thesis two which investigates the different AVs impacts on 

different urban road traffic air pollutants emission. Chapter four demonstrates the impact of 
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integrating AVs with different transport policies on road transport emissions, which is Thesis 

three.  Chapter five Introducing thesis four with a complex automobile industry-related cyber-

attack reference space. Thesis five is presented in chapter six, where the impact of AVs on 

network vulnerability is investigated. Finally, Chapter seven presents the summary of current 

dissertation and the applications of the scientific findings as well as potential future research 

topics.  
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Chapter 2 

Impact of Autonomous Vehicles on Traffic 

Parameters on a Macroscopic Level 

 

2.1 Short summary 

The increasing worldwide demand for urban road transportation systems requires more 

restrictive measures and policies to reduce congestion, time delay, and pollution. AV-based 

mobility services, both shared and private, are possibly good steps towards a better road 

transportation future. This chapter proposes a methodology to study the expected impact of 

private autonomous vehicles (AV) on road traffic parameters from a macroscopic level. The 

proposed methodology focuses on finding the different effects of different combinations of 

autonomous vehicle penetration and passenger car units (PCU) on the chosen road traffic model. 

Four parameters were studied; traveled daily kilometers, daily hours, total daily delay, and 

average network speed. The analysis improved the four parameters differently by implementing 

autonomous vehicles. The parameter of total network delay has the most significant reduction. 

Finally, several mathematical models were developed for the percentage of improvement for 

each chosen parameter.  
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2.2 Introduction  

Automated vehicles will be a huge part of road transportation systems in the future. AVs will use 

and share infrastructure and interact with human users (human-driven vehicles, pedestrians) and 

other AVs simultaneously. The introduction of the first electronic driver assist systems, such as 

Electronic Stability Control (ESC) and Anti Block System (ABS), focused on improving road 

transportation safety. In recent days, the focus is to automate the whole driving experience 

starting from small automation (lane control, cruise control) to fully automated driven vehicles.  

The shift from conventional vehicles to automated vehicles depends on the level of the six 

automation levels presented in the traffic stream (0: No Automation, 1: Hands-on, 2: Hands off, 

3: Eyes off, 4: Mind off, 5: Steering wheel optional) [26-27]. It also depends on the penetration 

rate of AVs of the total traffic. AVs will partially reduce or even eliminate human factors from 

traffic flow, reducing the gap for lane changing, headway, reaction time using 360-degree 

sensors, and cameras expected to increase road capacity, leading to lower congestions [24]. 

Communications and the exchange of information between AVs and the infrastructure, the 

Cooperative intelligent transportation system (C-ITS), is valuable to identify the traffic states on 

urban roads [28]. Moreover, it provides more information for intersection control, applying the 

best actions to improve traffic operations [29]. 

Many studies on the future impact of AVs have been conducted, focusing on microscopic and 

macroscopic network analysis and simulations. Artmann et al. [30] made an impact assessment 

of the AV capacity of freeways using microscopic traffic flow simulation for several penetration 

rates. Their results showed that AVs allow shorter headways between the vehicles, increasing 

the freeway network's capacity by 30% and reducing traffic delays significantly for higher 

penetrations rates of AVs. In contrast, low penetrations did not yield noticeable capacity benefits. 

Hartmann et al. found that traffic consisting of 20% conventional vehicles, 60% Cooperative 

Adaptive Cruise Control (CACC), and 20% Adaptive Cruise Control (ACC) increased lane capacity 

from 2100 vehicles/hour for 100% conventional vehicles to 2900 vehicles/hour [31]. Chen et al. 

studied highway traffic capacity for mixed traffic of conventional vehicles and AVs considering 

different AV penetration rates, microscopic characteristics of conventional vehicles and AVs, and 

other lane policies (conventional vehicles exclusive and/or AV lanes or mixed lanes)[32]. The 

California PATH study showed that AVs in platoons could maintain a time gap as small as 0.6 

seconds compared to 1.5 s for conventional vehicles, indicating a considerable increase in road 

capacity and congestion reduction [33-34]. 

Jerath and Brennan [35] found that introducing ACC vehicles into the traffic flow may create 

higher traffic flows and lower congestion rates. Several studies investigated microscopic driving 

behavior changes in AVs, using simulations such as acceleration and deceleration, flow stability, 
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and reaction times [21,36–38]. In terms of time savings related to parking and walking, several 

studies have shown that the average cruising time for parking in larger urban areas around the 

world ranges from 4 to 14 minutes and the maximum time saving of parking and walking of AVs  

is expected to be 2 minutes [39]. 

Cooperative Intelligent Transportation System (C-ITS) communication between vehicles (V2V), 

infrastructure (V2I and I2V), and central traffic system (C2I) is also a significant factor to consider 

in improving the operation of highly automated vehicles [40]. V2X communications proved that 

it could stable local traffic flow stability, significantly smoothen the shock waves of traffic flow 

and reduce emissions [41,42]. Elhenawy et al. studied AVs equipped with CACC systems at 

uncontrolled intersections. They showed a drop in-vehicle travel time between 49% and 89% for 

the delay, relative to an all-way stop sign control [43]. Other studies on CACC showed that full 

penetration CACC on the regional road network reduced total delay by 12% [25,44]. Other C-ITS 

systems, such as Green Light Optimal Speed Advisory (GLOSA) systems that help drivers pass 

traffic light-controlled intersections in the remaining green time, showed improved traffic flow 

and reduced CO2 emissions [45,46]. A study by Baz et al. on intersection control and delay 

optimization for autonomous vehicles flow found the AV to AV communication model to have a 

65% reduction compared to a roundabout and 84% compared to a four-legged signalized 

intersection, and AV to conventional vehicles model improve the intersection by 30% and 89%, 

respectively [47]. 

Private vehicle ownership has shown an increase even with further limiting regulation, especially 

in large cities [48,49]. Despite that, the introduction of AVs also has the potential of reducing daily 

trips. A stated preference survey found that when choosing between different private transport 

modes, 44% chose conventional private cars, 32% chose private AVs, and 24% chose shared AVs 

[50,51]. Becker and Axhausen's study showed that households with one or more cars would 

reduce the number of owned vehicles when AV services are available regardless of the cost for 

the novel service [52]. Another resolution to mitigate traffic congestion and reduce car ownership 

is the possibility of using AVs as a ride-sharing service. Xu et al. introduce a mathematical 

framework for ride-sharing impacts on traffic congestion and how congestion affects ride-sharing 

activities [53]. Ma et al. found that ride-sharing under the Origin-destination-based pricing 

strategy reduces travel costs for travelers and the deliberate alternative routes, which can be 

applied to future AVs [54]. More studies have established the same point, i.e., that AVs reduce 

daily trips of motorized vehicles by reducing private car ownership and increasing shared AV trips, 

both for car-sharing and ride-sharing [55–58]. 

The chapter aims to assess the effect of autonomous vehicles on several traffic parameters to 

understand better the expected AV implementation impact on a macroscopic scale. The second 
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aim is to develop mathematical models to predict the impact of AVs on the different macroscopic 

traffic-related parameters. 

2.3 Description of model 

Budapest is the capital of Hungary, having most of the road terminal stations, where all major 

highways and railways terminate. Budapest's road network is 4500 km long; the roads are divided 

into four road categories: highway, primary main road, secondary main road, and local. The road 

network is primarily made up of rings roads and avenues spreading out from the city center. 

Budapest's public transport consists of four metro lines, 260 bus routes, and 30 tram lines serving 

around five million daily trips [59]. 

The Hungarian EFM (Egységes Forgalmi Modell, Uniform Traffic Model) implemented in the PTV 

Visum software was used to construct the model in this study. EFM model is based on Budapest's 

official macroscopic model created and maintained by the Transport Corporation of Budapest 

BKK (Budapesti Közlekedési Központ, Centre for Budapest Transport). The origin-demand 

matrices in the EFM represent real-life traffic data for Budapest of more than 920 internal zones 

and more than 20 agglomeration zones. The model contains private transport data matrices and 

public transport data matrices. The model consists of more than 30,000 links corresponding to 

the whole road network of Budapest, including main roads, collector roads, and residential 

streets. Figure 2.1 below shows the EFM model. 

Private traffic matrices include three different vehicle categories: Passenger Cars (PC) divided 

into two subcategories, Heavy vehicles class (HV) divided into four subcategories, and bicycles. 

The private transport classes are defined with different Passenger Car Unit (PCU) capacity 

modification factors. PCU reflects how much impact a specific transport mode has on traffic 

variables compared to one regular passenger car. PCU of different vehicles is required to convert 

a mixed traffic stream into a homogeneous equivalent, thereby expressing the mixed traffic flow 

in an equivalent number of passenger cars [2]. Table 2.1 below shows the different vehicle classes 

and attribute PCU factors for each category. 
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Table 2.1. EFM model vehicles categories and PCU values 

Vehicle category Subcategory PCU 

Passenger Cars 
Cars 1.0 

Taxis 1.0 

Heavy Vehicles 

Light 1.0 

Medium 1.4 

Buses & Coaches 1.8 

Heavy 2.5 

Bicycles Bicycles 0.0 

The model's transportation data includes private and public data sets, such as daily traffic 

volume, origin-destination matrices, road speeds, capacities, public transport modes, and routes. 

The model also consists of all road characteristics and allowable modes to use different roads. 

The model is illustrated in Figure 2.1. 

 
Figure 2.1. EFM model (own source) 
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2.4 Private vehicles trip assignment 

Daily trip distribution in the EFM model was performed using the PTV Visum equilibrium 

assignment process. The assignment distributes the trips in several steps according to Wardrop's 

first principle [60]. The equilibrium assignment analyses the vehicle volumes on each link by 

dividing the demand constantly over several iterations. The system then searches for alternative 

routes with lower impedance, where vehicles will be moved to new links to improve network 

operability. The procedure terminates when a balanced state is reached, meaning no more 

vehicles are driven between routes [61]. 

2.5 Methodology 

This study focuses on private transport only. The methodology used to estimate AVs' impact on 

traffic parameters focuses on changing two AV characteristics described below. Four parameters 

were studied;  

1. The daily vehicle traveled distance in kilometers, 

2. The everyday vehicle traveled time in hours, 

3. Total daily delay in hours, 

4. The average network speed in kilometers per hour (km/hr). 

The four parameters were evaluated for different private transport modes. Transportation 

modes involve three passenger cars classes (cars, automated vehicles, and Taxis) and four Heavy 

vehicle classes (Light, Medium, Buses and Coaches, and Heavy). 

Two AV characteristics representations were input in the model to evaluate the impacts of traffic 

parameters. Firstly, AVs penetration is the percentage of Passenger cars class AV daily trips 

compared to the model's total daily trips. Penetrations values vary from a minimum of zero trips 

are made by AVs. All cars are traditional passenger vehicles (0% penetration), to a maximum of 

all daily trips are performed by AVs (100% penetration), where the interval of the investigated 

domain is divided by 10%. 

The second investigated AV characteristic is the value reduction of road saturation, represented 

by the Passenger Car Unit (PCU) capacity modification factor in the Visum EFM model. PCU of 

different vehicles is required to convert a mixed traffic stream into a homogeneous equivalent, 

thereby expressing the mixed traffic flow in an equivalent number of passenger cars [62]. PCU 

reflects how much impact a specific transport mode has on traffic variables compared to one 

regular passenger car. Modifying PCU values for the AV class is structured on the expected 

positive effect of connected AVs on roads capacity and saturation characteristics [63]. The 

saturation reduction is mainly achieved by lower following distance and headway between 

vehicles and other factors such as: 
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• level of automation, 

• V2V and V2I communications, 

• shorter required gap for lane changing, 

• shorter braking reaction time, 

• 360-degree cameras and sensors, 

• shorter walking time, 

• shorter parking time. 

The equilibrium assignment was selected to study how different penetration and PCU 

combinations affect the network. PCU values for the AV class are considered to be 0.50–0.90 with 

0.05 increments and PCU 0.98. The selected values are chosen to cover the expected range of AV 

effect, which improves road capacity and has a large set of data to develop statistical models for 

traffic parameters.  

The calculation process for the selected traffic parameters of the model is evaluated by running 

multiple static equilibrium assignment problems for different scenarios. Each assignment aims to 

choose the best route for each trip with the lowest travel cost. The scenarios vary by keeping the 

AV penetration values external and changing PCU values of the AV class with each simulation run. 

After that, the penetration is changed to the next value and run for each PCU value, penetration 

value starts from 0% penetration to 100% with a 10% increment for the different scenarios. These 

steps will be repeated until all penetration and PCU values are covered with 100 scenarios, 

ensuring an extensive range of analyses.  

2.6 Results 

The simulation outputs and analysis focused on four traffic parameters mentioned before in the 

methodology; the daily vehicle travelled kilometers, the daily vehicle travelled hours, total delay 

for the whole network and mean velocity for passenger cars class for the entire network. The two 

four parameters were classified into two classes for the analysis; Passenger vehicle class and 

heavy vehicle class. 

The results were compared as a reduction percentage from the original simulation or base 

scenario. The base scenario is the model without any assumed AVs implemented in the model 

(AVs penetration equals zero). Table 2.2 shows the travelled distance and travelled time (in 

thousands) for each vehicle type at the base scenario and shows total daily delay and mean 

network speed. Table 2.2 also shows the PCU for each travel vehicle type used for the simulation. 

Table 2.3, 2.4, 2.5, 2.6 below show the results for the studied parameters for the PCU and 

penetration combinations. 
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Table 2.2. EFM Model base scenario’s traffic parameters 

Class Passenger Cars Heavy Vehicles 

Total 
Vehicle type Car Taxi Light Medium 

Buses and 
Coaches 

Heavy 

Travelled Distance 
 ( Hundred Thousands km) 

323.7 616 6069 581 6271 2865 48771 

Travelled Time 
(Thousands hours) 

624.4 14.42 115.41 8.71 123.96 40.85 927.71 

Total daily delay  166053 Hours 

Mean network speed  43.43 km/hour 

 

Table 2.3. The daily vehicle traveled distance in hundred thousands of km for all PCU and 
penetration combination 

 0.98 0.90 0.85 0.80 0.75 0.70 0.65 0.60 0.55 0.50 

0% 487.71 487.71 487.71 487.71 487.71 487.71 487.71 487.71 487.71 487.71 

10% 487.68 487.57 487.50 487.43 487.36 487.30 487.23 487.16 487.10 487.02 

20% 487.57 487.33 487.21 487.06 486.91 486.79 486.64 486.50 486.37 486.23 

30% 487.54 487.21 486.99 486.79 486.57 486.37 486.15 485.94 485.71 485.50 

40% 487.51 487.06 486.79 486.50 486.23 485.93 485.64 485.35 485.07 484.76 

50% 487.48 486.91 486.57 486.23 485.85 485.50 485.14 484.76 484.42 484.13 

60% 487.45 486.79 486.37 485.93 485.50 485.07 484.63 484.25 483.88 483.53 

70% 487.43 486.65 486.15 485.64 485.14 484.63 484.18 483.78 483.34 482.98 

80% 487.40 486.50 485.93 485.35 484.76 484.25 483.78 483.30 482.88 482.51 

90% 487.37 486.37 485.71 485.07 484.42 483.88 483.34 482.88 482.45 482.05 

100% 487.34 486.24 485.50 484.76 484.14 483.54 482.99 482.51 482.06 481.63 
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Table 2.4. Vehicle traveled time in thousands of hours for all PCU and penetration combination 

 0.98 0.90 0.85 0.80 0.75 0.70 0.65 0.60 0.55 0.50 

0% 927.7 927.7 927.7 927.7 927.7 927.7 927.7 927.7 927.7 927.7 

10% 927.6 926.3 925.5 924.7 923.9 923.2 922.4 921.7 920.9 920.0 

20% 927.6 925.0 923.5 921.9 920.3 918.8 917.2 915.7 914.2 912.7 

30% 927.3 923.5 921.2 918.9 916.5 914.3 912.0 909.7 907.5 905.2 

40% 927.1 922.0 918.9 915.8 912.8 909.8 906.8 903.9 900.8 897.9 

50% 926.7 920.4 916.6 912.8 909.0 905.2 901.6 897.9 894.3 890.7 

60% 926.5 918.9 914.4 909.8 905.3 900.8 896.3 892.1 887.8 883.5 

70% 926.0 917.4 912.0 906.7 901.5 896.4 891.3 886.4 881.4 876.7 

80% 925.6 915.7 909.8 903.7 897.9 892.1 886.3 880.8 875.2 869.8 

90% 925.1 914.0 907.3 900.5 894.0 887.5 881.1 875.1 868.8 863.0 

100% 924.7 912.5 905.0 897.6 890.4 883.3 876.5 869.7 863.1 856.3 
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Table 2.5. Total daily delay in hours for all PCU and penetration combination 

 0.98 0.90 0.85 0.80 0.75 0.70 0.65 0.60 0.55 0.50 

0% 166.1 166.1 166.1 166.1 166.1 166.1 166.1 166.1 166.1 166.1 

10% 166.3 165.2 164.5 163.8 163.1 162.4 161.7 161.1 160.4 159.8 

20% 166.0 163.8 162.5 161.1 159.8 158.4 157.1 155.8 154.2 153.1 

30% 165.8 162.5 160.5 158.4 156.4 154.4 152.4 150.4 148.5 146.5 

40% 165.5 161.1 158.4 155.8 153.1 150.5 147.8 145.2 142.6 140.1 

50% 165.2 159.8 156.4 153.1 149.8 146.5 143.3 140.1 136.9 133.7 

60% 165.0 158.4 154.4 150.5 146.5 142.6 138.8 135.0 131.2 127.5 

70% 164.7 157.1 152.4 147.8 143.3 138.8 134.3 126.6 125.6 121.3 

80% 164.4 155.8 150.5 145.2 140.1 135.0 130.0 125.0 120.0 115.1 

90% 164.1 154.4 148.5 142.6 136.9 131.2 125.6 120.0 114.5 164.1 

100% 163.8 153.1 146.5 140.1 133.8 127.5 121.3 115.2 109.2 103.2 
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Table 2.6.The average network speed in km/hr for all PCU and penetration combination 

 0.98 0.90 0.85 0.80 0.75 0.70 0.65 0.60 0.55 0.50 

0% 43.43 43.43 43.43 43.43 43.43 43.43 43.43 43.43 43.43 43.43 

10% 43.43 43.46 43.48 43.50 43.52 43.53 43.55 43.57 43.59 43.61 

20% 43.44 43.48 43.53 43.57 43.61 43.64 43.68 43.71 43.75 43.78 

30% 43.45 43.53 43.59 43.64 43.69 43.75 43.80 43.85 43.91 43.96 

40% 43.45 43.57 43.64 43.71 43.78 43.85 43.97 44.00 44.07 44.14 

50% 43.46 43.61 43.69 43.78 43.87 43.96 44.05 44.14 44.23 44.32 

60% 43.47 43.64 43.75 43.86 43.96 44.07 44.18 44.28 44.39 44.50 

70% 43.48 43.68 43.80 43.93 44.05 44.18 44.30 44.43 44.55 44.67 

80% 43.48 43.71 43.86 44.00 44.14 44.28 44.43 44.57 44.71 44.85 

90% 43.49 43.75 43.91 44.07 44.23 44.39 44.55 44.71 44.87 45.02 

100% 43.50 43.78 43.96 44.14 44.32 44.50 44.67 44.85 45.02 45.20 

 

2.7 Analysis  

2.7.1 Impact on Traffic Parameters  

The proposed methodology of connecting AVs in the network at different PCUs and penetrations 

for the same number of daily trips has reduced daily traveled hours and daily traveled km for the 

passenger car class. The outputs vary from small reductions at lower PCU and penetration values 

(111 saved traveled hours and 926,5 saved traveled km at 0.98 PCU and 10% AVs penetration) to 

much more significant reductions at higher PCU and penetration values (537,00 saved traveled 

hours and 530,186 saved traveled km at 0.50 PCU and 100% AVs penetration). The second class 

investigated is a heavy vehicle with four different categories. It is found that there was a 

marginally slight improvement in the network traffic parameters even though no modifications 

were changed added for any heavy vehicle parameters in any simulations. This shows that AVs' 

spread in the network improves the network's operation for all traffic flow and all vehicle classes 

(40 saved traveled hours and 2855 saved traveled km at 0.98 PCU and 10% AVs penetration), and 

higher reductions were witnessed at higher PCU and penetration values (176, 65 saved traveled 
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hours &and 778, 42 saved traveled km at 0.50 PCU and 100% AVs penetration).  Figures 2.2, 2.3, 

2.4, and 2.5 give a better illustration of the improvement of the network operations by presenting 

the reduction percentage of traveled hours and km for both passenger car and heavy vehicle 

classes, respectively. Reduction of traveled time varies from 0.02% to 8.41% for passenger cars 

and from 0.01% to 6.11% for heavy vehicles. As for traveled km, it varies from 0.03% to 1.61% 

and from 0.02% to 0.49% for passenger car and heavy vehicle classes, respectively. 

 
Figure 2.2. Reduction % in the traveled distance for passenger car class (own source) 

 
Figure 2.3. Reduction % in traveled time for passenger car class (own source) 
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Figure 2.4. Reduction % in the traveled distance for heavy vehicle class (own source) 

 
Figure 2.5. Reduction % in traveled time for heavy vehicle class (own source) 

AVs spread in the traffic flow have also reduced total daily delay significantly of the whole 

network model, reaching a reduction of 62881 hours for 100% AV penetration and 0.5 PCU equal 

to 37.87% of base scenario delay. Implementation of AVs with different factors has also increased 

mean network speed 4.08%, reaching 45.20 km/hr compared to 43.43 km/hr of base scenario. 

The results for both delay and speed are shown in figures 2.6 and figure 2.7, respectively.  
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Figure 2.6. Reduction % in total delay for different AV penetration and PCU (own source) 

 
Figure 2.7. Increase percentage in mean network's speed for different AV penetration and PCU 

(own source) 
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2.7.2 Estimating the effect of AVs on macroscopic model parameters 

The second part of the analysis is to develop different models for the four chosen traffic 

parameters in the study. Multilinear regression was used to develop the models. Penetration and 

PCU values are the model's independent variables, and traffic parameter improvements are the 

dependent variable. The six developed models are shown below, with the estimated R squared 

for each model. Table 2.7 shows p-values associated with each parameter estimation. All models 

indicate that PCU has a more significant impact on the impact percentage. AV penetration has a 

direct relationship, and PCU has an inverse relationship with the dependent variables.  

𝑃𝐶 ℎ𝑟 % =  0.0447𝐴𝑉 − 0.0917𝑃𝐶𝑈 + 0.0683                      R2 = 0.86 (1) 

𝑃𝐶 𝑘𝑚 % =  0.0094AV − 0.0188PCU + 0.0144                     R2 = 0.88 (2) 

𝐻𝑉 ℎ𝑟 % =  0.0326AV − 0.0667PCU + 0.0498                      R2 = 0.86 (3) 

𝐻𝑉 𝑘𝑚 % =  0.0240AV − 0.0049PCU + 0.0037                     R2 = 0.83 (4) 

𝐷𝑒𝑙𝑎𝑦 % =  0.2082AV − 0.4127PCU + 0.3066                      R2 = 0.87 (5) 

𝑆𝑝𝑒𝑒𝑑 % =  0.0201AV − 0.0436PCU + 0.0323                      R2 = 0.82 (6) 

 

Where: 

PC hr %: Reduction percentage in daily traveled hour for passenger car class. 

PC km %: Reduction percentage in daily traveled kilometres for passenger car class. 

HV hr %: Reduction percentage in daily travelled hour for heavy vehicle class. 

HV km %: Reduction percentage in daily travelled kilometers for heavy vehicle class. 

Delay %: Reduction percentage in the total delay of the whole network.  

Speed %: Increase percentage in whole network speed.  

AV: Automated vehicles penetration percentage. 

PCU: Assumed passenger car unit of automated vehicles. 
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Table 2.7. P-values associated with each parameter of the six statistical models 

Parameter PCU AV 

PC traveled distance 2.28E-34 2.84E-33 

PC traveled time 7.37E-33 2.73E-31 

HV traveled distance 2.97E-29 6.3E-28 

HV traveled time 9.15E-33 3.7E-31 

Delay 1.78E-32 7.88E-31 

Speed 7.66E-32 2.53E-30 

 

2.8 Conclusion 

In this chapter, I estimated, the expected change in traffic operations caused by the spread of 

AVs at different penetration levels in a network. The investigation focuses on finding the 

difference in traveled time, distance, delay, and network mean speed by assuming different PCU 

for AVs. The automation level's adopted changes are explained by the automation level, resulting 

in more smooth driving, communication between vehicles and infrastructures, and other aspects. 

The findings show improvement in the network operations for both investigated vehicle classes 

for the same daily trips. The gain increases with increasing AV penetration and lower assumed 

PCU for AVs. The simulation scenarios show a higher percentage of reduced traveled daily hours 

than traveled distance estimated by 8.41% and 1.61%, respectively, at higher PCU and AVs 

penetration for the passenger car class. The improvement is caused by more intelligent trip 

distribution in the network, resulting in lower trip travel time, but more investigation is to be 

performed in the future. 

Another finding is that even though the PCU was only changed for the conventional car category 

and penetration was only taken as part of the passenger car class, there was a slight improvement 

in heavy vehicle class operation. Heavy vehicle class emissions were estimated to be reduced by 

6.11% for traveled time and 0.49% for traveled distance for heavy vehicle class, which shows that 

the spread of AVs will cause an improvement in the traffic network as a whole and not only for 

the AVs. 

AVs significantly impacted the whole network's total delay by a 37.87% reduction and increasing 

average speed by 4.08%. The final part of the article was to develop six models of the six traffic 
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parameters. The models gave the percentage of reduction or increase of each parameter for 

different PCU and AV penetration values. 

2.9 Thesis 

  

Related publications to this chapter: [64]   
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Chapter 3 

Autonomous Vehicles Impact on Road 

Greenhouse Emissions on a Macroscopic 

Level 

 

3.1 Short summary 

This chapter studies the effect of automated vehicles' implementation on transport system 

emission from a macroscopic point of view. The chapter considers several scenarios differing in 

passenger car unit (PCU) and the penetration share percent of AVs in the system using PTV Visum 

software. The study presents that AVs reduce total emission by both the effect of smooth driving 

of each automated vehicle independently and reduction in the emission caused by the spread of 

automated vehicles in the network. Furthermore, beyond considering the effect of different PCU 

values and penetration levels, the developed model takes into account three different types of 

emissions and seven different vehicle classes.  
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3.2 Introduction  

It is estimated that the total CO2 equivalent GHG emission increased from 22.5 gigatonnes to 50.9 

gigatons between 1990 and 2018, with a 1.3% average yearly growth [65]. Nitrogen Oxide gases 

are formed from the reaction between nitrogen and oxygen during the burning of fuel. The 

emission of NOx gases can result in smog and acid rain, strongly related to health effects. 

Particulate matters (PM) involve minuscular solid and fluid particles that can be inhaled, resulting 

in severe health issues for living beings. 

The transportation sector is one of the major energy-consuming sectors responsible for 27% of 

global primary energy demand and is responsible for 14% of greenhouse emissions [66]. It has to 

be mentioned as well that 95% of the world's transportation energy comes from petroleum-

based fuels, largely gasoline and diesel [67]. Road transport gives 72.8% of the total emission of 

the transportation sector [68]. Road transport is responsible for 39% of Nitrogen Oxides emissions 

and 11% of fine PM2.5   emissions in Europe [69]. The idea of AVs appeared in the 20s of the 20th 

century; the first driverless vehicle was introduced in 1921 at an airbase in Ohio, which was only 

a remotely controlled vehicle. This idea becomes more and more realistic and feasible over the 

years until it reaches the fully automated transport systems concepts. However, parallel with 

these, numerous questions have emerged concerning the issues and challenges related to the 

future automated transport systems. Generally, the difference between automated and 

autonomous vehicles is the degree of human interaction. An autonomous vehicle decides the 

destination and what route to take; however, the automated vehicle would follow destination 

and route orders and then drive itself. 

Iacobucci and others have presented an up-to-date modeling framework to analyze a connected 

and automated vehicle system's economic and financial sustainability. The investigation has 

shown that an automated vehicle in the analyzed Tokyo model can replace 7-10 vehicles [70]. 

Barth and Boriboonsomsin's study proves that the eco-driving concept can reduce fuel 

consumption by 10-20%, where properly programmed automated vehicles will be able to fully 

operate in accordance with the principles of eco-driving [71]. Studies conducted in the USA 

indicate that on motorways with an automated vehicle share of 90% of the total traffic, fuel 

consumption can be decreased by 25%, and delays can be decreased by 60% [72]. Concerning the 

positive effects of automated vehicles on emissions, initial estimates related to GHG emissions 

can expect slight increases to 80% reductions [73]. The estimated changes in emission level are 

mainly assumed to be affected by the following key factors: level of automation, the share of 

implementation, the type of automated vehicles, and behavioral responses. According to the 

related SAE (Society of Automotive Engineers) level of Automation standard [10], automation as 

mentioned in chapter 1 is classified into six levels;(0: No Automation, 1: Hands-on, 2: Hands off, 

3: Eyes off, 4: Mind off, 5: Steering wheel optional). Potential energy consumption and GHG 
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emission reduction are expected to be achieved through the positive factors of congestion 

mitigation and efficient routing caused by automated vehicles. On the other hand, these factors 

can also support the safety improvement of the system. Automated eco-driving is another crucial 

factor in more efficient operation, less braking, and efficiently controlled acceleration and 

deceleration[39]. 

AVs will also operate in a smoother driving mode, which will expectedly result in reduced 

acceleration values, reducing the acceleration time from 0 to 60 mph by 1% can increase fuel 

consumption per distance unit by 0.44%. For this reason, instead of increasing the engine power 

and acceleration, it would be advisable to reduce fuel consumption [74] [75]. 

AVs will be able to be operated with a reduced following distance. As proved by Japanese 

research where three loaded lorries were platooned at a speed of 80 km/hour in case of 4 m 

following distance, the fuel consumption reduction in the case of the first lorry achieved 8%, for 

the second lorry the reduction achieved the 23%, and for the last lorry fuel consumption 

reduction was 16% [76]. In light of these, the fuel consumption reduction caused by AVs will 

expectedly reduce future greenhouse emissions. 

This chapter aims to study the effect of automated vehicles on a macroscopic level concerning 

CO2, NOx, and PM2.5 emissions related to the transport sector. The effect is evaluated without 

considering significant fuel consumption reduction caused by technology development. The 

reason for this is the highlighted purpose of the chapter, which intends to minimise the 

probability of overestimating positive effects. Therefore, a conservative estimation concept is 

applied during the research to determine if even automated vehicles consume the same amount 

of fuel without considering the possibility of an electrified vehicle fleet or the savings derived 

from the more efficiently organised transportation processes, especially considering junctions 

crossings. The chapter also investigates several scenarios differentiated by the considered 

parameters (PCU, penetration). 

Furthermore, it aims to define the estimation model of the analysed emission categories with 

regard to the considered mobile parameters. This output makes it possible to provide an 

estimation framework depending on the combination of the considered model parameters. This 

concept allows us to predict the expected effects of certain interventions influencing the 

considered automated vehicle-related model parameters of the evaluated transport systems. 

3.3 Road transport emissions 

Vehicular emission models calculate the level of emissions for different pollutants. The models 

depend on several factors; such as emission factor, fuel consumption, average speed, volume, 

and traffic composition [77]. Emissions factor models use simple calculations for determining 
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emissions levels. They use a mean calculated emission factor for a specific class of vehicles for a 

particular type of road [78]. Average speed models are built on speed-emission functions. These 

functions are calculated by measuring emission rates over several trips with different speeds [79]. 

Average speed models are regularly used in measuring emission inventories on a road network 

scale [77]. 

Traffic emission models depend on the average traffic volume and the traffic composition 

(vehicle categories). Traffic models calculate emissions in terms of the mass of pollutants 

produced per vehicle distance of fuel and are usually used in regional and national emission 

estimations [78]. As described before, the model used for the study is the city of Budapest. Since 

traffic volumes and vehicle categories are the primary inputs, the traffic emission model is used 

for emissions calculations.  

European Environment Agency (EEA) air pollutant emission inventory guidebook [80]. It provides 

expert guidance on how to compile an atmospheric emissions inventory. The guidebook uses 

three different tiers depending on the types of data available to calculate road traffic emissions: 

Tier 1: 

Algorithm for calculating the general exhaust emissions is:  

𝑬𝒊  =  𝚺𝒋 (𝚺𝒎 (𝑭𝑪𝒋,𝒎  ×  𝚺 𝑬𝑭𝒊,𝒋,𝒎)) 

Where: 

Ei = Emission of pollutant i [g], 

FCj,m = Fuel consumption of vehicle category j using fuel m [kg], 

EFi,j,m = Fuel consumption-specific emission factor of pollutant i for vehicle category j 

and fuel m [g/kg]. 

 

The equation considers different vehicle classes (PC. LCV, HDV, and L-category vehicles), which 

require fuel consumption/sales statistics to be split by vehicle classes.  

Tier 1 approach requires related fuel data; volumes of fuel sold for road transport use and the 

sales volumes are separate among the four vehicle classes). This means the sum of each type of 

fuel sold is equal to the sum of the fuel consumed by the four different classes. 

 𝑭𝑪𝒎  =  𝚺𝒋(𝑭𝑪𝒋,𝒎) 

Tier 2: 
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The Tier 2 methodology subdivides the four main vehicle classes into sub-classes with different 

emissions standards and into other technologies k according to emission control laws. Tier 2 uses 

the kilometers traveled for each vehicle subclass divided by the emission factor for each subclass. 

𝑬𝒊,𝒋  =  𝜮𝒌 (< 𝑴𝒋,𝒌 > ×   𝚺𝑬𝑭𝒊,𝒋,𝒌) 

Or 

𝑬𝒊,𝒋  =  𝜮𝒌 (𝑵𝒋,𝒌 × 𝑴𝒋,𝒌  ×  𝑬𝑭𝒊,𝒋,𝒌) 

Where  

<Mj,k> = Total annual distance driven by all vehicles of category j and technology k [veh-

km], 

EFi,j,k = Technology-specific emission factor of pollutant i for vehicle category j and 

technology k [g/veh-km], 

Mj,k = Average annual distance driven per vehicle of category j and technology k 

[km/veh], 

Nj,k = Number of vehicles in nation's fleet of category j and technology 

 

Tier 2 traffic data are usually available from the national statistics offices of each country. 

International statistical organizations also provide such data.  

Tier 3: 

In Tier 3 methodology, emissions are calculated using a combination of fixed technical data and 

activity data. The process is to estimate the summation of hot emissions and cold emissions. Hot 

emissions are pollutants that emit when the engine is operating at an average temperature. Cold 

emissions are pollutants that emit the warming up of the engine. Calculation of cold emissions is 

essential since the emissions concentration of some pollutants is much higher during the 

warming up phase. 

𝑬𝑻𝑶𝑻𝑨𝑳 =  𝑬𝑯𝑶𝑻 +  𝑬𝑪𝑶𝑳𝑫 

Where: 

ETOTAL = Total emissions (g) of any pollutant for the spatial and temporal resolution of 
the application, 

EHOT = Emissions (g) during stabilized (hot) engine operation, 

ECOLD = Emissions (g) during transient thermal engine operation (cold start). 
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The different equation to calculate emissions is to consider driving conditions of the road type as 

shown in the equation below; Where EURBAN, ERURAL, and EHIGHWAY are the total emissions in grams 

of any pollutant for the particular driving conditions. 

𝑬𝑻𝑶𝑻𝑨𝑳  =  𝑬𝑼𝑹𝑩𝑨𝑵  +  𝑬𝑹𝑼𝑹𝑨𝑳  +  𝑬𝑯𝑰𝑮𝑯𝑾𝑨𝒀  

Hot emissions depend on several factors (distance traveled, speed, vehicle age, power, and 

weight of engine). 

𝑬𝑯𝑶𝑻:𝒊,𝒌,𝒓  =  𝑵𝒌  ×  𝑴𝒌,𝒓  ×  𝒆𝑯𝑶𝑻:𝒊,𝒌,𝒓 

𝒆𝑯𝑶𝑻:𝒊,𝒌,𝒓  =  ∫ 𝒆(𝑽) × 𝒇𝒌,𝒓 (𝑽)] 𝒅𝑽 

Where: 

EHOT; i, k, r = Hot exhaust emissions of the pollutant i [g], produced in the period concerned 
by vehicles of technology k driven on roads of type r, 

Nk = Number of vehicles [veh] of technology k in operation in the period concerned 

Mk,r = Mileage per vehicle [km/veh] driven on roads of type r by vehicles of 
technology k, 

EHoT; i, k, r = Emission factor in [g/km] for pollutant i, relevant for the vehicle technology k, 
operated on roads of type r. 

V = Total emissions (g) of any pollutant for the spatial and temporal resolution of the 
application, 

e (V) = Emissions (g) during stabilized (hot) engine operation, 

Fk,r (V) = Emissions (g) during transient thermal engine operation (cold start). 

 

Cold emissions are calculated as an additional emission over the expected emissions of warmed-

up hot engines. For the calculation, a factor is applied to the driven vehicle mileage in the cold 

engine condition. The factor is affected by the climate and temperature conditions and the time 

required to warm up the vehicle. The equation below is used to calculate cold emissions. 

𝑬𝑪𝑶𝑳𝑫:𝒊,𝒋  =  𝜷𝒊,𝒌  ×  𝑵𝒌  ×  𝑴𝒌  ×  𝒆𝑯𝑶𝑻:𝒊,𝒌  ×  (𝒆𝒄𝒐𝒍𝒅/ 𝒆𝑯𝑶𝑻|𝒊, 𝒌 −  𝟏)  

Where:  

ECOLD; i, k = Cold-start emissions of pollutant i (for the reference year), produced by 
vehicle technology k, 

β i,k = Fraction of mileage driven with a cold engine or the catalyst operated below 
the 
light-off temperature for pollutant i and vehicle technology k, 
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N.K. = number of vehicles [veh] of technology k in circulation, 

M.K. = Total mileage per vehicle [km/veh] in vehicle technology k,. 

e HOT: i, k = Hot emission factor for pollutant i and vehicles of k technology,, 

eCOLD / eHOT|i,k = Emissions (g) during stabilized (hot) engine operation, 

 

3.4 Methodology 

The Hungarian EFM model is also chosen to achieve the proposed aims. The methodology also 

considers the use of PCU and AVs penetration to study the different impacts of A.V.s on road 

traffic emissions. Penetration values vary from minimum 0% penetration (all cars are traditional 

passenger vehicles) to maximum 100% penetration (all cars are automated vehicles). The 

complete interval of the investigated domain is divided equidistantly by 10% steps. PCU values 

are considered to be 0.50, 0.55, 0.60, 0.65, 0.70, 0.75, 0.80, 0.85, 0.90, and 0.98 for AV [39]. 

The assignment of car trips onto the transport model method's network helps us estimate any 

journey-related information such as travel time and distance, speed, and delay. The next step is 

to evaluate transport emissions for each mode in the different scenarios using the calculated 

travel distance. As mentioned previously, emission level is estimated in the case of the following 

gas: Carbon Dioxide (CO2), Nitrogen Oxides (NOx: NO2 and NO) given as NO2 equivalent, and 

Particular Matter (PM= PM2.5) [81][82]. The framework starts by choosing a scenario by fixing the 

penetration percentage of AV value (ranging from 0% - 100%) and changing the PCU unit of AVs 

(from 0.5 – 0.98 with 0.05 increment). Traffic assignment is performed for the scenario and 

emissions are calculated from the travelled distances for passenger car and heavy vehicle classes. 

After calculating the emission for all PCU values for the chosen penetration, the penetration is 

increased to the next value until 100% penetration is achieved. Figure 3.1 below show the 

framework of the selected methodology. 



 

31 

 

 
Figure 3.1. Methodology framework for GHG calculations (own source) 

The emissions unit factors for AV in Table 3.1 were calculated using anticipated emissions 

reductions factors of smoother driving by AV; 19.09% for PM2.5, 15.51% for NOx, and 6.55% for 

CO2 [83]. The reduction factors were used on the EEA CAR emissions factors [81]. 

Table 3.1. Private Transport Modes emissions factors 

Mode 
Carbon Dioxide 

CO2 
g/Km 

Nitrogen Dioxide 
NOx 

g/Km 

Particular Matter 
PM2.5 
g/Km 

Automated vehicle 207.30 0.516 0.0017 

Car 221.83 0.611 0.0021 

Light  237.675 1.030 0.0783 

Medium  253.52 1.193 0.1220 

Buses & Coaches  1584.5 6.500 0.0100 

Heavy 760.56 8.010 0.2260 

Taxi 221.83 0.611 0.0021 
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The result of the PCU and penetration scenarios for each considered emission (CO2, NOx, and 

PM2.5) has been analyzed for both passenger cars and heavy vehicles. Since a reasonably complex 

relationship structure can characterize the analyzed data, the nonlinear regression analysis was 

chosen to find the best model. In general, the statistical analysis of nonlinear regression function 

'f' relates a vector x (independent variables) and y (dependent variable) using components of the 

vector of parameters β, which is nonlinear to function f; 

y ~ f{x,β) 

TableCurve 3D has been used to identify the proper estimation model, which can provide a more 

efficient estimation concerning emission reduction compared to the other investigated 

functions. TableCurve 3D software uses a vast collection of linear and nonlinear models; linear 

equations, Polynomial and rational functions, logarithmic and exponential functions, nonlinear 

peak functions, nonlinear transition functions, and nonlinear exponential and power equations. 

Nonlinear exponential and power regression were used in TableCurve 3D software to find the 

best-fitted surface for the three factors; penetration, PCU, and emission reduction. They were 

chosen since they gave the minor statistical errors, shown in the values of 'R2' calculated for each 

developed model. 

3.5 Results & analysis  

3.5.1 Baseline Emissions and attributes 

There have been no automated vehicles considered in the model in the baseline scenario. 

Accordingly, the baseline emission values are the reference point for the evaluation focusing on 

the effect of automated vehicles. Table 3.2 presents the baseline emission values. 

Table 3.2. EFM model baseline emissions 

Emission CO2 NOx PM 

Unit Metric Ton Kilogram Kilogram 

Car 7180 19777 67.97 

Taxi 137 377 1.3 

Light 1446 6268 477 

Medium 148 695 71.1 

Buses & Coaches 9964 40875 62.9 

Heavy 2185 23015 649 

Total 21060 91007 1329 
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3.5.2 Passenger car emissions 

Figures 3.2, 3.3, and 3.4 represent the model's calculated output values (generated from the 

combination of the different PCU and penetration values) and the fitted function concerning 

passenger cars' relative emission reduction factors for CO2, NOx, and PM2.5, respectively. The 

three figures also represent the best-fitted surface developed for the three emissions. CO2 

reduction varies from a minimum of 0.65% to a maximum of 7.93% reduction. NOx varies from a 

minimum of 1.53% to a maximum of 16.59%, and PM2.5 varies from a minimum of 1.89% to a 

maximum of 20.04% reduction. 

 

(a)                                                                                 (b)  

Figure 3.2. Carbon Dioxide emissions of passenger cars: (a) passenger cars' CO2 relative 
emission reduction; (b) Best fit surface model for passenger cars' CO2 emission reduction 

(own source) 
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(a)                                                                                 (b) 
Figure 3.3 Nitrogen Oxide emissions of passenger cars: (a) passenger cars' NOx relative 

emission reduction; (b) Best fit surface model for passenger cars' NOx emissions reduction 
(own source) 

 

(a)                                                                                 (b)  

Figure 03.4. Fine Particulate Matter emissions of passenger cars: (a) passenger cars PM 2.5 ' 
relative emission reduction; (b) Best fit surface model for passenger cars PM2.5 emission 

reduction (own source) 

 

The developed model for the best-fitted surface for the relative passenger cars emission 

reduction presented in figures 3.2, 3.3, and 3.4 are represented in Equations 1, 2, and 3 regarding 

CO2, NOx, and PM2.5. The value of the R2 statistics measure is 96.7% for CO2, 96.4% for NOx, and 

92.8% for PM2.5. 
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PC CO2 Relative Emission Reduction % 

=  e 0.423 + 0.93X2 − 2.27X2.5 + 1.08X3 − 0.014√YlnY + 0.14(lnY)2 − (
2.84
lnY

), 
PC NOx Relative Emission Reduction% 

=  e
1.072 – 0.16XlnX − 0.086√𝑋 lnX + 0.14 (lnY)2  − 0.086√𝑌  − (

3.41

√Y
)
, 

PC PM2.5 Relative Emission Reduction% =

 e−17.43 – 0.81X + 7.60 lnY – 0.60X2 + 0.011(lnY)2 – 0.0025X lnY,                                    

Where: 

X: PCU factor 

Y: Penetration in percentage 

3.5.3 Heavy vehicles emissions 

Since four different heavy vehicle categories have been differentiated in the model, and the 

passenger car-related input parameters and the heavy vehicle-related output parameters are 

proved to be related in a completely different way in case of the other emission factors, the 

relative reduction for all three emissions has been separately investigated in the specific 

scenarios. 

Emissions of heavy vehicles are calculated for each scenario to investigate if the penetration of 

automated vehicles influences other vehicle classes through the network as well or not also. 

Figures 6, 7, and 8 illustrate the change in CO2, NOx, and PM2.5  and the best model for each in 

the case of the heavy vehicle class. CO2 varies from a minimum of 0.29% to a maximum of 0.63% 

reduction. NOx varies from a minimum of 0.29% to a maximum of 0.60%, and PM2.5  varies from 

a minimum of 0.30% to a maximum of 0.77% reduction.  
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(a)                                     (b) 

Figure 3.5. Carbon Dioxide emissions of heavy vehicles: (a) Heavy vehicles CO2 relative 
emission reduction; (b) Best fit surface model for Heavy vehicles CO2 emission 

reduction (own source) 

 
 

 

 

 

(a)                                                                                                      (b) 

 

Figure 3.6. Nitrogen Oxide emissions of heavy vehicles: (a) Heavy vehicles NOx relative 
emission reduction; (b) Best fit surface model for Heavy vehicles NOx emission 

reduction (own source) 
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(a)                                     (b) 

Figure 3.7. Fine Particulate Matter emissions of heavy vehicles: (a) Heavy vehicles PM2.5 
relative emission reduction; (b) Best fit surface model for Heavy vehicles PM2.5 

emission reduction (own source) 

 

Equations 3.5, 3.6, and 3.7 represent the estimation model of relative emissions reduction 

concerning CO2, NOx, and PM2.5  in the case of heavy vehicle class. The value of the R2 statistics 

measure is 82.3% for CO2, 81.2% for NOx, and 85.9% for PM2.5. 

HV CO2 Relative Emission Reduction% =  − 0.2221 +  0.6468(e−X) +  0.03761√𝑌, 

HV NOx Relative Emission Reduction% =  − 0.2019 +  0.6071(e−X) +  0.03631√Y, 

HV PM2.5 Relative Emission Reduction% =  0.741 −  0.7772√X +  0.0459√Y 

Where: 

 X: PCU factor 

 Y: Penetration in percentage 

3.6 Discussion 

The appearance of AVs on the network with different penetration levels affected several traffic 

key factors; traveled distance, traveled time, speed, and delay.  The adopted methodology 

predicted the percentage of reduction in three GHG emissions resulting from the decrease in 

total traveled kilometers only. Road transport emissions reduction resulted from replacing 

conventional cars with AVs is mainly because of smoother driving of AVs However, the result 
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showed that the spread of AVs in the whole network resulted in an additional decrease in 

emissions. The improvement in emissions reduction can be primarily demonstrated in the 100% 

penetration scenarios where all three emissions reductions are higher than the expected 

reduction from the smoother driving factor alone. Although it is a relatively small effect, even by 

ignoring the factor of efficiency improvement effect of automated transport modes or the 

electrified vehicle fleet, there will be a positive effect in reducing environmental effects [84–89]. 

The additional improvement can be shown by comparing CO2 7.93%, NOx 16.59%, and PM2.5 

20.04% reduction results with Liu et al. finding of 6.55% for CO2, 15.51% NOx, and 19.09% for 

PM2.5[83]. 

The results also validate that AV presence affects the emission of other vehicle classes, even if 

only marginally. The impact on other vehicle categories may be explained by reducing congestion, 

travel time, and travel distances in a more efficient road network caused by AVs spread.  

Automobile manufacturers have invested significant resources in AV technology development; 

however, studies of the expected impacts of AVs on the transportation system are minimal. The 

developed estimation models for the selected emission factors will assist stakeholders in 

predicting future road transport effects for various AV penetration rates. The findings may help 

authorities, and decision-makers better understand the opportunities of AVs in reducing GHG 

emissions and mitigating global warming. 

While my main interest of the chapter is to study the impact of AVs on GHG emissions, various 

externalities may also be important. AVs will increase the demand on sensors, cameras, chips 

and batteries. The manufacture, maintenance and dismantling of the increase demand will have 

an increasing negative demand on the environment. At the same time smaller and lighter cars 

and lower vehicles damaged in collisions, may require less energy to manufacture and disposal 

process [90]. On-demand mobility services and self-parking AVs may also reduce the amount of 

energy used to construct parking spaces. According to the GREET 2 lifecycle model from Argonne 

National Laboratory, 90% of the lifecycle energy use of a light-duty vehicle is associated with fuel 

production and use.  The manufacturing, assembly, disposal, and recycling of a conventional 

vehicle consumes roughly 100 Gigajoules of energy each year. Each year, around 3 million 

vehicles in the United States are deemed total losses. Even if no vehicles were declared total 

losses, the annual production and disposal energy saved would be just around 1.4 percent of 

annual on-road gasoline consumption[91].  

The estimation of the negative impact of AVs components production and lifecycle compared to 

the positive impact of production of smaller vehicles, lower destroyed vehicles due to accidents 

and other factors is more of a complicated investigation, which requires more attention. 
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AVs will require a high degree of internet use, in which every byte of mobile internet usage is 

polluting because of the power consumption. Aslan and other literature review research of 

reviewed 14 previous research on the data power consumption, coming to the conclusion that a 

realistic estimate for electricity consumed to transfer data over the internet in 2015 was 0.06 

kilowatt hours per 1 gigabyte (kWh/Gb)[92].  The Law Commission’s highlighted many areas for 

AVs data considerations, showing in their recent consultation paper that some autonomous 

vehicles can generate 1 Terabytes of data per hour [93] . And by assuming the rapid development 

of a more green and eco-friendly data centers, where electricity generated over the footprint of 

solar panels is 6g CO2/kWh and wind is 4g CO2/kWh [94].   

For a fully AVs and 100% penetration level the amount of daily reduction in CO2 for both 

passenger class and heavy vehicle class is about 672 tons of CO2. The amount of daily CO2 

emission generated from AVs data usage, calculated using the daily travelled time in hours for 

AVs and one Terabytes of data per hour, is about 137 tons of CO2. The results give a more 

realization to the positive impact of AVs on the environment. 

3.7 Conclusion 

This chapter investigates the estimated emissions values of CO2, NOx, and PM2.5 assuming the 

spread of automated vehicles in a macroscopic model framework. The analysis has studied the 

real urban framework of the Budapest EFM model using Visum software. Automated vehicles 

have only been considered for the class of passenger cars (automated vehicles) where several 

scenarios have been evaluated; the scenarios differ in assumed PCU of AV and AV penetration 

compared to the total number of passenger cars used in the model. The results have been 

classified into two classes;  

firstly, passenger cars class has been evaluated, where the relative reduction in emission varies; 

• CO2 reduction varies from a minimum of 0.65% to a maximum of 7.93%,  

• NOx varies from a minimum of 1.53% to a maximum of 16.59%,  

• and PM2.5 varies from a minimum of 1.89% to a maximum of 20.04% reduction. 

The reduction is due to smoother operation of automated vehicles and the deployment of 

automated vehicle fleets in the transportation network at various penetration levels. (Lower 

travelled distance in the whole network). 

The second class is heavy vehicles where; 

• CO2 emission reduction varies from 0.29% to 0.63%, 

• NOx emission reduction varies from 0.29% to 0.60%, 

• and PM2.5 emission reduction varies from 0.30% to 0.77%.  
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This result shows that the emission values of other vehicle classes using the network are also 

slightly affected by the spread of automated vehicles. 

The final part of the chapter introduces the developed estimation models applicable to predict 

the relative emission reduction for both passenger car class and heavy vehicle class. The applied 

explanatory variables of the model are the PCU of automated vehicles and the penetration of 

automated vehicles. The R2 values for the passenger car class are 96.7% for CO2, 96.4% for NOx, 

and 92.8% for PM2.5, while the R2 values for the heavy vehicle class are 82.3% for CO2, 81.2% for 

NOx, and 85.9% for the PM2.5 model. The developed models can be a helpful tool for future 

stakeholders and decision-makers to have a deeper understanding of AVs’ future role in the road 

transportation system. The results can also provide local governments with a valuable 

opportunity to address their road transportation-related environmental issues. 

3.8 Thesis 

 
Related publications to this chapter: [ 9 5 ]  
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Chapter 4 

Emissions Model Combining Autonomous 

Vehicles with Park and Ride and Electric 

Vehicle Transportation Policies 

4.1. Short summary 

Several transport policies reduce pollution levels caused by private vehicles by introducing 

autonomous or electric vehicles and encouraging mode shift from private to public transport 

through park and ride (P&R) facilities. However, combining the policies of introducing 

autonomous vehicles with the implementation of electric vehicles and using the P&R system 

could amplify the decrease of transport sector emissions. The COPERT software has been used 

to calculate the emissions. This article aims to study these policies and determine which 

combinations can better reduce pollution. The result shows that each combination of 

autonomous vehicles reduces pollution to different degrees. In conclusion, the shift to more 

sustainable transport modes through autonomous electric vehicles and P&R systems reduces 

pollution in the urban environment to a higher percentage. In contrast, the combination of 

autonomous vehicles has lower emission reduction but is easier to implement with the currently 

available infrastructure. 
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4.2. Introduction  

Transport policies promoting intermodal mobility from private cars to public transport, aims to 

decreases pollutant gases and congestion by reducing private car trips to the city center [96]. Park 

and ride (P&R) system helps private car users drive a certain distance, park their private vehicles, 

and travel to the city center via public transport [97]. Thus, the P&R system is a modal interchange 

point. The promotion of public transportation reduces the adverse impact of private vehicles on 

the central business district (CBD), such as congestion and pollution [98]. Autonomous vehicles 

are involved in a third policy or strategy that is relatively new, particularly concerning medium-

sized cities. It has already been proven that pollutants are reduced by in chapter 3 and by several 

studies [99,100]. The amount of emissions that can be minimized depends on the percentage of 

autonomous vehicles that a city government has implemented as a long-term strategy [45,101]. 

In terms of the aforementioned policies, substantial research has already been carried out on a 

city scale to reduce pollution levels. However, implementing those policies or strategies to assess 

the emission reduction percentage helps local governments in the decision-making process. The 

combination of transportation policies has been studied over time. However, they have evolved 

to include the implementation of autonomous vehicles. Previous research has not investigated 

the policies that combine P&R, autonomous and electric vehicles. Furthermore, these policies 

can also be evaluated separately and reveal which combination is the most suitable one to apply 

over time. 

Therefore, this chapter aims to determine through the construction of scenarios each strategy or 

policy. Then, combinations of scenarios are tested to find the most practical transport policy for 

reducing the pollution caused by private vehicles. In order to achieve this objective, a case study 

is taken into consideration for the city of Cuenca, Ecuador. The City Cuenca was selected to 

achieve this chapter aim due to the availability of detailed vehicle composition required in the 

chapter methodology. Their authorities developed a Sustainable Urban Mobility Plan (SUMP) 

that is used as a data base for this chapter, and also the policies for the location of a P&R system 

and electric vehicles are available [102–105]. Moreover, autonomous vehicles are relatively new 

in Latin American cities, and, therefore, the researched literature is regarded as a guide. The 

COPERT software is used to calculate the percentage of emissions by applying transport policies. 

The SUMP Self-Assessment Tool enables planning authorities to evaluate the SUMP of their city 

or functional urban area. If no plan exists, it can also be used to assess and improve planning 

activities in general. 
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4.3. Description of model 

Cuenca is located in southern Ecuador, with 330,000 inhabitants. Street network’s length is 

1483.4 km. The mobility pattern in the city is radial, it has 600 thousand trips per day from 

different sectors, 60% are local, and 40% corresponds to rural zones; 70% of total trips are 

recurring every day on same routes; 52% of the latter are carried out within the city for work and 

study purposes, and 35% for commercial reasons [106]. A SUMP was developed in 2014 for the 

city to offer citizens a city with short-, medium-, and long-term mobility policies and strategies 

that allowed them to live in an environmentally friendly city. The SUMP is a tool that serves as a 

method for planners and researchers to collect data that can be used in future studies. Besides, 

it establishes the city’s transport policies for the future [107]. The aim is to provide citizens with 

a more sustainable city through a set of transportation policies and provide solutions to the 

adverse impacts of private automobiles, such as congestion and pollution, especially in the city 

center. According to the SUMP, the city has been divided into 15 zones or districts. Zones 5–7 are 

considered to be the CBD. Ortega et al. initially conducted a series of studies analyzing the P&R 

system in Cuenca [108–110]. The data on origin-destination trips from the different areas to the 

CBD can be obtained from the SUMP [61,62]. The urban mobility in Cuenca involves about 

600,000 trips per day to and from the city center. Among them, 69% are motorized trips, and 

31% correspond to pedestrians and cyclists. Private cars account for 32% of the trips recorded in 

Cuenca. In the city center, 42,768 trips are made by private cars, which corresponds to 20% of 

the total trips in the urban area. The composition of vehicles and bicycles is distributed as follows: 

90.08% are private vehicles, followed by 3.52% buses, 2.70% freight transport, 3.70% bicycles, 

and the rest other modes of transport. The vehicle inventory of the city of Cuenca is composed 

of 147,484 vehicles. The pollution produced in the city is divided into 57% from vehicles, 16% 

from industry, 5% from energy production, 16% from housing and services 6% from residues. 

Regarding traffic pollution, the different components compared to full emission in the city are as 

follows: carbon dioxide (CO2) 70%, carbon monoxide (CO) 94.5%, nitrogen oxides (NOx) 71.2%, 

sulfur dioxide (SO2) 30.2%, fine particulate matter (PM2.5) 42.5%, fine particulate matter (PM10) 

55.6%. The air quality in the city of Cuenca is mainly in the “good” category and can be verified 

at the following link. [111] 

4.4. Methodology 

4.4.1 Calculation of emissions 

The computer software developed by the European Environment Agency called COPERT is used 

to measure private car emissions. The analysis of emissions in the program is illustrated in detail 

in Figure 4.1 [112]. 
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Figure 4.1. COPERT model estimation procedure (own source) 

• Select the year: Select the year for which the study is intended to be carried out. 

• Environmental information: The city’s meteorological information such as recorded 

temperature, the relative humidity for a year. 

• Fuel specifications: Fuel values such as density (kg/m3), percentage of fuel aromatic 

components in PCA (% v/v), and NC cetane number can be entered. 

• Lubricant specifications: information is pre-installed within the software. 

• Statistical energy consumption: compares statistical and calculated energy consumption, 

modifies several input data (e.g., mileage, blend share), and recalculates emissions. 

• Stock configuration: The type of vehicles that make up the city’s vehicle fleet. 

• Stock and activity data: The number of vehicles by category and kilometers traveled. 

• Circulation activity: Urban trips are selected, which are the vehicles that are being 

investigated. 

The methodology for estimating emissions by the COPERT program covers several exhaust 

emissions.The following decision tree (Figure 2) was developed by Leonidas Ntziachristos et al. 

[113,114], which gives us an idea of what outcomes to expect. 

The COPERT software, depending on the data and the purpose of being calculated, operates 

three Tier types. For example, to calculate the emissions given the kilometers traveled, the type 

of vehicle and the technology used for the European Environment Agency (NFR), and the average 

driving speed, the program will use the equations belonging to Tier 3 vehicle’s activity. Road 

transport is very probably an essential category in all countries. Therefore, efforts should always 

be made to use a tier 2 or 3. 
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Figure 4.2. The decision tree for COPERT [112] 

The equations for each tier to calculate pollutant emissions are explained in chapter 3, section 

3.3.2. 

4.4.2 Selected scenarios 

The methodology is applied to four main scenarios. 

• Scenario I 

Autonomous vehicles (AV): Starting from the hypothesis that 20% of the existing fleet of 

conventional vehicles is replaced by autonomous vehicles reflecting Cuenca city future 

mobility plan [115]. 

• Scenario II 

Autonomous electrical vehicles (AEV): Here, autonomous electric vehicles are supposed 

to replace 20% of traditional vehicles. 

• Scenario III 

Autonomous vehicles using P&R (AV+P&R): This represents the replacement of 20% of 

conventional vehicles by autonomous vehicles, and a proportion of the whole vehicles 

fleet is supposed to use P&R facilities. This modifies the modal split and reduces trips to 

the city center, which according to several studies, can be 10%, 17%, and 20%, 

respectively [108,110,116,117]. For the aim of this study, middle value of 17% reduction 

of trips was arbitrary from the three values for the analysis. 

• Scenario IV 

Autonomous electrical vehicles using P&R (AEV+P&R): This represents the replacement 

of 20% of conventional vehicles by autonomous vehicles, with a 17% reduction of trips 

due to P&R. 

The final objective is to determine which of the scenarios represents a future transport policy for 

reducing pollution in a city’s urban environment. 
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4.5. Results & discussion 
H The results produced by the COPERT program are shown below in Figures 3–5. The first column 

is the real-life data stipulated in the SUMP of the city, and the second column is the data 

calculated by the software under the same conditions using the current traffic situation (volume 

of vehicles, composition, and driven kilometers). Then, the results of the scenarios are shown. As 

a first conclusion, the result obtained through the COPERT program’s calculation is similar to the 

SUMP, which uses information from stations located throughout the city. 

Figure 3 shows the results obtained from the SUMP (calculated by Cuenca city transportation 

government department), COPERT (calculated using available vehicle composition data), and the 

scenarios proposed concerning NOx. 

 
Figure 4.3. NOx value for each scenario (own source) 

 The difference between NOx COPERT estimation and SUMP collected real-life data 

emissions was 6.32%. The slight difference proves that COPERT is efficient in NOx calculations. 

Figure 4 shows the results obtained from the SUMP, COPERT, and the scenarios proposed 

concerning CO. 
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Figure 4.4. CO value for each scenario. 

For CO emission estimation, COPERT resulted in a considerably large error of 19.25%, increasing 

compared to the SUMP CO value. This can be improved upon by choosing a more suitable CO 

factor for the study area characteristics in the COPERT software. Figure 5 shows the results 

obtained from the SUMP, COPERT, and the scenarios proposed for CO2. 

 
Figure 4.5. CO2 value for each scenario (own source) 

COPERT CO2 calculation resulted in only a 0.35% error compared to SUMP calculated by Cuenca 

city transportation government department, proving a high accuracy in CO2 estimation. 
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Concerning the first scenario, the introduction of autonomous vehicles in a city theoretically 

decreased fuel consumption and, therefore, this option can be added in COPERT in the fuel 

consumption section. Thus, an average of 25% reduction due to intelligent driving gives the best 

value. According to several studies [71],[118],[119], 25% fuel reduction was used for autonomous 

vehicles class. 

Concerning the incorporation of autonomous electric vehicles in the COPERT program, Scenario 

2 reduced the total number of cars by electrical vehicle percentage since electric cars have zero 

emissions. Therefore, the pollution reduction in Scenario 2 is much more effective than in 

Scenario 1. However, this policy depends on the percentage of vehicles to be replaced. 

Scenarios 3 and 4, which involve autonomous vehicles and electric vehicles using the P&R system, 

allows the COPERT software to reduce the number of trips. The result is that pollution is reduced 

by adding a P&R system to autonomous vehicles and all other vehicle classes. The reduction of 

each considered emission for each scenario compared with COPERT baseline results is shown in 

Table 4.1 below. 

Table 4.1. Emissions reduction percentage for each scenario. 

Scenario CO NOx CO2 

Base (Tons) 69,500 5603 804,069 

I AV 7% 9% 10% 

II AEV 26% 26% 28% 

III AV + P&R 10% 20% 13% 

IV AEV + P&R 34% 34% 35% 

A comparison between scenarios reveals which policy is the most effective, and their 

combinations can also be tested. Thus, the first scenario, which introduces autonomous vehicles, 

improves environmental conditions by reducing pollution. The second scenario had a significant 

improvement, reaching around 26% for the three pollutants. However, by comparing 

autonomous electric vehicles and autonomous vehicles when using the P&R system, P&R 

reduced the three considered emissions significantly which is expected due to lower trips. The 

policy that will help reduce pollution most strongly is the one that leads to a mode shift from 

transport to a more sustainable model, such as the public transport system through the P&R 

system. While the transition to autonomous electric vehicles may take a long time to implement 

due to significant traffic fleet and infrastructure changes, autonomous cars are easier. Another 

advantage is that the P&R system is already in place in some cities. Therefore, the focus is on 
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getting users to use the P&R system. This is a powerful policy in the future to reduce pollution 

levels. 

4.6. Conclusion 
Future policies need to include autonomous vehicles and interact with the planning and 

infrastructure in a given area or settlement. Moreover, it is worth considering introducing 

autonomous (electric) vehicles and the shift to more sustainable transport modes over time, such 

as public transport. All of these policies are objectives set out in mobility plans. They help 

determine how the level of pollution can be reduced. The COPERT program can estimate the 

percentage of pollution reduction in the CBD if the number of trips in different ways is reduced. 

In this article, a case study was presented for the city of Cuenca in Ecuador to verify the model’s 

efficiency, and the SUMP of the surveyed settlement was used as a source of data. 

According to the results, implementing autonomous vehicles mitigated traffic pollution by an 

average of 9% for the three considered pollutants. The second scenario involving electric and 

autonomous vehicles reduced the number of conventional vehicles using petrol. Therefore, it 

showed significant mitigation of around 26% reduction in three total emissions. Scenarios three 

and four were even more effective, as these scenarios used the P&R system and autonomous 

vehicles. It must be noted that, as the P&R is already established in some cities, it is worth 

exploiting it, as the spread of autonomous vehicles is still underway. While scenario four has 

proven the best with an average of 34% reduction, it still requires some time to change and 

prepare the infrastructure to spread electric vehicle’s new technology. 

4.7. Thesis 

Related publications to this chapter: [120] 
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Chapter 5 

Autonomous Vehicles Cyber-Security 

Issues 

5.1 Short summary 

The Automotive Industry has advanced significantly, and this process is constantly continuing. 

Cars are controlled by hundreds of electrical units, which directly affects numberless safety and 

security-related risk factors, especially considering incidents realized in cyberspace. Due to the 

increasing number of automated and connected cars using Cooperative Intelligent Transport 

Systems C-ITS technologies, new testing facilities and methods need to be established to support 

these novel challenges.  During the first part of my research, I focused on the investigation of the 

presently applied validation methods. The performed literature review highlighted that 

cybersecurity-related time-series-based statistical methods – from a scientific point of view – are 

slightly detailed in the sector of the Automobile Industry. In a sector-specific term, the lack of a 

holistic approach may result in a relevant barrier, in the future, for providing a socially tolerable 

level of cybersecurity. Accordingly, this chapter introduces a comprehensive cybersecurity 

reference model to provide a solid basis for describing attack patterns and characterizing 

malicious intervention profiles. 
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5.2 Introduction  

Automobile technology has dramatically developed in the last decades and is still relentlessly 

developing; consider the introduction of driverless cars. Vehicles are now controlled by hundreds 

of electrical units (ECUs) that form an internal network of devices within the vehicle. This 

development has raised questions about the vulnerability of the transport system, especially 

considering safety and security issues influenced by cyberattacks [121]. 

The growing proportion of automated and connected vehicles makes it necessary to establish 

new testing facilities and methods supporting these novel challenges.  On the other hand, the 

application of state-of-the-art testing methods is expected in the field of informatics [122]. 

However, they do not necessarily suit the safety and security requirements of the automotive 

industry. 

Eiza et al. give a well-constructed illustration of vehicle network architectures and how different 

hacking processes can threaten different architectures [123]. Monostori has further developed 

the concept of cyber-physical production systems and some related research challenges [124]. 

Khalid and others have given a general description of the cybersecurity characteristics of a 

collaborative robotic cyber-physical system (CRCPS) and proposed a general security framework 

[125]. The study has also stated that there should be an option about CRCPS to change the 

operation to manual mode if the current industrial scenario makes it necessary. The study written 

by Khalid and his colleagues is entirely holistic and well-adaptable for the field of autonomous 

transport systems since many autonomous transport systems-related research studies ignore 

essential parts of the holistic approach. However, there are still other essential system 

components that an overall cybersecurity framework should cover. The overall concept has to 

aim to cover the whole process network [126] related to the automobile industry and the 

transportation system. For example, during the formation of vehicle industry-related cyber-

security framework, the network [127] of the related processes should contain the processes of 

production, the processes of the operation phase, especially considering mobility, service and 

reparation processes, and technical inspection related processes. 

Gratian et al. emphasize that humans are often identified as the weak link in cyber-security since 

any system containing human-robot collaboration can be dramatically influenced by human error 

[128]. For example, due to their research, social group of students, faculty, and staff at a large 

public university differentiated by age, gender, and other demographic property can be 

characterized by weaker cybersecurity properties. They proved to have less intention of 

password generation, updating, and proactive awareness. Accordingly, the social group can be 

identified as a demographic group that needs additional cybersecurity training and guidance 

[128].  
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M. Alali et al. present a fuzzy-based risk assessment model in cybersecurity, applying a probability 

approach [129]. However, it has to be emphasized that their study focuses on a particular slice 

of the scientific field without aiming to have a holistic approach. Following this, further analysis 

is required to provide a general interpretation of their research results. Guerrero-Higueras et al. 

presented in their study that cyber-attacks on real-time location systems can be protected by a 

supervised learning detection [130]. Furthermore, they show that some cyber-attacks on real-

time location systems, specifically denial of service and spoofing, can be detected by special 

machine learning techniques. The paper articulates the importance of sensor proofing in 

robotics, which the automobile industry should also adopt. 

Rizvi et al. analyze the denial of service attack and replay attacks within a car network. The study 

proposes a hybrid security system that consists of multiple security layers [131]. The study 

structure well-structured according to IMRAD (Introduction, Methods, Results, and Discussion) 

format, but the general framework of the article is not complete, mainly focusing on the partly 

automated and autonomous vehicles, dispensing with the discussion of the production phase, 

malicious bug generation, or the importance of sensor disturbance. The paper of De La Torre et 

al. presents a categorized summary of security methodologies considering secure sensing, 

positioning, vision, and network technologies that can be equipped in driverless vehicles [132]. 

The study can be well-adapted in other system development processes, and the discussed 

security fields are investigated in a pretty detailed manner; however, the connections of the 

introduced security components are not clarified satisfactorily.  

El Mrabet et al. analyze the fundamental pillars of cybersecurity, focusing on the classification of 

cyberattacks, demonstrating the practical applicability of their theory in the case of an intelligent 

grid system [133]. They propose a cybersecurity strategy composed of three phases: pre-attack, 

under attack, and post-attack. The paper includes a description of the relevant published 

solutions regarding security protocols, security technology, cryptography, and other cyberattack 

countermeasures. The study is well adaptable to autonomous transport systems; since many 

previously formed autonomous transport system-related studies ignore the importance of 

operation management and process analyzing approach. Axon et al. study the application 

possibilities of blockchain theory in cybersecurity [134]. They provide a detailed and prudential 

analysis. However, the introduced models are presented through quite specific demonstrations, 

and therefore general representations of the methods in an overall autonomous vehicle 

cybersecurity framework would be suitable. This study can exemplify the importance of a 

standard classification framework since without a general reference space, this solution does not 

seem to be easily applied in other fields of automotive cybersecurity. 

Ding et al. give a good insight into the challenges and possibilities of security control and attack 

detection, which is well adaptable to autonomous transport systems [135]. Mascareñas Stull and 
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Farrar study the conditions and requirements of the precision immobilization technique (PIT) 

with an autonomous car [136].  Hasrouny, Samhat, Bassil, and Laouiti, present a general overview 

of the most critical security challenges [137] related to vehicular ad-hoc network (VANET) and 

their causes and current solutions way. Table 5.1 below gives a small summarization of the 

literature review by their results, strengths and weaknesses. 

Table 5.1. Cyber-security literature review summarization 

Title Result strength Weakness  

 Security Framework for 
Industrial Collaborative 
Robotic Cyber-Physical 

Systems [125] 

General description of 
Collaborative Robotic 
Cyber-Physical System’ 
cybersecurity 
characteristics 

Well adaptable to 
other more specific 
areas (e.g., to 
autonomous transport 
systems) 

-the article does not accent the 
importance of sensor 
disturbance/spoofing. 
component production phase 
– malicious bug generation is 
not discussed 

Correlating Human 
Traits and Cyber Security 

Behavior Intentions 
[128] 

This article states that 
humans are often 
identified as the 
weakest link in cyber 
security. 
The study determines 
the individual 
differences that are 
predictive of good 
security behaviors. 

Results on women 
security behavior is 
interesting since it was 
found they exhibit 
significantly weaker 
security behavior 
intentions for 
password generation, 
updating, and 
proactive awareness 
than males. 

The objective of the paper only 
partly has been achieved. 

Improving Risk 
Assessment Model of 
Cyber Security Using 
Fuzzy Logic Inference 

System [129] 

Implementation of 
Fuzzy based risk 
assessment model in 
cyber security applying 
probability approach 

Suggestion of the 
application of risk 
assessment / 
probability based / 
risk factor dependent 
approach in cyber 
security in testing and 
monitoring. 

lack of holistic approach, 
specific problem and general 
interpretation of the problem 
is not evident 

Detection of Cyber-
Attacks to Indoor Real 

Time Localization 
Systems for 

Autonomous Robots 
[130] 

The article shows that 
cyber-attacks on Real 
Time Location Systems 
can be detected by a 
system built using 
supervised learning. 

- A real test procedure 
being suggested, with 
the application of a 
self-developed 
cyberattack 
monitoring system. 
- The importance of 
sensor proofing in 
robotic field is 
supported by the 
article – can be 
adopted to 
automobile industry. 

The article shows that cyber-
attacks on Real Time Location 
Systems can be detected by a 
system built using supervised 
learning. 
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Threat to Vehicular 
Cyber Security and the 
Urgency for Correction 

[131] 

Address DoS and 
Replay attacks within a 
car network, a Hybrid 
Security System (HSS) 
has been proposed that 
consists of multiple 
layers of security. 

The general 
framework of the 
article is not complete  

- Malicious bug generation is 
not discussed. 
- Does not accent the 
importance of sensor 
disturbance/spoofing. 
- Lack of safety integrity 
approach. 

Driverless Vehicle 
Security: Challenges and 

Future Research 
Opportunities [132] 

The paper presents a 
categorized summary 
of security 
methodologies 
developed to secure 
sensing, positioning, 
vision, and network 
technologies that can 
be equipped in 
driverless-vehicles. 

holistic approach – 
extended 
investigations of 
system modules 

- Although the discussed 
security fields are investigated 
in a quite detailed manner the 
connections of the introduced 
security components are not 
clarified in a satisfying way. 
- Component production phase 
– malicious bug generation is 
not discussed. 

Privacy Requirements in 
Cybersecurity 

Applications of 
Blockchain [134] 

Introducing the 
blockchain theory 
application possibilities 
in cybersecurity 

Detailed, prudential 
analysis. 

The introduced models and 
methods are quite specific 
applications of the theory, 
general interpretation in an 
overall autonomous vehicle 
cybersecurity framework has 
to be adapted 

Cyber-physical 
production systems: 

Roots, expectations and 
R&D challenges[124] 

The concept of 
cyberphysical 
production systems 
were introduced in 
short & Some of the 
R&D challenges in 
realizing CPPS were 
highlighted. 

The paper shows 
some challenges for 
R&D of the cyber 
systems of 
automaniacs systems. 

General explanation of the 
problem 

Driving with Sharks: 
Rethinking Connected 
Vehicles with Vehicle 
Cybersecurity [123] 

General knowledge 
about vehicle network, 
how can it be attacked 
and protected. 

- Gives many 
examples of hacking 
of road vehicles. 
- Give illustrate of 
Vehicle Network 

Need more work to gain the 
knowledge of protecting 
connected vehicle. 
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architecture and how 
can be threaten. 
- Gives some possible 
solution to threats. 

Autonomous Execution 
of the Precision 
Immobilization 

Technique [136] 

Execute a complicated 
offensive maneuver 
known as the PIT 
maneuver, with a 
driverless car. 

Maneuver control 
laws have been 
demonstrated both in 
simulation as well as 
in small scale 
experimental testing. 

Gives countermeasure for 
security of autonomous car-
like vehicles after a cyber-
physical attack of the vehicle 
or fleet. 

During my research, I recognized that cybersecurity-related testing methods are slightly detailed 

in the automobile industry from a scientific point of view. In a sector-specific term, the lack of a 

holistic approach seems to be a relevant shortcoming, which may cause a severe barrier in 

achieving a reasonable cybersecurity level, which could be cost-efficiently provided, in light of 

the available resources. 

The chapter introduces the most crucial general cybersecurity approaches based on the models 

applied in the fundamental robotic system and aims to unify, join, harmonize, and complement 

the currently applied cybersecurity framework structures. As a result of the analysis, new 

classification categories and possible synergies between the related scientific fields will be 

introduced and explained.  

5.3 Description of model 

To identify the relevant factors for the characterization of the automotive sector-related 

cyberattacks, other relevant related research is reasonable to analyze. Several research studies 

[138] have already focused on the characterization of different cyberattacks. However, most of 

these studies [139] have focused on general cyberattack patterns instead of automotive industry-

related attacks, which reasonably narrow their applicability in case of a certain problem. 

Th bases of the review was ScienceDirect database and google scholar database where we used 

the keywords of Cyber security, Autonomous industry, and Vehicle communication, during the 

selection of the papers I paid special attention to that either the number of citation or the value 

of the impact factor related to the given publication should support the assumption that the 

given article is significant and relevant in the domain of Cyber security. 

On the other hand, it has to be mentioned that the reviewed literature has rather focused on a 

very specific research problem instead of drawing a more general conclusion regarding 

automotive industry-related attack pattern composition. Researchers have already analyzed 

incidents according to harmonization, organization, extension, control, thoroughness, 

purposefulness, and resource demand of the specific cyberattack. [140] Conversely, this kind of 
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study does not evaluate the essential time and space-related properties of event-based 

approaches [141]. However, time and space-related aspects should be the first step in 

characterizing malicious cyber-incidents targeting specific parts of the mobility processes. Some 

of the performed researches consider spatiotemporal patterns [23] of cyberattacks; however, 

these researches focus on the geographical location and time-dependent predictability of 

cyberattacks [142]. Contrary to this, to have a more general result, it seems reasonable to 

investigate the relationship of the perpetrator and the target in time and space since this 

approach could be applied to characterize the investigated sample on a more general level. 

Additionally, it seems reasonable to test the strength of the relationship among the evaluation 

factors to validate their applicability, which final step has been left in most cases. The emphatic 

importance of the relationship among the evaluation factors is the possible risk of unfavorable 

effects, which can influence the conclusions drawn from the analyzed dataset if a strong 

dependence is identified among the factors. 

In accordance my results, besides other basic evaluation factors like the targeted object or the 

involved OSI layer, the current research has to focus on the relationship of the perpetrator and 

the target in time and space, and besides this; the selected variables have to be tested concerning 

the strength of their relationship. Based on my findings of the literature review previously 

introduced in the introduction section, it is expedient to introduce a new general framework for 

cybersecurity, which is applicable to distinguish cybersecurity-related issues based on temporal, 

spatial, and structural aspects. The chapter investigates material aspects by characterizing 

attacks according to their relationship to the past, present, and future. Spatial aspects are 

evaluated in this chapter by defining the relationship between the attacker and the target in 

space. Structural aspects of the transportation sector are considered through four main system 

components: vehicle, production, road infrastructure environment, and the targeted OSI layer 

[143–145]. 

5.3.1 Structural aspects 

This section introduces a novel representation methodology for describing and classifying 

cybersecurity incidents. This concept makes it possible to analyze new aspects of cyberattacks, 

and analysts should be able to identify new prevention techniques aimed at reducing the risk of 

specific attack paths that target influencing the operability and safety of transportation 

processes. Accordingly, the novel representation framework differentiates the vehicle 

component, the production process, the transportation infrastructure as possible objects of a 

malicious intervention focusing on the transport system and the importance of the ISO-OSI layers 

in the current framework.  

 



 

57 

 

• Vehicle component 

The security and safety level of the road transport system is seriously affected by the operation 

reliability of the vehicles. Since many vehicular control processes are electronically coordinated 

in vehicles nowadays, they are equipped with numerous ECU supervising essential vehicle 

functions [2]. The direct connection required for different services, diagnostic and driver activities 

is provided by the human-machine interface (HMI) control panel. Processes related to short-

range information exchange can be ensured by local area wireless communication (e.g., 

Bluetooth, WiFi, NFC) units and several different types of sensors, for example, the radar sensor, 

the LIDAR sensor, the image sensor [131] providing information channels within and between 

the vehicles and its environment [146]. Wide area networks (e.g., cellular, satellite connection) 

can ensure the medium of long-range communication and online connection. To handle a 

vehicle's cybersecurity system as a whole - besides the communication, perception, and 

detection components - human factors, the related private data and key database also have to 

be considered critical factors in the overall security environment. Under the recommendations 

of ENISA [147], the complex communication and electronic architecture of modern vehicles are 

illustrated in figure 5.1. However, it has to be emphasized that the detailed description of high-

level CAV architecture and external CAV interfaces is not the focus of this analysis. 

 
Figure 5.1. Vehicle components (own source) 

• Production process component 

It is generally accepted that traditional operation factors and circumstances of connected 

transportation systems - such as protecting communication channels of connected vehicles, 

providing the integrity of basic transportation processes, or ensuring reliable authentication 
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methods - significantly influence the cybersecurity of road transport. However, it seems 

reasonable to extend the reference space of cybersecurity in the field of transportation and so 

fit the security system to product life-cycle theory. Therefore, cybersecurity-related issues should 

be investigated during the production phase. Besides this, in the production phase, the human 

components frequently cooperate with the physical machine components. Thus it is crucial to 

ensure a safe and secure environment for the production processes. During the production 

phase, malicious interventions can be implemented by intruding from cyberspace or spoofing 

sensors at short range or connecting directly on the internal network [125].  

In a typical operation mode, the control unit receives information from the human and the 

physical components of the production process by sensing their locations and movements. 

Besides this, the operating production program can be modified from cyberspace through a 

certified and authenticated communication channel. In the next step, information can be 

processed, and commands can be sent to the actuators and the physical components. Figure 5.2 

illustrates the production process component. 

 
Figure 5.2. Production process component (own source) 

• Infrastructure components 

From a cybersecurity point of view, it has to be mentioned that the proving ground will also 

provide active test modules including intelligent traffic control [148], V2I communication, and 

cellular 5G communication system, which offers a unique possibility to test different attack 

channels related to the automated and connected vehicles. Beyond the automotive testing 

facilities, the test track will be equipped with a special telecom and IT test environment. Besides 

this, it will also include an automotive cybersecurity test and certification center. 
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The transportation process's safety and security are strongly affected by (C-ITS), allowing 

connected and automated vehicles to communicate with each other, traffic signals, roadside 

infrastructure components, and other road users. These components are connected to 

cyberspace; they exchange information and send it to the involved parties (traffic organizations, 

vehicles). By this, the road infrastructure is equipped with sensors, detectors, and 

communication devices, making it possible to collect data from the road environment, traffic, 

and road users and share information with the actors of the transportation process. Figure 5.3 

illustrates the infrastructure components. 

 

Figure 5.3. Infrastructure components (own source) 

• Cyberattacks classified based on ISO-OSI layers related to the automotive industry 

The definition of the open systems interconnection (OSI) model is well known in cyber-sciences. 

OSI model consists of seven layers. The first one is the physical layer, which is responsible for 

hosting and conveying information. It transforms the binary information codes into physical 

signals, which can be - among others - radio waves, electrical signals, and optical signals [149]. 

The second level is the data link layer performing data transmission between the linked devices. 

It perceives and, if necessary, repairs failures that is originated from the physical layer. The data 

link layer determines the protocol to set up and close a connection between two nodes 

connected physically. The data link layer defines the control between the two connected devices. 

The third one is the network layer, which is responsible for transmitting different-sized data 

packets. This level provides the system's capability to connect numerous nodes, ordering 

addresses to every connected device to be able to send messages to other devices. The transport 

layer is the fourth level, making it possible from a functional point of view to transmitting 

different-sized data packets. It is responsible for the reliability of an information channel applying 

flow control, partition, merging, and failure control. The next level is the session layer, which 

provides the system components' capability to establish and coordinate dialogues. The sixth level 

is the presentation layer, which turns network format into application format and vice versa. The 
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seventh OSI layer is located closest to the human component of the system. It provides the 

platform for the direct information exchange between the system and the user involving 

communicating software components, resource definition, and communication synchronization. 

From a cybersecurity point of view, it is essential to emphasize that some of the OSI layers do not 

play a crucial role in in-vehicle network communication in the conventional term. For example, 

transport, network, session, and presentation layers are mainly involved in the vehicle's external 

transmission. Therefore, the vulnerability of these layers instead influences the v2x 

communication processes [150]. Autonomous transportation-related communication processes 

are reasonably data-sensitive, which means that the malformed, spoofed, or maliciously 

generated data can cause significant hazards. Accordingly, the information gained from 

environment sensing (e.g., RADAR signal), dynamic data utilization (e.g., GNSS signal), static data 

utilization (e.g., HD mapping), or V2X communication channels have to be handled by considering 

strict confidence rules and reliable risk estimation processes. 

Table 5.2. Cyber-incident relevancy in light of the targeted OSI layer (own source) 

 Relevant External 

Accessibility 

Considerable External 

Accessibility 

Limited External 

Accessibility 

OSI Layer 
LAN 

Connection 

WAN 

Connection 

Sensors/ 

Actuators 
HMI Control ECU 

Private 

Data 

Key 

Data 

Application High High Medium High High Medium High 

Presentatio

n 
High High Low Low n/a Low Low 

Session Medium Medium Low Low n/a Low Low 

Transport Medium Medium Low Low n/a Low Low 

Network Medium Medium Low Low n/a Low Low 

Data Medium Medium Low Medium 
Mediu

m 
Medium Average 
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Physical Low Low High High 
Mediu

m 
Medium Average 

As presented in Table 5.2, it can be concluded that channels characterized by relevant external 

network accessibility are more sensitive to network processes occurring in the higher OSI layers 

since these processes can directly affect their operational efficiency.  

5.3.2 Spatial aspects of cyber-attacks 

Incidents intending to influence vehicle operation processes can be classified into three groups 

based on their spatial characteristics. Incidents carried out through a direct connection can be 

ordered to the class of direct local attacks. Malicious interventions implemented at short range, 

such as Bluetooth, CALM, or DSRC, can be classified into indirect local attacks. Cyberattacks 

performed and coordinated remotely are classified in the group of remote attacks. The spatial 

aspects of different cyberattack types are demonstrated in Figure 5.4. 

 
Figure 5.4. Spatial Aspects of Cyber-Attacks (own source) 

The figure represents the three different attack methods. In the first part of Figure 4 (a), the 

attacker (blue) is situated in the immediate surrounding or inside area of the target (yellow) and 

has a direct connection to the specific object. In the second part of Figure 4 (b), the perpetrator 

(blue) is located considerably close to the target (yellow). Still, the object and attacker are 

connected through an indirect, wireless channel with each other. In the third case (c), the 

attacker is located considerably further from the target. Accordingly, the perpetrator has to use 

an indirect, remote channel to reach the target. 
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5.3.3. Periodic and time-related aspects of cyber attacks 

Preparation, implementation, and infection of malicious cyber-incidents may have different 

relations with the influenced transport process in time. A cyber incident can affect stored or 

archived data describing a function or activity carried out in the past. In this case, the object of 

the attack is a terminated occurrence; however, even in this case, the target of the incident has 

significant effects on specific presently operating processes. Summing up, these kinds of attacks 

refer to a terminated occurrence. Hence, these malicious interventions are classified as 

cyberattacks targeting processes terminated in the past. 

Of course, cyber-incidents can influence processes occurring presently. In this case, the prior 

objective of the malicious intervention is to modify the regular, safe operation of a system, mainly 

causing hazards affecting the integrity of safety, security, or data or, in some cases, public 

confidence negatively. The risks related to moving away from the safety state have been 

adequately discussed in functional safety-related research. Recently the scientific society 

ultimately accepted that these risks have to be treated absolutely in the applied analytical system 

engineering methods, as mentioned by Sebron et al. [151].  

Cyber incidents focusing on the infection of a process being implemented in the future can be 

similarly described as cyberattacks targeting strategies being implemented in the present. These 

cyber incidents also aim to divert the targeted process from a safe and secure state, violating the 

required safety, security, privacy, or possibly public confidence. However, the objective of this 

kind of malicious intervention is going to be realized in the future.  

Besides the introduced time-related aspects of a given cyber incident, periodicity should also be 

discussed as an essential property of the attacks implemented in cyberspace. In the case of 

periodicity, the study differentiates three main clusters. A malicious intervention may affect the 

target as a one-time incident. Thus, this type of incident is classified as single cyberattacks. A 

cyber-incident can often influence its objective; repeatedly, this type of intervention is classified 

as multiple cyberattacks. Finally, some incidents aim to generate infection focusing on the target 

object continuously in a given interval. 

The next figure represents the different relationships of the time and the cyberattacks. 

Considering the periodic aspects of the attack, the perpetrator can perform the attack through a 

single (Figure 5 - I), a multiple (Figure 5 - II), or a continuous (Figure 5 - III) intervention. In 

accordance with this, compared to the perceived result of the interventions, attacks can be 

implemented in the past, present, and future. Thus, the perpetrator in the present (indicated by 

a blue dot on the time axis) can implement malicious intervention targeting a process in the past 

(Figure 5 - a) in the present (Figure 5 - b) or in the future (Figure 5 - c). 



 

63 

 

 
Figure 5.5. Periodic and Time-Related Aspects of Cyber Attacks (own source) 

 

5.4 Quantitative validation of the proposed method results 

Cyberattacks mean a permanently intensifying threat to mobility processes, especially 

considering the spread of connected vehicles in road transportation [152]. The more accurate 

characterization of the discovered cyberattacks is essential for preparing an efficient prevention 

strategy against the different interventions. This somewhat risky competition has already 

stepped beyond the borders of cyberspace. Hence prevention also needs to cover more and more 

phases of the activities related to cyberattacks. This concept is also following the approach of 

defense strategy identification. Accordingly, it is reasonably important to gain as much 

information on the circumstances of the attacks as possible, including the targeted object, the 

spatial and time-related aspects, and the technical characteristics of the attack. Based on this 

consideration, the paper aims to build up a new cyberattack reference space framework 

constructed from the mentioned factors. In accordance with this, an important aim of this study 

is to analyze whether the new framework is applicable to properly characterize the cyberattacks 

in a comprehensive way or the suggested variables are not adequate to provide the required 

information without a significant amount of latent information overlapping. 

To validate the new concept, based on practical experiments, a complex analytical framework 

has been developed to prove that the main elements of the reference space theorem 

(component, space, time, periodicity, and OSI layer-related properties) are applicable to 

characterize automotive industry related cyberattacks. 

To achieve it, a complex database has been built, based on the data of Upstream Security [153] 

containing all the registered automotive industry-related attacks performed during full year of 

2018. Upstream Security provides a cloud-based automotive cyber-attacks history and 

cybersecurity solution for protecting connected vehicles from cyber threats. Following this, the 

registered attacks have been individually analyzed, and the data of the certain interventions have 

been defined containing the attacked component of the mobility system, the space, time, and 

periodicity aspects of the specific attacks, the targeted OSI layer, and the estimated cyber 

incident priority level [154] of the given intervention 
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In the next step, the applicability of the developed reference space is evaluated by analyzing the 

independence of the identified attributes. According to the applied assumption, if the reference 

space contains only such factors that some of the other basic factors cannot explain, then the 

newly developed representation framework includes only a marginal amount of overlapping 

information. Contrary to this, if the dependency among the applied attributes is strong, then the 

designed reference space cannot be accepted as a proper framework applicable to support the 

description of prior and latent relationships, tendencies, and patterns characterizing 

cyberattacks. 

Since the introduced factors can be described as categorical variables, their dependency can be 

characterized by applying the traditional Chi-Square test [155]. The independence of the 

investigated factors is analyzed through a pairwise comparison. Accordingly, every investigated 

factor has been compared to all the other factors in a pairwise evaluation. In the first step of the 

analysis, in case of a specific pairwise comparison, the relative frequencies related to the 

expected values of the independent scenario are calculated based on the below-presented 

equation: 

𝑓𝑖𝑗
′ =

∑ 𝑓𝑖𝑗𝑖 ∙ ∑ 𝑓𝑖𝑗𝑗

(∑ 𝑓𝑖𝑗𝑖 )2
  (1) 

Where, 

i : is the index number of the nominal attributes representing the first categorical variable in case 

of the certain pairwise comparison; 

j: is the index number of the nominal attributes representing the second categorical variable in 

case of the certain pairwise comparison; 

fij: is the number of objects, characterized by the attribute 

f'ij: is the expected number of objects in case of independence 

After defining the independent case, it is possible to define the value of the test function, which 

the following formula can define: 

𝑋2 =
(𝑓𝑖𝑗-𝑓𝑖𝑗

′ )2

𝑓𝑖𝑗
′ ∙ ∑ 𝑓𝑖𝑗𝑖𝑗

  (2) 

If the investigated factor pairs are not independent, the strength of the association plays a key 

role in defining whether the two factors can be explained by each other. Therefore, the Cramer 

association coefficient is defined to evaluate the dependence. 
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𝐶 =
𝑋2

𝑟∙ ∑ 𝑓𝑖𝑗𝑖𝑗
  (3) 

Where, 

r: is the smaller value from the number of rows reduced by one or the number of columns 

reduced by one; 

In the case of dependence, the stronger the association between the analyzed factor pairs, the 

more significant information redundancy can be expected, which queries the applicability of the 

new reference space representation. 

5.5 Results  

During the evaluation, the factors regarding component, space, time, periodicity, and OSI layers 

related aspects have been pairwise compared by applying the Chi-square test. Accordingly, in the 

first step, the component factor, the attacked component of the mobility system, and the space-

related aspects have been compared.  In the next step, the absolute frequencies related to the 

categories of the investigated nominal variables have been summarized by the contingency table 

below. 

Table 5.3. Frequency data of the classified cyberattack sample (own source) 
 

Direct local attack Indirect local attack Remote Attack Sum 

Infrastructure 0 0 11 11 

Production 1 0 4 5 

Vehicle 9 4 8 61 

Sum 10 44 23 77 

Based on the absolute frequency values, it is possible to define the relative frequencies of the 

scenario, as follows. 
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Table 5.4. Relative frequency data of the classified cyberattack sample (own source) 

 Direct local attack Indirect local attack Remote Attack 

Infrastructure 0.019 0.082 0.043 

Production 0.008 0.037 0.019 

Vehicle 0.103 0.453 0.237 

From the derived results, it is now possible to determine the elements of the X2 value, 

represented by the table 5.4 below. 

Table 5.5. Elements of the X2 value (own source) 

 Direct local attack Indirect local attack Remote Attack 

Infrastructure 1.429 6.286 18.112 

Production 0.189 2.857 4.207 

Vehicle 0.147 2.398 5.733 

From this, it can be concluded that the value of the X2 test is 41.36. The critical value of the given 

association concerning the degree of freedom of the problem is 0.091. The result is significant at 

p < 0.05; the two evaluated variables are not independent. 

According to the introduced methodology, the next step is to identify the value of the Cramer 

association coefficient. If the association is proved to be strong, then the applicability of the new 

framework cannot be validated. 

𝐶 =√(41.36/2.77) =  0.51                                                                                (4) 

Based on the performed calculation, the association between the components of the mobility 

system and the space-related aspects are proved to be moderate, which is higher than expected 

but still does not unequivocally queries the conformance of the introduced space reference 

approach. 
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To complete the investigation, all the factors have been compared, and in accordance with this, 

the result of the pairwise comparison is represented in table 5.6. Furthermore, the average value 

of the calculated coefficients has been defined as related to certain variables to represent the 

average dependence of the specific factors. 

Table 5.6. Comparison of the X2 values resulted from the association analysis (own source) 

 Comp. Spatial aspects Timer related aspects Period. OSI Aver. 

Comp. - 0.52 0.31 0.35 0.53 0.43 

Spatial aspects 0.52 - 0.26 0.21 0.6 0.4 

Timer related aspects 0.31 0.26 - 0.31 0.22 0.28 

Period. 0.35 0.21 0.31 - 0.63 0.38 

OSI 0.53 0.6 0.22 0.63 - 0.5 

As observed, the results are more or less acceptable but still not entirely satisfactory. However, 

suppose the output data is analyzed in a little more detail. In that case, it can be observed that 

significantly higher association coefficients represent variables related to the aspects of the OSI 

layers. If this variable is excluded from the comparison, the results are much more convincing 

represented in table 5.7. 
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Table 5.7. Comparison of the X2 value resulted from the rationalized association analysis (own 
source) 

 Comp

. 

Spatial 

aspects 

Timer related 

aspects 

Period

. 

Average without 

OSI 

Comp. - 0.518 0.313 0.346 0.392 

Spatial aspects 0.518 - 0.262 0.213 0.331 

Timer related 

aspects 
0.313 0.262 - 0.309 0.295 

Period. 0.346 0.213 0.309 - 0.289 

According to the final results, the average values of the Cramer association coefficients are below 

0.4; the investigated variables are dependent; however, the associations of the factors are weak 

moderate. Our baseline consideration can expect this level of dependency. Therefore, cyber 

incidents are recommended to be characterized by the attacked component of the mobility 

system, the spatial, the time related, and the periodicity associated aspects of the intervention.  

5.6 Discussion 

Based on the evaluation of the applied classification approaches, it can be concluded that the 

different, more or less isolated segments of transport systems - including vehicles, production 

processes, connected infrastructure components, and human factors - cannot answer all the 

cybersecurity-related challenges by themselves. This is the significant probability related to the 

security risk of the high relevancy cyber-incidents targeting the transport sector as a whole. 

To give an adequate answer to these issues, it seems to be expedient to define the security 

requirements of the introduced components in light of their effect on the defensive 

competencies of the whole system. 

In accordance with the considerations mentioned above, it can be concluded that the introduced 

holistic aspects of cybersecurity-related systems make it necessary to introduce a complex time, 

space, and component-based automobile industry-related cyberattacks reference space. The 

newly introduced space is applicable to classify and represent different types of cyber-incidents, 
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which allows us to improve the sector and threat-specific cybersecurity solutions and improve 

the efficiency of risk rate estimation. 

Accordingly, I classify the cyberattacks performed in the automotive sector in a three-

dimensional reference space, where incidents can be characterized based on the type of targeted 

system component, the spatial relationship between the attacker and the target, and time and 

periodic aspects of the investigated intervention. 

 

Figure 5.6. Time, space, and component-based automobile industry-related cyberattack space 
(own source) 

Where: 

S axis represents the spatial relationship of the attacker and the target, including: 

a) direct, local 
b) indirect, local 
c) indirect, remote attacks 

T axis represents the time and periodic aspects of the incident, including: 

d) D) the attacker targets to influence a data describing a process in the past 
e) E) the attacker targets to influence a data describing a process in the present  
f) F) the attacker targets to influence a data describing a process in the future 
I) the perpetrator performs the attack through a single intervention 
II) the perpetrator performs the attack through multiple interventions 
III) the perpetrator performs the attack through a continuous intervention 

C axis represents the considered components of the transport system: 

INF) the transport infrastructure 
VEH) the moving unit of the system 
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PROD) the manufacturer of the system components. 

As the main result of our concept, threats related to connected vehicles can also be classified 

based on the targeted OSI layer. However, while the introduced time, space, and component-

related aspects, depending on the properties of the targeted process or object, the classification 

of cyber-incidents based on OSI layers is influenced by the type of the attack [156]. This approach 

can efficiently support the definition of the adequate protection concept. 

Based on the reconsidered reference space of cyber-incidents, attacks can be classified based on 

their reference to the properties of the target. The evaluated system component, the 

investigated processes' time- and space-like properties restrict the set of possibly relevant attack 

types. Accordingly, the typical characteristics of diverse attack types can significantly vary from 

each other, strongly influencing the set of efficiently applicable defensive strategies. 

Therefore, in the next step, the assumed profile of the possible perpetrators and targeted 

processes are defined based on the combination of the investigated classification factors. In light 

of the introduced classification factors (component, time, space), different motivations and 

objectives can be found behind the certain attack types, and their understanding might be critical 

in defining the adequate protection concept.  

As the intelligence expert has summarized, understanding the surrounding world is crucial from 

a security point of view. Therefore, conceptualization is a basic step in the process of defense 

strategy definition. In other words, an effective and realistic representation of the expected 

security threats can significantly improve our chance to apply the suitable prevention method. 

The clearer and more reliable the information we have about the security factors influencing the 

integrity of our system, the more efficient prevention and reaction can be provided for the 

defense. To form a realistic model describing the security space of the environment in which our 

system is located, it is relevant to specify the most important information gaps, which can be 

transformed into direct security questions. These predetermined security questions can be 

defined as the known-unknown components of the defense strategy. It is also substantially 

important to continuously provide validation feedback about the information gained from the 

real world towards the model framework. This process is responsible for ensuring information 

about the space being uncovered by the constructed security strategy. In other words, the 

purpose of this system component is to answer questions that have not been asked yet. This 

approach can help us to detect the so-called, unknown-unknown components of the security 

environment. 
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Figure 5.7. Conceptualization framework of the cybersecurity-related system (own source) 

In view of the introduced conceptualization framework shown in figure 5.7, the clear 

representation of motivations and objectives related to certain cyberattack types is considered 

to be primarily significant. Accordingly, in the next step, certain cyberattack class profiles are 

presented based on the combination of the introduced classification factors (component, time, 

space). Based on the introduced aspects of cyber-attacks, it is necessary to reconsider the 

traditionally applied reference-space in automated vehicle-related cyber-attack classification. 

Investigating incidents in terms of time, attacks are classified into three main groups: 

1. Malicious interventions aiming to modify the recorded data of an object or process 

terminated in the past are classified in the first group. 

2. Malicious interventions aiming to influence a data describing a process in the present. 

3. Malicious interventions aiming to influence a data describing a process in the future. 

Influencing data related to an object or process recorded in the past can be important for 

attackers due to its effect on present processes. The affected target group frequently involves 

specific official cases depending on data registered in official records or certain functions subject 

to authorization. For example, in the transport sector, sales and purchase contract-related 

processes, criminal cases-related data, or permission required activities are typical target objects 

of incidents intending to modify the official dataset recorded [157].  

Characterizing attacks based on their spatial relationship to the target, incidents are grouped in 

three classes: 

1. Cyber-incidents aiming to move a system from the safe and secured state violate the 

privacy or private data through a direct connection, influencing the system from inside 
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to a reasonably challenging security issue. This is the undercover component of the 

attack, which may provide reliable information on the main vulnerabilities of the targeted 

system and make the weak points of the defense strategy available for the attacker. This 

type of intervention might be based in numerous cases on a long-winded preparation 

process. Hence this type of attack can rather be related to safety and security-critical 

systems or processes, which may strongly affect the national-security level.  

2. Cyber-incidents carried out through an indirect connection from the surrounding 

environment can be implemented by applying one-directional channels (e.g., influencing 

sensors or detectors)  

3. or cyber-incidents carried out through an indirect connection by applying bi- or multi-

directional communication channels. This kind of cyberattacks can involve different 

sensor-spoofing interventions or incidents using the local area communication network. 

This group of cyberattacks frequently affects real-time, everyday life-related processes, 

like shopping, transportation, or banking. Remotely controlled attacks, which impact 

targets through the WAN (Wide Area Network) can influence almost all systems 

characterized by almost all kinds of dimensions and complexities. 

To introduce the component-based classification of cyberattacks, three main groups have been 

differentiated in the field of transportation-related malicious interventions. 

1. Attacks aiming to influence the road infrastructure-related system components can 

principally affect road traffic [158] either from a safety or an efficiency point of view. 

These kinds of incidents can impact a broad spectrum of traffic-related parameters or 

factors, such as speed, emission, unexpected events, accidents, bottlenecks, network 

vulnerability, or emergency reaction performance.  

2. Incidents targeting the production component might aim to violate the safety or security 

integrity of the manufacturing process or the reliability of the type approval process [159] 

directly. 

3. Attacks can influence the latter operation phase of the vehicle, affecting their safety 

characteristics or the conformance to their approved properties. This kind of incident can 

be well exemplified by the malicious modification of vehicles emission characteristics 

aiming to improve their performance. Malicious interventions related to the vehicle 

components mainly influence, directly, the transportation process. This kind of attack 

involves either the ramping of the decision-making methods of the vehicle, by 

transmitting modified information to it, or the intrusion into the vehicle control unit 

network, taking control of the vehicle, stealing or modifying the private information 

related to the vehicle. 
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5.7 Conclusion 

This chapter introduces the most relevant cybersecurity methodologies based on the approaches 

used in the field of robotics and automation. First, the chapter clarifies the applied definitions, 

the used models, and the most relevant tendencies of the scientific community. Based on the 

investigation, the newly prepared classification theory and its benefits are interpreted in a 

detailed way.  

On the basis of the reviewed literature, it has been concluded that a new cybersecurity reference 

space has to be introduced based on the discussed temporal, spatial, and structural aspects. 

Accordingly, the next section of the paper presents the main ideas behind the developed 

architecture. Based on a novel method, the result of the different cyberattack types can be 

highlighted from another point of view, which can substantially influence the road transport 

system's safety and security. 

On the basis of the investigated classification methods, it can be summarized that the different 

components of the transportation systems cannot adequately reply to all of the cybersecurity-

related questions by themselves. On the contrary, the security system of transportation should 

be handled as a whole entity. 

In conjunction with this and in accordance with the final results of the proposed validation 

method, cyberattacks are recommended to be characterized by the attacked component of the 

mobility system, the spatial, the time related, and/or the periodicity related aspects of the 

intervention. Furthermore, as the main output of this chapter, hazarding factors targeting 

autonomous transportation systems can be grouped based on the OSI layer. On the one hand, 

targeted systems can be classified based on the developed time, space, and component-

dependent reference space. On the other hand, attack paths and channels can be differentiated 

based on OSI layers. 
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5.8 Thesis 

Related publications to this chapter: [160], [161] 

 

 

 

 

 

 

 

 

 

 

 

 

 

I developed a comprehensive cybersecurity reference model (Figure 5.6) to provide a 

solid basis for describing attack patterns and characterizing malicious intervention 

profiles. 

I stated that cyber incidents in the automotive industry should be recorded and 

evaluated according to the attacked component of the mobility system, the spatial-, 

the time-related, and the periodicity-associated aspects of the intervention. This 

analytic structure allows us to characterize attacks efficiently and implement 

adequate countermeasures. 
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Chapter 6 

Autonomous Vehicles Impact on Network 

Vulnerability  

6.1 Short summary 

This chapter first presents a method to identify the parameters increasing road vulnerability on 

a macroscopic road network model. The second part explores the impact of autonomous vehicles 

(AVs) on the network and how the identified parameters change with AV implementation in 

traffic flow. The road traffic network of Budapest, Hungary, on PTV VISUM is studied by adopting 

a passenger car unit (PCU) factor procedure to simulate the effect of AVs on road saturation. Five 

link parameters were used: length, distance from the center, speed, number of lanes, and 

number of connectors. The analysis found the number of road lanes is the most significant 

parameter, affecting the link criticality, followed by road length and distance from the center. 

The analysis of four AV scenarios with different AV penetration and level of automation 

proportion showed a large reduction in travel delay reaching a 28.52% reduction. AV 

implementation has proved efficient in mitigating the level of travel delays in the case of road 

capacity reduction. Finally, it was found that the number of lanes is the most significant 

influencing parameter related to network resilience. 
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6.2 Introduction  

Road networks are vulnerable to natural and human-made disasters (earthquakes, floods, 

protests, terror attacks, and catastrophic accidents). Connected AVs are also are jeopardized by 

cyber-attacks which may also result in damages to roads operability. Damage caused by disasters 

on a given set of network elements can affect the operability of the whole transportation system. 

However, not all network components equally jeopardize the system. Typically, some elements 

are more critical to the network's functioning than others. Critical network components are those 

whose loss produces the greatest effects on the system [162]. Identifying the most critical system 

components is most vital for rescue operations in the case of a disaster, and it is also crucial to 

maintain the operability of the network to diminish substantial social and economic losses [163]. 

Identifying critical infrastructure components (links and nodes) is a crucial factor in vulnerability 

analysis; it can help reinforce these components, prioritize their maintenance, or construct new 

alternative parallel paths [164,165]. The disorder and interruption of links can change the 

shortest paths between node pairs and increase the travel distance between them, resulting in 

higher travel time and delay. 

Employed transport measures to mitigates disaster impact such as development and 

implementation of design standards for transport construction in disaster areas and disaster 

transport modes have proven good measures for short term and focus mainly on post-disaster 

management [166]. Nowadays, new technologies of AVs, C-ITS, and intelligent driving can be the 

most significant measures to reduce disaster impacts on-road transportation operability on a 

medium or long term. Communications between AVs and infrastructure (vehicle-to-vehicle and 

vehicle-to-infrastructure) are valuable for identifying the traffic states of urban roads, providing 

more information for link conditions and intersection control [28][160]. The exchanged 

information helps vehicles choose and perform the best available action to improve traffic 

operations. However, little research has been conducted on the expected impact of connected 

AVs on road network vulnerability and how the network operates if links are eliminated. 

Vulnerability studies perform two tasks: some evaluate the reduction of transportation network 

performance under discomposure and identify critical components of the transportation 

network [167]. The latter task is accomplished by assessing the decrease in network performance 

indices when a given component is eliminated in [168]. Expert assessment is applied by Dvořák 

(2016) and Ortega (2020) [169,170]. García Palomares and his colleagues' (2018) study in Spain 

developed a methodological framework to evaluate the critical road sections in terms of travel 

time. Their analysis concluded that radial highways are the most critical links, with alternative 

routes being an essential part of the investigation [171]. Akbarzadeh's team also studied road 

network vulnerability by analyzing travel time change, showing that links connecting neighboring 

clusters are the most critical ones compared to links with the highest congestion [172]. 



 

77 

 

Gecchele et al.'s vulnerability study used an activity-based model to evaluate travel demand 

changes due to link closure and identified link criticality utilizing a set of vulnerability indicators 

[173]. Cui and Levinson compared the cumulative opportunity accessibility before and after 

removing freeway segments in an urban zone in their model. They found that critical links are 

near freeways or at a freeway segment [174]. Calvert and Snelder presented a Link Performance 

Index for Resilience (LPIR) indicator, which evaluates the resilience level of specific road sections 

in a more comprehensive road network [175]. Gauthier and his colleagues chose the increase in 

overall travel cost as a parameter to measure road network performance in the presence of 

disruptions [176]. 

Another key issue involved in critical link identification is predicting the traveler's behavioral 

responses to link failure. Link failure causes travel time uncertainty and travel behavior changes 

regarding the transport mode choice, travel route, or cancel the whole trip [177]. Drivers under 

travel time uncertainty tend to choose a dependable shortest path with more travel time saving 

and reduction of travel time variability, which may have the inverse effect in the case of a link 

failure [165]. AVs connected with each other and with the infrastructure can help find better 

routes to reduce uncertainty in the case of link failure [160]. 

The chapter aims to identify critical links on a macroscopic road network by the link 

characteristics and traffic parameters on the operability of the whole network, such as length, 

distance from the center, speed, number of lanes, and number of connectors. This can provide a 

valuable tool to understand which link characters have a higher impact on the network. The 

second part of the article discusses a simulation of the predicted effects of AVs on the 

vulnerability of the network by analyzing the effect of different AV scenarios on network 

operability in normal conditions and if links are eliminated. In order to achieve these objectives, 

a case study area of Budapest, Hungary, was taken as the base model for the study. The Budapest 

EFM model is used to achieve these aims. 

6.3 Methodology 

6.3.1 AV parameter identification 

The Hungarian EFM (implemented in the PTV Visum software was used to construct the model 

for the analysis.  From the EFM model, 1000 zones inside Budapest and smaller clustered zones 

around the city were studied, focusing on private transport only. The sensitivity of the road 

network was measured by the change in the total delay time parameter of the network. The 

improvement caused by AVs is also shown by the traveled kilometers and hours by car vehicle 

category found in chapter 2. The base scenario model parameters are shown in Table 6.1 below. 
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Table 6.1. EFM model base scenario traffic parameters 

Parameter Unit Volume 

total travel time by cars hour/day 582,739 

total travel distance by cars km/day 30,750,166 

daily total volume of cars vehicle/day 81,686,075 

total network delay hour/day 136,911 

The implementation of AVs in traffic fleet is expected to affect the capacity and saturation of the 

network due to different factors: the SAE (Society of Automotive Engineers) AVs level of 

Automation, V2V and V2I communications, a smaller following distance (headway), a smaller 

required gap for lane changing, lower driving reaction time, walking and parking time. 

Communication between vehicles is maybe one of the most robust countermeasures in losing 

accessibility to part of the network. V2V and V2I communication provide AVs with a different 

alternative, replacing the eliminated roads due to emergencies, reducing jams resulting from 

vehicles being stuck in/near eliminated roads. 

The passenger car unit parameter in the PTV Visum model reflects the expected changes in 

network saturation and travel time reduction. PCU reflects how much impact a specific transport 

mode has compared to how much one passenger car has on traffic network variable passenger 

cars [63]. Modifying PCU values for the AV class is based on the expected positive effect of 

connected AVs on road capacity and saturation characteristics. The methodology created by 

Török and his colleagues was adopted for five different scenarios, including the base scenario 

with no fully automated vehicles [39]. The method focuses on changing PCU value depending on 

the SAE level and AV penetration value. Simple polynomial regression was used to define the PCU 

value associated with each SAE level, as shown in Table 6.2 [39] .  

Table 6.2. Assumed passenger car units associated with each SAE category [39] 

SAE Category SAE PCU 

SAE0 1.00 

SAE1 0.98 

SAE2 0.95 

SAE3 0.90 

SAE4 0.80 

SAE5 0.65 

The scenarios mix the different AV penetration levels with the five SAE penetration values. Table 

6.3 below shows the chosen scenarios, with the corresponding SAE proportion and PCU values. 
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Table 6.3. SAE level proportion in each scenario 

SAE Category SAE0 SAE1 SAE2 SAE3 SAE4 SAE5 Scenario PCU 

AV0 1 0 0 0 0 0 1.000 

AV30 0.70 0.18 0.07 0.03 0.02 0 0.961 

AV50 0.50 0.19 0.12 0.11 0.06 0.02 0.927 

AV80 0.20 0.08 0.13 0.13 0.26 0.20 0.826 

AV100 0 0 0 0 0 1 0.650 

6.3.2 Network sensitivity analysis framework 

To study the sensitivity of different roads on a transport network, 30 major  roads with were 

selected randomly in Budapest were selected which include large range of the different 

characteristics, shown in Figure 2. The first characteristic of the chosen roads is the number of 

driving lanes in each direction. The 30 selected roads were divided into three groups of one, two, 

and three lanes in each direction, with ten roads in each group. The second characteristic is the 

distance from the mid-point of the road to the model center. Another characteristic is the 

number of connectors. These are the points at which vehicles can enter/exit the selected road 

from/to other roads. The last two characteristics are the maximum allowed speed and the length 

of the roads. Table 6.4 summarises the selected road characteristics.  

 
Figure 6.1. Roads selected for elimination (own source) 
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Table 6.4. Selected roads characteristics 

Road 
number 

Lengt
h 

(Km) 

Nr. Lanes 
(Number

) 

Speed 
(Km per 

hour) 

Distanc
e 

(Km) 

Capacity 
(Vehicles) 

Nr. of connectors 
(Number) 

1 1.80 1 40 2.18 900 5 

2 4.39 1 45 6.01 1000 7 

3 3.87 1 50 7.97 1200 15 

4 1.54 1 40 1.11 900 9 

5 22.41 1 65 24.51 1000 8 

6 19.73 1 90 31.65 1500 6 

7 4.34 1 45 8.84 1000 14 

8 4.57 1 50 0.82 1200 8 

9 12.84 1 50 10.29 1400 7 

10 15.44 1 80 16.41 1400 7 

11 1.60 2 50 0.22 2400 12 

12 8.80 2 60 6.69 2800 15 

13 12.19 2 115 21.25 4000 3 

14 1.87 2 50 1.64 2400 16 

15 7.89 2 100 15.31 3200 4 

16 2.97 2 55 5.38 2400 9 

17 14.45 2 115 21.39 4000 6 

18 5.04 2 60 9.35 2800 11 

19 13.55 2 115 18.06 4000 6 

20 1.05 2 50 0.56 2600 5 

21 6.26 3 100 7.82 5100 7 

22 4.57 3 60 6.29 4200 10 

23 6.90 3 60 4.21 4200 14 

24 3.63 3 60 3.92 4200 16 

25 24.93 3 100 13.27 4800 9 

26 5.07 3 50 3.41 3900 19 

27 1.26 3 50 2.66 3900 6 

28 5.63 3 60 4.72 4200 31 

29 2.62 3 60 6.95 4200 5 

30 3.88 3 60 7.45 4200 11 

The adopted methodology to study network sensitivity eliminates one road each time, and runs 

the 5 chosen AV scenarios by modifying the PCU, and executes the equilibrium assignment for 

each scenario. Changes in traffic parameters are analysed for each scenario. Then another road 

is selected and eliminated until all 30 roads are eliminated. Figure 6.2 shows the framework of 

the used methodology. 
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Figure 6.2.  Methodology framework for sensitivity analysis (own source) 

6.3.3 Regression model 

Multiple linear regression was calculated to determine the most significant parameter affecting 

link criticality. The multi-linear regression model assumes a linear relationship between the 

dependent variable Y and the independent variable x, where the dependent variable Y is the 

value of increased delay in hours, and the independent variables x1..n are the link length, distance 

from the center, speed, number of lanes, capacity, and number of connectors. Multi-linear 

regression is expressed as: 

𝑌 =  𝛽0 +  𝛽𝑥1 + 𝛽2𝑥2 + ⋯ +  𝛽𝑛𝑥𝑛 + e 

Where:  

 Y : Predicted value of the dependent variable. 
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𝛽0 : The y-intercept. 

 x : Independent variable. 
β : Regression coefficient. 
n : The number of independent variables. 
e : Regression residual. 

Normality, collinearity, and heteroscedasticity conditions were checked to make sure that linear 

regression is applicable. The data were put into a correlation coefficient matrix to check for 

collinearity between the parameters. The matrix showed no high collinearity between the 

parameters, with the highest value of 0.63 between speed and road length, which is lower than 

the accepted maximum value of 0.80. The normal P-P plot was used to check normality, and a 

scatterplot of the residuals was used to check heteroscedasticity [178]. The coefficient of 

determination (R-squared) measures how much the independent variables can explain the 

developed model outcome. R-squared (R2) value is only between 0 and 1, where 0 indicates that 

the independent variables cannot predict the dependent variable at all, and 1 can predict it with 

zero. 

An eighty to twenty percent of the scenarios were selected to generate the test group, so to 

validate the regression model. Accordingly, twenty-four roads were chosen to develop the 

model. Roads 2, 8, 13, 16, 28, and 30 have been selected randomly to validate each developed 

model.  Root Mean Square Error (RMSE) value was calculated to give the average distance 

between the predicted total delay from the developed models and the total delay values from 

the simulation in the dataset for the validation process. 

6.4 Results & discussion 

The first part of the analysis focused on finding the increase in total delay by eliminating each 

road to find the most important road characteristics affecting the network for AV0 scenarios. The 

total daily delay (hours) for the whole network was calculated. Thus, the baseline value of the 

total daily delay is 136,911 hours. Each scenario was compared to this value. Figure 6.3 below 

shows the impact of the elimination of 30 roads on network delay, presented in percentage. 
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Figure 6.3. Delay increase percentage for each eliminated road (own source) 

The developed vulnerability function, using multi-linear regression, is shown below with the R 

squared value of 89.1%. The normal P-P plot of the dependent variable is given in Figure 5, and 

Table 6.4 presents the estimated P-value of each parameter, showing the residuals are 

approximately linear, which supports the condition that the error is normally distributed.  The 

result indicates that the road length, number of lanes, speed, and number of connectors have a 

positive impact on delay. In contrast, the distance from the center has a negative impact on the 

total delay increase. The regression also indicated that the number of lanes has the highest 

impact on the network delay, seconded by length and distance, which almost have similar effects, 

which were all expected results.  

𝐼𝑛𝑐𝑟𝑒𝑎𝑠𝑒 𝑖𝑛 𝑇𝑜𝑡𝑎𝑙 𝐷𝑒𝑙𝑎𝑦 =  352.49𝐿 + 1017.3𝑁 + 55.69𝑆 −  319𝑑 +  127.6𝐶𝑜 − 4109.5 

Where: 

L: Length of the eliminated road [km]. 

N: Number of lanes of the eliminated road. 

S: Maximum speed allowed on the eliminated road in [km/h]. 

d: Distance of the middle of the road from the center of the model [km]. 

Co: Number of connectors along the eliminated road. 
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Figure 6.4. Normal P-P plot of regression residual of independent variable increase in total 

delay (own source) 

Table 6.5. P-value associated with each parameter of AV0 model 

Parameter P-Value 

Length 3.03 × 10-6 

Nr. Lanes 0.006 

Speed 0.0019 

Distance 2.28 × 10-5 

Nr. of connectors 0.0266 

 

The second part of the analysis focuses on finding the impact of implementing AVs into the 

model. The four AV scenarios were compared with the base scenario described in Table 6.1 in 

the methodology section (AV0). The traveled daily kilometers showed a reduction ranging from 

0.19% to 1.29%, also, traveled hours reduction ranged from 0.73% to 5.78% of the total daily 

traveled hours. The most significant improvement induced by AVs is witnessed in total daily 

delay. AV30 scenario showed that even with only introducing 30% AVs of the entire traffic fleet 

with zero SAE5 automation level, a 3.5% reduction was achieved. AV50 and AV80 lowered the 

delay by 6.89% and 14.81%, respectively, which also introduced a low percentage of SAE5 AVs. 



 

85 

 

The most significant decrease in the delay is achieved by introducing a whole fleet of SA5 AVs, 

reducing total daily delay by 28.52%. The result is shown in Figure 6.5 below.  

 
Figure 6.5. Delay, traveled hours, and traveled km reduction percentage for each scenario (own 

source) 

The analysis of introducing AVs into the traffic fleet also reduced the rise in delay in the case of 

road obstructions and elimination. For each of the presented AV scenarios, the total daily delay 

was estimated for the whole network and also calculated for the 30 road elimination process and 

compared. The results are shown in Figure 6.6 below. For example, the highest increase in delay 

is for road number 25, with a rise of 8.26% in the case of zero AVs (AV0). This increase is reduced 

to 7.68%, 7.14%, 5.95%, and 4.26% for AV30, AV50, AV80, and AV100 scenarios, respectively, 

showing a 50% decrease in the rise of delay. An improvement as big as 60% is reached with fully 

SA5 AVs. The average reductions in delay are 7.78%, 15.43%, 24.96%, and 43.08% for AV30, AV50, 

AV80 and AV100. Figure 6.7 shows the results for each AV scenario and road. 
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Figure 6.6. Delay increase percentage of different AV scenarios for each eliminated road (own 

source) 

 
Figure 6.7. Delay reduction percentage comparison between all scenarios (own source) 

Vulnerability functions for the increase in total delay were developed for each AV scenario to 

understand improvements caused by AVs on network sensitivity in the case of road blockage. 

The four developed regression models are shown below with R squared values of 86.5%, 88.6%, 

87.6%, and 83.9% for AV30, AV50, AV80, and AV100, respectively. Table 6.5 shows the estimated 

p-value for each developed model. Further analysis of each independent variable weight 

compared to all variable values is shown in Figure 9. The speed, distance, and the number of 

connectors weights are nearly unchanged if AVs are implemented. The most significant change 
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is shown in the increase in the number of lanes weight of the eliminated road in the vulnerability 

equation with more AVs in the traffic flow and road length-weight reduction for the same 

condition. The changes in weights mean that roads with a higher number of lanes are more 

sensitive to a fully automated flow network than to road length. Another is that the number of 

lanes significantly impacts the network delay. 

𝐴𝑉30 𝐼𝑛𝑐𝑟𝑒𝑎𝑠𝑒 𝑖𝑛 𝑇𝑜𝑡𝑎𝑙 𝐷𝑒𝑙𝑎𝑦

=   278.98𝐿 + 1000𝑁 + 58.69𝑆 − 296𝑑 +  150.36𝐶𝑜 − 4410 

𝐴𝑉50 𝐼𝑛𝑐𝑟𝑒𝑎𝑠𝑒 𝑖𝑛 𝑇𝑜𝑡𝑎𝑙 𝐷𝑒𝑙𝑎𝑦

=  306.93𝐿 + 886.72𝑁 + 49.769𝑆 − 282𝑑 +  113.02𝐶𝑜 − 3630 

𝐴𝑉80 𝐼𝑛𝑐𝑟𝑒𝑎𝑠𝑒 𝑖𝑛 𝑇𝑜𝑡𝑎𝑙 𝐷𝑒𝑙𝑎𝑦

=  264.72𝐿 + 747.8𝑁 + 40.29𝑆 − 243.5𝑑 +  86.17𝐶𝑜 − 2767 

𝐴𝑉100 𝐼𝑛𝑐𝑟𝑒𝑎𝑠𝑒 𝑖𝑛 𝑇𝑜𝑡𝑎𝑙 𝐷𝑒𝑙𝑎𝑦

=  183.64𝐿 + 618.96𝑁 + 30.05𝑆 − 183.44𝑑 +  63.14𝐶𝑜 − 2054 

Table 6.6. P-value associated with each parameter of AV30, AV50, AV50, and AV100 models 

Parameter AV30 AV50 AV80 AV100 

Length 0.0001 4.83× 10-6 6.22 × 10-6 8.83 × 10-5 

Nr. Lanes 0.0104 0.0075 0.001 0.0133 

Speed 0.0021 0.002 0.0038 0.0107 

Distance 0.0001 2.91 × 10-5 3.64 × 10-5 0.00024 

Nr. of connectors 0.016 0.029 0.045 0.101 
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Figure 6.8. Independent variable weight compared to all variables values (own source) 

Validation for the five developed mathematical models has been made using 20% of the total 30 

selected roads. RMSE values calculated for the six roads were evaluated firstly by comparing 

them with RMSE values of the dataset used for developing the model and secondly by calculating 

the normalized RMSE values. Table 6 below presents the validation process results. The first 

comparison between RMSE of the validation dataset and the training dataset shows a low 

difference. The Normalized RMSE shows values of 0.23 and lower; these two findings with the 

calculated R2 indicate that the developed models can relatively predict the data accurately. 

Table 6.7. Models validation results 

Model 

RMSE of the 

validation 

dataset 

RMSE Of the 

training 

dataset 

Normalized 

RMSE 

R2 

AV0 832.5 806.8 0.18 89.1% 

AV30 989.9 889.8 0.23 86.5% 

AV50 695.0 728.4 0.17 88.6% 

AV80 516.2 640.9 0.14 87.6% 

AV100 376.8 556.9 0.12 83.9% 

6.5 Conclusion 

This research studied road network vulnerability in terms of daily travelled hours, daily travelled 

km, and total delay by eliminating roads with different characteristics (length, distance from the 
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center, speed, number of lanes, and connectors). Simulations and the development of a multi-

linear regression statistical model of 26 different eliminated roads concluded that the number of 

lanes in a road has the most significant effect on delay. The second high impact characteristics 

are road length and distance from the city center, followed by the remaining characteristics. 

A methodology was adopted to study the impact of autonomous vehicles (AVs) on the network 

model using different passenger car values (PCU) for AVs. Four scenarios were chosen with 

different combinations of SAE levels of automation and AV proportion in the traffic flow. Total 

delay showed significant improvement reaching a 28.52% reduction in a fully automated fleet 

scenario. Travelled daily kilometers and hours were also reduced by 0.19% – 1.29% and 0.73% – 

5.78% with the various AV scenarios, respectively. 

Finally, the proposed model vulnerability based on delay was examined for all 30 selected roads 

for the four AV scenarios. The introduction of AVs resulted in a significant reduction of the 

increased delay caused by eliminated roads. The average decrease proved to be up to 43.08% 

from the base scenario with all conventional vehicles. The findings were further analysed by 

developing a statistical delay model for the four AV scenarios and compared with the zero AV 

statistical model. It was found that the impact of the road number of lanes parameter on delay 

has significantly increased with higher AV penetration. At the same time, the number of lanes 

remained the most significant one in this respect. 

This research did not consider the change in speed caused by the failure of the selected road on 

other roads, especially adjacent roads. Future work will focus on studying and applying a speed 

correlation matrix for the whole network. The study also focused on eliminating one road at a 

time; a good extension is examining how eliminating a combination of roads or an impact area 

with AV implementation; consequently, it would be possible to model AVs in a more dynamic 

methodology. Such work could also explain the relationship between AV implementation, 

number of eliminated road lanes, and delay relation found in this chapter.  
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6.6 Thesis 

Related publications to this chapter: [179], [180] 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

I have developed a methodological framework to evaluate the impact of five relevant road 
parameters and AV penetration on network vulnerability in a macroscopic transport model. I 
stated that AV implementation will significantly mitigate the negative effect of unexpected road 
capacity reduction. Beyond this, it was proved that the number of lanes is the most significant 
parameter influencing network resilience. 
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Chapter 7 

Overall Conclusions and Scopes for The 

Future Study 

7.1 New scientific results 

The research has successfully covered the proposed research hypothesis mentioned in chapter 

1.4. Figure 7.1 gives an overall framework of the performed investigations on the impact of AVs 

on a road transportation system. 

 
Figure 7.1. Overall framework of dissertation research (own source) 

To recap the dissertation findings, 

1- AVs has a significant effect on traffic parameters and on other vehicle classes operation on 

macroscopic level and it can be interpreted by numeric models. The analysis in chapter 2 

found that the impact of AVs on four different traffic parameters; traveled daily kilometers, 

daily hours, total daily delay, and average network speed on a macroscopic level by different 

improvements depending on AVs penetration and level of automation. The parameter of 

total network delay has the most significant reduction. The results were modeled into six 

numeric models investigating the change on the traffic parameters depending on the change 

in AV penetration and PCU.  
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𝑃𝐶 ℎ𝑟 % =  0.0447𝐴𝑉 − 0.0917𝑃𝐶𝑈 + 0.0683                      R2 = 0.86  

𝑃𝐶 𝑘𝑚 % =  0.0094AV − 0.0188PCU + 0.0144                     R2 = 0.88  

𝐻𝑉 ℎ𝑟 % =  0.0326AV − 0.0667PCU + 0.0498                      R2 = 0.86  

𝐻𝑉 𝑘𝑚 % =  0.0240AV − 0.0049PCU + 0.0037                     R2 = 0.83  

𝐷𝑒𝑙𝑎𝑦 % =  0.2082AV − 0.4127PCU + 0.3066                      R2 = 0.87  

𝑆𝑝𝑒𝑒𝑑 % =  0.0201AV − 0.0436PCU + 0.0323                      R2 = 0.82 

 

 

2- AVs have a significant effect on GHG emissions on macroscopic level assuming conventional 

vehicles characteristics. as well and this can be and it can be interpreted by numeric models. 

The developed methodology on chapter 3 analyses the impact of AVs for three different 

emission components, Carbon Dioxide (CO2), Nitrogen Oxides (NOx: NO2 and NO) given as 

NO2 equivalent, and Particular Matter (PM= PM2.5) on a macroscopic level for two vehicle 

classes (passenger cars and heavy vehicles). The analysis showed reduction for the three 

emission both resulted from passenger cars and heavy vehicles. Six numeric models were 

developed to estimate the change in the investigated emission components depending on 

the change in AV penetration and PCU.   
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Figure 7.2. Proposed methodology to estimate AVs impact on road traffic GHG (own source) 

PC CO2 Relative Emission Reduction % 

=  e 0.423 + 0.93X2 − 2.27X2.5 + 1.08X3 − 0.014√YlnY + 0.14(lnY)2 − (
2.84
lnY

), 

  
PC NOx Relative Emission Reduction% 

=  e
1.072 – 0.16XlnX − 0.086√𝑋 lnX + 0.14 (lnY)2  − 0.086√𝑌  2 − (

3.41

√Y
)
, 

PC PM2.5 Relative Emission Reduction% 

=  e−17.43 – 0.81X + 7.60 lnY – 0.60X2 + 0.011(lnY)2 – 0.0025X lnY, 

HV CO2 Relative Emission Reduction% =  − 0.2221 +  0.6468(e−X) +  0.03761√𝑌, 

HV NOx Relative Emission Reduction% =  − 0.2019 +  0.6071(e−X) +  0.03631√Y, 

HV PM2.5 Relative Emission Reduction% =  0.741 −  0.7772√X +  0.0459√Y 
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3- The investigation on the effect of complex strategies in chapter 4 including AV technology 

Park & Ride and electrical vehicle related solutions to study their effect on Carbon Oxide (CO), 

Carbon Dioxide (CO2), and Nitrogen Oxide (NOx) emissions. The outcomes of the investigation 

support the integrated application of the investigated up-to-date solutions involving 

autonomous electric vehicles and P&R systems to reduce pollution in the urban environment.  

 
Figure 7.3. NOx value for different transport policies (own source) 

 

 
Figure7.4. CO value for different transport policies (own source) 
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Figure 7.5.  CO2 value for different transport policies (own source) 

4- The spread of connected and cooperative AVs on a transport system can significantly 

influence the cybersecurity of the transport system. A comprehensive study in chapter 5 of 

cybersecurity ad cyber-attacks literature on connected transport systems resulted in 

development of a comprehensive cybersecurity reference model to provide a solid basis for 

describing attack patterns and characterizing malicious intervention profiles. According to my 

results, the cyber incidents should be evaluated based on the attacked component of the 

mobility system, the spatial-, the time-related, and the periodicity-associated aspects of the 

intervention. This analytic structure allows us to characterize attacks efficiently and 

implement adequate countermeasures. 
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Figure 7.6. Time, space, and component-based automobile industry-related cyberattack space 
(own source) 

5- The developed methodological framework to evaluate the impact of five relevant road 

parameters and AV penetration on network vulnerability in a macroscopic transport model 

demonstrated that AVs can even contribute to the improvement of network resilience on a 

macroscopic level. The analysis in chapter 6 stated that AV implementation will significantly 

mitigate the negative effect of unexpected road capacity reduction. Beyond this, it was 

proved that the number of lanes is the most significant parameter influencing network 

resilience from the five selected road parameters; road length, distance from the center, 

speed, number of lanes, and number of connectors. Four mathematical models for four 

different AVs scenarios were developed and validated to predict the increase in total delay in 

case of road failure. I estimated the change in total delay depending on the selected road 

parameters. 
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Figure 7.7. Proposed methodology to estimate AVs impact on road network vulnerability (own 
source) 

 
Figure 7.8.  Independent variable weight compared to all variables values (own source) 
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𝐴𝑉0 𝐼𝑛𝑐𝑟𝑒𝑎𝑠𝑒 𝑖𝑛 𝑇𝑜𝑡𝑎𝑙 𝐷𝑒𝑙𝑎𝑦 

=  352.49𝐿 + 1017.3𝑁 + 55.69𝑆 −  319𝑑 +  127.6𝐶𝑜 − 4109.5 

𝐴𝑉30 𝐼𝑛𝑐𝑟𝑒𝑎𝑠𝑒 𝑖𝑛 𝑇𝑜𝑡𝑎𝑙 𝐷𝑒𝑙𝑎𝑦

=   278.98𝐿 + 1000𝑁 + 58.69𝑆 − 296𝑑 +  150.36𝐶𝑜 − 4410 

𝐴𝑉50 𝐼𝑛𝑐𝑟𝑒𝑎𝑠𝑒 𝑖𝑛 𝑇𝑜𝑡𝑎𝑙 𝐷𝑒𝑙𝑎𝑦

=  306.93𝐿 + 886.72𝑁 + 49.769𝑆 − 282𝑑 +  113.02𝐶𝑜 − 3630 

𝐴𝑉80 𝐼𝑛𝑐𝑟𝑒𝑎𝑠𝑒 𝑖𝑛 𝑇𝑜𝑡𝑎𝑙 𝐷𝑒𝑙𝑎𝑦

=  264.72𝐿 + 747.8𝑁 + 40.29𝑆 − 243.5𝑑 +  86.17𝐶𝑜 − 2767 

𝐴𝑉100 𝐼𝑛𝑐𝑟𝑒𝑎𝑠𝑒 𝑖𝑛 𝑇𝑜𝑡𝑎𝑙 𝐷𝑒𝑙𝑎𝑦

=  183.64𝐿 + 618.96𝑁 + 30.05𝑆 − 183.44𝑑 +  63.14𝐶𝑜 − 2054 

Overall, the different studies on the impacts of connected AVs on a road transportation system 

operation, GHG emissions and network vulnerability proven to be the future of road 

transportation. AVs will one of the main solutions to traffic congestion; reducing travel time and 

travel distance. The reduction will reflect on GHG emission and be a partial improvement to the 

increasing global warming with convictional cars for AVs and can be further improved by 

combining AVs with other policies such as electrical vehicles policies P&R policies. Connected AVs 

will play a significant part in reducing the expected damage to a road network resilience by 

rerouting to safer routes in case of disasters and road destructions. 

Another finding of the study is that connected autonomous driving technology must overcome a 

number of challenges; especially cybersecurity challenges before becoming a sustainable 

transport solution. Technology has not yet advanced to the point where it can be trusted without 

human intervention; public perception of technology must also be changed, and rules and 

regulations must be updated to allow a whole new sort of vehicle on the road. 

7.2 Application of the scientific results 
 

• Application of the scientific results related to Thesis 1 

The main idea of Thesis-1 can be concluded as follows: “The implementation of AVs can result in 

significant reduction in road network delay”. The developed models can help decision makers in 

having clearer idea of the expected reduction in speed, delay, travelled time and travelled 

distance in a city with higher AVs in their fleets. 

• Application of the scientific results related to Thesis 2 
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The developed road GHG emissions estimation method for AVs has a number of applications for 

the future implementation of AVs in urban areas. It helps in strengthen the change to the future 

of AVs technology in traffic policies to mitigate road traffic emissions. The developed 

mathematical models can be used to predict AVs benefits in reducing different emissions with 

the use of same vehicle fleet. 

• Application of the scientific results related to Thesis 3 

The third thesis studied combinations of transport policies to reduce road traffic GHG emissions. 

The thesis can call the attention of the experts that by combining already implemented policies 

(i.e. P&R policies, electrical vehicles policies) with the future policies (i.e. Automated vehicles 

policies) can have significant benefit change to GHG emissions. 

• Application of the scientific results related to Thesis 4 

The fourth thesis introduces a complex Time, space, and component-based automobile industry-

related cyberattacks space and cyberattacks can be grouped based on the OSI layer through the 

hazarding factors targeting autonomous transportation systems. These findings can help in 

increasing the knowledge required to protect again cyberattacks targeting AVs. 

• Application of the scientific results related to Thesis 5 

The proposed methodologies for road vulnerability analysis can firstly, help in identifying the 

most critical roads in a macroscopic network based on five different road characteristics. The 

identification helps in using higher design and construction standards to shield them from failure. 

Secondly, the impact of connected AVs through a failed network provides experts on a new view 

of a way to mitigate the impact of the failure different critical roads. 

7.3 Scope for the Future Study 
1- The scope for future research regarding Thesis 1 is to study AVs' impact on a traffic 

network in a more detailed way and to find a different effect on different road types and 

complex traffic operations. Future work will also focus on the impact of automated public 

transport and shared automated transport systems and introducing AVs on a more 

dynamic methodology. Other future work related to the thesis is to study the introduction 

of toll roads in the model, especially trips from another municipality to Budapest. 

2- The scope for future research regarding Thesis 2 is to focus on analyzing the expected 

change in car-owner ships with AV implemented in the transportation network and how 

it will affect GHG emissions reduction. 

3- The scope for the future research regarding Thesis 3 will have to include autonomous 

vehicles in much of the infrastructure and explore policies concerning integrated 

transport systems. 
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4- The scope for future research regarding Thesis 4 is to focus on more detailed cyber-

attacks on a particular AV component and differentiating the attacks based on OSI layers. 

5- The scope for future research regarding Thesis 5 is to focus on studying and applying a 

speed correlation matrix for the whole network. Also focused on a good extension is how 

eliminating a combination of roads or an impact area with AV implementation. 

6- Scope of future of the whole research is to model AVs in a more dynamic methodology. A 

good extension for future research will focus on studying and applying a speed 

correlation matrix for the whole network. Future work can also study the expected costs 

of implementing AVs on a network and costs of improving the existing the infrastructure 

to AVs operation needs. In the future, when autonomous trucks are widely automated 

and connected, the research can be conducted again with an improved methods to 

evaluate more accurate and reliable, which will give a better view on the technology of 

AVs impact on road transport system. 
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