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Chapter 1

Introduction

The main motivation for my research work was the new industrial revolution, the so-
called Industry 4.0 [1], that main goal is briefly the fully digitized, connected, and au-
tonomous production by implementing interoperability, virtualization, decentralization,
service-orientation, and modularity with a real-time manner. At the same time, the biggest
European digitization research project, the Productive 4.0 [2] with 109 industry and re-
search partners, included the Department of Telecommunications and Media Informatics
of Budapest University of Technology and Economics, was officially launched, which aimed
to answer the expectations of Industry 4.0.

The challenge is compounded by the explosion of the IoT (Internet Of Things) concept [3],
which means that all elements, from the smallest sensor to the largest CPS (Cyber-Physical
System), can connect to the Internet and provide information about themselves, and com-
municate with each other, thus become able to provide a service even to an outside party.
Complementing this with the Industry 4.0 concept, devices can act as both Providers and
Consumers when integrated into SOA (Service-Oriented Architecture). However, the IoT-
based operation requires the use of new modeling and simulation methods and has a major
impact on the modeling of related lifecycle management [4] and cross-border DSCs (Dig-
ital Supply Chain) [5]. Another challenge is to connect these processes sustainably and
transparently and to provide feedback that can be used to improve the processes even in
real-time.

Implementing digitization and supporting processes at this level definitely requires exten-
sive and intelligent infrastructure. In line with this expectation, one of the main tasks
within the Productive 4.0 project was further to develop the Arrowhead industrial IoT
framework [6] and bring it into line with Industry 4.0, taking into account the expectations
of the DP (Digital Production), SCM (Supply Chain Management), and PLM (Product
Lifecycle Management). At the beginning of Productive 4.0, the Arrowhead framework
could already provide the basic SOA features. However still, it was not yet able to provide
several of the features defined by Industry 4.0. Thus, I addressed new challenges to the
Arrowhead framework in my research work.
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Chapter 2

Research goals

At the start of the Productive 4.0 project, the automated workflow execution function was
missing within the Arrowhead framework. Still, this topic was an open question for industry
and researchers outside the Productive 4.0 project due to the new industrial revolution [7,
8], so research in this area is also of great importance in general. Therefore, in the first
phase of my research, I aimed to develop and model the concept of an automated workflow
execution system.

Closely related to the issue of automated production, there are other issues for system
integration, which can also be interpreted outside the context of Arrowhead [9, 10]. For
example, within an existing CPS or CPPS (Cyber-Physical Production System), new sys-
tems may appear, or no longer used systems may be withdrawn. Developing a lifecycle
management model within Arrowhead has become increasingly necessary to support these
processes properly. Due to the structure of Arrowhead, my next research goal was primarily
to model the lifecycle of SoS (System of Systems) [11] architectures.

The Industry 4.0 concept has fundamentally reformed production and thus supply chain
processes, leading to the development of DSCs, but achieving and operating it effectively
will lead to additional challenges that also need to be addressed [12, 13]. Furthermore,
for digitized supply chains to work, there is a clear need for technological support that
IoT management systems can provide. Thus, based on my research work and the available
knowledge of Arrowhead, I have also been proposed an Industry 4.0-compatible framework
and platform development methodology that can be used specifically as a guide to manage
DSCs and support-related processes.
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Chapter 3

Research methodology

During my research work, I followed the DSRM (Design Science Research Methodology),
which was developed specifically for research on information systems and related mod-
els [14]. The methodology divides the research process into six activities:

1. Problem identification and motivation: Determining the specific research prob-
lem and the expected value of the research work.

2. Define the objectives for a solution: After the research problem identification,
the specification of research goals follows. The DSRM defines quantitative goals,
which means that new research will result in a better solution than an existing
one, and qualitative goals, which means a completely new research result or finding.
A thorough literature review is key at this stage, which fundamentally determines
whether the research will yield qualitative or quantitative results.

3. Design and development: Preparation of the research artifact following the re-
search goals. It is typically the production of a model, methodology, technical, social,
or information artifact.

4. Demonstration: It is also necessary to support the relevance of the completed
artifact with results and demonstrate that the final artifact is a solution to the
identified research problem. This can be done using research findings in experiments,
simulations, case studies, or other evidence-based activities.

5. Evaluation: To observe and measure the extent to which the completed artifact
meets the expectations under real circumstances. Here, it is possible to compare the
requirements identified in the second step and the actual results achieved by the
artifact.

6. Communication: Presentation and publication of the research artifact. Description
and summary of the research steps taken and value of the research.

Table 3.1 summarizes the performed research work according to the DSRM.
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4

Table 3.1: The performed research work according to DSRM

Thesis Group I Thesis Group II Thesis Group III

Problem identification
and motivation

- Industry 4.0-compatible workflow
management is an open question in general
- Automated workflow execution is missing
within the Arrowhead

- Lifecycle models do not meet
Industry 4.0 expectations
- There is no lifecycle management
for Arrowhead systems

- SCM and Logistics metrics are not
identified for technical infrastructures
- SCM and logistics are not supported
comprehensively by the Arrowhead

Define the objectives
for a solution

- Identify the requirements
- Thorough literature review
- Identify the gaps
- Choose the appropriate modeling language
- Create workflow management models
- Execute simulations and tests
- Create a minimum prototype version
- Test and verify the prototype

- Identify the requirements
- Thorough literature review
- Identify the gaps
- Improve existing PLM models
- Create lifecycle management models
for the Arrowhead systems
- Test and validate the models

- Identify the requirements
- Thorough literature review
- Identify the gaps
- Improve existing SCM and logistics models
- Create new SCM and logistics models
- Validation of new and improved models
through industrial case studies

Design and development
- Design a workflow management model
- Create a Proof of Concept implementation
- Create a demonstration prototype

- Design a lifecycle model for IoT
- Design Industry 4.0-compatible PLM
- Design an SoS lifecycle management model

- Design SCM and logistics case studies
- Develop a digital logistics model
- Develop a technical framework for SCM

Demonstration

- Execute model-based simulations
- Execute tests in a test environment
- Testing the demonstration prototype
under laboratory conditions

- Adapt the models to real-life scenarios
- Test the models with the Arrowhead
- Create an Arrowhead system based
on the new model

- Compare improved models with existing ones
- Present applicability of improved models
- Present applicability of new models

Evaluation - Evaluate the results with measurements
- Identify optimization opportunities

- Validate the models with real use cases
- Identify optimization opportunities

- Evaluation of new and improved models
in line with new industry requirements
- Identify optimization opportunities

Communication [J-1], [C-1, C-2, C-3, C-4] [J-2], [C-2, C-5] [J-3, J-4], [C-2, C-6, C-7, C-8]



Chapter 4

New results

Thesis Group I: Workflow Management and Automation within the Ar-
rowhead

I designed Arrowhead’s workflow management system, the Workflow Choreog-
rapher. During the system’s design, I introduced the multi-level modeling of
workflow execution. I first checked the designed system’s functions and the
multi-level workflow implementation with model-based software simulation,
then I integrated the Workflow Choreographer into the Arrowhead framework,
and finally, I tested the prototype implementation under laboratory conditions.
[J-1], [C-1, C-2, C-3, C-4]

Workflow management was a completely open issue in the Arrowhead framework when
the Productive 4.0 project was launched. However, examining the issues of automated
production during the project, many requirements were identified, such as service-oriented
approach [6], decentralized production based on predefined production plans (or production
recipes) [15], taking into account the ever-changing environment, dynamically responding
to unplanned events [C-1, C-2, C-3].

As a first step, I examined whether the desired functions could be implemented in the con-
text of the Arrowhead framework. Then, following the identified expectations, I created
a CPN (Colored Petri Net) [16] model for Arrowhead’s WMS (Workflow Management
System), namely the Workflow Choreographer, which I validated with software simula-
tion [J-1] [C-1] in an application called CPN Tools [16].

In the second step, based on the results of the model-based simulation and feedback from
industry partners, I expanded the concept of Workflow Choreographer with the ability to
execute multi-level workflows. I divided the level of workflows into Enterprise and Pro-
duction levels. Workflow Choreogpraher uses BPMN (Business Process Model and Nota-
tion) [17] modeling language at the Enterprise level and detailed CPN [16] models at the
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Production level. The novelty of the concept is that, in contrast to the solutions in the
literature, the proposed model is not a conversion or replacement of modeling languages
by one language, but their simultaneous use, retaining the advantageous properties of
modeling languages and eliminating their shortcomings. In terms of implementation, CPN
logic is implemented embedded in BPMN objects as program code so that easily trans-
parent BPMN objects appear at the Enterprise level, while the objects carry the complex
CPN-based production logic associated with a given workflow [C-3]. Then I created the im-
plementation of Workflow Choreographer PoC (Proof of Concept) [J-1], which I integrated
into Arrowhead in a test environment and connected it to several external systems due
to the expansion of functions. The integrated infrastructure demonstrated that Workflow
Choreographer could operate in a sufficiently flexible and heterogeneous environment, and
in addition, the Workflow Choreographer toolkit has been expanded with new features that
have had a positive impact on the final system. In order to objectively assess the validity
of the concept and the performance, I performed performance measurements on the PoC
implementation [J-1].

In the third step, based on the PoC results, the implementation of the Workflow Choreogra-
pher demonstration-prototype [C-4] was completed. Finally, the demonstration-prototype
was tested under laboratory conditions. Based on the test results, the entire concept was
validated, including the operational functions of the Workflow Choreographer and the
multi-level workflow execution concept. A high-level description of Workflow Choreogra-
pher is shown in Figure 4.1.

Figure 4.1: The Workflow Choreographer and its ore functions [C-3]

My research work in this thesis group yielded qualitative results based on the DSRM
methodology. I validated the operation of the automated, multi-level workflow execution
concept through three solutions:

1. With CPN model-based simulation using the CPN Tools application [C-1, C-2] [J-1];

2. With PoC implementation based on a solution integrated with Arrowhead Mandatory
Core Systems and other external systems [C-3] [J-1]; and
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3. Demonstration-prototype implementation through specific case studies under labo-
ratory conditions [C-4].

Thesis I.1: Colored Petri Net based multi-level workflow modeling and
execution in the Arrowhead framework

I developed a model for Workflow Choreographer based on CPN (Colored
Petri Net), which I validated using the simulation and measurement capabilities
provided by CPN Tools. I extended the concept of the Workflow Choreographer
with the ability to execute multi-level workflows and created the PoC (Proof of
Concept) implementation, the operation of which was validated in an integrated
test environment with performance measurements based on case studies .[J-
1], [C-1, C-2, C-3]

Considering the requirements of Arrowhead workflow execution, after a thorough litera-
ture review, I selected the CPN (Colored Petri Net) graphical, mathematical modeling
language to describe the Workflow Choreographer [C-1]. To demonstrate CPN-based data-
driven operation, I used the CPN Tools application [16], in which I created the Workflow
Choreographer CPN model that can be seen in Figures 4.2, 4.3, 4.4, and 4.5. The built
model’s operation was verified using the simulation and measurement functions provided
by the application. The hierarchical composition is demonstrated in Figure 4.2.

Figure 4.2: Hierarchical composition of Workflow Choreographer in CPN
Tools [J-1]

In Figure 4.3, the relationship between Workflow Choreographer and existing Arrowhead’s
systems is presented. The Workflow Choreographer connects to the Orchestration System,
which is considered the "brain" of Arrowhead, that manages the reservation of services
needed to execute workflows, which Workflow Choreographer defines based on the produc-
tion plan (or production recipe). In addition, the Event Handler will inform the Workflow
Choreographer about the result of the service reservation; thus, the Workflow Choreogra-
pher requires these two systems to work; i.e., it is dependent on these two systems within
Arrowhead.
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Figure 4.3: Interaction of Arrowhead systems during workflow execution [J-1]

Figure 4.4 describes the high-level operation of the Workflow Choreographer.

Figure 4.4: Workflow Choreographer CPN model [J-1]

The primitive logic of Workflow Executors is shown in Figure 4.5. Workflow Executors
are responsible for managing the Application Systems [6] required to perform the produc-
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tion steps and keep the Workflow Choreographer informed of production results. Multiple
Workflow Executors can be created when executing a workflow, capable of both distributed
and parallel operation depending on the specific production task.

Figure 4.5: Workflow Executor CPN model [J-1]

The declarations and abbreviations of places, arcs, and transitions presented in Figures 4.2,
4.3, 4.4, and 4.5, as well as the contents of the tokens and the conditions for firing condi-
tions can be seen in Appendix A. I demonstrated the feasibility of CPN-based data-driven
workflow management by the model-based simulation.

Based on my results and the feedback from industrial partners, I have identified two prob-
lems. The first one is that CPN, while fully satisfying the requirements of Industry 4.0,
requires relatively deep knowledge to master. The second one is that, in general, it is not
operationally viable to plan and maintain such workflows on a daily basis for operators.
As a solution, I proposed implementing the multi-level workflow execution within Arrow-
head, the essence of which is that the workflow execution is divided into Enterprise and
Production levels. At the Enterprise level, I proposed the BPMN [17], while at the Pro-
duction level, I still suggested the CPN modeling language [16, 18]. The peculiarity of the
model is that the two levels use different description languages in parallel within a common
implementation, retaining their advantageous properties and eliminating their disadvan-
tages [C-3]. The concept of multi-level workflow execution is illustrated in Figure 4.6.

In the modeling structure, production workflows can be visualized at the Enterprise level
with the relationship of BPMN objects, while BPMN objects separately carry the CPN
logic needed to execute a complex workflow embedded as code. Thus, the CPN logic needs
to be designed once for a given workflow, and the additional task remains the dynamic
determination of production-specific parameters.

I created the PoC (Proof of Concept) implementation to verify the concept, which I in-
tegrated into the Arrowhead framework. Since the BPMN modeling function was missing
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Figure 4.6: Multi-level workflow execution with Workflow Choreographer [J-1]

from the PoC implementation, for the time being, I integrated another system into the
test environment, WSO2 ESB (Web Service Oxygenated 2 Enterprise Service Bus), which
was able to provide the necessary modeling elements and graphical interface. The created
heterogeneous test environment is shown by 4.7.

Figure 4.7: Integrated test environment for PoC implementation [J-1]

I solved the embedding of CPN models in BPMN by automatic code generation, which uses
a Java library to create the BPMN objects with the program code representing the given
CPN model. To generate the workflow and measure the performance of the execution, I
defined test cases and observed the operation of the infrastructure by simulations [J-1].

10



Thesis I.2: Workflow Choreographer in the Arrowhead Framework

Based on the PoC (Proof of Concept) implementation, the demonstration-
prototype of the Workflow Choreographer was completed. I tested the opera-
tion of the system integrated in Arrowhead under laboratory conditions, thus
validating and verifying the system integration. [C-4]

Based on the PoC implementation, I determined the final requirements of Arrowhead
WMS, based on which the implementation of the Workflow Choreographer demonstration-
prototype was completed, without the use of other external systems, relying purely on
the Arrowhead environment. Furthermore, the operation of the demonstration-prototype
implementation has also been tested under laboratory conditions [C-4].

The test composition of the demonstration-prototype implementation consisted of three
workstations (A-B-C), where I used the "Move service" on the workstations provided by
the Arrowhead framework as part of the workflow. In laboratory tests, I examined three
use cases [C-4]. Workflow Choreographer created a separate production recipe for each use
case, based on which it managed the workflows.

In the first use case, the object had to be moved between workstations in a certain order.
The production recipe can be seen in Appendix B. The process collage of the first use case
is illustrated in Figure 4.8.

Figure 4.8: Process collage of the first use case [C-4]

In the second use case, I switched two objects on the workstations, and in the third use
case, unlike the previous ones, the trigger event of the execution was the arrival of the
object to be moved to the workstation solved using "Camera service".

During testing, I demonstrated that the Workflow Choreographer meets the stated require-
ments, fits seamlessly into the Arrowhead architecture, and can perform the function of

11



automated workflow execution. In addition, in the last test case of Workflow Choreogra-
pher, I supplemented the previous data-driven approach with an event-driven operation,
which assured that Arrowhead could also perform asset tracking and object-based produc-
tion by Workflow Choreographer.

Thesis group II: Lifecycle Management in Industry 4.0 Environments

In response to the system integration and lifecycle-related questions in the Ar-
rowhead framework, I created a lifecycle management approach, namely the
SoSLM (System-of-Systems Lifecycle Management), which takes into account
the specifics of SoS (System-of-Systems) architectures. I validated the opera-
tion of the model by examining the lifecycle of the Workflow Choreographer
inserted into Arrowhead. [J-2], [C-2, C-5]

Digitization, unprecedented online connectivity, and the advent of IoT have a huge im-
pact on product lifecycle management [19], as fundamentally the product as a concept
has changed and expanded [J-2]. One important milestone in my research work was this
recognition, which raised several additional research issues.

During my research work, I identified the lack of a lifecycle for IoT devices; therefore, I
proposed a general IoTLM (IoT Device Lifecycle Management) model [C-5], taking into
account the typical characteristics of IoT devices. As a result, the IoTLM model has been
adapted to the telecommunications lifecycle and validated through telecommunications
case studies.

Due to the diverse nature of the products and new industrial processes, it has become
necessary to apply a more complex PLM model. Thus, using the IoTLM model, I proposed
an evolved PLM model that meets the requirements of Industry 4.0. The model empha-
sizes the ability to share information in product management, not only in the industrial
environment [20] but throughout the whole product lifecycle [J-2]. At the same time, spe-
cific feedback is created between the main lifecycle stages so that the given product can
be developed and supported not only at the end of the product lifecycle but also during
operation, with continuous feedback.

In response to the modularity requirement of Industry 4.0 [1], I created the SoSLM (System
of Systems Lifecycle Management) model [C-2] based on the PLM model, which offers a
general solution for system integration issues in SOA. I validated the SoSLM model with
the lifecycles of the Workflow Choreographer I created.

This part of my research work yielded the following results based on the DSRM method-
ology:

• Quantitative result is:
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1. The PLM model, taking into account the requirements of Industry 4.0 and the
case studies identified in my research work [C-2]; and

• Qualitative results are:

2. The IoTLM model that was validated through case studies after a telecommu-
nications adaptation [C-5]; and the

3. The SoSLM model, which I validated using the Workflow Choreographer I de-
signed [J-2], which also validated the PLM model proposed by me.

Thesis II.1: Advanced models for IoT device- and product lifecycle man-
agement

I defined the IoTLM (IoT Device Lifecycle Management) general model for
IoT devices, which I created based on different lifecycle management models,
specifically taking into account the general characteristics of IoT devices. Then
the model was validated through real telecommunication use cases. By adapting
the IoTLM model to process engineering standards, I proposed a new genera-
tion PLM (Product Lifecycle Management) model to meet the requirements of
Industry 4.0. I have identified information flow and real-time feedback as core
functions, for which I have defined the development of digitized and intercon-
nected technology infrastructure as a mandatory prerequisite. [J-2], [C-2, C-5]

With the advent of the IoT concept, there has been an increasing demand for the formal
management of IoT devices. In response to this research problem, I proposed a lifecycle
management model specifically describing the characteristics of IoT devices, which I named
IoTLM (IoT Device Lifecycle Management) [C-5]. In the proposal, I built the model around
the commonly used large lifecycle stages [21], i.e., BoL (Beginning of Life), MoL (Middle
of Life), and EoL (End of Life), which I divided into eight further sub-cycles, which are
detailed in Figure 4.9.

As the IoTLM model is a general description of the lifecycle of IoT devices, it can be
applied outside the context of Arrowhead as well. The justification for this thesis is the
telecommunication adaptation of the IoTLM model, which has been validated by typical
LTE (Long Term Evolution) network case studies [C-5].

Traditional PLM models have more or less adequately described the main stages of the
common lifecycles; however, given the expectations of Industry 4.0 [19] and the changed
approach of products [J-2], PLM should address not only modeling but also interoperability
and communication issues between smart devices, machines and systems [4, 20], among
others. The basic requirement for this is the efficient collection and processing of real-
time data, which can lead, on the one hand, to the development of the product during
operation. On the other hand, the collected information can also serve as a useful input
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Figure 4.9: IoTLM model

for developing new products. Therefore, I developed a model based on process engineering
standards, using the created IoTLM model, which I expanded with industry experience,
considering the feedback from the industry partners involved in the Productive 4.0 project.
The formed PLM model is shown in Figure 4.10.

The model’s flexibility is provided by defining the "Sphere of activities" sub-cycle in the
MoL (Middle of Life) main cycle, giving the possibility to add individual sub-cycles for the
diverse product portfolio. Thus, the sub-cycles that build up MoL can be designed according
to the characteristics of the given product. This approach also supports the technology-
independent concept of Arrowhead [6]. Furthermore, the model’s novelty compared to other
PLM models is that it separately defines "Information Flow" as a basic and core function,
by which ideally real-time information about a given product can always be collected, thus
helping to develop and optimize the product during operation.
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Figure 4.10: PLM 4.0 model [J-2]

Thesis II.2: System-of-Systems Lifecycle Management model

In response to the modular and integration expectations of Industry 4.0, I
proposed lifecycle management of service-oriented SoS (System-of-Systems)
architectures. I developed the model based on widely accepted industry stan-
dards and best practices to meet Arrowhead-specific needs. I validated the
model by modeling the lifecycle of the Workflow Choreographer embedded in
the Arrowhead framework. [J-2]

The components that build up the Arrowhead framework change dynamically from time
to time. Supporting this change, integrating and managing the completed systems has
become an increasingly important issue during the Productive 4.0 project. In order to
make these processes transparent, I have developed a continuously sustainable, consistent,
and comprehensive lifecycle management approach [J-2].

As a first step, I proposed the IoTLM model [C-5], which can also be considered as a general
description of the Application Systems’ lifecycle implemented in the IoT context. However,
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this approach interprets lifecycle issues mainly from the perspective of the devices; however,
the lifecycles of SOA and their components need to be also managed holistically.

In response to the new demands, I have formulated the following basic requirements for
lifecycle management of SOA-based SoS architectures [J-2]:

• Meet the requirements of Industry 4.0;

• Provide process descriptions based on standard modeling languages;

• Provide a unified lifecycle model for the dynamic and agile design, implementation,
integration, and management of SoS architectures;

• Ensuring hierarchical and modular expectations;

• Enabling interoperability and integrability in a heterogeneous environment;

• Considering service-orientation, ensuring adaptive, loosely coupled, and late-bound
functions;

• Ensuring a continuous flow of information;

furthermore, the model must be

• Measured, evaluated and reproduced; and

• Flexible enough to meet new needs.

In order to make this happen, I reviewed the PLM model created by me [C-2] and based
on the widely accepted process engineering frameworks; I contextualized it, creating the
SoSLM model [J-2].

In the SoSLM model, I plotted the relationships between the main- (Design, Transition,
Operation) and sub-cycles (Research, Development, Deployment, Initiation, System Man-
agement, Application Management) on concentric circles. These form the two inner rings
in the SoSLM model, which are mandatory in all SoS architectures.

However, due to the diverse nature of the systems, it was necessary to define additional
rings in order to make a more specific description of the system to be modeled. To this
end, I introduced the third ring, which represents specific processes for the sub-cycles. The
operation of the given system completely determines these processes.

Furthermore, in order to support the heterogeneous environment, I also introduced a fourth
ring, which gives the exact set of tools of the systems implemented and used in the given SoS
composition, thus providing a toolchain that can be accurately reproduced and managed.

I demonstrated the correctness of the SoSLM model by creating and operating local cloud-
based case studies by Workflow Choreographer, which is controlled by Arrowhead. The
validation of the SoSLM was performed through the lifecycles of the model-based simula-
tion, PoC (Proof of Concept) implementation, and demonstration-prototype designed by
me. The Workflow Choreographer SoSLM model is shown in Figure 4.11.
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Figure 4.11: SoSLM: the main cycles, sub-cycles, processes and tools

Thesis Group III: Supply Chain Management and Logistics 4.0

I identified the Industry 4.0 challenges of SCM (Supply Chain Management)
and related Logistics processes, and based on them, I defined new genera-
tion models of the areas. I proposed the use of service-oriented IoT systems
for the management of DSCs (Digital Supply Chains). Using the experience
of the Arrowhead framework, the knowledge gained from interviews with in-
dustry partners, and my research work, I proposed a framework development
methodology, which I also validated with typical supply chain and logistics use
case studies and related measurements. [J-3, J-4], [C-2, C-6, C-7, C-8]

The new industrial revolution has brought several technological innovations and, at the
same time, has had a major impact on all areas of SCM, especially the management of lo-
gistics processes. During the literature review, I examined the impacts of Industry 4.0 [22]
on supply chains [13] and logistics processes, resulting in the identification of challenges
and gaps in the field. Based on the results, I concluded that digitizing supply chains re-
quires a well-designed and extensive information technology-based management that IoT
frameworks and platforms can provide. Together with the partners involved in the Produc-
tive 4.0 project, I identified industrial use cases, and based on the identified challenges, I
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proposed Industry 4.0-compliant SCM and Logistics models [C-7]. Then I verified the mod-
els’ efficiency and relevance by measurements performed under laboratory conditions [C-8].
Finally, using Arrowhead’s development experience and my research findings, I have pro-
posed an IoT framework and platform development methodology that primarily handles
DSCs (Digital Supply Chain) [J-4].

This part of my research work yielded the following results based on the DSRM method-
ology:

• Quantitative results are:

1. Digital logistics model, which I verified through case studies and measurements
on a telecommunication network [C-6, C-7, C-8] [J-3]; and the

2. Digital supply chain framework, developed based on the development experience
of the Arrowhead framework, the requirements of Industry 4.0 and DSCs [C-2];

• Qualitative result is:

3. The DSC-specific framework development methodology, which I validated with
the Arrowhead framework and the results of my research [J-4].

Thesis III.1: Digital logistics model

In line with the requirements of Industry 4.0, I developed a service-oriented
DLM (Digital logistics model). To validate the model, I defined industrial case
studies that were tested with simulations and measurements performed on a
LTE (Long Term Evolution) network operated under laboratory conditions. [J-
1, J-3], [C-6, C-7]

In response to new trends and the expectations of Industry 4.0 [23], I proposed a new DLM
(Digital Logistics Model) approach, which is illustrated in Figure 4.12. To determine the
core logistics areas, I reused a basic logistics model [24]. In my approach, I proposed to
use the provider-consumer model in accordance with UST and SOA. Besides, technological
advances and new opportunities open the way to smart logistics; therefore, not just simple
Transport and Delivery but also extended Support is possible with digital logistics during
production, which I also built into the model as a core process. Furthermore, I have also
added the Cybersecurity and safety component, as this feature is a success factor in the
digitally connected world.

An additional advantage of the model is that it depicts the main logistics activities on
two "axes". The vertical axis shows the main management activities, such as Warehouse
Management; Resource and Material Management; and Information Management. The
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Figure 4.12: Digital logistics model [C-7]

horizontal axis shows the supporting logistics activities, like Procurement Logistics, Pro-
duction Logistics, and Distribution Logistics. Thus, in the formed coordinate system, it
is possible to identify the exact logistical task based on the selected main management
and supporting logistics activities. In addition, the model highlights the core logistics pro-
cesses in the middle by which the product reaches the Consumer. Because of the challenges
raised by digitization, the model emphasizes Cyber Security and Safety across the activ-
ities. To be noted, the presented DLM can primarily be applied on inbound-, outbound,
and third-party logistics.

To verify the DLM, I have collaborated with the project partners and developed typical lo-
gistics case studies. In addition, I performed software simulations to validate the DLM and
the established case studies. In order to objectively assess the efficiency of communication
between the clouds, I used an LTE network operated under laboratory conditions [J-3], [C-
6], on which I tested the real-time operation by changing different LTE access technologies
and their network parameters [C-8]. During the measurements, I tested the latency, fault
tolerance, and available bandwidth of the selected LTE protocols by varying the signal
strength, background noise, and packet transmission rate. The test composition is illus-
trated in Figure 4.13.

During the measurement, I examined the efficiency of inter-cloud communication by chang-
ing the network parameters, with which my main goal was to investigate the real-time
reaction capability to unexpected events. In addition, the measurement results also help
determine the SLAs (Service Level Agreements) of the given logistics processes.
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Figure 4.13: Test composition of Arrowhead inter-cloud communication [C-8]

Thesis III.2: Digital supply chain model and framework development
methodology

Using the results of my research and the knowledge of Arrowhead, I proposed a
specific framework development methodology for SOA-based (Service-Oriented
Architecture) SCM (Supply Chain Management). The methodology combines
and uses the main results of my research work to implement automated and dig-
ital supply chain management, complemented by comprehensive lifecycle man-
agement. I verified the methodology with the results of my research work. [J-
4] [C-2, C-7, C-8]

After a thorough review of the literature, I identified the technological requirements for
implementing DSCs taking into account the expectations of Industry 4.0. Based on the
results, I have identified three basic pillars, which must be implemented at the technological
level. These pillars are Collaboration, Combination, and Control, collectively referred to
as CCC, which is shown in detail in Figure 4.14. The processes identified in the CCC
provide the foundation for digitized supply chains, whose technological support needs to
be addressed by the infrastructure serving DSC.

The CCC model defines the following sub-activities:

• Process Integration: Globalization of processes within the supply chain so that all
actors in the supply chain operations according to the same processes.

• Cooperation: All actors work primarily for the main goal, complemented by the
realization of their purposes.

20



Figure 4.14: CCC model [J-4]

• Decision Synchronization: In order to respond effectively to events throughout
the supply chain lifecycle, decisions affecting the supply chain and production must
be transparent and clear to partners.

• Joint Knowledge: Supply chain processes need to be continuously optimized. Ex-
perience gained during production can be a useful input for newer projects and can
also optimize a given production process.

• Resource Sharing: Dynamic sharing of resources within the supply chain can in-
crease production efficiency.

• Trust Enhancement: Without trust, there is no effective cooperation, but it is not
enough to build trust once; it needs to be constantly maintained and strengthened.

• Information Sharing: The foundation of efficient supply chains, the most impor-
tant activity in the operation of digitized supply chains. The aim is to make reliable
information (Integrity) available at all times (Availability) to actors with the appro-
priate authority (Confidentiality). Information sharing leads to closer cooperation,
thus helping to share risks and costs proportionately, thereby increasing supply chain
efficiency and reducing production costs.

Complementing the knowledge accumulated during the development of Arrowhead with
my research work and the results of benchmark research in the field, I proposed a frame-
work and platform development methodology specifically aimed at technology support for
DSCs. The method divides the system of requirements for the development of technological
infrastructure into four major parts [J-4]:

• Architecture: Based on the service-oriented expectation of Industry 4.0 [1] and the
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UST (Unified Services Theory) [25] supply chain paradigm, SOA is proposed as the
target architecture of the frameworks.

• Main and sub-activities: The central part of the methodology is the CCC (Col-
laboration, Combination, Control) model I have developed [J-2], which defines the
main activities of the infrastructure serving DSC.

• System classification: Based on the activities defined in the CCC model, it is
possible to determine exactly how important a system is in the whole environment.
The classification methodology distinguishes three levels accordingly.

• Lifecycle management: Due to the frequent changes in Industry 4.0-based environ-
ments, it is necessary to create and maintain well-defined and transparent lifecycle
management in the given context [26].
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Chapter 5

Applicability of the new results

The research results presented by this dissertation are not just scientifically evaluable but
can be used in several industrial areas. The results presented in my dissertation are of inter-
est to, and in some cases already used by major industrial partners such as Volvo, Infineon
Technologies AG, DAC.digital, Still GmbH, and Mondragon Corporation, amongst others.
Although the Productive 4.0 project has ended, the Arrowhead Tools research project has
taken the results of my research and is using them to develop the Arrowhead framework
further. In addition to these, the following paragraphs will show how my dissertation results
can be applied in general.

The results of Thesis Group I (Workflow Management and Automation within the Arrow-
head) are expected to be used by industrial actors who have not yet solved the automated
workflow and production implementation. The thesis group guides how to develop and
implement a WMS and then how to integrate it into existing infrastructure; furthermore,
it also gives a novel approach for modeling workflows on different levels.

The results of Thesis Group II (Lifecycle management in Industry 4.0 environments) pro-
vide specific and new models for IoT and SoS lifecycles, which can be used to manage the
related areas. My research work also serves as a guide in creating or modifying lifecycles,
which is of great importance because there is a frequent need to develop new management
models or to change or fine-tune existing ones in the new industrial environment.

The results of Thesis Group III (Supply Chain Management and Logistics 4.0) provide
new models and methodologies for answering the current gaps of SCM and Logistics, and
introduce a new approach for digital logistics pointed out the most important areas where
the industrial participants must evolve and force the digitization to achieve the Industry
4.0 compliant operation. Another novelty of the thesis group is that on the basis of the
Arrowhead framework, supplemented by my research work, it proposes a system develop-
ment methodology that specifically implements the Industry 4.0 compliant operation of
supply chains. This can also be useful for industry stakeholders who are still ahead of the
new industrial revolution or want to improve their existing solution and need guidance.

23



Appendices

A Declarations and abbreviations of the CPN model

* Abbreviations *
s=service;
c=config;
w = when;
d= duration;

t=time;
p=performance;
{a}= application;
{s}= system

* Color set definitions *
colset BOOL = bool;
colset INT = int;
colset STRING = string;
colset EVENT = product STRING *STRING *INT * INT * BOOL;
colset COMP = product STRING * STRING * STRING * INT * INT* INT * BOOL * BOOL;
colset SYSTEM = product STRING * STRING * INT * INT *BOOL;
colset PSSTATE = product STRING * STRING * INT * INT * INT * BOOL;

* Variable definitions *
var s, c, ss, cs, sa, ca: STRING;
var w ,d, ws, wa, da, t: INT;
var p, pa , ps: BOOL;

* Place definitions *
place ORCH = Orchestration System;
place E-H = Event Handler System;
place SR = Service Registry;
place ORCH Next = state of orchestration;
place WAIT = wait for the response;
place STATUS = current status;
place RECON = configuration check;
place WE = Workflow Executor;
place PS = Production Step;
place PS Next = next state of Production Step;
place LOG = analysis , if the process was unsuccessful;
place APP SYS = dedicated application system;
place COUNT = counter for unsuccessful processes;

* Functions *
fun configCheck(c,cs) =

if c <> cs
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then "wrong" ^ "_"^c
else c

fun newServiceRequest(s,c,w,d,p) =
if (p <> true)
then 1‘(s,c,w,d,p)
else empty

fun processState(s,sa ,c,w,d,t,pa)=
if (sa = s) andalso (pa = true)
then 1‘(sa ,c,w,d,t,pa)
else 1‘(s,c,w,d,t+1,pa)

fun reconfigure(s,c,w,d,p) =
if (p = true) andalso (isSubstring "wrong" c)
then 1‘(s,substring(c, 6, 2),w,d,p)
else empty

fun processResponse(s,c,cs,w,ws,d,p,ps) =
let
val cupd = configCheck(c,cs);
in 1‘(s,cupd ,ws,d,ps)

end

fun serviceOK(s,c,w,d,p) =
if (p = true) andalso (not(isSubstring "wrong" c))
then 1‘(s,c,w,d,p)
else empty

fun serviceRelease(s,c,w,p) =
if (p = true)
then 1‘(s,c,w,p)
else empty

fun serviceRequest(s,c,w,p) =
if (p = false)
then 1‘(s,c,w,p)
else empty
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B Use case 1 - Production recipe

{
"name": "Use case 2 - production recipe",
"firstActionName ": "MoveAction",
"actions ": [

{
"name": "MoveAction",
"firstStepNames ": [

"moveFromAToB"
],
"steps": [

{
"name": "moveFromAToB",
"serviceName ": "dobot -movefromatobservice",
"nextStepNames ": [

"MoveFromCToA"
]

},
{

"name": "MoveFromCToA",
"nextStepNames ": [

"MoveFromBToC"
],
"serviceName ": "dobot -movefromctoaservice"

},
{

"name": "MoveFromBToC",
"serviceName ": "dobot -movefrombtocservice"

}
]

}
]

}
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