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Chapter 1

Introduction

The capability of mobile networks for serving mass needs of complex networking services
keeps increasing in recent years. With the advent of Industry 4.0, the Internet of Things,
and industrial mobile networks, the growth is constant in this domain, which creates several
challenges for network designers, operators, and researchers working on development.

Key Performance Indicators (KPIs) are fundamental tools to measure mobile networks.
Throughout my research, I have expanded the scope of those KPIs, measurement technolo-
gies, measurement methodologies, and control methods. I have examined the key features
of the device-side, the transmission technology, and the network architectural parameters
of Industry 4.0, Internet of Things (IoT), and industrial mobile networks, as well. The
research offers a comprehensive methodology to describe and validate the key features of
these mobile networks.

The motivation and support for my research is fundamentally provided by two international
projects that interlaced with Industry 4.0 and 5G [ETS18], namely Productive 4.0 [Huf17]
and 5G-Smart [5GS19]. The participants of these European projects included the BME De-
partment of Telecommunications and Media Informatics, Magyar Telekom and T-Systems
Hungary, among others. Building on several recommendations of 3GPP – the organization
that standardizes fifth-generation mobile networks –, my research aims to cover some key
technical needs related to industrial mobile network architectures, where the manufactur-
ing technology requires near-zero human intervention. Alongside with 5G standardization
activities, my research is also supported by one of Europe’s largest industrial consortia
(Productive 4.0), an ambitious, holistic innovation project that aims to unlock the poten-
tial of the digital industry and maintain its leading position in the European industry.
Participating partners focus on the effective design and integration of the IoT concept,
hardware, and software components in line with the requirements of Industry 4.0. Elec-
tronics, Information and Communication Network Technologies (ICT) play a vital role
throughout the production supply chain - they are currently being developed, and stan-
dards are being integrated.

In the course of my research, the ultimate goal is to examine the possibilities of connecting
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industrial IoT-related concepts and technologies with the solutions provided by 5G net-
works. My research is built around three main pillars, namely Digital Production (DP),
Product Life cycle Management (PLM), and Non-Public Networks (NPN), all of which
interact and influence each other.

These pillars help elevating the new breed of cross-border digitized supply chains, which
are capable of connecting all stages of the life cycle of networks and related services in
a sustainable way. The enablers of the chain include mobile network design, transmission
technology integration, modeling and simulation of IoT devices and their communication,
together with their testing and verification. These components are connected to each other
and influence the network and the mutual life cycle.

In order to present the main achievements of this journey, this thesis booklet is structured
the following way. After describing the research objectives and the scientific methodology
used, my new theses are presented in structured groups.

The 1st thesis group studies the integration and life cycle modeling of IoT systems.
The created general life cycle model for IoT devices is discussed and demonstrated here,
whereas the correctness of the model are validated through an industry example. Security
is an important issue in the IoT domain. As mobile equipment re-appearance as zombie-
devices can pose serious threats, I have identified this phenomenon and showed possible
solutions for mitigation by using the introduced life cycle model. Furthermore, I present
the parameters that strongly influence the life cycle of the equipment and the load of the
network through life cycle modeling and measurements.

The 2nd thesis group deals with the integration issues of industrial mobile networks
and the services provided to users. I examined the economic situation and requirements
towards the 5G ecosystem and based on my research I showed the possible appearance of
a new player. I investigated the integration possibilities offered by the existing standards.
Based on this, an entire industrial mobile network is designed and launched with a new
solution on traffic characteristics matching. I have developed a measurement method that
can be used to measure the industrial traffic and the network-impact of clients in the case
Industry 4.0 use-cases. Furthermore, the new method can be used to validate and used as
basics of the design for the end to end transmission network to provide quality of service
guarantees that meet the requirements of Industry 4.0.
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Chapter 2

Research objectives

My research objective is to create conceptual designs and methods for 5G-supported in-
dustrial IoT (IIoT) systems. It aims to find fitting network infrastructures and related
services for the new types of user needs in IIoT. My engineering experience and positions
in the telecommunications industry domain helped me to access new technologies, pilot
network domains and live network data, consult with researchers at ICT companies. I aim
to examine the operating parameters of the connected client devices and analyze in detail
to provide feedback for the network control. To achieve these goals, I conducted research
in the following directions:

• Detailed research of the standards that form the basis of current 3GPP based cellular
networks, exploring and identifying research gaps;

• Examination of the requirements and current solutions of the industrial terminology
in production, as well as the tasks to be solved;

• Based on interviews with significant industry players (KUKA Robotics, Daimler,
Audi, BMW, BorgWarner, Siemens), define the criteria of the industrial IoT frame-
work, in order to meet the expectations and standards of Industry 4.0;

• Model the existing processes, create and run simulations, together with the verifica-
tion and validation of the model based on the results;

• Creation of network, product and service life cycle models and investigation of pos-
sible consequences;

• Creation of a method to analyze current and future transmission technology needs
of IIoT and Industry 4.0 and to verify the related guarantees for the network;

• Perform measurements and statistical evaluation of an existing network. Creating a
simulation function, modeling the production support modules of the framework and
examining its architectural effects;

• Verification of models based on the proposed method by measurements and compar-
ison with needs, drawing conclusions.
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Chapter 3

Approach and Methodology

My research focuses on identifying and filling architectural, life cycle, and design gaps in
IoT and industrial cellular networks. My work is based on examining the requirements
of industrial mobile networks, answering some of the specific issues raised in the require-
ments, and then implementation-based verification of the correctness of the solution. The
methodology consists of the following parts:

Practical usefulness is an important distinction of my research. To support this distinctive
feature, the solutions created here are also applied and validated in practice.

• I have identified the main issues of the problem area, I have analyzed the key points
to be addressed;

• I examined the research area through surveying the state-of-the-art, as well as through
interviews with industry actors, during which I have identified the key requirements
of the field;

• I have examined the effects of the IoT device life cycle to the mobile network;

• I have identified life cycle-related security threats and developed a measurement
method to detect these threats on a live network;

• I have presented case studies, which can be used to identify the network traffic de-
mands of Industry 4.0 devices;

• I have presented a new method to extend the existing network integration models
with new parameters to fit non-public networks, validated through simulation and
measurement results;

The used methodology is based on:

• Based on the use-case needs, I have implemented a closed mobile network architecture
following the 3GPP 5G standards, developed for industrial purposes, on which I
performed detailed measurements;
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• I have developed a method that can be used to explore the data transmission capa-
bilities of the network in detail and to meet the detailed requirements of the Industry
4.0 devices. This can be used as the basics of the system end-to-end design and to
determine the system’s compliance with Industry 4.0 manufacturing challenges at
the service level.

• Using statistical methods, I identified different types of traffic with statistically sig-
nificant characteristics;

• Searching the global or absolute extrema, I determined the theoretical limits of the
network which can be designed;

• Modeled the theoretical network architecture with virtual elements;

• I decomposed the network traffic into elements using the finite element method and
simulated the operation of the network elements.

The life cycle models and network integration solutions presented in the upcoming chapters
facilitate meeting the requirements of the new industrial revolution, Industry 4.0 [HPO16].

6



Chapter 4

Results Structured in Thesis Groups

4.1 Life cycle modeling of IoT devices and study of their mass appear-
ance effect to the cellular network

Thesis group 1 - I created the telecommunication specific life cycle model for
IoT devices. I developed a mobile core network analysis method that can be
used to identify the data and signaling traffic of each Industry 4.0 user. I have
analyzed cybersecurity threats based on the life cycle of the end-devices and
found that the re-appearance of previously banned users can create several
threats to the services of the operators. Using live network measurements,
based on the new method I have identified different user groups and behaviors.
[J-1], [J-2], [J-5], [C-1], [C-2], [C-3], [C-4], [C-7], [C-8], [C-10], [C-12]

Continuous network development is essential to ensure the efficiency and smoothness of
productization. The product life cycle is based on this Product Life cycle Management
(PLM) [Sta15] and Service Life cycle Management (SLM) [FPA13]. Two-way coordination
between the PLM and the SLM is vital as they need to meet each other’s requirements
and Industry 4.0’s. Furthermore, these models should be integrated into the Product and
Service System also. A fundamental requirement is a network that provides a reliable
connection. Old life cycle management models do not cover every aspect of the current
expectations. Therefore, the models need to be reinterpreted, and traditional network life
cycle models need to be combined with service life cycles. In this chapter, I demonstrate
the 3GPP standard-based 4G network [Mag04] cellular networks (Figure 4.3) main core
network protocols and demonstrate the main standards. By examining and comparing
different interfaces, I present a service monitoring method I have developed. I propose a
method for testing the mobile network that can be used to simulate massive IoT devices
in the future. Using live network measurements, I explore the parameters of the network
model and identify and separate several user groups in terms of usage. Besides, I present
the behavior and impact of these user groups on the network.
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1.1 Thesis - I have adapted a general life cycle model for IoT devices and
demonstrated its application in a telecommunications example. [C-7], [C-8]

I have used a generic IoT device life cycle model consisting of three main phases, i.e.
Beginning of Life (BoL), Middle of Life (MoL) and End of Life (EoL) stations, and within
them eight sub-phases from design to the depletion (Figure 4.1).

To verify the model, I used an example of a general mobile network process (Figure 4.2).
I highlighted that the general description of the model is suitable for describing the life
cycle of devices and also for modeling network services and resources. In the model of an
IoT device, I present the correlation of the BoL, MoL and EoL phases and the possible
transitions of the phases and subphases.

Figure 4.1: Generic asset life cycle model

1.2 Thesis - With the help of the developed models during the cybersecurity
investigation of the IoT devices, I have presented that the re-appearance of
previously banned users can create several threats to the services of the oper-
ators. [C-2], [C-3]

Industry 4.0 networks will face several challenges. It is not enough to ensure the availabil-
ity - as in the case of public mobile networks and services –, the security of the service
must also include cybersecurity, connectivity, separability of services, and respect for each
other’s resources. In the subthesis, I have summarized several cybersecurity risks on a the-
oretical basis, where I have identified client-side activities that endanger the security of the
operators’ network. Although these devices no longer have an operator or a subscription,
they reappear on the mobile network over and over again due to hardware and software
malfunctions. 3GPP standards try to prevent this client device anomalies though these
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Figure 4.2: Presentation of the general life cycle model for an IoT device

Figure 4.3: Architecture of the 4G core network

activities are regular in mobile networks. I have identified the key reasons for such events,
where the correct management can eliminate these devices from the network. It can be an
excellent basis for the standardization bodies to expand the shortcomings of IoT devices
life cycle management. In my work, I have examined environmental or unique network
aspects as well as other limitations (availability, limited device, and service functions).

1.3 Thesis - To measure the presence of the subscribers in the different life
cycle stages, I have created distinguished usage profiles based on signaling and
user data traffic characteristics of actively operating Industry 4.0 and devices
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communicating on a live network. I have validated the distinction of these pro-
files through analysis of live traffic. I have found that mass IoT signalling and
user traffic can bring certain peaks in the mobile network overall traffic in a
way that it could even endanger other servicing guarantees - and that this phe-
nomenon must be handled at the architecture level. [J-1], [J-2], [J-5], [C-1], [C-4],
[C-10], [C-12]

In modern data transmission networks, signaling and data transmission channels travel
through various routes, affecting different devices. For signaling messages, the network
throughput, the speed of the service and the error-free transmission are the decisive pa-
rameters. In contrast, data transfer needs a fast transfer of large amounts of data. In
traditional mobile networks, human biorhythm characterizes network resource utilization
significantly. Still, in the case of IoT devices, the runtime and algorithms determine the
operation and thus the data usage. In the course of my research, to measure the scale of
the life cycle change periods I monitored the signaling connections of one of the service
provider networks shown in Figure 4.3 built on the 3GPP 23.501 standard. Based on mea-
surements in a large number of data and signaling systems, I have defined that IoT devices
periodically load mobile network elements up to 2000 times higher than the average in
terms of both signaling and data transmission, which can cause significant transients and
overload. The different user behavior per APN (Access Point Name) is shown in Figure
4.6, where I reveal the intensity of the same number of user groups on the signaling system.
Based on live network samples, I declare that daily periodicity and traffic self-similarity
are fundamental characteristics of IoT networks. I have presented an example where the
data and signaling network peak loads – due to periodicity – make a threat to the mobile
network and services.

To determine significance level, the tests and analyses were performed on several further
APNs in addition to the four selected APNs. The p value for the M2M hourly difference
was typically above 0.2. For daily differences, values below 0.0169 were obtained. The mea-
surements were reproducible over several months of sampling, I showed that the following
hypotheses for M2M-type APNs signaling and data traffic were proven true:

• M2M traffic type is not connected with workdays.

• We can not show significant difference between the investigated M2M APN types
to all M2M APNs, with Z-test. In common language this means that they can be
considered similar.

• Assume that all investigated APN signaling and data traffic it has normal distribu-
tion.

With the help of measurements, I determined the main characteristics of data traffic, which
describes in detail the client-side needs of Industry 4.0 devices, highlighting the relationship
between these - packet size, latency and jitter.
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The model pays special attention to the new parameters required by Industry 4.0. Tables 4.1
and 4.2 show the difference in packet size and packet sending frequency of a certain group
of clients (APN: A1 and A2 IoT, B: routers, C: eMBB) by several orders of magnitude.

Table 4.1: Distribution of signal streams of different
APNs by packet size

APN name Packet size Percentages
A1 50 Byte 89.10%

75 Byte 5.5%
100 Byte 5.4%

A2 50 Byte 84.62%
75 Byte 15.38%

B 50 Byte 44.99%
100 Byte 40.45%
150 Byte 9.23%

C 150 Byte 69.56%
375 Byte 13.03%
600 Byte 10.8%
1400 Byte 6.61%

Table 4.2: Distribution of signal streams of
different APNs by packet number

APN
name

Number
of packets

Percentages

A1 5 94.10%

A2 5 44.43%
20 24.75%
40 25.48%

B 5 92.58%

C 5 62.50%
10 14.19%
20 17.74%

Figure 4.4: Signal transmission frequency broken down by APNs
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Figure 4.5: Number of parallel connections and change in data transfer on
APN "A1"

Figure 4.6: Signaling packet number correlation on APN A (dashed line),
APN B (straight line), APN C (dotted)
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4.2 5G mobile network design and measurement methods to validate
Industry 4.0 requirements

2. Thesis group - I have identified the challenges arising from the interconnec-
tion of Industry 4.0 and mobile networks. After examining existing standards
in detail, I have created a physical network infrastructure to meet these 3GPP
recommendations. I have created a network traffic model that helps determine
Industry 4.0 use-cases’ key network needs. I have verified the correctness of
the model in real network cases. I have developed a measurement method to
examine the adequacy of the new type of needs and successfully validated them
through measurements on a 3GPP based 5G NSA network. [J-1], [J-3], [J-4], [C-
5], [C-6], [C-11], [C-13], [C-14]

As part of this research, I first summarized existing studies on the business effects of 5G.
In addition to the short technology analysis, my focus has shifted mainly to changes in
Industry 4.0 business opportunities. I identified the major players involved in Industry 4.0
and presented their function and possible future role. An important finding is that, with
the arrival of 5G, µOperator and industrial manufacturers will also have a crucial role in
the mobile network ecosystem.

A reliable data network is essential to ensure Industry 4.0 ecosystem use-cases. The chal-
lenge is not only to be understood in one environment and system but also to be more
flexible in terms of space, energy management, and available resources (such as carrier
frequency, bandwidth, priority queues, computing capacity). Demands affect both organi-
zational and technological processes from the physical layer upwards, including develop-
ment, manufacturing, and maintenance, but also clearly affect supply chain management
and logistics [DML17].

Regarding the automated industrial production presented in the first thesis, I have iden-
tified the main expectations. In terms of transmission technology, I have determined the
main KPI values. I have developed a measurement method that can be used to control the
service to provide a resource that meets user needs. The validation of the method has been
carried out through simulations and live network measurements.

In this group of theses, I have defined traffic models and their mathematical descriptions
based on the requirements and validated the model by real network measurements.

Thesis 2.1 - I have presented the needs, requirements and motivations of the
field related to private industrial mobile networks. By analyzing the data trans-
mission of industrial equipment, I have determined the main characteristics of
industrial data traffic. Furthermore, I have determined the primary parameters
that the 5G industrial network must meet. [J-1], [J-3], [C-10], [C-14]
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Figure 4.7: The architecture of an isolated 5G network

A wireless network that provides adequate guarantees is an essential part of Industry
4.0, with the help of which the flow of information can be ensured, and resources and
products can be managed efficiently. Due to the required guarantees, the network should
prioritize cellular networks with a licensed spectrum. Architecture based on these concepts
has been used to connect and collaborate on different industrial processes in the supply
chain [Chr16]. Other areas, such as production and transportation support, can be ef-
fectively interconnected, resulting lower costs, faster product launch times, and efficient
resource allocation. The building blocks of a private mobile network are shown in Fig-
ure 4.7. The approach defines the data transmission network as a service that adapts to
the service-oriented architecture of industrial systems.

Thesis 2.2 - I have designed and created a flexibly changable 5G NSA mo-
bile network consisting of 3GPP standardized building blocks, on which I have
performed complex measurements to determine the Industry 4.0 specific KPI
values of the network. The results serve as a reference value for later compar-
ative studies. [J-3], [C-6], [C-11]

At the architectural level, I have designed and implemented a practical mobile network
infrastructure, capable of serving 5G NSA radio needs according to the layout shown in
Figure 4.8. I have designed the radio, core network, and IP network elements to perform
precision network and service quality measurements. From the physical implementation to
the measurements, I have created the mobile network model serving Industry 4.0, and then
I have performed complex multidimensional reference measurements to examine the e2e
network capabilities. The measurements included simple bandwidth and latency measure-
ments, as well as different latency variations in each direction as a function of background
traffic and the frequency of the sent data. Based on standard deviation and variance I have

14



investigated the one-way latency characteristics of the data transmission connection.

I have highlighted that the implemented 5G network is capable to run multiple simulated
traffic data measurements and to empirically test the new measurement method theory.
Figure 4.9 shows that the network was able to transmit packets sent at a rate of 10ms on
time.

Figure 4.8: Created 5G NSA test environment with background traffic gener-
ator

Figure 4.9: Delay fluctuation results (left): 100 Byte packet, 20 ms arrival
frequency, (right): 100 Byte packet, 10 ms arrival frequency

2.3 Thesis - I have created a new mathematical model (Network Performance vs
Standards - NPvS) and an algorithm to describe Industry 4.0 specific data and
signalling network traffic KPI values, then I have examined the joint needs
of specific clients and client groups, as well as the services provided by the
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network. Using the algorithm, I have found that the mathematical models, the
measured network KPIs, and the traffic representing Industry 4.0 show close
fitting according to the statistical results. [C-5], [C-13]

To extend the service description of 5G transmission technology, I have expanded the
existing KPIs. I have created a new mathematical model based on which users using the
network will be able to compare whether their particular 5G service can be used for their use
cases. In addition to describing the client’s traffic and parameters, the preparation method
is also suitable for the detailed and extensive recording of the network’s 5G transmission
technology parameters.

The mathematical model is composed by breaking down traffic into source applications
and traffic threads. I have described the statistical characteristics of these flows, which are
then superimposed on each application and then on their co-appearance. The statistical
characteristics per flow are as follows: distribution of packet payload size (PL), distribution
of packet arrival time differences (Inter-Arrival Time – IAT). With these two primitive
descriptors, any traffic pattern can be reproduced - or on the other hand, it can characterize
it.

As a result of the measurement method, the measurements performed on the network and
user traffic can be stored and displayed graphically (Figure 4.11). Using data processing
and data display applications, I have visualized the results of the measurement procedure
for delay and data transfer rate.

Since the data sources have similar characteristics (due to the industrial traffic scheduling
algorithms) the measurement results apply wider than just these set of measurements,
as long as the traffic fits into the same normality checked through Kolmogorov-Smirnov
[MQSH12] and Shapiro-Wilk [HTZ16] tests.

Using the formulas (4.1) and (4.2), I described the traffic of IoT devices in general. Let S

denote the number of subscribers and S = {1, . . . , S} be the set of subscribers. Let L and
L = {1, . . . , L} represent the number of applications and the set of applications, respec-
tively. At t

(s,l)
k , measurement instant k, k ∈ N, for subscriber s, s ∈ S, using application l,

l ∈ L, a packet of PL
(s,l)
k bytes (belong to subscriber s using application l) is measured.

IAT
(s,l)
k is measured in second, is the time between two subsequent measurement epochs

(Figure 4.10). Therefore, the data rate of subscriber s using application l at t
(s,l)
k is

b(s,l)(t
(s,l)
k ) = PL

(s,l)
k /IAT

(s,l)
k (bytes/s). (4.1)

If the measurement instants are close enough, b(s,l)(t) the data rate subscriber s using
application l at instant t can be approximated from equation (4.1). The data rate of
subscriber s, s ∈ S, is expressed as

Rs(t) =

L∑
l=1

b(s,l)(t). (4.2)
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The set of the network links is denoted by E . The capacity of link e, e ∈ E is ce (bytes/s).
Let us introduce 1(s, l, e), s ∈ S, l ∈ L, e ∈ E , that takes 1 if the traffic of application l of
subscriber s is routed in link e. Otherwise, 1(s, l, e) = 0. The amount of traffic routed in

link e is
S∑

s=1

L∑
l=1

b(s,l)(t)1(s, l, e) < ce for e ∈ E .

Figure 4.10: Illustration of notations

Figure 4.11 shows that sampling traffic is common at small packet sizes (less than 20
bytes), typically with IAT s below 5ms. In contrast, they are infrequent in the proportions
of larger packet sizes (20-250 Bytes), and there are no packets above 250 Bytes in the
SCADA traffic I examined. This is an entirely different profile than the one we encounter
with traditional internet traffic.

Figure 4.12 presents how the data transfer rate under simulated conditions depends on the
packet size and the packet arrival frequency. The data rate decrease shows the effect of a
randomized parameter value varying in the simulation as a function of PL and IAT .

With the needs of the Industry 4.0 (the sampled SCADA example in Figure 4.11 and
further Profinet traffic), my measurements and the results of the algorithms, it is clear
that in contrast to previous data transfer technologies, new KPIs have to be recorded in
addition to bandwidth to describe 5G mobile network data transfer characteristics, i.e.,
the network latency, the IAT and jitter.

With the presented method, I compared the use-case needs with the capabilities of different
networks and can calculated whether the network will be suitable for the use-case. To
validate the method, I merely used freely available, open-source traffic patterns, and tested
these through the measurement method steps, example results are shown in Figures 4.11
and 4.12.

17



Figure 4.11: SCADA-Industrial data – PL (Payload Length), IAT (Inter-
Arrival Time)

Figure 4.12: Simulated throughput as a function of PL and packet/sec rate.
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Chapter 5

Summary

My dissertation focuses on data and signaling traffic measurement methods and metrics
and on providing methodological elements for managing future networks and services.

In the first Thesis group, I created a general life cycle model for IoT devices and demon-
strated its application in a telecommunications example. I have developed a model to be
used for security investigation purposes related to IoT devices. One of the interesting find-
ings of mine was that the users who were previously banned from the network pose a threat
to the operators’ services with their re-appearance. I defined the predecessors of 5G use-
cases in pre-5G networks, and measured their footprint requirements in existing networks.
I have shown correlation between the data and signaling traffic, based on the transmission
characteristics of actively operating Industry 4.0 devices. I discussed that traffic transients
needed to be avoided.

In the second Thesis group, I identified the challenges arising from the interconnection of
Industry 4.0 and mobile networks. As part of this work, I examined existing standards
in detail and prepared a network architecture to meet these 3GPP recommendations. I
presented the needs, requirements, and motivations of the field related to private industrial
mobile networks. I determined industrial data traffic’s main characteristics and the main
parameters that the 5G industrial network must meet. I designed and created a 5G NSA
mobile network consisting of 3GPP standardized building blocks and performed complex
measurements to determine the KPI values of the network. I created a mathematical model
and algorithm, examined the joint needs of specific clients and client groups and the services
provided by the network.
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Chapter 6

Applications

The life cycle model for IoT devices was used within multiple projects at Magyar Telekom.
The traffic modeling of massive IoT with detailed traffic flow and load analysis helped a
project with E.ON Hungária Zrt. More than 1000 NB-IoT and CatM1 devices were tested
with high and low data rate usage with multiple traffic patterns. The User Equipment life
cycle states were demonstrated with Makesense Kft using parking-lot use cases, verifying
data usage and control plane effect to Packet Core elements.

As part of my research, I designed and implemented an isolated 5G NSA architecture
packet core and connected radio and IP network at BorgWarner Hungary Kft, running
live measurements and serving use-cases of the customer. Based on the 5G network’s sim-
plified architecture, for testing the KPI and verification method and for demonstration, I
started further 5G NSA isolated services at Magyar Telekom. The demonstration success-
fully proved for BMW, East-West Zrt, Künz GmbH and Kuka Robotics, that the method
is viable to check their Industry 4.0 use case needs. Based on the presented models, I have
shown that Industry 4.0-related service-requirements can be covered by private mobile
networks that are separated from the global network.

The experience of the implementation and results of the 5G NSA isolated network use-case
planning method were used to provide feedback to multiple connecting projects. I dissem-
inated the results within Deutsche Telekom, several Deutsche Telekom Natcos in Europe,
in the EU 5G-Smart project. Further, it was very useful in the high-speed measurement
campaign on Motorway M86 where 5G based V2X communication was tested with Knorr-
Bremse R&D Center, ALP.Lab GmbH, Institute of Automotive Engineering, TU Graz
and Department of Automotive Technologies of Budapest University of Technology and
Economics.

20



Publications

Journals
[J-1] D. Kozma., G. Soós, P. Varga, "Supporting LTE Network and Service Management
through Session Data Record Analysis", Infocommunications Journal, Vol. VIII, No 2,
2016.

[J-2] G. Soós, D. Ficzere, P. Varga, "Towards traffic identification and modeling for 5G
application use-cases", Electronics, 2020, 9, 640, MDPI; doi:10.3390/electronics9040640

[J-3] P. Varga, J. Peto, A. Franko, D. Balla, D. Haja, F. Janky, G. Soos, D. Ficzere, M.
Maliosz, L. Toka, "5G support for Industrial IoT Applications – Challenges, Solutions, and
Research gaps", Sensors 2020, 20, 828, MDPI; doi:10.3390/s20030828

[J-4] G. Soós, D. Ficzere, T. Seres, I. Németh, S. Veress "Business opportunities and
evaluation of non-public 5G cellular networks - a survey" Infocommunications Journal,
Vol. XII, No 3, 2020; 10.36244/ICJ.2020.3.5

[J-5] G. Soós, D. Ficzere, P. Varga "Analyzing Group Behavior Patterns in a Cellular
Mobile Network for 5G Use-cases", International Journal of Network Management, Wiley,
Apr, 2021; 10.1002/nem.2157

Conference publications
[C-1] G. Soós, F. N. Janky, P. Varga, "Distinguishing 5G IoT Use-Cases through Analyzing
Signaling Traffic Characteristics" 42nd International Conference on Telecommunications
and Signal Processing (TSP – IEEE), Budapest, Hungary, 2019.

[C-2] P. Varga, S. Plosz, G. Soós and C. Hegedűs, “Security Threats and Issues in Au-
tomation IoT”, IEEE 13th International Workshop on Factory Communication Systems
(WFCS), Trondheim, Norway, 2017.

[C-3] G. Soós, P. Varga, "On the Security Threat of Abandoned and Zombie Cellular IoT
Devices", 2019 IEEE International Conference on Industrial Informatics (INDIN’19),
Helsinki-Espoo, Finland, 2019.

[C-4] G. Soós, P. Varga, "Use Cases for LTE Core Network Mass Testing", Proc. of 5th
Mesterproba at BME, Budapest, Hungary, 2016.

21



[C-5] P. Orosz, P. Varga, G. Soós, Cs. Hegedűs, "QoS Guarantees for Industrial IoT
Applications over LTE - a Feasibility Study", IEEE International Conference on Industrial
Cyber-Physical Systems), Taipei, Taiwan, 2019.

[C-6] D. Kozma, G. Soós, D. Ficzere, P. Varga "Communication Challenges and Solutions
between Heterogeneous Industrial IoT Systems", 45th Annual Conference of the IEEE
Industrial Electronics Society, 2019. - Halifax, Canada

[C-7] G. Soós, D. Kozma, F. N. Janky, P. Varga, "IoT Device Lifecycle–A Generic Model
and a Use Case for Cellular Mobile Networks", IEEE 6th International Conference on
Future Internet of Things and Cloud (FiCloud), pp. 176-183, 2018.

[C-8] Cs. Hegedűs, D. Kozma, G. Soós, P. Varga, ”Enhancements of the Arrowhead Frame-
work to Refine Intercloud Service Interactions”, 42nd Conference of IEEE Industrial Elec-
tronics Society (IECON), 2016.

[C-10] G. Soós, D. Ficzere, P. Varga, "User Group Behavioural Pattern in a Cellular Mobile
Network for 5G Use-cases" NOMS2020, IEEE/IFIP Network Operations and Management
Symposium, Budapest, Hungary, 2020.

[C-11] G. Soós, D. Ficzere, P. Varga, Zs. Szalay, "Practical 5G KPI Measurement Results
on a Non-Standalone Architecture" - NOMS 2020-2020 IEEE/IFIP Network Operations
and Management Symposium, 2020.

[C-12] G. Soós, D. Ficzere, P. Varga, "The Pursuit of NB-IoT Transmission Rate Limi-
tations by Real-life Network Measurements" - 43rd International Conference on Telecom-
munications and Signal, 2020.

[C-13] G. Soós, D. Ficzere, P. Varga, "Investigating the network traffic of Industry 4.0
applications - methodology and initial results" - Conference of Network and Service Man-
agement - AnServApp, 2020.

[C-14] G. Soós, D. Ficzere, S. Veress, P. Varga, "Discussion on Private Campus Networks"
- Accepted Life and Science, 2020.

Other publications not used in the dissertation
[C-9] D. Kozma, G. Soós, P. Varga, "Supporting Digital Production, Product Lifecy-
cle and Supply Chain Management in Industry 4.0 by the Arrowhead Framework - a
Survey", 2019 IEEE International Conference on Industrial Informatics (INDIN’19),
Helsinki-Espoo, Finland, 2019.

[J-6] Zs. Szalay, D. Ficzere, V. Tihanyi, F. Magyar, G. Soos, P. Varga. 5G-Enabled Au-
tonomous Driving Demonstration with a V2X Scenario-in-the-Loop Approach. Sensors.
2020.

[C-15] D. Ficzere, G. Soos and P. Varga, "A compact 5G Non-Public Network," 17th
International Conference on Network and Service Management (CNSM), Izmir, Turkey,
2021.

22



[J-7] V. Tihanyi, T. Tettamanti, M. Csontho, A. Eichberger, D. Ficzere, K. Gangel, L.
B. Hörmann, M. Klaffenböck, C. Knauder, P. Luley, Z. Magosi, G. Magyar, H. Németh,
J. Reckenzaun, V. Remeli, A. Rövid, M. Ruether, A. Solmaz, Z. Somogyi, G. Soos, D.
Szantay, T. A. Tomaschek, P. Varga, Zs. Vincze, C. Wellershaus and Zs. Szalay. Motorway
Measurement Campaign to Support RD Activities in the Field of Automated Driving
Technologies. Sensors. 2021.

[C-16] D. Ficzere, G. Soós, P. Varga and Z. Szalay, Real-life V2X Measurement Results for
5G NSA Performance on a High-speed Motorway, IFIP/IEEE International Symposium
on Integrated Network Management (IM), Bordeaux, France, 2021.

23



Bibliography

[5GS19] 5GSMART. 5G-SMART | 5gsmart.eu. https://5gsmart.eu/, 2019.

[Chr16] Martin Christopher. Logistics & supply chain management. Pearson UK, 2016.

[DML17] M. G. Enz D. M. Lambert. Issues in supply chain management: Progress and
potential. Industrial Marketing Management, 62, 04 2017.

[ETS18] ETSI. 5G; System Architecture for the 5G System. 3GPP 5G, 2018.

[FPA13] Michael Fischbach, Thomas Puschmann, and Rainer Alt. Service lifecycle man-
agement. Business & Information Systems Engineering, 5(1):45–49, 2013.

[HPO16] M. Hermann, T. Pentek, and B. Otto. Design principles for industrie 4.0
scenarios. In 2016 49th Hawaii International Conference on System Sciences
(HICSS), pages 3928–3937, 01 2016.

[HTZ16] Zofia Hanusz, Joanna Tarasinska, and Wojciech Zielinski. Shapiro-wilk test
with known mean. REVSTAT-Statistical Journal, 14(1):89–100, 2016.

[Huf17] C de Luca K Hufeld. An european ecosystem to boost the digitalization of eu
industry. Ada User Journal, 38(4), 2017.

[Mag04] Magdalena Nohrborg, for 3GPP. LTE Overview.
http://www.3gpp.org/technologies/keywords-acronyms/ 98-lte, 2004.

[MQSH12] Yong Ma, Zong Qian, Guo Shou, and Yi Hu. Research on network traffic
modeling and applications. Advanced Engineering Forum, 6-7:836–842, 09 2012.

[Sta15] John Stark. Product lifecycle management. In Product Lifecycle Management
(Volume 1), pages 1–29. Springer, 2015.

24


	Introduction
	Research objectives
	Approach and Methodology
	Results Structured in Thesis Groups
	Life cycle modeling of IoT devices and study of their mass appearance effect to the cellular network
	5G mobile network design and measurement methods to validate Industry 4.0 requirements

	Summary
	Applications
	Publications
	Bibliography

