
Investigation of potential conflict situations
between highly automated vehicles and transport

infrastructure

Thesis booklet

Henrietta Lengyel

Supervisor:
Dr. Zsolt Szalay

Department of Automotive Technologies
Budapest University of Technology and Economics

2021



Chapter 1

Introduction

The development of automotive technologies and transportation systems brings innovations such as
autonomous vehicles and a developed urban environment. These innovations pose serious challenges
for professionals in the transport sector. An important area of research in the future will be how the
rules and tools currently used in transport change and the relationship between drivers, vehicles and
the environment.

Traffic signalling systems are of great importance in traffic today and are likely to persist in
some form in the future. All road users are informed and given appropriate information about their
surroundings based on the posted signs. This is why it is important to perceive and interpret the
environment correctly and react to its changes, from automated vehicles to pedestrians.

The number of vehicles with various driving assistance functions has been growing rapidly in recent
years. The most important goal is to introduce fully autonomous road transport in the next 20-30
years, but we still have a lot of challenges to overcome. One of the problems is that achieving a fully
autonomous future will depend on the developments of vehicle manufacturers but will also require
significant changes in legislation and infrastructure. So we can say that a fully autonomous future
is still a long way off; however, more and more features are appearing in vehicles that facilitate this.
However, it should be mentioned with these systems that, although vehicles are already available
today, they are still in the development stage, which often means that they may still malfunction.

1.1 Objectives

Based on observations and analyzes, it can be concluded that traffic signalling systems will undergo
significant changes in the future. It is also assumed that there will be some that will not be needed.
Based on experience and examples, it can be said that there are plenty of signalling systems in
current traffic that make accident-free traffic of highly automated systems unsuitable on the roads. A
hindrance is that both horizontal and vertical signals can occur erroneously on roads, making it more
difficult for environmental recognition systems.

One of my goals is to show what are the anomalies that can occur in traffic. I prove that with the
help of my classification system, these "errors" can even be used for tests. These can be used to make
systems more accurate, determine if sensor fusion is needed, and if so, to what extent. The developed
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methodology can be used for the effective identification of critical border situations.
To enable a new system, many tests have to pass the devices well, whatever the area. Following the

steps of a testing and validation pyramid, I researched and designed test procedures for critical traffic
situations and possible ones. After creating the criteria system of signal image anomalies, I proved
that they work in both simulation and real environments. Then I came to my conclusions. Based on
the tests and measurements performed, it can be concluded that the current infrastructure greatly
impacts highly automated systems and vice versa, so both need to be monitored and improvements
made in the future.

Based on research and tests, I created an optimized attack algorithm for artificial intelligence-based
traffic sign recognition systems. The attacks aim to prepare the systems for possible future attacks
and apply them to both simulation and real-world environmental tests.

Based on the collected data, I created a test environment in a simulation and a real environment
suitable for testing critical traffic situations. And the real test would be used as a validated test
scenario on a real test track, ZalaZONE.

1.2 Methodological background of the research

Developments for autonomous vehicles are still ongoing. The main motivations include reducing
environmental impact, emissions and accidents on public roads. Improved systems provide more
efficient and safer transportation for human drivers.

Vehicles can be classified according to SAE (Society of Automotive Engineers) levels from 0 to
5, as shown in the following 1.1. figure. Level zero means that they do not have any degree of
automation, and level five means that they can already travel on their own. As the tools evolve, a
new test procedure needs to be developed. Sensors in vehicles need to know everything that people
perceive with their senses.

There are many development opportunities in testing in a simulation environment, but they also
have limitations. The systems are well structured, consisting of several levels, but they have short-
comings. Testing is further complicated by the development of high automation and autonomy.

Testing of Connected and Automated Vehicles (CAVs) depends on the cases, scenarios, functions,
and selected levels of automation (SAE levels). We need to organize the testing and validation tasks
accordingly, in a similar way. The tasks concern not only the vehicle itself but also the infrastructure.
It is still unclear how the appropriate testing infrastructure can be designed, developed, and deployed
for higher levels of automated management. In addition, it must be competitive to test and certify
and validate automated driving functions in a reproducible and efficient manner. It is still a question
of the boundaries of OEM self-certification and where an independent organization should be involved
in the process.

Another aspect of testing is that almost everyone is aware of the importance of cyber security
in a vehicle. However, there is still much to be done to determine how connected vehicles can be
manipulated and how to prevent misuse to ensure security. The impact of digitized mobility solutions
in maximizing the user experience in the car and connected vehicles also carries the potential risk
of cyberattacks. The optimal use of resources is of great importance in the development of the
automotive industry. Component or system testing can only be achieved using the necessary resources,
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Figure 1.1: Vehicle automation levels - SAE levels [24]

and financial requirements [26], so different levels of testing are required for connected and automated
vehicles (see 1.2. figure).

Figure 1.2: Testing and validation pyramid [26]

Testing of networked and automated vehicles usually focuses on traffic situations. There are studies
in which traffic situations are grouped to simplify tests, but stochasticity is also a characteristic of
traffic situations. It is impossible to predict all traffic situations in advance, and it is impossible to
prove the reliability of connected and automated vehicles without road tests. The goal is to test the
systems step by step from the simulation environment to the road—step-by-step testing results in a
cost- and time-efficient solution for reliable operation of connected and automated vehicles.

The testing levels are related to the V-model of system development (1.3. figure). Simulation
tests focus on feasibility. Laboratory tests allow the vehicle to be built from small parts to the entire
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system. Safety can be demonstrated to testers by open road tests.

Figure 1.3: V-model [21]

As tested above, when testing networked and automated vehicles, the goal is to demonstrate
that the vehicle will function properly and make informed decisions in different traffic situations.
Because traffic situations are innumerable, real environmental road tests have become paramount.
Only through road tests can sufficient stochasticity be achieved in different traffic situations. A
well-defined and structured testing architecture and validation methods could form the basis of the
certification process for connected and automated vehicles in the future.

In the tests, 5 levels can be distinguished, during which the operation of all the functions of the
vehicle can be tested in different environments. Simulation tests are the basis for later. Approval of
a new function starts in the simulation environment but can sometimes be used in later phases as a
help [21]. In many cases, simulation and subsequent tests are possible on a larger, designed test track.
One such example is the ZalaZONE test track currently under construction in Hungary. It aims to
test advanced, highly automated and autonomous vehicles. In addition to real-world tests, research is
also being conducted on testing these vehicles with the utmost safety and care. The special features
of the track include the testability of networked vehicles, e.g., Vehicle-In-The-Loop [3], Hardware-In-
The-Loop, Scenario-In-The-Loop [27], [1], [25]. The essence of the matter is that it happens in a real
environment. Still, some of its elements are displayed virtually to the sensors, making the execution
safer, and more economical [26], [2].
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1.3 Hypotheses

1. A system of criteria can be set up that classifies anomalies in traffic signs in a quantified way
based on statistical data. It can be seen that anomalies classified in this way can be used for
in-service quality tests of vehicle horizontal and vertical signs recognition systems.

2. A test method can be created which, in a simulation environment and then adapted to a real
test track, taking into account the anomalies of the signals, proves to be suitable for the reliable
determination of the critical limit situations of vertical signs recognition.

3. It can be stated that sign recognition systems based on neural networks are sensitive and vul-
nerable, carry risk and are not always safe. It can be shown that non-existent attacking software
can be optimized to disrupt neural network-based traffic sign detection systems.

4. It can be demonstrated with several vehicle dynamics simulation software and sensitivity tests
that the existing transport infrastructure poses a risk to current drivers and future vehicle
systems. It can be deduced from human and highly automated vehicle parameters that the
vehicles of the future and the infrastructure need to be adapted to achieve safe transport.

5



Chapter 2

New scientific results

The results of my research can be summarized in the following theses:

I. Theses

I have developed a system of criteria that classifies anomalies in traffic signs in a quan-
tified way based on statistical data. Anomalies classified in this way can be used for
in-test quality tests of in-vehicle systems that recognize horizontal and vertical signals.

Based on the collected data, it can be assumed that the presence of anomalies in the horizontal
and vertical signaling images contributed to the development of each accident-hazardous condition.
Incorporating the features used in the criteria system into a test environment can significantly increase
safety on public roads in the future. Based on the scale created in the developed criteria system, each
attribute is given a rating, which can be further used in any highly automated and autonomous
vehicle test based on the numbers and conditions. One of the main uses of the developed criteria
is the qualitative examination of the individual road sections. A sign filled with a large number of
time-stamped data covering larger areas or even the whole country can serve as a reference for road
safety auditors in their analyzes of the quality and regularity of road signs. With the help of these,
they can get answers to questions about which road sections are affected by an anomaly, on the basis
of which development strategies can be made. Another possibility of use, which is also justified by
the choice of the topic of my dissertation, is to support the development of highly automated driving
support systems. Testing procedures play a key role in this workflow. With the help of the criteria
system I have developed, developers can choose which traffic signs and what anomalies they want to
examine during a series of tests.

My publications used for the thesis:

• H. Lengyel and Z. Szalay. Classification of traffic signal system anomalies for environment tests
of autonomous vehicles. Production Engineering Archives, 19(19):43–47, 2018

• H. Lengyel and Z. Szalay. Potential Weak Points of Environment Sensors in Autonomous Vehi-
cles. 16TH mini conf. Vehicle system dynamics, system dynamics, identification and anomalies,
2018

• H. Lengyel and Z. Szalay. Horizontal traffic signs anomalies and their classification. IOP Con-
ference Series: Materials Science and Engineering, 448:012046, 2018
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• H. Lengyel and Z. Szalay. Traffic sign anomalies and their effects to the highly automated and
autonomous vehicles. Technical report, Zielona Gora 2018, 2018

• H. Lengyel and Z. Szalay. The Significance and Effect of the Traffic System Signaling to the
Environment, Present and Future Traffic. In Proceedings of the 4th International Congress of
Automotive and Transport Engineering, pages 847–856. Proceedings of the 4th International
Congress of Automotive and Transport Engineering, 2019

II. Theses

Using a system of criteria classifying the anomalies of traffic signals - derived from my
research results - I developed a linear and circular test method: first for a simulation
environment and then adapted to a real proving ground. The developed methodology is
suitable for the reliable determination of the critical boundary positions of vertical signs
recognition.

The test methodology presented in this chapter has evolved over the years. I used the criteria sys-
tem prepared in my dissertation as a basis, then after getting to know the sensors and the simulation
software, I made the more complex, already real proving ground measurements after one test mea-
surement. In a real environment, I was able to perform two measurements with more serious results.
From the two measurements, I came to these important scientific results: getting to know traffic sign
recognition systems; creating an effective, critical test environment using a linear and circular method
- using one or more vehicles - using my own criteria and measurement results.

My publications used for the thesis:

• H. Lengyel and Z. Szalay. Szimulációs környezet előnyei és hátrányai különös tekintettel a
közlekedési jelzések felismerésére - Advantages and disadvantages of the simulation environment
with particular regard to the recognition of traffic signs. 27th International Conference on
Mechanical Engineer, 27(June):328–331, 2019

• H. Lengyel and Z. Szalay. Road Sign Recognition Systems Test Design in Simulation Environ-
ment With Traffic Sign Anomalies. Perner’s Contacts, 27:164–169, 2019

• H. Lengyel and Z. Szalay. Környezetérzékelők tesztelésének jelentősége magasan automatizált
és autonóm járművek számára. In XIII. IFFK 2019, pages 2–5, 2019

• H. Lengyel and Z. Szalay. Test scenario for road sign recognition systems with special attention
on traffic sign anomalies. In 2019 IEEE 19th International Symposium on Computational In-
telligence and Informatics and 7th IEEE International Conference on Recent Achievements in
Mechatronics, Automation, Computer Sciences and Robotics (CINTI-MACRo). IEEE, 2019

• H. Lengyel, V. Remeli, and Z. Szalay. Easily Deployed Stickers Could Disrupt Traffic Sign
Recognition. Perner’s Contacts, XIX(Special Issue 2):156–163, 2019

• H. Lengyel and Z. Szalay. Intelligent Driving System effectiveness testing in Highly Automated
Vehicles. In Engineering Symposium at Bánki 2020, 2020
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III. Theses
To investigate the sensitivity and vulnerability of neural network-based, traffic signs
recognition systems, I created and optimized a hitherto non-existent attacker software
that successfully disrupted a neural mesh. With the success of the intended attack,
I demonstrated the sensitivity and vulnerability of neural network-based traffic sign
recognition systems.

It can also be demonstrated by physical simulations that traditional infrastructure carries a risk
for the use of highly automated and autonomous vehicles. The safety impact of misclassification of
traffic signs is enormous, as traffic signs significantly influence the behavior of drivers. We can state
that a failure of the primary detection mechanism is at least as catastrophic for ADAS systems as
it is for drivers — because drivers have multiple redundancies and are more likely to discover any
other route guidance in the environment. And the ADAS system either transmits false information
to the driver or not. The driver either detects the false signal or not. In either case, the presence of
the driver does not guarantee that the false signal is properly filtered out and that the situation is
checked.

My publications used for the thesis:

• H. Lengyel and Z. Szalay. Road Sign Recognition Systems Test Design in Simulation Environ-
ment With Traffic Sign Anomalies. Perner’s Contacts, 27:164–169, 2019

• H. Lengyel, V. Remeli, and Z. Szalay. Easily Deployed Stickers Could Disrupt Traffic Sign
Recognition. Perner’s Contacts, XIX(Special Issue 2):156–163, 2019

• H. Lengyel, V. Remeli, and Z. Szalay. A collection of easily deployable adversarial traffic sign
stickers. at - Automatisierungstechnik, 2021
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IV. Theses
Using several - independent, validated - vehicle dynamics simulation software, resp. I
conducted a sensitivity study to demonstrate that the existing transport infrastructure
risks both current drivers and future vehicle systems. In realistic simulation scenarios,
I examined in detail the human and highly automated driving characteristics, respec-
tively. Changes in vehicle dynamic parameters. Studies show that the vehicles and
infrastructure of the future need to be developed to achieve safe transport.

I concluded that autonomous vehicles do not necessarily have to be designed for the existing
infrastructure based on the analysed simulations. It would help if you changed the infrastructure
and a review of traffic rules, which could mean installing new signs, creating other types of lanes
or possibly building new types of road sections (e.g. a separate lane for autonomous vehicles). The
critical situations and problems mentioned in the chapters should be addressed even now if people
want to drive safely in or before/after autonomous vehicles.

My publications used for the thesis:

• H. Lengyel and V. Tihanyi. Accident reconstruction tools, with special attention to autonomous
vehicles. Vehicle and Automotive Engineering 2, 2018

• H. Lengyel, T. Tettamanti, and Z. Szalay. Conflicts of automated driving with conventional
traffic infrastructure. IEEE Access, 8:163280–163297, 2020

• H. Lengyel, T. Tettamanti, and Z. Szalay. Közúti infrastruktúra konfliktus-helyzete a magasan
automatizált járművekkel. Közlekedéstudományi szemle, 2021
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2. New scientific results

2.1 Opportunities for further development

The main goal of the doctoral dissertation is to create a test environment in a simulation, and real
environment based on literature research, experience, measurement results and collected data, which
is suitable for testing critical traffic situations. And the real test would be used as a validated test
scenario on a real test track, ZalaZONE. The point is that a scenario of critical traffic situations can
be easily implemented in the test environment. Traffic sign recognition systems worked well as an
example to illustrate the purpose of the dissertation.

As the basic topic of the dissertation is traffic safety, it is important to mention the types of
accidents and their reconstruction possibilities. Later in the research, the knowledge of these accidents
and the calculations and methods related to them provides a basis for the analysis of the two critical
situations, from which one of the theses follows [18]. We can talk about several types of accident
reconstruction methods [20]. One of the most common is when accident experts try to reconstruct
an accident from the data at the accident scene and which can be collected - traces of a collision,
damage to a vehicle, questioning of witnesses. The other method, which is likely to be more needed
in the future, is using in-vehicle data recording devices. These data and methods can also help in the
analysis and reconstruction of accidents involving various conventional and highly automated vehicles
and for use in the test, environment [23].

In the future, the process would be done by the testers selecting the test environment they want
to use (this can be done on the ZalaZONE HD map) - in this case, linear or circular - and then
the critical test situation, which was also presented. Using these, implement them into ZalaZONE’s
services and OpenSCENARIO, using the tools provided by AB Dynamics (such as using a balloon car
or other targets on the ZalaZONE proving ground). After the processes are prepared in the simulation
environment, they will be transferred to the real environment. Adversarial decals that can interfere
with neural network-based environmental recognition systems may be used later in the test.

The HD map contains all the real ZalaZONE test track parameters, which were scanned using
LiDAR. After creating the simulation test environment, the scenarios can be implemented for the real
environmental tests, including the ones I designed and presented in the dissertation.
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vehicles. Vehicle and Automotive Engineering 2, 2018

• H. Lengyel and Z. Szalay. Classification of traffic signal system anomalies for environment tests
of autonomous vehicles. Production Engineering Archives, 19(19):43–47, 2018
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