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Chapter 1

Introduction

The evolution of the telecommunication core network architectures signi�cantly accelerated
in the last decade (from 3G to 5G). The primary factor that drives the evolution of these crit-
ical infrastructures is the emergence of new services requiring increased bandwidth. However,
these technologies resulted in dedicated and independent architectures, the network opera-
tors often manage several generations together, in parallel. These independent core networks
must communicate with each other because the mobile phones support di�erent technolo-
gies and the call setup can travel from any network to any network (special call scenarios,
technology changing during a call, fall back to a previous technology). Every new generation
adds another complexity factor to the management of the whole telecommunication core
network because of the previously mentioned compatibility requirements.

VoLTE (Voice over LTE) is a complex solution in itself: it applies the LTE and IMS
(IP Multimedia Subsystem) networks. In contrast to previous generations, it uses end-to-
end IP-based communication to grant real-time voice services. This is the �rst architecture
that uses IP packets both in the control plane and the data plane. Since the bene�ts and
the drawbacks of the IP-based networks appear in the telecommunication ecosystems and
there are new scenarios that are unknown in previous architectures, the operators need new
methods to identify failure events in complex scenarios. There is a need for a continuous
service quality analysis to verify the operation of the core network and to measure the
transmission guarantees in the data plane, which transports the voice packets. Since the IP-
based control and voice packets travel between the mobile phones in a voice call session, the
whole telecommunication network in�uences the listening quality and the user experience.

The increasing packet-arrival rate within the core network necessitates e�cient solu-
tions for on-the-�y packet parsing, which is an essential pre-processing phase of a higher
layer management system. The deep analysis capabilities of software-based approaches can
be enhanced by hardware-based support on time-critical packet parsing and classi�cation.
Moreover, some payload inspection tasks can be carried out in hardware as well, further
reducing the resources allocated for software-based solutions.

To inspect the operation of a telecommunication core network, the operators need new
methods and management solutions to detect and understand failure events. The control part
of a call setup procedure is as important as the user plane communication. The management
systems of the new architectures should recognize complex scenarios, temporary identi�ers,
failure events, and also new packet-level metrics from the application's viewpoint.
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Chapter 2

Research objectives

During my research work, I focused on new methods and models, to get a global feedback
about the state of the VoLTE domain, and notice the quality degradation in IP-based voice
calls. Analyzing the control message sequences is necessary but not su�cient task for a global
view. Since the data plane transports the voice frames in IP packets, the reliability of the
voice channels reduced. There could be use cases, in which the control part shows successful
operation, but the voice frames su�er from network impairment. After the de�nition of
the industry requirements, I found that the exact answer is missing from the related works.
These requirements motivated my research work: how can I help with the network operator's
everyday tasks?

The main objectives of my dissertation are the following:

• Analyze the limitations of hardware- and software-based network packet parsing meth-
ods at high throughput, working on multi-encapsulated protocol headers;

• Provide a method to design a real-time, lossless, high-performance packet parser ar-
chitecture in FPGA, to provide complex tuple schemes for the higher management
layers;

• Create and validate a method for SIP protocol-based Call Data Record assembly in
IMS subsystems, to label and correlate message sequences, and support the analysis
and failure detection of complex use cases;

• Provide key parameters to cross-correlate the SIP protocol-based message sequences
between the IMS-related interfaces;

• De�ne new packet-level metrics on real-time voice tra�c to clearly distinguish the
reorder and loss events, and measure the loss events from the applications' perspective;

• Provide a new no-reference method to recognize and measure the call quality degrada-
tion in VoLTE-related calls.
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Chapter 3

Methodology

My research work focuses on VoLTE service analysis, providing new methods and metrics
for the operators to get a global view about the state of the core network.

• I have performed a comparative study in Thesis 1.1 to identify the limitations of
hardware- and software-based packet parsing solutions at 100 Gbit/s throughput;

• I have provided new methods: in Thesis 1.1 to design a high throughput capable,
lossless packet parser architecture in FPGA to process multi-encapsulated protocol
headers; in Thesis 2.1 to assemble SIP protocol-based Call Data Records; in Thesis 3.1
to calculate packet loss metrics on real-time, IP-based voice tra�c; in Thesis 3.3 to
estimate MOS values for slow and dynamic speech types;

• I have de�ned: new packet loss categories in Thesis 3.1 for the arrived packets from
the applications' perspective; new speech types in Thesis 3.2;

• I have introduced unique set of key parameters in Thesis 2.2 to cross-correlate the
SIP protocol-based CDRs between the IMS-related interfaces;

• I have identi�ed the necessity of the slow and dynamic speech types during a call
quality estimation procedure in Thesis 3.2;

• I have implemented: a packet parser architecture to process multi-encapsulated LTE
tra�c at 100 Gbit/s throughput, recognizing 8 di�erent protocol headers and extracting
14-tuple, based on Thesis 1.1; the SIP protocol-based Call Data Record assembly
method based on Thesis group 2; the voice quality assessment method, which is de�ned
in Thesis 3.3;

• I have veri�ed the operation of the implemented packet parser architecture in The-
sis 1.2 with two, simulation-based veri�cation methods;

• I have validated: the operation of the designed packet parser architecture in The-
sis 1.2 on high throughput capable, FPGA-based network devices; the implemented
form of the SIP protocol-based Call Data Record assembly method, which is presented
in Thesis group 2; my MOS estimation method in Thesis 3.3 with laboratory measure-
ments.
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Chapter 4

New results

4.1 New results in hardware-based packet parsing

Thesis group 1 - I have investigated the limitations of hardware- and software-
based packet parsing methods to process multi-encapsulated protocol headers.
I have provided a new synthesized method to support the designing phase of a
real-time, lossless packet parsing engine in an FPGA-based architecture. Based
on the proposed method, I have designed and implemented an optimal packet
parsing engine. It features 100 Gbit/s throughput, 8 di�erent protocol headers
and 14-tuple worst-case parameters. I have validated the designed architecture
with laboratory measurements against the lossless and real-time criteria. [J2]
[C7] [C8] [C9] [C10] [C11]

To parse a high volume network tra�c on-line in a 100 Gbit/s core network, the designed
architecture should be adapted to the new requirements. This thesis group proposes a new,
synthesized method to support the designing phase of a real-time, lossless, hardware-based
packet parser engine. Based on the proposed method, a hardware-accelerated parser solution
could enhance the performance as well as �exibility, to support the adaptive way of network
management.

Thesis 1.1 - I have created a comparative study about the limitations of
hardware- and software-based packet parsing solutions to process multi-encap-
sulated protocol headers at high throughput. Based on this work, I synthesized
a new method to design adaptive, real-time, lossless packet parser architectures
in FPGA supporting the operational management of IP-based mobile core net-
works. [J2] [C11]

The aim of packet parsing is to identify the various protocol headers encapsulated in
the packet header, and extract meaningful information from them. In my research work,
I focused on the planning phases of a complex parsing solution. Regarding the previous
methods, I found that the best practice of the hardware-assisted packet parsing is based on
a multi-stage (pipeline) design [1] [2] [3], which suits well to the physical architecture of the
FPGA chip (see Figure 4.1).
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Figure 4.1: Pipeline-based 100 Gbit/s protocol parser architecture in FPGA

My method is aimed to design a pipeline architecture, which includes the following three
main design steps:

1. Create a protocol graph from the prede�ned protocol headers and header encapsula-
tions based on the de�ned graph criteria.

2. Design the stage categories and also the structure of the pipeline based on the graph
nodes.

3. Design the operations of each pipeline stage based on the formalized criteria.

The �rst step is to model the protocol hierarchy regarding the analyzed network inter-
faces. To model the protocol encapsulations and processing orders, the parse graph [4] is an
e�ective solution. The designed protocol graph must be a directed, acyclic graph, where the
nodes are the protocol headers. When a protocol header appears multiply in the encapsu-
lation then each occurrence must be represented as an independent node. The nodes and
the node transitions could be �tted into pipeline stages and transitions, which is the second
step of the method. This architecture also supports the recon�guration requirements, new
protocol headers could be easily inserted into the pipeline. However, analyzing a complex
parse graph with high throughput often demands an extremely large pipeline structure, in
which latency is directly proportional to the number of operations (i.e., number of clock
cycles).

Let P denote the pipeline and let Pi be the ith stage within P where i = 0, 1, . . . n, and
n is the number of stages. Each Pi has its own well-de�ned task based on the parse graph.
These stages should be not complex (low number of logic levels), and thus are capable of
operating at a relatively high frequency. In terms of I/O interfacing, the FPGA device �ts
very well into the physical route of the packet, continuing the data path as a pipeline inside
the chip.

Evolving the architecture of P is depending on the function of the parser. I de�ned the
following three classes for each Pi, depending on its task. Let CPi

∈ {C1, C2, C3} denote
the complexity of Pi.

• C1: Pi operates on a simple, well-de�ned task, working on elementary operations.
Parsing of a protocol header is performed by multiple consecutive Pi.

• C2: Pi operates on one full header of the protocol structure.

6



• C3: Pi operates on multiple headers within the protocol structure.

P can be also classi�ed as linear (series of consecutive Pi stages) and non-linear (can
operate in parallel relative to each other), depending on the chain of the architecture.

During the second phase of the method, each node and stage should be translated into
the previously de�ned categories.

The third step covers the operations in each stage regarding the throughput and the
extracted tuples criteria. In this step, the operating frequency should be a priority. This is
because to operate the parser at higher throughput with a prede�ned data path the frequency
should be increased. In addition, to process the packet stream on a narrower data path for
lower or optimal resource utilization, also the frequency should be analyzed. I determined
the following designing criteria about the maximum operating frequency.

Let Oj(Pi) denote the jth operation in Pi, and j = 0, 1, . . .mi, where mi is the number of
operations in Pi. Let fopmax(Oj(Pi)) denote the maximum frequency of the Oj(Pi). Then
fPimax(min(fopmax(Oj(Pi)))) is the maximum achievable frequency for Pi.

Let ki ∈ R+, where ki is the weight for the routability of Pi within the chip. Then
fPi

= ki x fP imax is the achievable maximum frequency for Pi provided by the place and
route process. Then fe = min(fPi

) is the achievable maximum operational frequency of the
pipeline architecture. The complexity of the protocol header structure is the main design
challenge during the planning process to achieve the highest fe. If the header sizes in the
protocol structure are not variable, the complexity of the stages does not set a bottleneck
for operating fe frequency. The main design goal for P is to de�ne optimal CPi

classes for
each stage in order to achieve the highest frequency on a given FPGA device.

Thesis 1.2 - Based on the method presented in Thesis 1.1, I have designed
and implemented a packet parser architecture to process multi-encapsulated LTE
user tra�c at 100 Gbit/s throughput, recognizing 8 di�erent protocol headers
and extracting 14-tuple. I have performed the functional veri�cation with simu-
lated operation on prerecorded tra�c samples, and also with generated protocol
header encapsulations. Using FPGA-based networking devices, I have validated
the designed architecture with laboratory measurements against the lossless and
real-time criteria. [C7] [C8] [C9] [C10]

As a veri�cation and validation process, I worked on a prede�ned requirement speci�-
cation to design a packet parser engine in hardware. I applied Thesis 1.1 to design and
implement the processing architecture within the FPGA chip. During my work, I realized
the system design in VHDL language on a Virtex-6 FPGA-based network device, namely C-
GEP [C9]. The requirement speci�cation against the packet parser engine was the following:
real-time, lossless operation, 100 Gbit/s throughput, non-segmented MAC operation mode,
14 prede�ned tuples (e.g., Ethernet MAC addresses, VLAN tags, MPLS tags, EoMPLS MAC
addresses, VLAN tag in EoMPLS, IPv4 addresses, also within GTP-U encapsulation or in
IPinIP encapsulation and UDP/TCP ports, also within GTP-U) from 8 di�erent protocol
headers. The FPGA's internal data path maintains the 512-bit wide path in each of its
sub-modules, combined with 312.5 MHz core frequency to achieve the target throughput.

As the �rst step, I created a parse graph from the protocol headers and their possible
combinations (see Figure 4.2). Based on Thesis 1.1, I duplicated some protocol headers in
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the parse graph (e.g., IPv4, UDP, TCP).

Figure 4.2: The parse graph of the designed system

The decoded protocol metadata are synchronized to the original packet, and bu�ered
for further processing. For assessing QoS of a network service, lossless packet processing
is an essential requirement. Since the 100 Gbit/s MAC module operates in non-segmented
mode, every 512-bit word (and therefore every clock cycle) can contain a new, minimum-
sized packet. According to Thesis 1.1, the processing steps of the parsing engine are designed
and integrated into a pipelined architecture.

Based on the parse graph nodes and node transitions, I planned a high-level pipeline
architecture, in which the pipeline stages are derived from the parse graph (presented by
Figure 4.2). In the next step, I analyzed the frequency requirement. I found, that some stages
must be further splitted, because the operations do not perform the 312.5 MHz requirement.
After �nalizing the pipeline architecture, it contained 20 stages. To verify the operation of the
designed packet parsing system, I applied two, simulation-based veri�cation methods. The
�rst method was based on pcap samples to verify the �eld extractions. The pcap �les were
used as test cases during the simulation procedure, which was done in Xilinx ISE Simulator.
The second method was based on randomly generated protocol contents. The protocol
hierarchy was also generated by the simulation, based on all possible header combinations
and header lengths. The output of the pipeline was a bit �eld (reported into a text �le),
which contained the recognized header �elds. The simulation also reported information
about the test cases into the text �le. As a result, the simulation examined 10164 di�erent
cases, in which the parser recognized all expected protocol headers and �elds.

To validate the operation of the hardware-based packet parser solution, I applied a test
setup from two C-GEP devices and a PC with a 10 Gbit/s throghput capable network inter-
face card. The test setup and the operation of the packet processing engine were presented at
IM-2015 (IFIP/IEEE International Symposium on Integrated Network Management) [C10]
and at HPSR-2015 (IEEE 16th International Conference on High-Performance Switching and
Routing) [C8] conferences.
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4.2 New results in IMS control tra�c analysis

Thesis group 2 - I have de�ned management methods for the signaling plane
of the VoLTE ecosystems. I have determined the requirements of construct-
ing a VoLTE Call Data Record to inspect the entire IMS domain. Using the
requirements, I have provided a method to assemble SIP protocol-based Call
Data Records. I have introduced key parameters to cross-correlate the Call data
Records between the SIP protocol-based IMS interfaces. I have validated the
implemented form of the method against industrial conditions. [J3] [C4] [C6]

Although the VoLTE system has great promises, so far it poses more challenges than
expected. The serving architecture is diverse, and the �exible services mean variable use
cases with complex message sequence charts. This thesis group proposes new methods for
the control plane analysis. Applying the new results in a management system, the operators
can get an accurate feedback about the operated services.

Thesis 2.1 - I have provided a new SIP protocol-based Call Data Record
assembly method for real-life VoLTE scenarios. I have validated the implemented
form of the method against industrial conditions. [J3] [C4]

To get a general method for SIP-based Call Data Record production, I investigated the
assembling requirements on the message sequences. I de�ned the record types, the key
parameters for the transaction and dialog identi�cation, and I also identi�ed the record
opening and closing events.

Record types

I found that SIP transactions and dialogs should be di�erentiated based on their initial
request message. Since some of these request types are initiated (and then closed) asyn-
chronously from each other, di�erent record types should be de�ned for each. I de�ned the
following Call Data Record types, based on these initial messages: INVITE, REGISTER,
SUBSCRIBE, OPTIONS, MESSAGE, and INFO.

Record opening events

Out of the previously de�ned record types, the INVITE CDR type is the one that contains
the actual Call Data Record, in the classic sense. Since a call setup procedure contains more
transactions, INVITE CDRs include Update [5], Cancel and often Info [6] transactions,
as well. Nevertheless, not all Invite messages mark a newly starting call. Some Invite
messages do actually start the call, while others arrive during the same call, carrying feature
modi�cation information. I found that the Invite messages should be di�erentiated in the
call �ow, based on the value of the To �eld tag parameter. If the To tag parameter does
not exist, it should be considered as an initial-Invite Request (starting a call and also a
CDR record), otherwise it is a Re-Invite [7]. Considering INVITE CDRs, they start with an
initial-Invite request message. The other type of records should start with the �rst request
message (e.g., a REGISTER CDR starts with a SIP Register request message).
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Key parameters for transaction and dialog identi�cation

The trivial way to follow a SIP call's control through passive monitoring is by using the RFC-
de�ned [8] Dialog-ID, which is derived from three �eld parameters of the SIP message: Call-
ID, From tag and To tag. The Dialog-ID clearly associates longer message sequences (e.g.,
the INVITE- or SUBSCRIBE dialogs), and can be used to pair request-response messages
of other transactions. According to RFC-3261 the UAS generates a To tag parameter, when
the request does not contain it. This also means that the CDR assembling algorithm does
not have any To tag to use until the �nal Response of the initial-Invite arrives. Regarding
the call cancellation procedure, the Cancel request message must contain the same From and
To �eld parameters, as the initial-Invite message did. As discussed earlier, the initial-Invite
does not contain any To tags, hence this parameter will be empty in the Cancel message, as
well. The reception of a Cancel request triggers a new tag-generation process - and the 200
OK (CANCEL) response hence contains a new To tag, di�erent to the ones seen in previous
dialog messages. As this simple example reveals, although the Dialog-ID is a strong key, I
found that its usage in general is cumbersome. Until waiting for the �nal response message,
the Call-ID and the From tag together could be a strong enough, unique CDR identi�er. It
should be noted that, based on laboratory measurements at a nationwide telecommunication
operator, Call-ID alone is also a strong key. Nevertheless, From and To tag parameters grant
a safe and global CDR collection technique.

Furthermore, including endpoint IP addresses in the CDR identi�er key is very bene�cial.
Telecommunication operators often analyze the IMS domain's tra�c on given signaling links,
and they are interested in statistics between network nodes. Based on my investigation work
I also found that the From and To �elds could be swapped within a dialog. Using the
previously de�ned general key format (Dialod-ID and IP addresses), the CDR assembling
algorithm should support the From and To �eld exchange procedure.

Record closing events

During the CDR Assembling procedure, opening a new record is clearly based on the initial
message of a transaction or a dialog. In contrast, it is a complex task to recognize the record-
closing event. According to the RFC papers [8] [9], transactions and dialogs have di�erent
closing methods. The INVITE dialogs complete with a BYE transaction, or when the class
of the Response message belongs to the 3XX/4XX/5XX/6XX class type. The SUSCRIBE
dialogs complete, when the subscription expires or the status code of the Response represents
error event.

Regarding the examination of SIP signaling in real network scenarios, I identi�ed that
there are Status code exceptions that belong to the 4XX (client failure) class and do not
�nalize a dialog or a transaction sequence. These identi�ed exceptions are summarized in
Table 4.1. The CDR assembling algorithm should handle these cases, in order to provide a
proper overview about the core network.

SRVCC procedure as a monitoring challenge

Single Radio Voice Call Continuity (SRVCC) is a handover procedure, where the MME
(Mobility Management Entity) provides session continuity from the packet-switched domain
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Type of CDR Closing reasons (Response Class) Exceptions

OPTIONS 2XX, 3XX, 4XX, 5XX, 6XX
403 (Forbidden)
407 (Proxy Auth. Required)

MESSAGE 2XX, 3XX, 4XX, 5XX, 6XX
403 (Forbidden)
407 (Proxy Auth. Required)

REGISTER 2XX, 3XX, 4XX, 5XX, 6XX 401 (Unauthorized)

INFO 2XX, 3XX, 4XX, 5XX, 6XX
403 (Forbidden)
407 (Proxy Auth. Required)

SUBSCRIBE 2XX, 3XX, 4XX, 5XX, 6XX 407 (Proxy Auth. Required)

INVITE 3XX, 4XX, 5XX, 6XX

403 (Forbidden)
407 (Proxy Auth. Required)
488 (Not Acceptable Here)
491 (Request Pending)

Table 4.1: CDR Closing reasons and exceptions

to the circuit-switched domain, during an ongoing VoLTE call. According to my monitoring
experience at a nationwide operator, 2.96% of the VoLTE calls end with SRVCC due to
resource constraints.

To support the domain transfer, an SRVCC enhanced Mobile Switching Center server
(MSS) is required in the network architecture. The MSS is responsible for starting an
INVITE session to the IMS on behalf of the UE (User Equipment) using a speci�c address
(Session Transfer Number for SRVCC, STN-SR), which is chosen by the MME. After the AS
(Application Server) recognizes a call establishment from the MSS, it terminates the original
call in the IMS. As the MSS starts a new SIP call within the already existing call, the Call-ID
parameter can be used to collect the messages on the Mg interface into one CDR. The Invite
message triggers another session between the CSCF (Call Session Control Function) and AS.
However, this session does not end with the expected BYE transaction; but with a �nal 200
OK response to the Invite.

I found that the STN-SR address could be used as a CDR closing reason, which is located
in this case in the To �eld. When the Invite contains the STN-SR address, the 200 OK �nal
response should trigger a CDR closing mechanism. I found that this half-session can be
monitored only on the Ma interface, between CSCF and AS. The INVITE session between
the MSS and CSCF (Mg interface) ends with a normal BYE transaction.

Validation

This thesis has been formed based on the requirements of the standards, the vendor-speci�c
documentation and the integrated solutions that can be found at network operators. The
validation has to be done to decide whether the solutions cover these requirements. This
thesis has an implemented version, which is already operational at network operators. The
validation has been done based on the success of this implementation.

The �rst step of the validation was manual testing: whether the solution covers all-
day typical cases that are related to the problem domain. Based on these, an automatic
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integration testing framework has been developed, which is used for continuous integration
purposes.

To create a testbed for the validation procedure, I collected manually 60 test samples
from real-time control tra�c at Magyar Telekom, which is a Hungarian telecommunication
service provider. The source of the message sequences could be di�erentiated into two cases:

1. I created test VoLTE calls in a closed laboratory environment at the telecommunication
provider, with custom �rmware-based mobile phones,

2. I collected real-life tra�c samples from the core network.

The test call scenarios covers the VoLTE - VoLTE, non-VoLTE - VoLTE, and �xed VoIP
phone - VoLTE cases. The real-life samples were collected based on randomly selected
time intervals. After the tra�c collection step, I selected randomly di�erent SIP Call-ID
parameters, which belonged to di�erent transactions and dialogs. Based on the selected
Call-IDs, I �ltered and collected manually the coherent message sequences into di�erent
�les. Next to the random selection method, I also searched for special cases to cover the
record generation method represented by Thesis 2.1 - 2.3. I created the following categories
from the test samples: BYE or Cancel ended calls, failure code ended dialogs or transactions,
redirected calls, MSISDN content in special cases, authentication-related message sequences,
SRVCC message sequences and special routing cases.

Since there were no reference CDRs for the record generation as expected results, I manu-
ally created the expected output content as a reference for each input test �les, based on the
feedback of the telecommunication operators. After the required output content de�nition,
I applied the implemented version of the thesis on the test input �les, and generated the
compact record form of each test sample. I manually compared each result one by one with
the expected one, and I found that the record collection methods, which is de�ned by Thesis
2.1 - 2.3, are equivalent with the claim of the telecommunication operators.

Naturally, during the operation, new cases for sessions appear due to the nature of the
interworking telecommunications equipment both internal and external for the given opera-
tor's domain. The thesis coverage for these special cases has been validated manually along
the operation and then included in the automatic validation process. The most convincing
type of validation is of course when the implementation based on the thesis operates success-
fully under real-life conditions. This is the actual case for the given thesis, since the CDR
compilation works at Magyar Telekom based on this thesis for over three years now.

Thesis 2.2 - I have introduced a unique set of key parameters to cross-correlate
the collected Call Data Records between SIP-related logical interfaces. I have
identi�ed the protocol �elds to recognize the user-related identi�ers and label
the records with user information. [J3]

Associating transactions and dialogs by taking their interface-ID into account is a basic
CDR-generation technique. It is based on the assumption that the communication between
two network nodes is direct (through one link). In practice, this is not a proper attitude;
although provides the expected result in many cases. In reality, the IMS domain has many
functional nodes, and the SIP messages of a dialog are routed within the domain in many
times. I investigated the key parameters of the dialog identi�cation procedure, and I explored
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that special nodes (e.g., AS - Application Server, IN SDP - Intelligent network Service Data
Point) often regenerate some dialog-related parameters (e.g., Call-ID, From tag and To tag
parameters). These nodes start a new SIP dialog, which continues the original call setup pro-
cess. I found that the Call-ID is a dynamic information and new key parameters are needed
to notice the changes. In order to properly identify a complete call setup procedure - and
monitor the routing within a domain or between IMS domains - there are extra information
required beside the basic CDR keys (Dialog-ID and IP Addresses).

I de�ned two record types based on the complexity of the record:

• bCDR (basic Call Data Record) to express the collected information on one interface,

• cCDR (concatenated bCDRs) to represent the whole SIP call (the message sequences
through all related interfaces).

Figure 4.3 represents a call setup procedure, segmented into bCDRs. The cCDR includes
all bCDRs from the various links, over which the call control messages traversed. In order
to concatenate bCDRs into one cCDR, we need some higher-level information, which allows
to join the independent call-segments properly. During my research, I found that a good
candidate for this is the ICID (IMS Charging ID) parameter. This is a unique value in the
Invite-dialog messages, and it is used for gathering the billing information.

Figure 4.3: ICID-, and Call-ID-based call recognition in IMS. Note, that the two S-CSCFs
are the same equipment, but the bCDR's have di�erent Call-IDs.

The ICID value is located in the P-Charging-Vector �eld, as a parameter. Not every
dialog message contains it, but it is mandatory in the initial-Invite request message. However,
ICID appears only within the IMS domain, over the trusted IMS links. This means that
this value is hidden outside the trusted domain by the edge node. Since the Dialog-ID
is the same as in the trusted links, a well-maintained Dialog-ID - ICID database provides
great support for cCDR generation. However, ICID is a unique identi�er within an IMS
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domain, it is possible to capture di�erent calls with same ICIDs, when the border between
IMS domains is monitored. To cover these scenarios as well, the globally unique IOI (Inter
Operator Identi�er) can be stored beside the ICID.

There are three important user-related identi�ers that support the operator's IMS admin-
istration tasks: MSISDN (called/calling party number), IMSI (the SIM card's identi�er) and
IMPI (a global, private identi�er). To collect user-related information, the CDR-assembling
algorithm has to search in many �elds and parameters. To recognize the caller, the From
�eld could be the starting point. However, I found that in some cases the From �eld hides
the user, and any user identi�ers (such as MSISDN, IMSI or IMPI) can be included in the
Contact, P-Asserted-Identity, P-Preferred-Identity or in Remote-Party-ID �eld, in which the
format is also variable. Recognizing the callee in a SIP dialog could be a quite complex task.
First of all, in most cases the called-MSISDN is located in the Request line, To �eld or in
P-Called-Party-ID �eld. Beside these �elds, the called phone number can be sent digit-by-
digit in an INFO transaction, within the INVITE-dialog. Call forwarding is also applicable
in IMS: the History-Info �eld implies this event. An Invite message often includes an XML
layer, which may contain caller and callee MSISDNs (or IMSI or IMPI) and even ICID val-
ues. In some cases, a bCDR does not contain the MSISDN numbers, because the IMS hides
the user information. Using the ICID - Call-ID database, the missing user information could
be derived from other bCDRs.

The validation of this thesis is the same as the validation section of Thesis 2.1.

Thesis 2.3 - I have investigated the IP-address key parameter on real-life core
network tra�c to trace the complete control sequence between two adjacent
IMS nodes. I have pointed out that there are cases when the IP-addresses of the
session opening and closing transactions are not identical. Accordingly, I have
determined that the message collection should be extended to more than one
logical interface. [J3]

From the network operator's point of view, a Call Data Record shall contain the complete
control sequence, from the setup to the release procedure. There is a practical issue though,
which is not usually visible in the logical network architecture diagrams: an IMS domain
is usually realized by more than one node - and more than one IP address - in the routing
path. On the other hand, using the IP address in the CDR keys raises a question: do we
see the end of the dialog always at the same link, as the initial message? To answer this
question, I examined the functions of the IMS nodes. The problem space can be reduced to
routing: how does the IMS look for a called user before eventually �nds it?

In general, the entry point to the IMS domain is the P-CSCF module. P-CSCF always
forwards the incoming messages to the S-CSCF node. The link between P and S is often
non-monitorable if they reside within physically the same equipment. The I-part has a
di�erent task: it allows the communication setup between other domains. Unfortunately,
after the UAC receives the �nal response to the initial-Invite message, the I-CSCF leaves the
routing path, hence the edge nodes communicate directly with each other. The result of this
property is that the IP addresses of the dialog's release messages are not the same as the IP
addresses of the initial message. This hidden property cannot be inferred from RFC-3261,
while it must be considered for the session tracking. To assemble the dialog opening and
closing transactions, more sampling points (more interfaces) should be analyzed.
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Figure 4.4: I-CSCF operation after receiving a �nal response message. Note, that I-CSCF
disappears from the call-chain when 200 OK arrives.

Figure 4.4 depicts a typical IBCF - I-CSCF - MGCF communication �ow. The initial-
Invite message gets forwarded from the IBCF to the I-CSCF, but the call-completion mes-
sages (e.g., BYE, 200 OK (BYE)) are directly sent between IBCF - MGCF, using the same
Call-ID and tag parameters, as the �rst message of the dialog. When the �nal response to
the initial-Invite message arrives with a failure code (e.g., a 487 Response, triggered by a
Cancel request), it raises another issue: collecting the special, provisional messages of the
dialog. During my research work, I found that those provisional messages (e.g., PRACK,
ACK) are routed between IBCF and MGCF, so these are bypassing I-CSCF as well.

The validation of this thesis is the same as the validation section of Thesis 2.1.
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4.3 New results in service quality assessment

Thesis group 3 - I have provided management methods for the user plane of
the VoLTE ecosystems. To assess the data plane, I have de�ned a new packet-
level metric set for IP-based voice services. I have introduced a new method
to recognize packet loss events and created two new application-speci�c loss
categories for the arrived packets. I have shown that the calculated loss metrics
could be used to derive a new quality model that correlates with the result of a
reference-based MOS estimation model. [J1] [C1]

The growing scale of VoLTE deployments increases the demand for their user-centric
service quality monitoring. The primary question in this domain is how a telecommunication
provider can monitor the quality of user experience without executing subjective assessments
or applying the common full reference objective quality models. This thesis group proposes a
new, classi�cation-based metric calculation method to di�erentiate the reorder-loss concept
in RTP tra�c. Using this metric set, it also introduces a new, no-reference MOS estimation
method.

Thesis 3.1 - I have provided a new method to calculate packet loss metrics on
real-time IP-based voice tra�c. I have de�ned two loss categories for the arrived
packets from the applications' perspective. The method is able to operate in
real-time, without reference waveform and without user privacy violation. [J1]
[C1]

To measure the characteristics of real-time �ows from the application's viewpoint, we
have to examine the operation of the RTP protocol. RTP uses a sequence number for packet
orderliness, and also uses a timestamp to represent the playout time at the receiver side.
The timestamp is incremented by a codec-de�ned value, which is counted from the sampling
rate and audio chunk size (e.g., the incrementum is 160 in the case of 8 kHz sampling rate
and 20 ms audio chunk size).

Based on this scheduling scheme, the method applies a reference timeline, on which cur-
rent time is incremented by the delta arrival time between two consecutive packets. A local
time-based timestamping mechanism is used for the delta time calculation. The reference
timeline will be used to classify an incoming packet based on its time domain properties.

Let Si be the sequence number of the ith arrived packet, and let Pi be the packetizing
period of the currently used codec. Let ti be the arrival time and let di be the delta time of
the ith packet from the previously arrived packet. Let Ct be the current time that represents
a time relative to the beginning of the measurement. When a packet arrives, the delta time
is calculated and added to current time Ct (see Figure 4.5).

Besides the calculation of the reference time, the new method applies windowing to
perform classi�cation and to calculate the metrics. The proposed model handles a time-
window (as an expected arrival interval) that is de�ned by two reference points in time. The
reference points (and thereby the time-window) are re-calculated for each arrived IP packet
in real-time and �tted on the reference timeline to determine the performance metrics (see
Figure 4.5). The size of the expected arrival interval accommodates the size of the jitter
pu�er (100 ms, typically). Let Rpij be the jth reference point of the ith arrived packet,
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where j = 1, 2. The method assumes Pi to be known in each calculation cycle. When
the RTP stream involves multiple payload types (i.e., multiple codecs and sampling period
combinations), Pi should be properly synchronized to the arrival events. The rate could be
preset, if it is previously known from the codec properties, or could be indirectly measured
in the initial phase of the algorithm if it is unknown.

Figure 4.5: Time-window �tting on the reference timeline

Let T be a threshold value (T ≥ 2) that de�nes a global time interval for the packet
classi�cation. Its value is determined by the playout bu�ering scheme of the voice application.
The T threshold makes the method scalable for any playout bu�er size. When Pi is a 20 ms
value (which is a typical packetization time regarding VoLTE services), the T parameter
should be 2 to determine a 100 ms jitter bu�er size. Using the previously de�ned parameters,
Rpik reference points are calculated by formulas (4.1 - 4.2), respectively:

Rpi1 = (Si × Pi)− ((T + 0.5)× Pi) (4.1)

Rpi2 = (Si × Pi) + ((T + 0.5)× Pi) (4.2)

The time-window represents an application-speci�c interval as the expected window that
could be increased by the T threshold value. Rpik reference points are updated for each
arrived packet and the time-window is slided accordingly. Then it is �tted on the reference
timeline to perform classi�cation and to recognize packet loss events. Figure 4.6 presents an
example calculation.

The model takes the arrived sequence number Si and the packetizing period Pi to deter-
mine the expected arrival interval for the current voice frame (see Formulas 4.1 - 4.2).

Figure 4.6: Time-window �tting in the case of i=5, P=20, Ct=43, T=2.5
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The method has an initialization phase followed by an assessment phase. During the
initial phase, the reference timeline and the packetizing period should be properly adjusted.
A reference timer is typically a common local clock source, which is used to timestamp the
arrived packets. However, the reference timeline is initialized by the S0 × P0 product. If
reordering or loss occurs in the init phase, the reference timeline must be re-initialized by the
next in-order packet. The method maintains the initialization phase until the packetizing
period is �xed and no out-of-order packet arrives for at least a (4 + 2T ) × Pi period. This
criterion grants that the values of the RPik reference points will be higher than the initial
value of the timeline. As soon as the above conditions are met, the method steps into the
assessment phase. The assessment phase relies on the previously introduced time-window.

The model introduces two loss categories for the arrived packets (which are di�erentiated
by the time-window), and also speci�es an additional category for packets that are not
arrived. I di�erentiated the following loss categories: Early arrived loss (EAL), Late arrived
loss (LAL) and Not-arrived loss (NAL).

Since voice codecs and thus RTP operate with time frames, the decoding algorithm always
has to process a sequence of voice frames. When a packet comes earlier than it is expected,
the media application stores its payload in the playout bu�er. When a packet with an early
arrival faces a �lled bu�er, the application may discard its payload (i.e., the voice frame)
despite the packet arrived to the endpoint. This is because its playout time is far from the
current time window. The method de�nes the early arrived loss metric for the representation
of media frames arrived too early. Using the windowing technique, the packet is counted as
early arrived loss when Ct < Rpi1. Similarly, we can di�erentiate the late arrived loss event.
When a packet arrives too late from its expected interval, the application may handle the
missing time information with di�erent techniques, because the received audio information
is irrelevant in time. The method counts the ith packet as late arrived loss when Ct > Rpi2.
Figure 4.7 represents the loss categories related the expected arrival interval.

Figure 4.7: Loss categories, based on the time-window

Based on the experience of related researches [10], the burst packet loss is also a quality-
reducing factor. During my research work, I found that 8-10 consecutive packet loss events,
which span about a 160-200 ms time interval, resulting in a perceptible crackling sound. The
number of crackling events is an annoying factor, which reduces the quality of the speech.
It should be handled for a proper assessment algorithm. Let LDC be the loss discontinuity
counter and LDT be a loss discontinuity threshold. LDC is incremented when a loss event
occurs (early-, late- or not-arrived loss), and is reset to zero when it equals LDT or when
the packet arrived in time. Let LDE be the loss discontinuity event, which is incremented
by any LDC = LDT event.
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Thesis 3.2 - I have de�ned the slow and dynamic speech types as new cate-
gories in voice calls. I have provided a new method to distinguish them in voice
calls. I have demonstrated that the weighted form of the new loss metrics, as
de�ned in Thesis 3.1, correlates with the reference-based MOS estimation re-
sults. I have identi�ed that the di�erentiation of the slow and dynamic speech
types improves the accuracy of the proposed model. [J1] [C1]

During the quality analysis research steps, I recognized two speech types: slow speech,
and dynamic speech. To di�erentiate the slow and the dynamic speech categories, I brie�y
introduce the voice activity detection (VAD) method, which is commonly used in IP-based
voice services. VAD is an important technique to reduce the bit rate of speech in VoLTE
and VoIP applications. The method detects the silence periods of the speech and indicates
the start and the end of the silence in the RTP �ow. During a silence period, the sender
side does not transmit voice packets, meanwhile the decoder at the receiver side generates
comfort noise for the listener. This is a frequent scenario when the caller or the callee listens
and does not say anything. These silence periods should be recognized for quality estimation
and the slow or dynamic types should be di�erentiated based on the VAD properties.

(a) Dynamic speech (b) Slow speech

Figure 4.8: Packet rate pattern for dynamic- and slow speech types

The primary question about di�erentiating slow and dynamic speeches is how the speech
type can be identi�ed without inspecting the voice payload. To solve this question, this
thesis proposes a new real-time method that relies on the threefold relationship between
speech type, non-VAD/VAD ratio and alteration of voice packet rate. The packet rate is
constant (50 pps, typically) as long as the voice coder is not in VAD state, we can detect
the ratio of non-VAD and VAD states as per time unit. Since in VAD mode the packet rate
is signi�cantly reduced by the codec, the speech type is based on the e�ective packet rate
(corrected by the measured loss) versus the maximum packet rate (i.e., the constant 50 pps
packet rate of the non-VAD mode). Real-life speech examples are shown in Figure 4.8.

According to the analysis of 12 voice samples (see Table 4.2), the average of the e�ective
packet rate is 0.883 x 50 pps for the dynamics speeches and 0.703 for the slow ones. In the
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next research steps, I applied a 0.8 threshold to automatically separate the two speech types.

Type of speech #1 #2 #3 Average

Male - Dynamic 0.877 0.872 0.904 0.884
Male - Slow 0.726 0.767 0.653 0.715
Female - Dynamic 0.883 0.869 0.893 0.882
Female - Slow 0.722 0.619 0.732 0.691

Table 4.2: Speech type versus e�ective packet rate (pps)

By introducing weight functions for each loss-category, we can calculate a new quality
estimation index on the common MOS-scale. This quality index represents the overall per-
formance of the call session. To determine general weight functions, I generated several audio
�les with various impairment parameters. The measurement setup contained two laptops (a
caller and a callee) and an OpenWrt [11] router to emulate network behavior. I applied the
NetEm (Network Emulator) Linux kernel module on the router to drop, delay and reorder
the transmitted RTP packets. I used Ekiga [12] as a VoIP client on both laptops to perform
IP-based voice calls. While the RTP packets captured losslessly, the speech waveform with
Audacity [13] was also recorded. As voice references, I applied four independent samples
from audiobooks: a slow male speech, a slow female speech, a dynamic male speech, and a
dynamic female speech. I replayed and streamed the audio �les into the VoIP call. In the
Ekiga client, the default codec type was AMR-WB and the jitter bu�er size was 100 ms.

To pro�le reordering and packet loss independently, I analyzed both side by side to
provide a higher accuracy estimation of the voice quality degradation. I generated test
audio �les using the emulator system con�gured with 2, 5, 10, 20, 30 and 40 percent of
packet loss, respectively. I applied the related network QoS scenarios on each of the four
reference speeches. I calculated the MOS value for each output voice �le using the AQuA
[14] analyzer tool, and also measured its packet-level loss metrics according to the proposed
method in Thesis 3.1. During my research, I pro�led the early loss, late loss and not-arrived
loss categories. I observed that a late arrived voice packet results in the same data loss
scenario as a not-arrived loss packet. Both cases imply the same type of data loss at the
input of the voice decoder. Based on the measurement results, I found that the characteristics
of the early-loss di�ers from that of the not-arrived loss.

I found correlation between the weighted loss metrics and AQuA MOS values. To get
general weight functions for the quality estimation, I pro�led the loss categories based on
the AQuA results. I applied regression analysis using curve estimation in IBM SPSS [15].
I used the inverse model for both slow and dynamic speeches. Using the measured loss
value as an explanatory variable, the weights for di�erent speech types can be determined
by unique predictor functions. Based on the outcomes of the inverse model-based regression
analysis, I de�ned two weight functions (4.3, 4.4) for the slow speech segments (hNAL(p)
for not-arrived loss and hEAL(p) for early loss), and two others (4.5, 4.6) for the dynamic
speech segments (gNAL(p) for not-arrived loss and gEAL(p) for early loss). The p variable
is the packet loss rate for the given time period.
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hNAL(p) = 0.093 +
0.18923

p
(4.3)

hEAL(p) = 0.48 +
0.182

p
(4.4)

gNAL(p) = 0.453 +
0.18796

p
(4.5)

gEAL(p) =


0.453 + 0.18796

p
, p ≤ 0.3

0.747 + 0.206
p

, p > 0.3
(4.6)

In the case of late arrived loss, I used the predictor functions (4.3) and (4.5) for deter-
mining the appropriate weights. This di�erence suggests that the punishment of the early-
and the late- or not-arrived loss should not be equal. I note that each of the weight functions
(4.3)-(4.6) assumes a non-zero p value, otherwise the weight calculation is omitted.

Thesis 3.3 - I have provided MOS estimation formulas for slow and dynamic
speech types based on the new metric set, de�ned in Thesis 3.1, and based on
the new weight calculation functions, de�ned in Thesis 3.2. I have validated the
estimation method with laboratory measurements. [J1] [C1]

To estimate the MOS index from the loss values presented in Thesis 3.1, the three loss
categories have to be weighted by the results of the previously de�ned weight functions (see
Thesis 3.2). For a higher correlation, the burst loss events should be also recognized, and
the LDE value (see Thesis 3.1) should be also weighted. Let wLDE be the proper weight for
the LDE counter based on the measurement samples (see Table 4.3).

Type of speech LDE < 10 10 < LDE < 15 15 < LDE

Dynamic 0.012 0.006 0.002
Slow 0.002 0.004 0.008

Table 4.3: Summary table for LDE weights

Let Pc be the rate of the given category counter versus the total RTP packets sent, where
c means the category (NAL, EAL, and LAL) and 0 ≤ Pc ≤ 1. The estimated QoE value is
calculated by (4.7 ) - (4.10). Let PSL be the sum of PNAL and PLAL. Let f(p, st) be the
function, used in (4.7), where p is the packet loss and st is the speech type, that returns the
appropriate weight function (hNAL(p), hEAL(p), gNAL(p) or gEAL(p), respectively) based on
the speech type and the corresponding loss categories.

M1 =
(1− PSL × f(PSL, st)) + (1− PEAL × f(PEAL, st))

2
(4.7)

M2 = wLDE × LDE (4.8)
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M3 = M1 −M2 (4.9)

MOS = 5×M3 (4.10)

To validate the voice quality assessment model (4.10) in a laboratory environment, I
implemented the proposed model in C + +, and applied it on sample capture �les. The
measurement setup for the validated sample generation was similar to the applied measure-
ment setup in Thesis 3.2. I used two x86-64 workstations with Ubuntu operating system as
caller and callee, and the NetEM kernel module in both directions between them to emulate
network impairments. To validate the accuracy of the MOS estimation model, and also the
robustness of the applied parameters (T = 2, and 0.8 threshold value for the speech type
recognition), I generated 480 test cases. These tra�c samples are derived from slow and
dynamic reference speeches. I applied Ekiga [12] to perform the VoIP calls, and arecord to
redirect and record the audio �les. I selected four di�erent new voice samples (not over-
lapping with ones used for the regression analysis) as reference from audiobooks. For each
test case generation, I chose one of the four reference speeches and messed up the network
properties. To induce early loss, not-arrived loss and late loss events, I applied the following
NetEm kernel module parameters (network delay, reordering and loss) during the call:

• loss i% (where i = 0 ... 40) to induce NAL,

• delay 200ms reorder j% (where j = 100 ... 60) to induce LAL,

• delay 200ms reorder i% (where i = 0 ... 40) to induce EAL.

I applied the AQuA analyzer tool to calculate the MOS values for each speech sample. To
determine the accuracy of the presented quality assessment model, I calculated the di�erent
loss category counters per speech sample and applied the MOS formula (4.10).

Figure 4.9: Correlation between AQuA MOS and my estimated MOS values
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Figure 4.9 represents the correlation between AQuA MOS and the estimated MOS values
by formula (4.10). The validation results reveal that the absolute error range is between
0.002 and 1.4 MOS, and the average delta MOS is 0.285. To conclude the observations, the
di�erence between AQuA and my estimated MOS in 82% of test cases is less or equal to
10% (0.5 MOS), in 74% of the cases is less or equal to 8%, and in 48% of the cases is less or
equal to 4% (0.2 MOS).

Impairment Speech type Average delta MOS

Not-arrived loss dynamic 0.30
Not-arrived loss slow 0.29
Early arrived loss dynamic 0.26
Early arrived loss slow 0.32
Late arrived loss dynamic 0.34
Late arrived loss slow 0.20
Overall 0.285

Table 4.4: Summary of MOS assessment validation

The results show that the average delta percent (see Table 4.4), which comes from the
di�erence between AQuA [14] MOS and the proposed model-based MOS values, is less than
6.8% in the case of dynamic speech, and less than 6.4% in the case of slow speech. The
slow speech test cases frequently contain 1-3 seconds long silence blocks. Table 4.4 shows
the summary of the validation results.
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Chapter 5

Results Applied in Practice

The hardware-based packet parsing method, which is presented by Thesis group 1, was
applied and implemented as a prototype for the national project C-GEP, GOP-1.1.1-11-
2012-0031, in Hungary. After the project ending, the method was further generalized and
applied by AITIA International Inc., and Magyar Telekom Nyrt. for VoLTE signalling anal-
ysis.

The SIP protocol-based new Call Data Record generation method, described by The-
sis 2.1 - 2.3, was applied and implemented for Magyar Telekom Nyrt. as a part of a VoLTE
tra�c analysis system. The implemented form of the method is currently operating on the
core network tra�c, and I am in touch with the operators, who send me continuous feedback
about the management system.

The RTP protocol-based new metric calculation model, which is detailed by Thesis 2.4,
was applied and implemented as a prototype for FIRST (Future Internet Research, Ser-
vices, Technology) project, TÁMOP-4.2.2.C-11/1/KONV-2012-0001, in Hungary. After the
project ending, the metric set was further analyzed and used to create a new No-Reference
model, which is presented by Thesis 2.5 - 2.7.

To convey the collected knowledge for the university students, I created a new educa-
tional material and started a new course, which title is "Haladó LTE hálózati vizsgálatok".

Summarizing the results achieved, my new methods are applied by the telecommunica-
tion operators for everyday tasks, and also help to understand and analyze complex message
sequences.

Regarding the latest 5G network [16] and IMS domain standard [17], the IMS remains
the central element for call control. Since the main protocols will do not change within the
IMS network, my research results are also applicable to analyze the 5G call services.
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