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I. Introduction 
Today, as the core business and business support of organizations relies more and more on their IT 

environment, the resilience of big, heterogeneous IT systems is of ever growing concern. One 
established way of increasing resilience is using supervisory systems: specialized system 
management software solutions supporting the detection and the alleviation of divergences from the 
expected nonfunctional characteristics – most notably, service level objectives and information 
security policies. 

Currently there is no widespread design methodology for translating business needs imposed on 
the IT environment into a verified and validated supervisory system deployment and configuration. 
Our vision is to introduce the use of the Model Driven Architecture initiative [4] for this purpose. 
This paper outlines the research challenges and reports on the first steps taken. 

II. Managing IT Infrastructure and Services 
IT infrastructure and service management is generally addressed with standards based, enterprise 

grade Operational Management Product (OMP) families covering various so-called management 
domains. A management domain is a specific aspect of the systems and services to be managed; our 
research focuses on the availability and performance domain, as the most significant factor in 
resilience beside security management. 

A. Business Driven IT management 
Historically, IT management was IT resource centric; in the terms of availability and performance 

management this meant the supervision of the state and allocation of IT resources. Business driven 
IT service management recognizes the services provided by the IT infrastructure as first-class 
concepts and advocates management for so-called Service Level Objectives, agreed upon in Service 
Level Agreements. However, the mapping of service-level availability and performance goals into 
operational management configuration and deployment is a practically unsolved problem. 

OMP-s can be categorized as tools for a) monitoring of hosts and network elements, b) distributed 
transaction monitoring, c) centralized, rule-based event management d) historical data collection and 
service level tracking and e) configuration management and automated infrastructure provisioning. 
In the enterprise world, products developed by IBM, HP, CA and BMC are the most prevalent. In our 
research we employ IBM Tivoli products as standards-based management platform. 

B. IBM Tivoli Change and Configuration Management Database 
Of particular interest for us is the Tivoli CCMDB [2], a product maintaining an on-line 

infrastructure model through automated infrastructure discovery. Tivoli CCMDB is the strategic 
IBM middleware integrating the OMP level with IT service management. CCMDB represents the 
model of the infrastructure elements and their relationships in a standard-based language and 
publishes it via API-s; this way, it is capable to support on-line system level resilience analysis 
solutions. 
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III. Model Based Design of Supervision 
The design task of supervision differs from established MDA approaches in certain key areas. 
• Modeling covers particularly many aspects in the engineering domain; hardware, software, 

middleware, applications, and services with varying levels of abstraction needed. Applicable 
existing modeling languages provide only partial solutions at best. 

• For the qualitative analysis of nonfunctional properties, not only novel algorithms but a 
sufficiently general and scalable error/incident model is needed. 

• Novel system management approaches are to be supported – most notably, Autonomic 
Computing [5] and policy based management. 

Some of these topics are being elaborated in the European FP6 IP project DESEREC [3], which 
aims to utilize the inherent structural reconfigurability of IT systems to devise supervisory 
mechanisms that guarantee IT service resilience against faults and security intrusions. 

IV. Qualitative error modeling and analysis 
Evolving model-based design for dependability approaches rely heavily on quantitative modeling, 

where complexity is handled by spatial and/or temporal compaction of system state (sub)vectors into 
partitions of a given fault/error/failure semantics. [1] introduces a suitably general, first order logic 
based error model and identifies possible approaches for their automated generation from system 
models accompanied with runtime platform description. [1] also gives constraint satisfaction and 
model checking based general approaches for the static and dynamic error propagation analysis of 
the models. A research goal is to improve the performance of the general algorithms, by finding 
heuristics and exploiting the facts that the number of qualitative error partitions is small for practical 
cases and that the events of interest for observation and possibly supervisory intervention are rare. 

Additionally, incremental constraint solving on qualitative static error propagation models offers 
the possibility of incremental, on-line error propagation analysis; on-line constraint solving 
approaches are to be elaborated that scale well with model size and complexity. 

V. Conclusion 
In this paper, the first research steps and the initial background work has been reported on. Based 

on the evaluation of the available technologies a demonstrator is currently being developed for 
system-level qualitative error analysis to enable the evaluation of improved algorithmic approaches, 
with a current emphasis on on-line analysis. The demonstrator will be integrated with standards-
based industrial products, and thus assessable for real life scenarios. 

References 
[1] András Pataricza, Model Based Dependability Analysis, thesis submitted to the Hungarian Academy of Sciences 
[2] Tivoli Change and Configuration Management Database – Product Overview page, Dec. 2006, URL: http://www-

306.ibm.com/software/tivoli/products/ccmdb/ 
[3] DESEREC FP6 IP EU project – public project page, Dec. 2006, URL: http://www.deserec.eu 
[4] Joaquin Miller and Jishnu Mukerji. MDA guide version 1.0.1. Technical Report. omg/2003-06-01, OMG, 2003 
[5] IBM Autonomic Computing Initiative. URL: http://www.research.ibm.com/autonomic/ 

113

http://www-306.ibm.com/software/tivoli/products/ccmdb/
http://www-306.ibm.com/software/tivoli/products/ccmdb/
http://www.deserec.eu/
http://www.research.ibm.com/autonomic/

