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Abstract. This work aim is to present the communication systems that are currently available on the market and to 
discuss them regarding their use, shortcomings, potential improvement and development opportunities. It also presents 
the most important and immediate needs to improve the quality and reliability of the signal to avoid outrages and 
connection failures. Also, other communication problems are discussed here, such as fake news and terminology-related 
challenges. Using effective and secure communication system is important during incidents and crisis situations for 
information exchange and situation awareness for all entities involved in the field and remotely in command centres. 
Ineffective communication or breakdowns in the information conveying channels are considered to be the most 
significant reasons for inadequate or failed response to natural disasters such as flooding. In order to evaluate the current 
status and currently used technologies, needs and potential areas of development a survey has been conducted. As with 
the warning systems, the most entities use electronic sirens, radio, TV, means of public information. Another way to 
announce crisis situation is phone, e-mail and specific application such as Nina or MoWaS App. The systems work on 
various levels: local, regional, national, international and the communication systems vary across countries. For voice 
communication the most commonly used is public fixed telephone networks and public mobile networks, while for data 
communication local area network and wireless local area. According to the gathered information, the most common 
problem regarding communication technologies is the connection itself, which means the signal outrages and 
interruptions, communication breakdowns, no or poor transfer rate, capacity problems during large scale incidents, no 
secured non-public communication system, disconnection of fixed and mobile public networks, infrastructure failure 
(landlines or electricity) etc. The possible innovations opportunities include voice service for group calls and D2D 
communication on the basis of IP protocol, multimedia Push-to-X services, Mobile Virtual Network Operator (MVNO) 
for sub-set of services, repeater/relay stations and other. The study was conducted within the DAREnet  project which 
is a network of practitioners dealing with flood resilience in the Danube River Region, supported by a continuously 
evolving multi-disciplinary community of stakeholders consisting of policy makers, academics, industry and more. This 
project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant 
agreement No 740750. 

1 Introduction 
In crisis management, communication is the process of 
creating a shared meaning among all involved parties 
which aim is to address the crisis successfully. It is 
believed that one of the most important aspect in response 
to the natural or man-made crises is timely distribution of 
relevant information to all the responders, meaning fire 
and rescue services, medial help, police, public 
organizations and decision-makers. In an extremely 
stressful and dynamic situation, effective and reliable 
communication can play the life – death decision role 
(Fischer, Posegga and Fischbach 2016). 

The communication in general can be defined in 
various ways. The most popular approach focuses on the 
sender who distributes the message to receivers. This has 
been described by David Berlo as a sender–message–

channel–receiver model (Sellnow and Seeger 2013). 
Basing on this, there are four major elements, two actors, 
an object to be conveyed and the way it’s conveyed. 
Furthermore, researchers found that challenges in 
managing a crisis are often related to three major 
communication barriers: (1) technological barriers, (2) 
social barriers (3) organizational barriers (Fischer, 
Posegga and Fischbach 2016). The technological and 
organizational barriers relate to the message and channel, 
while the social are rather about the sender and receiver.  
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2 Telecommunication systems and 
products 

Systems and specific products that are used during crisis 
situations are usually voice type communication systems. 
Among the most commonly used solutions there are:  
• narrowband analog systems are still in use, both 

direct and trunking modes (many different standards 
like MPT1327) 

• narrowband analog-digital systems like DMR (ETSI 
standards but many proprietary functional solutions) 
and dPMR (ETSI standards but many proprietary 
functional solutions that may be incompatible) - a 
cost effective solution to migrate from analog to 
digital network with backward compatibility 

• narrowband digital systems like TETRA (ETSI 
standards) and Tetrapol - state of the art for current 
PMR network in use 

• wideband digital systems like TEDS (ETSI 
standards) - it has not been widely deployed due to 
high costs, limited compatibility and lack of bands 

• wideband mobile systems like cdma2000 (3GPP2 
standards) - it has not been deployed due to poor QoS 

• wideband mobile networks based on 2G with PTT 
(3GPP standards) - small capacity for trunking users 

• broadband mobile networks based on 4G with 
VoLTE (3GPP standards) - systems exist but due to 
lack of standardization they are not deployed 

• broadband mobile networks based on 5G with 
MCPTT (3GPP standards) - in development. 

The main services in existing Professional Mobile Radio 
(PMR) systems are: 
• Push‐to‐Talk (PTT): This is the standard form of 

public safety voice communications today ‐ the 
speaker pushes a button on the radio and transmits the 
voice message to other units. When the speaker is 
done speaking the person releases the PTT switch and 
returns to the listen mode of operation. 

• Full Duplex Voice Calls: This form of voice 
communications mimics that in use today on private 
or commercial cellular networks where such wireless 
networks are interconnected to the Public Switched 
Telephone Network (PSTN). 

• Group Call: This method of voice communications 
provides communications from one-to-many 
members of a group and is of vital importance to the 
public safety community. 

• Except PMR networks many public commercial 
mobile networks can offer communication services 
that are useful for crisis entities like first responder. 
In some circumstances of day-to-day use they are 
acceptable. The main technologies in existing mobile 
systems are: 

• 3G UMTS (Universal Mobile Telecommunications 
System) networks, 

• 4G LTE and LTE-Advanced networks. 
However, there are many other means of communications 
that can be used e.g. to warn citizens. In all infrastructures 
used for crisis management, sirens are installed to warn 
people with codes of different signal and pause durations. 
In warning systems radio and TV broadcasting is also 

widely used. Both terrestrial transmitters (FM radio, DAB 
radio and DVB-T/T2 TV) and satellite fleets (DVB-S/S2 
TV) provide media for fast raising alarms. The results of 
the survey conveyed among the DAREnet projects 
consortium and partners, in given countries the following 
voice, voice and data, data systems are used:  
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Germany x x x x x   

Austria x x x x x   

Slovakia x x x x x x  

Hungary x x x x x   

Croatia x x x x x   

Serbia x x x x x   

Romania x x x x x  x 

Bulgaria x x x x x   

Moldova x x x x    

Ukraine x x x x    

 

2.1 Communication systems interoperability  

Using effective and secured communication system is 
important during incidents and crisis situations because it 
is vital for information exchange and situation awareness 
for all PPDR entities involved in field and remotely in 
command centers. The interoperability among different 
systems has to be ensured to avoid problems with 
equipment incompatibility and to provide a way for inter-
organization and cross-border collaboration. Except 
technical issues including different frequency bands or 
various radio interfaces, formats of exchanged data and 
even a language or terminology can pose a problem for the 
reliable communication among first responders. 
Interoperability among radio systems is also a way to 
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increase the communication availability (the resulting 
coverage is a superposition of coverages from all 
networks) and reliability (even if some networks are 
unavailable, the others can provide services). The 
interoperability does not assume that all services and 
applications have to be portable among systems. In 
majority of cases voice communication is a sufficient 
service to protect citizens, provide relief and to ensure 
safety during disasters. However, data exchange has 
become more and more importance for fast multimedia 
data exchange (e.g. maps, plans and images from action 
theatre). That is why there is a tendency to deploy 
broadband PMR systems. Such systems have to provide 
both voice and data services with mission critical 
guarantee. 

In this area the following expert requirements have been 
identified: 
• knowledge about PMR systems and networks 
• work in PPDR/responder organizations or companies 

that design, develop or deploy mobile radio systems 
• knowledge about procedures for inter-organization 

communication 
• competences in configuration of communication 

services including voice, message, data and video 
• knowledge about interoperability solutions like 

gateways 
• expert in 3GPP standards and their progress toward 

5G systems. 
There are many needs in terms of systems’ 
interoperability. These include the interoperability for 
voice and data transmission between different systems and 
also between systems of the same standard that are 
manufactured by different producer. Also, dedicated 
networks — an organization builds its own network 
infrastructure or a commercial operator does it based on a 
turnkey contract, where the new network can be operated 
by the organization or by a commercial operator and 
commercial networks — commercial operators, uses, 
public networks operated in order to provide services with 
a required Quality of Service (QoS). The more detailed 
needs are the following: 
• broadband data transmission 
• mission critical services, especially for voice 
• communication procedures that are common for all 

organizations 
• broadband frequency channels 
• business models for optimal acquisition of new 

networks to find a trade-off between cost and 
features: 
o hybrid networks— any mix of the above. 
o security 
o high reliability and availability of networks and 

services 
o uninterruptible power back-up for more than 30 

hours 
• challenges we have to face refer to flow of 

information, especially: 
o data from a control centre to personnel attending 

an incident 
o data from an incident scene back to a control 

centre 

o communication between vehicles and an incident 
scene 

o communication between individuals on site 
o communication inside tunnels, buildings or 

basements 
o access to information from the internet or other 

external data sources. 
The potential solutions to address the identified needs 

include MCPTT functions in mobile systems - more strict 
requirements for such a transmission have been defined as 
additional QoS Class Identifiers (QCI) as compared to 
ones existing now for VoLTE services. Also, voice service 
for group calls and D2D communication on the basis of IP 
protocol, multimedia Push-to-X services, Mobile Virtual 
Network Operator (MVNO) for sub-set of services, 
repeater/relay stations, interoperability gateways, systems 
based on 3G/4G/5G standards, encryption, UPS, 
frequency management and the coordination of 
communication procedures standardization and 
guidelines. Table 2 presents the mapping between the 
needs and proposed solutions. 

Major gaps to be bridged in this area refers to the 
differences in procedures across organizations and nations, 
formats of exchanged data, interoperability, QoS control 
mechanism for radio interfaces and IP transmission, secure 
data transmission. Also, transversal services (extension of 
voice and data capabilities and performance) including: 
• extension of coverage 
• extension of availability 
• encryption tools 

Challenging services: 
• proximity services 
• augmented reality 
• frequency bands below 1 GHz to optimize the cost of 

network deployment 
• network scalability and capacity. 

 

 

M
CP

TT
 

V
oi

ce
 se

rv
ic

es
 a

nd
 D

2D
 b

as
ed

 o
n 

IP
 

M
ul

tim
ed

ia
 P

us
h-

to
- X

 

M
V

N
O

 

Re
pe

at
er

 a
nd

 re
la

y 
sta

tio
ns

 

In
te

r-o
pe

ra
bi

lit
y 

ga
te

w
ay

s 

3g
, 4

g,
 5

g 
sta

nd
ar

ds
 

En
cr

yp
tio

n 

U
PS

 

Fr
eq

ue
nc

y 
m

an
ag

em
en

t 

Co
or

di
na

tio
n 

of
 c

om
m

un
ic

at
io

n 
pr

oc
ed

ur
es

  

Interopera
bility for 
voice and 
data 
transmissi
on 

     x      

Broadban
d data 

      x     



Budapest University of Technology and Economics (BME) 

transmissi
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x      x     
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for 
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   x        

Security        x    

High 
reliability 
and 
availabilit
y 

x   x x  x     

Uninterru
ptible 
power 
back-up 

        x x x 

3 Fake news detection 
Fake news is a type of yellow journalism or propaganda 
that consists of deliberate misinformation or hoaxes spread 
via traditional print and broadcast news media or online 
social media. Yellow journalism and the yellow press are 
American terms for journalism and associated newspapers 
that present little or no legitimate well-researched news 
while instead using eye-catching headlines for increased 
sales. 

Types of fake news: 
• Serious Fabrication - yellow press and tabloids 

present a wide spectrum of unverified new and uses 
eye-catching headlines (“clickbaits”), exaggerations, 
scandal-mongering, or sensationalism to increase 
traffic or profits 

• Large-Scale Hoaxes - it is another type of deliberate 
fabrication or falsification in the mainstream or social 
media. It’s  “relatively complex and large-scale 
fabrications” which may include deceptions that go 
beyond the merely playful and “cause material loss 
or harm to the victim” in comparison to pranking. 

• Humorous Fakes - if readers are aware of the 
humorous intent, they may no longer be predisposed 
to take the information at face value (Dugdale, 
Gonzalez and Turoff 2017). 

Fake news can be discovered by many software products. 
Their main features are listed in table. 
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yes no no no 
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configurati
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models for 
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integration 
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queries; 
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using 
graphs 
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graphs 
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Based on the research, DAREnet project’s consortium and 
stakeholders’ knowledge fake news prevention, control 
and management is a huge challenge. The importance of 
this factor is also high as fake news may cause 
unpredictable social and organizational problems. To 
address such problems there is expertise need in various 
areas such as bloggers, influences, anti-fake news software 
producers, analysts of fake news, content providers and 
social media providers. The major identified needs to be 
addressed are the following: 
• Protection against fake news (people)  – for example 

by browser extensions or checking information in 
few sources 

• Credibility analysis of sources and indication people 
websites  with “true” news (organization) 
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• Detection fake news and indication them on different 
level of “hierarchy” – not only by organization but 
also by bloggers, influencers and other people 
connected with crisis management topic 

• Disclose fake news in newspapers, websites etc. – 
writing correction by person who gave fake 
information to the public. 

The existing, potential software solutions for fake news 
detection are presented and described in the following 
table. 
 

http://www.fakenew
schallenge.org/ 
 

“The goal of the Fake News Challenge 
is to explore how artificial intelligence 
technologies, particularly machine 
learning and natural language 
processing, might be leveraged to 
combat the fake news problem. We 
believe that these AI technologies hold 
promise for significantly automating 
parts of the procedure human fact 
checkers use today to determine if a 
story is real or a hoax.” 

http://adverifai.com/ 
 

“Traditional manual review is 
expensive, slow and prone to 
subjectivity and errors. Our solution is 
designed to augment your editorial 
staff with AI capabilities and 
automatic reports to get the job done in 
seconds with super-human accuracy. 
Together, we fight spam, malware and 
inappropriate content. 
FakeRank is like PageRank for Fake 
News detection, only that instead of 
links between web pages, the network 
consists of facts and supporting 
evidence. It leverages knowledge from 
the Web with Deep Learning and 
Natural Language Processing 
techniques to understand the meaning 
of a news story and verify that it is 
supported by facts.” 

http://bsdetector.tec
h/ 
 

B.S. Detector is a rejoinder to Mark 
Zuckerberg’s dubious claims that 
Facebook is unable to substantively 
address the proliferation of fake news 
on its platform. A browser extension 
for both Chrome and Mozilla-based 
browsers, B.S. Detector searches all 
links on a given webpage for 
references to unreliable sources, 
checking against a manually compiled 
list of domains. 

OpenMIND and 
WebMIND 
 

They allow creating network statistics 
and searching the relations among 
pieces of information. 

 
Major gaps to be bridged in this area refer to the 

people awareness of existing fake news and spreading the 
information, guidelines how to detect them. For example, 
the government should provide reliable source of direct 
information via applications, websites, social media to 
give the opportunity for the public to verify information 
found in other sources. It would be also beneficial to build 
relations with bloggers, influencers, popular fun pages in 
social media etc. in particular areas as they can fast detect 

and correct fake news information publicly reaching a 
large target group at once. 

4 Terminology and domain language  
The terminology and language are the crucial aspect in the 
response phase of crisis. The most explicit gaps and needs 
here relates to the interorganisation and international 
cooperation. In general, the communication can be 
successful only if the sender and receiver understand it the 
same way. During crisis, when there is no time for broad 
explanations, the use of accurate, short and understandable 
terms and commands is absolutely crucial. A couple of 
attempts to create unified, standardised lexicon of terms 
and definitions for common communication were 
undertaken. The need for harmonisation of terminology 
among crisis responders is of great importance. Research 
show that the crisis vocabularies are available in several 
countries. However, if such resources exist, they are 
generally scattered on different websites, represented in 
different formats and forms and not harmonised across 
sectors (Snaprud, Radianti and Svindseth 2016). Such 
regulations have to be discussed, confirmed and 
implemented in flood management and responders’ 
entities. Also, it would be very beneficial to involve 
various entities so as to have in-depth, holistic view. The 
most challenging topic enumerated in this section is the 
establishment of the international law and regulation 
regarding the responsibilities. This action requires great 
engagement of many practitioners, responders, decision-
makers and governments. Regarding the standardisation of 
the communication, key terminologies used by actors 
during crisis and disaster management a set of guidelines 
(HXL) and a scientific paper published by European 
Committee for standardisation has been found. 
 

Guidelines: HXL 
standard 
Source: 
https://hxlstandard.o
rg/standard/1-1final/ 
 
 

“Standardising humanitarian data for a 
better response: The Humanitarian 
eXchange Language.” 

Paper: 
EUROPEAN 
COMMITTEE FOR 
STANDARDIZATI
ON  
Terminologies in 
crisis and disaster 
management 
Source: 
https://www.iessolu
tions.eu/terminologi
es-in-crisis-and-
disaster-
management/ 

“The CWA covers selected key 
terminologies used by actors during 
crisis and disaster management for 
describing needs, actions, situations, 
tools, missions, resources and any 
other goods or services needed in 
large-scale multi-agency and/or 
transnational disaster risk 
management. 
The intended users of the CWA results 
are authorities, statutory emergency 
agencies and other practitioners within 
the field of disaster risk management, 
including non-governmental agencies, 
researchers in disaster and emergency 
management and the public. Each of 
these prospective beneficiaries may 
find some parts more useful than 
others.” 

Project: RESCUER 
– new 

“RESCUER uses crowdsourcing 
information for supporting Industrial 
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communication 
platform to save 
lives 
Source:  
http://ceur-
ws.org/Vol-
1442/paper_19.pdf  
 
https://www.researc
hgate.net/publicatio
n/283535646_EDX
L-
RESCUER_ontolog
y_An_update_based
_on_faceted_taxono
my_approach 

Parks (InPa) and Security Forces 
during an emergency situation. 
EDXL-RESCUER ontology, is based 
on EDXL (Emergency Data Exchange 
Language), and it aims to be the 
RESCUER conceptual model related 
to the coordinating and exchanging of 
information with legacy systems. The 
ontology was evaluated with end-users 
during a workshop and the results 
show that EDXL-RESCUER is 
adequate for Emergency and Crisis 
domain in InPa and Security forces 
contexts. Specifically, this paper 
presents an update of EDXL-
RESCUER ontology based on a 
faceted taxonomy approach.” 

ISO 22300:2018 
Security and 
resilience — 
Vocabulary 
Source: 
https://www.iso.org
/obp/ui/#iso:std:iso:
22300:ed-2:v1:en 

This document defines terms used in 
security and resilience standards. 

5 Conclusions 
To summarize, there are many gaps and innovation 
opportunities in the crisis communication in general. The 
technological needs relate mainly to the system reliability 
and security. When it comes to fake news detection and 
management there is a technological aspect, the software 
to automatize this process, and the social-related aspect 
regarding the awareness. The need for harmonization of 
terminology among crisis responders is of great 
importance. Research show that the crisis vocabularies are 
available in several countries. However, if such resources 
exist, they are generally scattered on different websites, 
represented in different formats and forms and not 
harmonized across sectors. 
 However, none of the enumerated areas are to be 
covered from scratch. There is advanced technology for 
telecommunication which could be used and upgraded. 
There are also software solutions making fake news 
detection easier. For the standardization of the crisis 
management terminology there are resource that can be 
used as a basis for further development and 
implementation. The greatest challenge here is the 
international, intersection and interorganizational 
agreement and the willingness to use them across 
countries. 
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