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1 Introduction
As clean drinking water is a fundamental demand of the population, water distribution

networks (WDNs) are one of the most elementary infrastructures of modern settlements
from small villages to large metropolises. The raw water can be extracted by drilled
wells nearby rivers and lakes, or from karst layers nearby mountainous countryside. A
typical arrangement is illustrated in Figure 1. The water, extracted by wells requires
treatment, that can include filtering with different sizes of grids, and adding chlorine for
killing pathogens and other parasites. The WDN transports the clean drinking water to
demand locations, e.g. residential areas where people live or factories where the water
might be used for production. Figure 1 also indicates the basic parts of WDNs, that is,
a pipeline system connected through nodes (grey) with several water tanks (purple) and
pumps (yellow). The focus of the dissertation is analysing the WDNs. Proper operation
of WDNs is essential from the viewpoint of the inhabitants’ health, living standards and
industrial production.

Water Treatment
Plant

Well

Water Distribution
Network

Figure 1. Typical arrangement of serving clean drinking water to inhabited area.

The complexity of these systems increases quickly with the number of demand (con-
sumption) points (that is, the size of the area served) resulting in the challenging task
of instrumentation and supervision of such large systems. Hydraulic models have been
applied for the description of WDNs for decades, nowadays due to the large computa-
tional resources and enormous databases, even the smallest details can be resolved in a
mathematical model, thus it might contain thousands or ten-thousands of pipelines. For
increasing the accuracy, calibration can be performed using real-life measurement data.
One of the emerging challenges is that as the number of measurement devices - pressure
loggers and/or flow meters - is far less than the number of potential measurement points
(typically fire hydrants for pressure), one has to optimise (in some sense) the layout of
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the measurements. Another issue with the increasing complexity is that the number of
parameters to be calibrated in a WDN computer model escalates with its size and the
calibration process requires both large computational effort and highly sophisticated al-
gorithms. Moreover, predicting the robustness or the vulnerability of a WDN during the
design phase or in the case of working networks is still a challenging task nowadays. Even
with the help of a large Geographic Information System (GIS) database and a detailed,
properly calibrated hydraulic model, the consequences of a pipe burst is yet difficult to
predict accurately.

The fundamental equations of the hydraulic modelling are introduced briefly. Although
the flow in a pipeline system is necessarily three-dimensional, during the modelling of large
WDNs, it is assumed to be one-dimensional, which, on the one hand, provides adequate
accuracy, on the other hand, ensures favourable computational time. Furthermore, the
flow is considered incompressible and steady-state. Even though an in-house C++ software
(STACI) was used for simulations, the underlying equations are the same as those imple-
mented in EPANET [1] that is the most common solver in the industry and also in research
areas.

The mass conservation law is solved for each node∑
i∈in

Qi −
∑
j∈out

Qj = c (1)

where it is assumed that the fluid is incompressible (i.e. liquid). Q stands for the volume
flow rate, the first term with "in" notation indicates the inflows, while the second with
"out" the outflows and c is the nodal demand (consumption). The other set of equations
describes the relationship between the pressure difference across an edge (e.g. pipe, pump,
valve) and the volume flow rate, and formally, it is given by

∆p = f(Q) (2)

where ∆p stands for the pressure difference between the two ends of the edge and the
function f is typically a nonlinear function of the volume flow rate. The exact formula
depends on the actual type of the edge. In overall, there is a set of algebraic, nonlin-
ear equations with thousands of unknown variables, that can solved efficiently applying
Newton’s technique and sparse LU decomposition. [2, 3]
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2 Calibration and sensor placement

2.1 Introduction

The general purpose of calibration is to reduce the discrepancy between the math-
ematical model and the measurements taken on the actual system by adjusting model
parameters. In the field of WDNs, this typically means pressure measurements on fire
hydrants; although in some cases there are built-in flow meters as well. Such calibration
requires two steps:

• designating the sampling points, i.e. the nodes at which pressure values are measured,

• and a calibration algorithm that identifies the designated model parameters.

The calibration and the sensor placement problem focuses on the accuracy of the model
output i.e. the purpose is to minimise the discrepancy between the measured pressure
distribution and the output of the calibrated model by adjusting the model parameters.
Note that the calibration and sampling techniques are independent of each other and can
be applied separately. Since the mathematical model contains several independent groups
of parameter, e.g. roughness, nodal demand or pipe diameter. In this work, I am focusing
on the roughness coefficients of the pipelines, even though, other parameters can be just
as important or even more critical. Although the proposed calibration technique strictly
considers the roughness coefficients, the methods can be further extended to calibrate differ-
ent parameters. Finally, last decades brought numerous different approaches for answering
both questions, and the literature has a lack of the evaluation of their performance; I intro-
duce a novel approach for comparing different sensor placements objectively in the aspect
of their accuracy in the outcome of the calibration.

The accurate approximation of the complex fluid mechanical phenomena lying behind
the effect of the wall roughness is a challenge for engineers, especially, if the proposed
method must be computationally efficient and clearly applicable. During the last decades,
mostly two roughness models are applied to estimate the pressure loss due to pipe wall
roughness in the case of WDNs: the Darcy-Weisbach model and the Hazen-Williams cor-
relation. The former one has more theoretical foundation and it is also more general,
the latter one is a purely empirical formula, widely used mainly in the United States and
provides an accurate prediction only for water and in the turbulent regime. Both models
contain a parameter: the Darcy-Weisbach model includes the relative roughness coefficient
(ε), and the Hazen-Williams the C-factor. Even if these parameters of newly installed
pipelines can be accurately estimated, during years due to the sedimentation, regular cal-
ibration is inevitable.

2.2 Mathematical tools

For the methods two important mathematical tools is introduced first. The sensitivity
is the variation of the quantities of interest (notably pressure and/or flow rate values) with
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respect to (wrt) a parameter; say, the pipe roughness parameter µ which can be either the
roughness coefficient (ε) or the C-factor. That is, the variation of the pressure at the i-th
node wrt to a small change in the parameter µ of the j-th pipeline is

Si,j =
∂pi
∂µj

. (3)

This quantity can be computed efficiently for each node-edge pair by utilizing the LU
decomposition [3] of the Jacobian, and in overall the sensitivity matrix can be built up.

Based on the pressure-roughness sensitivity matrix, I define an indicator for the nodes,
that represents how much a node pressure is influenced by every pipeline roughness pa-
rameter. Mathematically, this means the column sum of the absolute values of the matrix
elements, i.e.

Snode,i =

Nedges∑
j=1

|Si,j|. (4)

(5)

These variables forecast the increase (or decrease) of a nodal pressure in the case when the
roughness of every pipe is (equally) increased.

The distance is a mathematical tool originating from graph theory. A WDN can be
interpreted as a graph where the pipelines, valves, pumps etc. are the edges (links) and
their intersections (nodes) are the vertices. In graph theory, a path is defined as a route
through links between two nodes (possibly far away from each other), see e.g. [4]. Clearly,
in a looped network there could be several different paths between two particular nodes
and, in the simplest case, the shortest path or distance is the one with the minimum number
of edges. However, the distance or length can also be defined in the case of a weighted
graph, see [4]. For computing the distance, the C++ library igraph was used, see [5].

2.3 The calibration technique

The last decades brought numerous techniques for the calibration of WDNs applying
omnifarious approaches from the Levenberg-Marquardt algorithm [6], through the particle
swarm optimization [7] until the Bayesian-based, two-level Markov chain Monte Carlo-
Particle Filter method [8]. Instead of detailing these approaches, I give a short summary
emphasizing which properties and ideas are typical.

• First, the most popular parameter to be calibrated is the roughness parameter [9,
10] or the nodal demand [11, 12] (or demand pattern), sometimes both of them
simultaneously [13, 8].

• In order to decrease the number of unknown parameters, engineers tend to create
several groups, then assign each group only one unknown. In the case of the roughness
parameter, such grouping is typically based on the pipe material, while in the case of

4



demand, the grouping is often based on the geographical distribution of the nodes.
[13, 10, 7]

• Next, a scalar objective function is defined, which is often the discrepancy between the
measurement and the model output or the difference between the model parameters
and the "real" ones. [14, 15]

• Finally, engineers select a sophisticated optimization techniques to minimize the ob-
jective function, i.e. minimize the difference between the measurement and the model.
In this aspect, heuristic methods have spread in the last decade utilizing the con-
stantly increasing computational performance [8, 9]. However, most of them still
requires a serious amount of CPU time.

My main goal for the calibration is to develop a computationally efficient yet accurate
technique in the sense that the output of the model (the pressure values) should be as close
to the measurements as possible. This also means that the parameters might not be as close
to the "real" ones, but determining the exact roughness parameters properly is also more
difficult, and the purpose of a model is to achieve accurate model outputs. In overall, my
primary aim is to optimize the model output and not the parameters themselves. Ensuring
these aspects and based on the experience of the literature, there are two important features
of the proposed calibration technique.

• It assigns independent roughness coefficient to each pipeline i.e. grouping is not ap-
plied as in e.g. [16]. The advantage of grouping similar pipes (based on material,
age etc.) and then assigning one single friction coefficient to all pipes within a group
reduces the problem to a large extent, but it might require more input data that
might not be available or uncertain. This also means that the number of indepen-
dent measurements is typically lower with a magnitude than the unknown model
parameters.

• It is iterative, yet no heuristic optimisation (e.g. genetic algorithm, simulated an-
nealing) is required.

The proposed calibration method is part of Thesis 1.

2.4 The sensor placement strategy

Due to the rapid development of the measurement devices, nowadays smart sensors can
be used in WDNs for various purposes: leakage detection [17], chlorine decay modelling
[18], contamination detection [19] or, as in this dissertation, roughness parameter cali-
bration. Several different approaches were defined recently originating from graph theory
based metrics [20], geostatistical tools [21] or general hydraulics based methods [11]. Yet,
the most decisive direction in the literature about the sensor placement is to decrease the
measurement error propagation to the model parameters, or to the output of the model.
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This approach is generally applied in different fields as well; however, in terms of hydraulic
modelling, it was originally presented in [22].

Based on the experience from the literature and intuitively, a "good" sensor placement
fulfils two requirements. First, sensitive nodes are used for sampling. As a counterexample,
it is inefficient to deploy pressure loggers close to reservoirs, where the pressure is primarily
defined by the reservoir water level. However, sensitive nodes tend to accumulate at certain
locations within a WDN, thus simply choosing the most sensitive nodes often results in
the accumulation of sampling points close to each other [23, 24]. The problem with close
or neighbouring samplings is simply that the measurements are not independent of each
other, which leads us to the the second requirement: the measurement points should be
"far enough" from each other to be "as independent as possible".

This leads me to apply two concepts: the nodal sensitivity (Snode,i) and the hydraulic
distance (δ). The first one is stemming from the sensitivity matrix (see Equation (3)).
The latter one is the distance of the actual node from the nodes of prescribed pressures
(e.g. reservoirs, tanks) or sampled pressures, measured by weighting the edges by frictional
pressure loss, i.e. the pressure difference without the geodetic head difference. A node can
then be characterised by the product of its nodal sensitivity and the hydraulic distance. Note
that if a sensitive node is designated for measuring, the nodes surrounding it (probably also
with high sensitivity) will become of low importance as they are close to a master node.
Similarly, a node far away from the master nodes but with low sensitivity is not suitable
for calibration. This technique is sequential in the sense that it adds sampling points one
by one; after a node is designated for sampling, only the distances must be recomputed
that is computationally cheap. Nevertheless, the strategy is straightforward and free of
iteration or heuristic optimisation. Since the method is based on these two quantities, I
call it hydraulic distance with sensitivity i.e. HDS and the method is described in Thesis
2.

2.5 Comparison of sensor placement techniques

In this section, I present a detailed comparison of different sensor placement strategies
including the proposed HDS technique and other approaches available in the literature. I
have chosen the most common approaches from the literature, that is, the most widely cited
ones. The proposed calibration technique is used for every method during the comparison.
This ensures that once the sampling nodes are designated, the calibration process will be
the same for all methods. Even though I performed this comparison for all of the available
real-life and articifial networks, I am presenting the results of two of them only, which are
showing a representative picture, and also visualizing more networks would not change the
overall conclusions. One of them being the ky2 network [25, 26], while the other is a real-
life network from Sopron, namely SN-26. The proposed method for objective comparison
of sensor layouts is described in Thesis 1.

The left-hand side of Figure 2 depicts the results for the artificial ky2 network, while
the right-hand side shows the results for SN-26. Different colours belong to different sen-
sor placement techniques, the proposed method is indicated as HDS, while the rest of the
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Figure 2. Normalized error of the calibration with standard deviation of the average as
error bars as a function of the number of sensors for the ky and SN-26 networks.

methods are originated from the literature. I depicted the average pressure error defined
in Thesis 1, which is the discrepancy between the model output and the measurements,
including unsampled nodes too, against the number of sensors. I also indicated the stan-
dard deviation of the average, based on a hundred calibration runs using error bars. One
sampling method is considered superior if it converges faster to zero. The dashed, hor-
izontal line highlights the number of sensors needed to decrease the error of the initial
"uncalibrated" error to its 20%. In the case of ky2 (see the left-hand side of Figure 2) four
techniques converge similarly, but HDS is slightly ahead of Smax. Checking the left-hand
side of the figure, system SN-26, HDS, Smax and Spath techniques are relatively close to
each other, the latter one slightly outsmarts the rest.

Finally, it is essential to highlight the CPU time that is required to find an optimal
layout. Table 1 contains the runtime values in seconds for both Sopron Networks, C-town
and ky2. It can be seen that the covariance-based methods (Cov-A, Cov-D) require a
massive amount of CPU time since they contain expensive matrix operations (e.g. pseu-
doinverse, determinant etc.). Contrary, the HDS and Spath techniques are computationally
inexpensive, since they are free from iteration or optimization.

Network Cov-A Cov-D Smax Shannon Spath HDS

C-town 6750 3200 40 20 4 <1
ky2 4000 11800 32 30 6 <1
SN-12 400 100 10 10 3 <1
SN-26 8750 2066 20 14 10 <1

Table 1. CPU time in seconds to calculate optimal measurement layouts for different
methods.
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Thesis 1
For water distribution networks, the following technique is an objective comparison of

different sensor placement layouts for the calibration of pipe roughness values.

1. Fix the number of pressure measurement points: Nsampled.

2. Perform a hydraulic analysis with nominal (estimated) friction values and demands.
Save all nodal pressure data (pnom).

3. By means of a sampling layout design technique, choose Nsampled sampling nodes.

4. Analyse the effect of initial roughness values via Monte Carlo method, i.e. per-
turb them by a random number with normal distribution (0 expected value and a
prescribed relative standard deviation, e.g. 20%). Perform calibration using the
perturbed frictions as initial values. The steps of calibration are the following.

(a) The sampling nodes, the output values at these nodes and the estimated pa-
rameter vector are input values.

(b) Run a single hydraulic simulation, then calculate the sensitivity matrix (S), that
is

Si,j =
∂pi
∂µj

.

(c) Extract the reduced sensitivity matrix Sr including only the sensitivity of the
sampled pressures, i.e. delete the rows corresponding to the unsampled nodes.

(d) Compute the pressure difference between the hydraulic model output (obtained
with the estimated parameters) and the nominal state

∆p = pmod − pnom. (6)

(e) Solve the linear system Sr∆µ = ∆p for an update of the roughness coefficient
distribution using singular value decomposition.

(f) Update the parameter vector and repeat from point 2 until ∆p is sufficiently
small.

5. Evaluate the error, that is the norm of the difference between the nominal and cali-
brated model pressure at all nodes, mathematically

ep =

√∑Nnodes

i=1 (pmod,i − pnom,i)
2

Nnodes

. (7)

6. The above procedure must be repeated until sufficiently large number of results are
available for a reliable statistical evaluation of the average and the standard deviation
of ep errors. The recommended number of computations is at least 100.
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This analysis can be performed with a successively increasing number of sensors (Nsampled),
then a plot can be drawn where the horizontal axis represents the number of sensors, and
the vertical one depicts the nominal error ep. Whichever layout technique tends to zero
faster is superior to the others.

Related publications: [J2], [C1], [C2], [C3], [C4].

Thesis 2
The Hydraulic Distance with Sensitivity (HDS) technique is capable of determining

the sensor placement for the roughness calibration of a mathematical model of a water
distribution network ensuring high accuracy with negligible computational time. The HDS
method consists of the following steps.

1. Provide an initial guess for the roughness values. If possible, use the available data
(e.g. pipe material, age).

2. Designate the intake nodes i.e. reservoirs and tanks as first measured nodes, if they
are not equipped with pressure loggers by default.

3. Run a single hydraulic simulation with nominal operational conditions (e.g. aver-
age demands), calculate the sensitivity matrix S and the nodal sensitivities Snode,
mathematically

Si,j =
∂pi
∂µj

and Snode,i =

Nedges∑
j=1

Si,j,

4. For each node, compute the hydraulic distance δi (the smallest cumulative pressure
loss) from the already designated nodes and prescribed pressure nodes (i.e. reservoirs
and tanks). Calculate the product of the hydraulic distance δi and nodal sensitivity
Snode,i for each node i.

5. Find the maximum value of δiSnode,i and designate the corresponding node as a new
sampled node.

6. Repeat from step 4 until the desired number of nodes have been selected.

Related publications: [J2], [C1], [C2], [C3], [C4].
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3 Topological analysis of the segment graph

3.1 Introduction

Creating a proper graph representation of WDNs is not straightforward, if the focus
is on examining the effect of an accidental pipe burst. The traditional approach, where
the pipelines (also pumps, valves) are the edges, while their intersections are the nodes
cannot describe the real effect of a pipe failure, since in these cases typically more than
one pipeline must be isolated for the depressurization (see top right side of Figure 3).
Therefore, a different idea is applied, where the isolation (ISO) valves are the edges, and
the smallest islands which can be segregated are the nodes. This representation is called the
segment graph and it was introduced in [27] (although it was called graph of segments). For
the sample WDN, see the left bottom side of Figure 3. A single pipe loss can be modelled
as a loss of a node in the segment graph as a result that every element of these islands
have to be segregated for the maintenance period.
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Figure 3. Demonstrating a shutdown using a sample WDN on the top side. The segment
graph representation can be observed on the bottom side.

"Traditional" tools of complex network theory is applied to analyse the segment graphs
of real-life WDNs. There are two important special graphs in the literature: random graph
[28] and scale-free [29]. The former one is considered robust as most nodes have the same
number of connections (degree), while the latter one contains "hubs" where edges tend
to accumulate, making them vulnerable in terms of connectivity [4]. Traditionally, real
networks were assumed to be random graphs; however, in recent years it was revealed that
certain real-life networks cannot be accurately modelled as random graph (see [4]). The
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goal of the chapter is to determine whether there is a special graph type that is able to
describe the segment graphs accurately.

3.2 Degree Distribution

In the field of graph theory, the degree of a node is the number of edges connecting
trough that node. The degree distribution pk provides the probability that a randomly
selected node in the network has degree k. Since pk is a probability, it must be a normalized
quantity, i.e.

∑
pk = 1, see [4]. For the purposes of this study, I am using 27 real-life WDNs

from Western-Hungary. The degree distributions of segment graphs of real-life WDNs can
be seen in Figure 4 at the left-side, while degree distributions of special graphs at the right
side. As it shows the real-life WDNs are more similar to the traditional random graphs
rather than scale-free networks. The WDNs do not contain segments with high degree i.e.
high isolation valve number that could be critical from a purely topological viewpoint.
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Figure 4. Degree distributions of the segment graphs of 27 real-life WDNs at the left-side,
and special graphs at the right side.

3.3 Diameter and clustering coefficient

Beside the degree distribution, the last decades brought numerous topological indicators
for quantifying different behaviours of networks (again, I refer to [4]) which are already
utilized in the field of WDNs, e.g. [30]. In this section, I am focusing on two of them,
namely the diameter and the clustering coefficient. For the efficient calculation of these
quantities, the igraph toolbox ([5]) is applied. A path between two distinct nodes in a
graph is a sequence of edges. Since typically for two nodes, there are numerous different
paths, the shortest path is considered, where the number of edges along the path is the

11



smallest. In the case of a network, between every pair of nodes, the shortest paths can be
determined, and the length of the longest shortest path is called the diameter of the graph.
For the special graphs, the diameter can be estimated with analytical formulas [31, 4].
The left side of Figure 5 depicts these correlations, and also the data points of real-life
WDNs. As it shows, even the prediction of the random graph is slightly underestimates
the diameter of real-life WDNs, however the function from scale-free networks is not even
in the same magnitude.

The second wide-spread parameter is the clustering coefficient of a graph, which char-
acterises the average density of the graph, i.e. closeness to the complete graph (where
every distinct pair of nodes is directly connected with a unique edge). This quantity can
be defined as the average number of the connections between the neighbours of an arbitrarily
selected node in the network, see [32]. The clustering coefficient is a number between zero
and one, if it equals to one, it means that every neighbouring node is connected directly, if
it equals to zero, none of them are connected. For a scale-free network, the clustering co-
efficient is expected to be high (due to the hubs), while for random networks it is expected
to be close to zero. This quantity can also be approximated for special cases [31]. The
right-side of Figure 5 presents the results for the approximations with the results from the
real-life WDNs. The scale-free estimation is clearly incorrect, while the prediction from
the random graph is significantly closer.
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Figure 5. Diameter (left side) and average clustering coefficients (right side) of segment
graphs of real-life WDNs compared to random and scale-free network approximations.

3.4 Universal degree distribution function for real-life WDNs

The purpose of the current section is to create a universal function, which is able to
approximate the degree distribution of the segment graph of a general real-life WDN.
Based on the degree distribution and the structural properties, it seems that the segment
graphs of WDNs behave as random graphs; thus, one might fit the Poisson distribution
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for describing the degree distribution in general. However, the fact that the topology of a
WDN is planar by nature and every node is necessarily connected; thus there are no nodes
with zero edges, i.e. there are no segments without ISO valves; these properties make this
approach unsuitable. For example, if one would like to describe a WDN using a Poisson
distribution with average degree of 2.25, more than 10% of the nodes would have zero
degrees.

Due to these difficulties, I have created a general function for the approximation of the
degree distributions of segment graphs of WDNs. The function was defined by taking the
average of the relative frequencies at each degree, for numerical values, see Thesis 4. The
fitted function also satisfies the criterion of the distribution function, that is, the sum of
the values is equal to one. This fitted function can be observed in Figure 4 with the real-life
WDNs.

Thesis 3
The segment graph of a real-life water distribution network consists of the isolation

valves as edges and segregated islands (segments) as nodes. Such graphs show the nature
of a planar, connected random graph.

Related publications: [J1], [J3], [J4].

Thesis 4
The segment graph of a real-life water distribution network consists of the isolation

valves as edges and segregated islands (segments) as nodes. The discrete distribution
function in the Table below describes the degree distribution of the segment graph of
common Hungarian water distribution networks with 85% of success rate with a significance
level of 95%.

Degree Rel. freq.
0 0
1 0.2538
2 0.3690
3 0.2846
4 0.0682
5 0.0160
6 0.0055
7 0.0029

Related publications: [J1], [J3], [J4].
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4 Vulnerability of water distribution networks

4.1 Definition of local vulnerability

[33] reviewed a few different definitions of vulnerability from the literature, and most of
them are based on topological approaches. The goal of the vulnerability, according to the
definition in this paper, is to catch the general hydraulic behaviour of WDNs in the case
of a single pipe break, thus it is based on the hydraulic model. Most of the vulnerability
definitions from the literature belongs either to pipelines or nodes, while this paper is
focusing on segments, similar to [34]. As a result, every element from a segment has the
same vulnerability, since every failure is causing the loss of the whole segment.

The proposed vulnerability is dimensionless, thus it can be applied for comparingWDNs
with different sizes. First, a failure rate (αi) needs to be determined for each segment, this
represents the probability of having a pipe failure in that segment. This quantity must
be normalized i.e.

∑
αi = 1. Numerous different issues can increase the chance of pipe

bursts, e.g. pipe material, pipe age, pH value of the surrounding soil, increased traffic on the
surface or construction works around the pipelines [35, 36]. In this dissertation I analyse
two different approaches. The first assumption is based on the relative pipeline length
found in a segment, i.e. it is assumed that each meter of pipeline has an equal chance to
break. During the second estimation, the material of the pipelines are considered with also
using the pipe burst statistics from the last 28 years. Second, the amount of drinking water,
that cannot be provided in the case of the segregation of the i-th segment, is calculated
by the 1D hydraulic solver, i.e. bi =

∑
di −

∑
ci, where di indicates the nominal demand

and ci represents the actual amount of served water according to the model. From the bi
values, the dimensionless βi values can be introduced, i.e. βi = bi/

∑
di.

Using the previously defined quantities, the local vulnerability (γi) of the network with
respect to the i-th segment is

γi = αiβi. (8)

This parameter is dimensionless and segment-specific, moreover it is a product of the
failure rate (αi) and the relative loss (βi) caused by the i-th segment failure. According to
this definition, the vulnerability is high if a segment has a high probability of a pipe burst,
and causes a considerable amount of loss in the provided drinking water in the case of its
isolation.

4.2 Distribution of local vulnerability

The vulnerability analysis was performed for all real-life WDNs from the Sopron Water-
works with both failure rate approximations, here the results with the pipeline material are
presented. Although every network was analysed, only 27 of them were large enough for
analysing the vulnerability distribution. Figure 6 depicts the sampled probability density
function of local vulnerabilities (γi, see Equation 8) for 27 real-life WDNs using log-log
scale. The points are located along a linear line that implies power law probability distri-
bution, which indicates similar behaviour to the scale-free networks. Due to the nature
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Figure 6. Probability density functions (PDF) of the local vulnerability values of 27 real-
life WDNs if the failure rate is based on the material. Systems including segments with
higher than 1% vulnerability (e.g. 10% of failure probability and 10% of lost demand) are
deemed to be highly vulnerable.

of a scale-free network, it contains critical nodes with high degree (hub), which might be
significantly higher than the average, and the loss of a hub could lead to the detachment
of the network. The linear trend (that is, power law probability distribution) also high-
lights that a large part of the network is slightly (or not at all) vulnerable, some regions
are moderately vulnerable, but, most importantly, there will be a few segments that are
highly vulnerable. For example, in the case of SN-8, the probability of a randomly picked
segment having larger vulnerability than 10−2 (i.e. it is highly vulnerable) is more than
5%, meaning that more than 5% of the segments are highly exposed.

4.3 Network vulnerability

Besides the importance of the local distribution of vulnerabilities inside a network, it is
also useful to evaluate the overall quality of a network from the viewpoint of vulnerability
for comparison with other WDNs. Thereby, the decision making of the utility company
can be supported in the optimal allocation of maintenance and development resources.
Therefore, the network vulnerability is introduced, which is the weighted average of the
relative demand losses (β)

Γ =

∑
i βiαi∑
i αi

. (9)
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This is the weighted average of the local consumption outages, i.e. Γ is the expected value
of the amount of water loss in the case of a single, accidental pipe break according to the
hydraulic model. Since the sum of the failure rate is a normalized quantity, the formula
simplifies to

Γ =
∑
i

βiαi =
∑
i

γi. (10)

This means that the sum of the local vulnerabilities is equal to the network vulnerability.

0 0.1 0.2 0.3 0.4 0.5

Network vulnerability [-]

Figure 7. Box plot of network vulnerability (Γ) of the 27 real-life WDNs, revealing 3 highly
exposed (outlier) systems.

Thesis 5
The local vulnerability γi of a WDN with respect to a segment is defined as the product

of the failure probability αi and the relative loss in the unserved demands βi during the
isolation of the segment: γi = αiβi. The probability density function of this quantity shows
a power law trend.

Related publications: [J1], [J3], [J4].

Thesis 6
The network vulnerability Γ is the weighted average of the relative loss in the unserved

demands βi with the weights being the failure rate αi. This parameter indicates the
expected value in the loss of unfulfilled demands in the case of a random pipe burst in the
network. The network vulnerability is the sum of the local vulnerabilities.

Related publications: [J1], [J3], [J4].
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