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I. Introduction 

Software systems are among the most complex and least reliable technological products. Software 

engineers are currently not able to test software enough to ensure its correctness. Exhaustive software 

testing is impossible and currently there isn’t a way for non-exhaustive testing that ensures that a 

software system will perform as intended. Developing software that can be marked reliable requires 

much effort. Statistics showed that projects should expect 50% of their resources to be expended on 

testing, in the case of safety-critical systems, this amount could rise to 80% [1]. 

Automotive embedded software modules are typical examples of safety-critical systems. 

Subsystem providers like Robert Bosch GmbH. have to ensure the trustiness of their products for 10 

to 15 years in a very harsh environment. The software development of Bosch automatic transmission 

control ECU-s (Electronic Control Units) or with other words TCU-s (Transmission Control Unit) 

[2] is done in Budapest at the GS-TC/ENC-Bp department. To satisfy the above reliability goals this 

department employs more Test engineers than Software engineer.  

The goal of my PhD. work is to find methods to improve software quality of embedded systems by 

using artificial intelligence methods. The methods developed in this PhD. work will be used at GS-

TC/ENC-Bp for testing the software of TCU modules. Therefore the special features of this 

environment are noted in this paper.                   

II. Software testing and Artificial Intelligence  

Test methods are sorted into three main categories: White Box, Black Box and Grey Box (mixture of 

Black- and White Box tests) tests. White Box methods are based on the source code of software, and 

these are the most effective ones. Most of these tests are coverage tests [3], like instruction coverage, 

branch coverage, and decision coverage. These coverage tests ensures that every instruction of the 

code is executed, each control structure (such as an IF statement) evaluated both to true and false etc. 

However White Box methods are very effective ones, but also have their limits. Companies like 

Bosch usually use separate test centers, or test teams; therefore the tester in most of the cases has no 

clear overview about the tested code. Complex embedded software systems like TCU software are 

developed usually by more than one manufacturer, and these manufacturers do not share their source 

codes, which limit the scope of these tests. A drawback of White Box methods that these tests are 

very time demanding ones, and therefore the most complex coverage tests like decision coverage and 

path coverage are only recommended, but not mandatory steps, even in very high reliability systems 

such as SIL3 [4] systems (typical SIL3 systems are brakes, airbag, etc.). 

Black Box tests do not need the internal structure of the system, and are used widespread to 

complement White Box methods. These methods are based on functional specification of unit under 

test and examine whether or not the software conforms to its specifications. User acceptance tests 

always take this form, and it is also useful for developers. Typical Black Box tests examine the input 

and output variables of the systems, and use limit checking or process identification methods to 

detect faults and errors. Artificial intelligence methods are often used as Black Box tests, like Fuzzy 

clustering for limit checking and Artificial Neural Networks for process identification [5], [6]. 
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Despite the relatively complex literature of this field there are many uncovered problem as will be 

shown later. 

III. Black Box testing of a typical embedded system software  

At GS-TC/ENC-Bp White Box and Black Box tests are also used in the software development 

process. A typical Black Box test is the Regression test. Regression test check the differences to 

previous software release. Regression test at GS-TC/ENC-Bp consists of the following main sub-

module tests: I/O, CAN, Diag, Comm-diag, OMM, ROS.  

The I/O test is responsible for testing the power supply and the analog and digital interfaces of the 

TCU. A general TCU has about 60 such I/O lines. Test measurements made on the power supplies of 

the sensor and actuator units, the proper working of the solenoids and ignition controls are also 

investigated. 

The CAN test contains measurements for the CAN (Controller Area Network) [7] communication 

of the TCU. This test step checks the presence and periodicity of CAN messages (there are about 10 

CAN messages containing more than 20 important signals), and whether the system is able to notice 

the absence of these messages. 

Diag. test deals with the so called filtering and de-filtering of different errors, this test checks 

whether the system is able to notice and store errors. 

Comm-diag subprocess provides test steps for the diagnostic communication. In modern cars it is 

possible to read out some performance and malfunction related notes from the ECUs in a repair 

station using a simple diagnostic device. This step ensures that every diagnostic function (like 

KWP2000 [8] or UDS [9] commands) works properly. 

The OMM (Operating Mode Management) test step is responsible for checking the transition 

between the main operating states of the TCU, like initialization, drive, limp-home, shut-down etc. 

The ROS (Realtime Operating System) tests the behavior of the RTOS by checking the stack 

usage, the periodicity of tasks and so on.  

 

Figure 1: TCU testing environment 
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Each of the tests above is done in nearly the same environment. This environment contains a TCU, 

a so called LabCar, which simulates the behavior of the car’s other ECU-s, and an ETAS INCA 

interface and software (Fig. 1.). The most important part of this set-up is the ETAS INCA [10] 

software and hardware. Briefly this tool provides an interface to the TCU (based on a dual port RAM 

or diagnostic communication), and by using this interface, every important internal variables of the 

TCU software can be examined on the fly. Most of the above tests are done by checking, whether 

these internal variables contain the right values. 

IV. Goal and application space of a self learning based test system  

As the previous chapter has shown there are extremely complex test processes at GS-TC/ENC-Bp, 

and many of these processes are under automation. The Regression tests are Black box tests focusing 

on one individual software module. 

The main advantage of the self learning test could be the opportunity to handle the whole system, 

and test fast any unwanted interactions between individual modules. Other complement to traditional 

tests could be that these tests are rather static ones focusing only to a change of one variable in a 

given conditions. Self learning test can introduce a more dynamic drive cycle based test vector, 

where the system modules and their interactions can be investigated in a different situation. 

Therefore the goal of the self learning system is to make faster or reliable the Regression tests.  

V. Difficulties of testing complex embedded software systems 

As the first step to create a Black Box based self learning test, the inputs and outputs of the system 

should be identified. The first problem of the TCU testing example is that the collections of these 

variables are very difficult. At GS-TC/ENC-Bp TCUs are developed for more than 5 car 

manufacturers, and there are several TCU versions for each manufacturer. Unfortunately the set of 

variables and their mapping are highly TCU version dependent.  

The next step of designing such a test system is to identify features, which represents the system. 

The correctness of the system could be determined by measuring these features. In the case of the 

TCU example, the names and precisions and sometimes the amounts of the TCU software input, 

output variables differ, but the main functionality of a TCU is to switch gears. The way of switching 

gears is representative to one TCU model and version. So features like Up switching characteristic, 

that depends on the vehicle speed and the gas pedal (HPD pedal) state (and other not noted 

parameters) can be collected and measured (Fig 2.).  
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Figure 2: A typical Up switching characteristic 
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Errors in any sub module of the system will propagate to this feature level, so in this traditional 

way the main problem is solved. The remaining work is to select as many features as possible then 

choose appropriate methods for teaching and fault detections.  

Unfortunately this high level feature-based approach cannot be applied in the case of TCU testing 

and many other embedded system software testing. The reason is, why these methods are not 

useable, that Robert Bosch GmbH does not own the whole development of the TCU software. The 

layers representing these higher layer functionalities belong to another company: ZF. Therefore most 

of the testing processes are done without having these higher layers.   

VI. Conclusions, problems to solve 

The examination of the testing process of a TCU software, and the investigation of using traditional 

artificial intelligence based methods, as a new testing process has shown many problems. Most of 

these problems can be considered ordinary problems in the field of embedded software system 

testing. 

The first and most important problem is getting information about the system. Measuring method 

shown above for the TCU model testing is a very typical and tool intensive one. These kinds of 

measurements always have their drawbacks. These drawbacks are delays, jitters, and the limitation of 

samples. Such measurement often modifies the measured system’s performance. 

The second problem is that embedded systems often has many versions, and therefore the selection 

of inputs and outputs for a Black Box test is very difficult. 

The third problem is that many of the complex embedded systems are developed by more than one 

company, and therefore the self learning test cannot use the whole system as a Black Box, and 

perform traditional feature-based fault detection. To make this problem much harder, significant part 

of the embedded systems software are hardware drivers and there is nearly impossible to identify 

high level features in hardware handling.  

There are other significant problems to solve in this area like finding representative faults for the 

teaching, determining the reliability of such a test system and so one. Taking into account the special 

features of the investigated system is also important. For example even the same TCU version could 

have different behavior based on its so called calibration, and unfortunately this calibration can be 

changed even on the fly. 

As a conclusion, embedded system software testing by artificial intelligence methods is possible 

and can improve the quality of these products. Black Box methods like Limit checking and process 

identification are applicable, but the conditions are highly differs comparing to a traditional 

environment. 
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