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Abstract—Cyber-Physical Systems (CPS) are smart frame-
works integrating the physical and the computational worlds.
CPS plays an increasingly important rule in a variety of appli-
cation domains.

Building and managing CPSs is a highly complex task. Integra-
tion of the required services and assurance of the dependability
necessitate the fulfillment of a variety of functional and extra-
functional requirements.

However, the assurance of the compliance of application-
dependent requirements remains a primary task for all over the
architecture design, component development, system integration
process. Formal proof of correctness is increasingly used for V&V
of critical systems.

The interaction between components of a complex CPS is the
primary source of faults in integration-based system composition.
Integration testing is mandatory, even if the components are
typically pretested. Dependability assurance in a dynamic CPS
necessitates the extension of the verification of the interoperability
from design-time to runtime.

Our research objective was the elaboration of a method
assuring the dependability aspects of the designated system both
at design and runtime by supporting the system integration by
reusing component tests for integration testing and runtime ver-
ification. Our method extends the Assume-Guarantee approach
elaborated by NASA in the ’90s for testing to a general-purpose
runtime verification paradigm.

Index Terms—assume-guarantee, cyber-physical systems, de-
pendability

I. INTRODUCTION

A. Objective

Cyber-Physical Systems (CPS) are smart frameworks inte-
grating the physical and the computational worlds [1].

The conceptual design of CPS (Fig. 1) shows a continuous
interaction between (sub)systems, components, physical envi-
ronment and users [2]. A proper interaction is a prerequisite
for supervisory and control functions carried out by a CPS.
Even in the case of occurrence of minor faults, the physical
environment can potentially amplify the impact of a them to
a catastrophic failure.

Dependability of a service delivered by a critical CPS
necessitates the fulfillment of a variety of functional and extra-
functional requirements.
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The built-in features of modern CPS runtime platforms
like those implementing the OMG standard Data Distribution
Service (DDS) [13] or similar frameworks [11] provide ex-
tensive support for a variety of core QoS attributes like secu-
rity, scalability, maintainability, throughput, and timeliness in
hard real-time applications, etc. Moreover, modern platforms
support dynamic, operation time system reconfiguration for
adaptive systems, on-demand CPS application synthesis and
multi-purpose use of CPS infrastructures.

B. System integration and dependability assurance

The architecture composition paradigm of complex CPSs
is component integration supporting dynamic integration of
physical and computational resources and software compo-
nents in a service-oriented way, as well. Service orientation
causes here a strong correlation between the topology of the
system (components) and the flow of data (communication).

Our research objective was the elaboration of a formal proof
of correctness-based method assuring primarily the integrity,
safety, availability, and reliability of the designated system at
design and runtime.

The integration of third-party components and sub-services
is challenging as they are frequently known only at a black-
box level by their interface definition and specification (input-
output invariants).

Fig. 1. Conceptual Design of Cyber-Physical Systems [2]

However, acceptance and compliance tests of the component
are typically provided to or elaborated by the system inte-
grator. This provides a potentially valuable asset for assuring
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dependability of the system by supporting system integration
and runtime verification.

The starting point of our method is a well-founded approach
for reusing component tests in the system integration test
phase. Test oracles implement the assumptions on the use of
the component (input invariants) and check compliance of their
output to the specification. NASA developed a methodology
called assume-guarantee (A-G) [3] [4]for reusing the com-
ponent tests together with their oracles for testing the system
integration. As a component and its environment have to fulfill
the same requirements after integration as during component
testing.

A-G upholds a ”divide-and-conquer” approach [4]. It checks
proper embedding of a component into the system by checking
a) the compliance of its inputs potentially generated by other
components to the input specification and b) checking the
individual component outputs against their respective speci-
fications c) checking the composite outputs of multiple com-
ponents with respect to system specification. This technique
has long held promise for modular verification of the system
integration [4] by successively applying it in a component by
component integration process.

Furthermore, our extension exploits the fact, that the oracles
can be reused for runtime verification by embedding them
into the target system as monitoring components. Continuous
execution of the same checks during runtime as during design
time promises the following benefits: a) even a perfectly tested
component may fail during runtime if temporal faults occur in
its runtime environment; b) errors originating in the physical
environment can be detected, and their propagation can be
blocked prior to causing failures; c) runtime verification may
compensate for the incomplete fault coverage of the design
time tests by detecting hidden design faults and preventing
catastrophic consequences. Finally in dynamic architectures
system integration becomes to a runtime functionality neces-
sitating a proper check.

Here the design of test oracles and monitoring components
relies on a formal specification of the component input and
output invariants by means of temporal logic expressions
formalized as state machines. Automated code generation im-
plements the oracles and monitoring components from formal
models.

C. Structure of the Paper

Section II presents a methodology for adapting the general
purpose model-driven design approach for dataflow oriented
architecture design. Section III introduces the A-G approach
and Section IV presents the novel runtime verification process
based on the A-G artifacts.

II. ADAPTATION OF MODEL-DRIVEN ENGINEERING

Component-based integration of complex systems necessi-
tates a clean architectural paradigm for component intercon-
nection, especially in dynamic system architectures.

Modern CPS platforms support a direct mapping of the
functional topology of component interactions to the imple-

mentation configuration of interconnection. This dataflow ori-
ented integration offers simple and general purpose interfaces
to the individual components, while a descriptor of the func-
tional interaction defines their interconnection. Implementation
and management of the interconnection fabric is an exclusive
task of the runtime middleware. For instance the publish-
subscribe principle (Fig. 2) provides a pure dataflow view for
the application integration. QoS is managed by the runtime
platform. Structural changes originating in dynamic applica-
tion composition can be managed similarly at the platform
level.

Fig. 2. Data Distribution Service

An additional benefit of using standardized interfaces for
interconnection is that any component can be extended by
checkers without changing the functional interfaces. Cascading
input checkers - functional component - output checkers
(Fig. 3) results in a ”self-checking component”. This way
runtime verification can be seamlessly integrated into the
functional topology and implementation architecture.

Fig. 3. Input checker - Functional component - Output checker

Model-driven engineering is a software and system design
paradigm for the development of component-based systems.
It structures the specification and the specification based
requirements in the form of models.

As dataflow oriented system implementation maps the plat-
form independent model (PIM) of the target application in
an unchanged form directly to the implementation, thus a
simplified adaption of the classic model-driven development
(MDD) [5] approach was used in this paper (Fig. 4).

The design workflow is confined to the high-level func-
tional architecture (e.g., dataflow diagram) complemented
with the specification of the extra-functional requirements.
For instance, SysML based design (the dominating MDD
design paradigm for CPS) can be carried out by using only
the diagrams defining the requirements and the functional
architecture of the target system by a dataflow diagram.

Usually, the functional decomposition of a system defines
both static and dynamic requirements. However, the major-
ity of the extra-functional requirements is static, like those
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Fig. 4. Model-Driven Engineering

related to structure and platform are responsible for repre-
senting the structure (architecture, composition, components)
and platform (deployment, integration, throughput). Runtime
verification of the soundness should be integrated into the
reconfiguration process verifying the compliance of the des-
ignated new configuration with the requirements in a similar
way as configuration checking is executed during design time.

Dynamic requirements (e.g., resilience aspect, temporal)
will be checked by introducing input-output monitors around
the components in order to assure their self-checking.

In both cases, management of alerts after error detection
should happen at the system level.

III. ASSUME-GUARANTEE APPROACH

Originally, A-G reasoning targeted the stepwise develop-
ment of concurrent processes. Over time, A-G reasoning was
extended to cover the entire V-model of the development
process from the design-level verification [3] to testing [4].
The design-level A-G artifacts guide the implementation phase
and provide efficient reasoning at the implementation level.

Assumptions and properties originate in dynamic require-
ments. The A-G artifacts (components, assumptions, prop-
erties) are represented as labeled transition systems in this
section.

Usually, developers have behavioral information about the
interfaces. The environment (other components in the system)
of the component is capable of invoking operation sequences
at the component’s interface. Assumptions define and restrict
the behavior of the environment. Guarantee properties are the
acceptable and required operation of the component. If A is
an assumption and P is a guarantee property, then A → P
indicates that P works correctly in an environment restricted
by A.

A-G artifacts are interpreted in terms of testing as fol-
lows: assumptions are functions used on test sequences (pre-
invariants) to determine if the operational conditions of the
component under test are correct. Properties (post-invariants)
are criteria which the component should comply with during
operation. If the test sequences and the test results were both

correct (valid), the component guarantees its property and
integrates well into the system.

Finding proper assumptions is difficult. The assumption can
be more abstract (less permissive) than the actual implementa-
tion of component under evaluation, in order to avoid escaping
integration faults due to the use of overspecified components.

Assumption generation provides automated support for A-G
reasoning. Assumption Aw holds for the weakest assumption
[7] and characterizes all possible environments E under which
the assumption holds. Techniques were developed to generate
the weakest environment assumptions [6] that enable the
property to hold.

IV. RUNTIME VERIFICATION

A. Architectural Change Management

Numerous CPS architectures require dynamic reconfigura-
tion for the sake of fault-tolerance or demand-driven adap-
tation of the functionality. By principle, verification of the
integration is impossible during the design time. Moreover,
the usual limitations on the execution of the reconfiguration
prohibit the exhaustive testing of the new setup.

Changing a component (reconfiguration, extension) necessi-
tates an update of the related artifacts (assumptions, properties)
to perform the verification.

Dynamic CPS middlewares (e.g., DDS, OPC UA1) facili-
tate reconfiguration and automatic discovery of components
by standard services. Several gateways (e.g., DDS-OPC UA
gateway [9]) are available to interconnect the different mid-
dlewares.

B. Assume-Guarantee Runtime Verification

The A-G approach is reusable for runtime-verification. This
part presents the method and the architecture (Fig. 5) of the
approach developed by us for implementing this idea.

Fig. 5. Assume-Guarantee Runtime Verification

The main idea is the creation of self-checking components
(as illustrated before in Fig. 3) by adding input and output
monitors derived directly out of the requirements.

1OPC Unified Architecture (OPC UA) is a machine to machine communi-
cation protocol for industrial automation.
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1) Verification Method: Assumptions and properties are
derived in the early phase of the design process from the
requirements and specifications. In traditional methodologies,
the oracles implemented for testing purposes [3] [4] remain
further unexploited byproducts after testing. The monitors used
for runtime verification are developed in a separate component
development phase.

Test oracles and monitors run in different setups (e.g.,
over a tester and the operating system), their implementations
cannot be directly reused. However, as checks for testing and
runtime verification share the identical set of assumptions
and properties, MDD provides an easy way to reuse the
implementation efforts. If the A-G pairs are formulated as
a platform independent model (PIM) sharing a single formal
model, automated code generation can produce the actual code
for testing and runtime verification respectively. In our case,
linear temporal logic (LTL) serves as a basis of the PIM A-G
artifacts.

The method uses statecharts to represent both the compo-
nent behaviors and the A-G pairs. The first step is to design
and generate statecharts models from high-level requirements.
The safety (assumptions and properties) LTL expressions also
translate into statecharts via automated model transformation
[10].

In our approach, the Gamma Statechart Composition Frame-
work [12] (a YAKINDU extension) serves to model both the
functional components and the runtime monitors. The DDS
extension for Gamma provides the interconnection between
the participants using DDS.

Fig. 6. System and monitors

The generated system code and the monitors are standard
DDS components (Fig. 6). As DDS supports distributed envi-
ronment, it is possible to deploy the code and the monitor over
independent resources thus avoiding the malicious impact of
correlated fault originating in shared resources.

2) Error handling: It is possible to identify malfunctions
(error detection) during runtime. After the identification of a
fault, the monitors can raise alerts (interrupts) to the affected
components. Error handling (e.g., fault-tolerant patterns) is the
responsibility of the system components.

3) Implementation details:
1) System models and LTL expressions: System models

were created with the MagicDraw modeling tool. The A-
G LTL expressions were created manually, based on the
behavioral models.

2) Statecharts: Yakindu Statechart Tools helped to model
both the system behavior models and the A-G monitors.

Gamma provided the interconnection of the individual
statechart components.

3) Code generation: Gamma offered a built-in code genera-
tor that generated DDS specific code from the statecharts
and interface specifications.

V. SUMMARY

The solution presented reuses pre-tested formal verification
engines as a byproduct of the original A-G based testing for
runtime verification. MDD is used for the efficient generation
of the test oracles and the runtime monitors. The method
extends the widely used A-G method to runtime verification
by combining the principle with modern implementation tech-
nologies and exploiting the architectural paradigms in modern
CPS middleware platforms.

A. Further work

The current implementation of the tooling supports static
architectures. The verification of static architecture-related
requirements is an ongoing effort by adopting the constraint
satisfaction programming based approach used in design time
for checking intended dynamic architectural changes [8].
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