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Abstract—Nowadays numerous problems can be solved with
data analysis which needs proper data collecting and storing
mechanisms. Data has to be verified and validated according to
requirements of quality and usability.
In our paper, we propose a method following the ISO 8000
standards and a supporting tool based on modern visualization
techniques. The data quality process is greatly supported by
proper visualization plots and vital questions can be answered
with visualization methods and domain-specific constraints, such
as the usability of the gathered data or the samples sufficiency.
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I. INTRODUCTION

Data analysis is important, but to get the right results we
need usable datasets which have good quality. In our study,
we work on datasets which have data frame formats.
The structure of the document is as follows. Section II presents
all the work which are related to our study. Section III shows
the different characteristics of the requirements for data quality
and usability. Section IV presents our method’s meta-rules and
visualization techniques, which can be used for verifying the
requirements of a dataset. Section V shows an example of
how to use our method on a Cloud-based distributed service.
Section VI summarizes our work and also writes about the
further development we plan to make.

II. RELATED WORK

There are numerous studies related to our work; we high-
light the two which we relied on in our work, both write about
data quality and usability requirements. ISO 8000 standard
[1], lays down the foundations. Reference [2], uses the first
study and also gives a method called Data Quality Assessment
Framework (DQAF) which can be used for checking that
if the validity of the requirements for a dataset. Reference
[8] provides and [9] defines a tool. Reference [7] gives a
model-driven development based approach for resilient cyber-
physical system and a method for verifying CPS components.
Reference [6], shows how different visualization methods can
be used to preserve the resilience of a system. There are studies
[12], [13], [14], [15], [16], [17] about typical data cleaning

techniques, but here the meta-rules we used in our work isn’t
presented.

III. REQUIREMENT CHARACTERISTICS FOR DATA QUALITY
AND USABILITY

If we apply ISO 9000:2015 [3] definition of quality, data
quality can be defined as the degree to which a set of character-
istics of data fulfills requirements. Reference [2] descriptions
of the characteristics can be found on the table below.

Characteristics Description and Validation
Completeness Completeness implies having all the necessary or

appropriate parts; being entire, finished, total.

Validation: Compare summarized data in amount
field to summarized amount provided in a control
record.

Timeliness Timeliness is associated with data delivery,
availability, and processing.

Validation: Compare actual time of data delivery to
scheduled data delivery.

Validity Validity is differentiated from both accuracy and
correctness.

Validation: Compare values on incoming data to
valid values in a defined domain (reference table,
range or mathematical rule).

Consistency Consistency is the degree to which data conform to
an equivalent set of data, usually, a set produced
under similar conditions or a set produced by the
same process over time.

Validation: Compare record count distribution of
values (column profile) to past instances of data
populating the same field.

Integrity Integrity refers to the state of being whole and
undivided or the condition of being unified.

Validation: Confirm record level (parent/child) ref-
erential integrity between tables to identify parentless
child records (i.e., ”orphans records”).

A dataset can be considered usable if it fulfills the require-
ments and it is accurate and reasonable.

8



Fig. 1. The model of the requirement checking engine.

IV. REQUIREMENT ANALYSIS

In this section, we will present our method, which can
determine the validity of the requirements on a dataset.
The Requirement checker engine has three parameters:

1) Rules, which derived from the requirements using the
meta-rules presented in this paper.

2) Dataset under validation.
3) Index Variable, a column from the dataset and this also

the parameter for the plots.

A. Meta-rules

Our method extends the DQAF method with meta-rules,
which validity on a dataset can be checked using our Rule
checker component. We represent the meta-rules with the
grammar presented in the future. The operators in our meta-
rules are the following:

• SingleBound: Numeric values of variable X must be
below/above value Y.

• MultipleBound: Numeric values of variable X must be
between/outside of values Y and Z.

• SingleValue: Values of variable X must (not) be Y.
• Derivation: Values of variable X can be calculated from
Y1, ..., YN .

• Classification: Qualitative values of variable X must be
in the proper Y class.

The operands in our meta-rules are the following:
• TypeBounding: Type of variable X must be Y.
• Environment: Next or previous values can be used rather

than current.
• TimeRanges: For datasets which contain timestamps, we

can add time intervals.

• Variables: Instead of constants, column values can be
used (e.g., values of Y variable).

• Quantified: For quantized variables, an order can be
defined (e.g., GREEN < YELLOW < RED). Using this
the category with the highest or lowest importance can
be specified.

• Aggregators: Aggregator functions can be used.
• LogicalOperands: The above rules can be combined

with NOT/AND/OR logical operators.
With our rules above every data quality requirement can

be described, which belongs to the mentioned characteristics.
And with boolean logic, the validity of a rule can be checked
on a dataset.

B. Visualization techniques

We added plot types for representing the rules as a vi-
sualization problem, which is made by the Rule Visualizer
component:

• SingleBoundChecker: Y-axis is variable A, X-axis is
Index variable, the horizontal line is the THRESHOLD
(maximum or minimum).

• MultipleBoundChecker: Y-axis is variable A, X-axis is
Index variable, the horizontal line 1 is THRESHOLD1

(lower) and horizontal line 2 is THRESHOLD2 (up-
per).

• SingleValueChecker: Y-axis is variable A, X-axis is
Index variable, the horizontal line is VALUE (equal or
not equal).

• NullValueChecker: Y-axis is variable A, X-axis is Index
variable, if there is a gap in the plot, then there is a
NULL value in that column.

• ComparingCategorials: Mosaic plot for comparing two
categorical variables.

• Multiple horizontal lines can be in a graph, based on the
AND/OR logical statements.

• The horizontal lines can start from a specific X point and
also can end in one for representing time intervals.

• If a column is categorical, then we can represent it as
integer 1, 2, ..., N-1, N, where N is the number of
categories.

Using this visualization method makes it easier to understand
the rules and the result of the validation process can also be
checked manually.
Assuming that requirements are defined in the rule language
proposed in the current paper, the tool offers automated
evaluation support. The plots generated automatically by the
scripts, which we made.
Using the R [5] programming language, we have created a
script for which the user can specify requirements based on
the meta-rules, a data set and a column that is responsible
for indexing, the program then draws the appropriate graph
using the ggplot2 [4] package in R, and lastly, it verifies that
the data satisfies the specified rule.
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Fig. 2. The connections between the main aspects of our method.

V. CASE STUDY

The case study is based on measurements performed on
a cloud-based distributed service [10] [11] which provides
IP-based multimedia communication. The measurements were
benchmarking the performance and performability of this
service with multiple server-side configurations and workload
characteristics. The aim of the measurements was to find
early predictors for Service-level Agreement violations. The
dataset was created during performance measurement and has
946 rows and 215 columns.

Fig. 3. The architecture of the distributed service.

In the following, we define sample requirements in the
dataset containing performance measurement data.

Characteristics Requirement
Completeness The TIMESTAMP column must not contain NULL

value.
Timeliness The State value must be calculated before the next

granularity period.
Validity The CPUUtil nice Sprout columns must contain

only numeric values.
Consistency The values of State Next must be equal with the next

value of the State variable.
Integrity The M ID values must be the same for a single

measurement data.

The following table summarizes rules corresponding to the
above requirements.

Characteristics Rule
Completeness Values of variable TIMESTAMP must not be NULL.

Validity Type of variable CPUUtil nice Sprout must be dou-
ble.

Consistency Values of variable State Next must be the next values
of State variable.

Integrity Values of variable M ID must not be 2022.

Fig.4,5 and 6 shot plots created by Rule Visualizer compo-
nent during data validation.

Fig. 4. The rule for Validity characteristic is fulfilled because the black line
is continuous.
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Fig. 5. The rule for Integrity characteristic not fulfilled, because the black
line is in a different position from the blue one.

Fig. 6. The rule for Consistency characteristic not fulfilled, because there are
red rectangles in the mosaic plot.

Fig. 7. The result of the Rule Checker component.

VI. CONCLUSION AND FUTURE WORK

During our work, we extended the DQAF method with
different meta-rules, which allow formulating requirements
with different characteristics for a data set. Also, we have
created different types of plots that visually support the
verifiability of the requirements.
In the future we will want to extend the script so more
visualization methods can be used, which could be better for

understanding the requirement analysis.

We consider using Context-aware Timed Propositional Lin-
ear Temporal Logic for representing the meta-rules as logical
formulas. We plan to add syntax and grammar checking
subsystems for our program.
Another important question is runtime correction, to extend
the method not only to check the fulfillment of a rule, and
also to fix the rule violations if possible.
Currently, our work only uses logical and arithmetic formulas,
in the future, we plan to support more complex requirements,
e.g., checking relations among multiple variables or distribu-
tion of a single variable.
We also plan to add report generation functionality to our tool,
which can present the problematic rows and columns and the
user can view it whenever he likes.
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