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Abstract— Blockchain technology is having an ever-

increasing impact on distributed applications domain, since the 
adoption of Blockchain 2.0 led to the spread of smart contracts. 
In such context, Ethereum is the framework with the highest 
diffusion in terms of smart contract’s development, with a 
consequent rise of code vulnerabilities exploitations, some of 
which causing bad financial losses. This work focuses on the 
issues of Ethereum smart contracts implementation by 
analyzing known vulnerabilities and gives an overview to 
further perform a comparison among existing static tools for 
vulnerability detection. This analysis aims to select the less 
detected vulnerabilities that need deeper investigations to 
reduce their impact. 
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I. INTRODUCTION  
In the last years, Blockchain 2.0 and smart contracts 

exhibited the potential to have a disruptive impact in 
transforming some important industrial areas (e.g. medical-
care, supply chain), due to the capability of automatically 
executing computerized transactions. Several platforms had 
a rapid and considerable diffusion. Among these, Ethereum 
is the most used framework to develop smart contracts and 
Dapps (decentralized applications), having a really active 
community and counting the highest number of deployed 
smart contract, developed in the language Solidity. Security 
issues related to the development of contracts in Solidity are 
particularly severe, considering that a smart contract, once 
deployed, cannot be patched: this can lead to funds stealing, 
and even to bad financial losses as happened in some well-
known attacks [14], [15]. 

Therefore, in order to have a global view of the topic, we 
focused on studying code-related vulnerabilities, in 
particular examining several papers that analyze 
vulnerabilities, common patterns and countermeasures [1], 
[2], [3], [4], exploits [14], [15] and some analysis tools for 
vulnerability detection including [6], [7], [8]. 

Considering previous studies we noticed a lack in 
agreement in the number of vulnerabilities and in their 
categorization; the missing agreement could lead to user-
confusion and to vulnerabilities proliferation as well as a 
difficulty for researchers to compare weaknesses with 
different platforms. Moreover, analysis tools for 
vulnerability detection that have been developed provide 
only a partial discovery of the comprehensive known 
vulnerabilities, and we noticed a lack in researches on 
benchmarking the existing tools, comparing performances 
and results. Our aim is to provide a Solidity-specific 
vulnerabilities analysis, categorizing each vulnerability with 
classes that are based on a general-purpose (not language-
specific) classification, since we believe that this work may 

help software developers in limiting weaknesses explosion 
and researcher in comparing other platforms vulnerabilities. 
In order to do that, we first studied the Common Weakness 
Enumerator (CWE) [13] classification that provided us with 
an abstract point of view to systematize the vulnerabilities. 
After this work, we aim at performing a benchmark on the 
existing static analyzers for Solidity vulnerability detection, 
since we believe that it may be useful to understand firstly 
which tools are the most effective and performing, and 
secondly which vulnerabilities are the most difficult to be 
detected, and thus require a deeper analysis. 

Our Contribution: 
• A comprehensive list of Ethereum smart contracts 

vulnerabilities, grouped following CWE categories. 
• A short description of further steps aiming at 

performing a benchmark among static analysers for 
vulnerability detection. 

The paper is organized as follows. Section II shortly 
describes the CWE hierarchical representation. Section III 
presents a systematization of the vulnerabilities. Section IV 
describes further steps of our work and Section V concludes 
the work. 

II. CWE HIERARCHICAL REPRESENTATION 
The CWE (Common Weakness Enumeration) is a list of 

community-developed security software weaknesses, used in 
multiple contexts (e.g. industries, academia, and standards). 
Considering that a vulnerability is a weakness that has been 
exploited (according to the Common Attack Pattern 
Enumeration and classification - CAPEC) [17], we decided 
to use CWE categories for our classification, abstracting 
from the language Solidity. CWE is organized in three 
different representations, corresponding to three different 
points of view; among these, we chose the one that is 
focused on software behaviours. Each representation is 
structured in a hierarchical way, that is a tree where the root 
contains the most generic category, and the leaves contain 
the most specific ones (mostly language-dependent). For our 
purposes, we chose the categories that allowed us to obtain 
groups of vulnerabilities having common characteristics, 
abstracting from Solidity. 

III. VULNERABILITIES ANALYSIS 
In our work, we studied research publications of the last 

years, using keywords as ‘Vulnerabilities, ‘Solidity’, 
‘Known attacks’, ‘Smart contract’ ‘Survey’, ‘Common 
patterns’. We also consulted the official Solidity 
documentation [16],  the Smart Contract Weakness 
Classification (SWC) [12], the National Vulnerable 
Database (NVD) [18] and web pages related to 
recommendations, best practices and known attacks. In 
order to define our set of vulnerabilities, at first we built a 
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comprehensive list of weaknesses; then we considered only 
the vulnerabilities (weaknesses that have been exploited at 
least once), and finally we choose the ones that are 
mentioned at least twice crossing all the analyzed resources. 

Below, we shortly describe the CWE classes used to 
systematize the collected vulnerabilities; moreover, for each 
of them, we indicate the most referenced vulnerabilities 
belonging to it, providing a short description and a reason 
for the chosen categorization. Please refer to TABLE I for a 
comprehensive list of vulnerabilities, each associated to its 
CWE class, to a short description and to the main reference. 

TABLE I.  VULNERABILITIES AND THEIR CLASSES 

Class 
Vulnerabilities Features and References 

Vulnerabilities Features and References 

CWE-20 Ether Lost in 
Transfer 

If the address of money transfer is 
orphan, the money will be lost [2].  

CWE-20 Short 
Addresses 

If the address length is not checked in a 
contract invocation, an attacker could 
gain funds [1], [11]. 

CWE-20 Requirement 
Violation 

It results from a violation of an external 
function input validation [11]. 

CWE-20 Malicious 
Libraries 

Caused by the use of a library from 
untrusted sources [8]. 

CWE-284 Tx.origin 
When a contract uses tx.origin for 
authorization, it can be compromised by 
a phishing attack [12]. 

CWE-284 
Visibility of 
Exposed 
Functions 

When a function is defined with a wrong 
access policy, an attacker could execute it 
arbitrarily [1]. 

CWE-284 Unprotected 
Selfdestruct 

The vulnerability results from the use of 
selfdestruct primitive, without a proper 
authorization check [12]. 

CWE-284 
Unprotected 
Ether 
Withdrawal 

Due to a missing or extraneous access 
control, an attacker can drain funds from 
a contract [12]. 

CWE-330 Bad 
Randomness 

The use of variables as a seed to generate 
pseudo-random values may allow an 
attacker to nullify the randomness [2], 
[9], [12]. 

CWE-400 
DoS costly 
Patterns and 
Loops 

When the code contains unbounded 
operations, the gas needed to complete an 
execution may exceed the gas limit 
resources [6]. 

CWE-400 Call stack 
Depth Value 

An attacker may force to exceed the stack 
limit size (1024 frames): if the exception 
is not correctly managed, the attack may 
succeed [16]. 

CWE-400 Gasless send 
An out-of-gas exception occurs when an 
operation execution exceeds the expected 
amount of gas [2]. 

CWE-400 Under-priced 
Opcode 

Excessive resources consumption at a 
low price could lead to resources 
exhaustion [1]. 

CWE-682 
Integer 
Overflow/Und
erflow 

Missing/wrong/extraneous control in 
mathematical operation could lead to an 
overflow/underflow [1]. 

CWE-691 Unpredictable 
State 

If the order in which transactions are 
executed is crucial for a contract, it may 
reach an unpredictable state [1]. 

CWE-691 Reentrancy 
When a callee calls the calling function 
back before its completion, an attacker 
may drain funds from a contract [9]. 

CWE-691 Freezing 
Ethers 

It happens when, due to the wrong 
control flow, it is no more possible to 
transfer funds [6]. 

CWE-703 
Unchecked 
Call Return 
Values 

It is caused by a missing check in the 
return value results [8]. 

CWE-703 Unchecked 
Send 

It is caused by a missing check in the 
return value of send primitive [8]. 

CWE-703 Exceptions 
Disorder 

It is due to the inconsistency of 
exceptions propagation in Solidity [2]. 

CWE-668 Secrecy 
Failure 

Using a variable (even private) for secret 
information may allow an attacker to 
discover them [2]. 

Class 
Vulnerabilities Features and References 

Vulnerabilities Features and References 

CWE-668 
Lack of 
Transactional 
Privacy 

Normally, the privacy of data 
transactions is not guaranteed [4]. 

CWE-668 Blockhash 
Usage 

The blockhash global variable value 
should not be used in critical operations, 
because a malicious miner can 
manipulate it [5]. 

CWE-668 Timestamp 
Dependency 

A timestamp global variable value should 
not be used in a critical operation, 
because a malicious miner can 
manipulate it [5]. 

CWE-345 

Missing 
Protection 
against 
Signature 
Attack 

In case of insufficient signature 
verification, an attacker could perform a 
replay attack [12]. 

CWE-345 Typecast 

An attacker can execute arbitrary code, 
simply passing a malicious contract as a 
parameter in a contract function call that 
calls it back [2]. 

CWE-669 Call to the 
Unknown 

Solidity primitives may invoke the 
fallback function of the callee, allowing 
some external portion of code to be 
executed [2]. 

CWE-669 
Delegatecall to 
Untrusted 
Calle 

The delegatecall primitive executes the 
code in the context of the called contract 
[7]. 

CWE-669 
DoS by 
External 
Contract 

External calls that depend on conditional 
statements may lead to a DoS situations 
[8]. 

A. CWE-20 Improper Input Validation  
An attacker can be able to execute arbitrary operations 

and steal funds in case of an improper input validation. The 
exploitation of this group of vulnerabilities may lead to the 
excessive consumption of resources in the availability 
scope, to the reading of confidential data or to the alteration 
of the flow control (including arbitrary code execution). 

1) The vulnerability Short Addresses is due to a 
missing check of an address validity. An attacker can 
perform a call with an address that is shorter than expected, 
causing the left shift of the following function parameter: if 
this represents an amount of funds, it may allow the 
adversary to gain money improperly [1], [11]. 

2) Other vulnerabilities that belong to this category are 
Ether Lost in Transfer [2], Requirement Violation [11] and 
Malicious Libraries [8]. 

B. CWE-284 Improper Access Control  
There is a missed or improper restriction in accessing a 

resource. Improper authentication, incorrect and missing 
authorization are some of the mechanisms that characterize 
this class. An attack may lead to read or modify sensitive 
data, to gain unintended privileges or to allow an attacker to 
execute arbitrary code. 

1) An improper definition of the access control of a 
function may lead to a Visibility of Exposed Functions: an 
unintended adversary may be able to execute the function 
for arbitrary reasons. In practice, the use of a wrong 
modifier may allow unauthorized execution, with various 
possible effects [1]. 

2) Due to an Improper Access Control a Tx.origin 
[12], an Unprotected Selfestruct [12] and an Unprotected 
Ether Withdrawal [12] could be generated and exploited. 

22



C. CWE-330 Use of Insufficiently Random Values  
The software uses insufficient entropy generators when 

an operation depends on unpredictable numbers. This may 
lead to bypass protection mechanisms, allowing improper 
access to protected resources or restricted functionalities. 

1)  Considering that the execution of the bytecode is 
deterministic, generating pseudo-random numbers using 
block-based values (i.e. blockchain global variables) can 
cause Bad Randomness. Since miners control blocks, a 
malicious one may bias specific values; moreover, even 
private variables can be read easily due to the public nature 
of the blockchain [2], [9], [12]: thus an attacker can guess 
random values and manipulate events. A possible 
countermeasure is using external sources via oracles. 

D. CWE-400 Uncontrolled Resource Consumption  
Resources are consumed without any software control: 

this may lead to their exhaustion. Some consequences could 
be a DoS situation or an impairment of software status.  

1) In case in which loops or useless code [6] are used 
in a Solidity smart contract, a DoS Costly Pattern and Loops 
vulnerability may occur. This may lead to a DoS situation if 
the gas needed to execute an operation exceeds the gas limit.  

2) Other vulnerabilities that may be generated in case of 
resource exhaustion are the Call-stack DepthValue [16] and 
the Gasless send [2]. 

E. CWE-682 Incorrect Calculation  
This class includes vulnerabilities in which the software 

performs calculations that generate unintended results [19]. 
After an incorrect calculation, a program may move in an 
incorrect state, causing unintended resources consumption, 
compromising protection mechanisms and giving access to 
sensitive resources. 

1) Arithmetic operations that are performed without any 
check may lead to an Integer overflow/underflow 
vulnerability: this can cause some different effects 
depending on the way in which the result is used (e.g. 
managing resources, controlling the execution flow). 

F. CWE-691 Insufficient Control Flow Management  
Unexpected computations are caused by an incorrect 

control of the execution flow; a common consequence is an 
alteration of the execution logic of the program. 

1) Rentrancy is a vulnerability that has been exploited 
in the famous The DAO Attack [14]. When a callee calls the 
calling function back before its completion, this function 
may be executed repeatedly [9], [10], [12]. In the function is 
meant to execute only once, the attacker can drain all the 
funds of the contract. This is easily achievable due to the 
implementation of some Solidity primitives, mainly for 
sending Ethers, since the fallback function of the callee is 
executed. 

2) If a software relies on the order of the execution of 
transactions an Unpredictable State [1] or a Freezing Ether 
[6] vulnerability may be generated. 

G. CWE 703 - Improper Check or Handling of Exceptional 
Conditions  
Exceptional conditions that happen at run-time are not 

properly handled; possible consequences are improper 
reading of application data, unexpected states or DoS 
situations. 

1) A missing or wrong check on a Solidity function 
return value, mainly in case of transferring Ethers, may lead 
to the Unchecked Call Return Values vulnerability, in case 
of failure without raising an exception [8] and its subset 
Unchecked send [8]. 

2) The inconsistency in Solidity exceptions 
propagation in functions for transferring Ethers may lead to 
the Exceptions Disorder vulnerability [2].  

H. CWE-668 Exposure of Resource to Wrong Sphere  
Unintended actors can inappropriately access to 

resources, due to an improper resources exposition (e.g. 
insecure permissions). 

1) Since all variables values are published onto the 
Ethereum blockchain, declaring a private variable does not 
guarantee its secrecy, generating a Secrecy Failure 
vulnerability: in fact, anyone can inspect published private 
values [2]. The improper exposure of transactions leads to 
Lack of transactional privacy [4]. 

2) When blockhash or timestamp global variables (that 
can be manipulated by a malicious miner) are used for 
critical operations, they can cause Blockhash Usage [5] and 
Timestamp Dependency [2] respectively. 

I. CWE-345 Insufficient Verification of Data Authenticity 
The software accepts invalid data, not sufficiently 

verifying their authenticity. This has various consequences, 
mostly related to data integrity.  

1) Protection against the Signature Replay Attack is 
missing in operations that need a signature verification: the 
contract may be vulnerable having a Missing Protection 
against Signature Replay Attack [12].  

2) Solidity type checker does not properly verify the 
correctness of contracts types; thus receiving a contract as a 
function argument and invoking its functions with 
insufficient verification leads to a Typecast vulnerability: an 
attacker may pass a malicious contract, having a function 
with the same name of an invoked one, achieving the 
execution of arbitrary code [2]. 

J. CWE-669 Incorrect Resource Transfer Between Spheres  
An unintended control over the resource is allowed, due 

to an improper transfer/import management of a resource 
to/from another sphere. The most critical consequences are 
unexpected states or the possibility to read/modify data. 

1) Using some primitives for functions invocation and 
for Ethers transfer may lead to unexpected behaviours, 
because of their adverse effect to invoke the fallback 
function of the callees. This is known as Call to the 
Unknown [2], [10].   

2) The Incorrect Resource Transfer Between Spheres 
category also includes the Delegatecall to Untrusted Callee 
and the DoS by External Contracts vulnerabilities [8]. 
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IV. FURTHER STEPS  
In this section, we summarize the steps of our future 

work that aims at providing a comparison among static 
analyzers for vulnerability detection in Solidity code. Our 
final goal is to make a benchmark on these tools and to 
discover consequently which vulnerabilities are the most 
difficult to detect. 

 
Fig. 1 Further steps: methodology proposal 

 Fig. 1 illustrates a conceptual overview of this work, 
highlighting the single mid-term steps that we will follow. 
We now provide a brief description of the whole process. 
Starting from the comprehensive list of categorized 
vulnerabilities that we provided, we should individuate the 
common patterns of their occurrence forms in Solidity code 
(e.g. missing check, wrong check, usage of unsafe 
constructs), in order to use them in the further steps; 
moreover, we should investigate actual occurrences in 
deployed smart contracts, such as those reported by NIST, in 
order to understand if some of them are more critical, in 
terms of detrimental effects. After the identification of the 
vulnerabilities occurrences, we should define an automatic 
procedure to inject the corresponding vulnerabilities patterns 
in actual smart contracts, in order to generate a set of 
vulnerable contracts. Therefore, it is necessary to define a set 
of contracts (several of them have already been retrieved 
from etherscan.io) to perform the injection, that should be 
carried out through a software mutation mechanism. By 
producing different combinations of vulnerabilities patterns 
and by injecting them into smart contracts code, we should 
obtain a set of vulnerable contracts that will be used to 
execute a set of static analyzers for vulnerability detection on 
them. Thus, another crucial step is the selection of a set of 
static tools that will be the object of our analysis: after a 
preliminary investigation on the state of art of static 
analyzers for Solidity vulnerability detection, we should 
individuate which among them are publicly available; 
starting from these, we should then obtain a final set, by 
selecting the most referenced ones. Moreover, in order to 
collect the results of the tools and analyze them in a 
meaningful way, we should generate a homogeneous 
representation of the identified values of interest. In 
particular, we should inspect the different tools outcomes 
stating the detection of each vulnerability, possibly 
investigating true/false positive, and true/false negative 
cases. The main steps of the whole process can be 
summarized in the following: the injection of vulnerabilities 
into the selected smart contracts code; the experimental 
phase, that is the execution of each selected tool on the 
obtained vulnerable contracts, alongside the results 
gathering in a meaningful and homogeneous way; and 
finally the analysis of the results. This analysis will focus on 
the comparison of the effectiveness and efficiency of the 
chosen set of tools. Moreover, this analysis will allow the 
identification of the vulnerabilities that are most difficult to 
be discovered, and that will require a deeper investigation. 

V. CONCLUSION 
Because of the spreading of Ethereum smart contracts, we 
focused on the analysis of software vulnerabilities related to 
the programming language Solidity. This work presented a 
systematization of such vulnerabilities, furthermore 
categorized using CWE classes, in order to help researchers, 
through an abstract view, to compare them with those in 
different environments. Starting from a better understanding 
of vulnerabilities behaviours, we proposed a roadmap 
defining the steps to carry out a benchmark on existing static 
tools for the detection of smart contracts vulnerabilities, 
with the aim of allowing to identify the most undetected 
vulnerabilities, which further require a deeper study. 
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