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Abstract—The paper presents a knowledge graph-based so-
lution for creating the core models for supervisory control of
complex Cyber-Physical Systems (CPS) and computing infras-
tructures from design models and operational logs.

The core element of modern supervisory control approaches
is a digital twin, which maps the observations about the system
into a hybrid run-time model representing the expected system
state. It serves as a basis for interaction between the controller
and the controlled system.

The high-level discrete-state machine of digital twins rep-
resents the different operational regimes (domains of similar
behavior) and transitions between them. A continuous model
describes the intra-domain behavior in detail. A special case is
the qualitative domain model using discretized state variables
in the form of a few ordered values (e.g. low, medium, high).
This model category is extremely beneficial, when representing
partial, dimensioning dependent behavior.

Parts of the digital twin model can be directly derived from
the design models, but the description of dynamics of the
qualitative domain models necessitates system identification from
observations (operation logs or benchmark results). This way
the creation of the digital twin necessitates information fusion
from different sources. Knowledge graphs provide an abstract
semantic framework for this purpose.

Our goal is to support system identification by deductive
reasoning performing step-by-step checks of the abstract model
to assure consistency and completeness of the observations and
their respective evolving models.

Index Terms—cyber-physical systems, system identification,
knowledge graph, digital twin

I. INTRODUCTION

The purpose of cyber-physical systems (CPS) [1] is to
observe and control the physical world through intelligent
mechanisms. They operate over continuous and discrete sig-
nals originating in the physical world, for which they consist
of physical and computational components interacting through
communication layers [2].

The core concept in modern supervisory control of CPSs
is the “digital twin.” Data delivered by sensors continuously
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synchronize this model of the system under control with the
physical world. Assurance of dependability and resilience of
critical CPSs necessitates the faithfulness of the twin model.

Modern CPS design relies on the integration of pre-
implemented components. The compliance to the designated
temporal properties (timeliness, throughput, etc.) necessitates
a proper dimensioning of the resources allocated to the com-
ponents prior to the deployment.

The performance domain can influence the logic behavior.
Non-linear effects resulting in bottlenecks, like the saturation
of a particular resource, may change the dynamic behavior
of the system. Moreover, CPS activates the built-in overload
protection mechanisms, this way the behavior of a particular
component, subsystem, and the entire system depend both on
the functional logic (functional architecture of the system) and
on its parametrization.

This way, scalability of the digital twin, similar to the
deployed system requires hybrid modeling (Fig. 1) approach
separating the dimensioning-independent overall logic of the
behavior (discrete domain) and its actual state within an oper-
ation regime under the current workload and parametrization
(continuous domain).

Fig. 1. Hybrid modeling

Creating a hybrid model as part of the system identification
process necessitates the clustering of the data into domains
(operational regimes), which show qualitatively identical be-
havior of the system. This task referred to as discretization can
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be performed by an expert manually or by automated means.
Manual methods executed by an expert have the advantage

that the discretization process can rely on the background
knowledge of the expert. Furthermore, experts are also able
to use their domain skills for variable selections, among
others. On the other hand, if the number of the measured
characteristics is large (as required for finite granular models),
a pure expert-based approach becomes impossible.

A. Objective

Our goal was to support system identification (Fig. 2) by
merging the prior knowledge and the qualitative system model
into a knowledge graph and perform step-by-step checks of the
abstract model to assure consistency and completeness of the
observations and their respective evolving models.

Fig. 2. Reasoning

One approach to achieve this goal uses the phenomenolog-
ical behavior of the system which provides an abstract view
of the system.

In our approach, we extend the phenomenon analysis with
prior knowledge about the system. Knowledge graphs serve
as information representation and fusion tool. Extending the
knowledge graph with prior knowledge about the system pro-
vides a more detailed view and allows more precise reasoning
about the system state.

If a new information (observation, input) does not fit into
the knowledge graph it could indicate that 1) the digital twin
model does not fit to the real system; 2) it indicates a faulty
operation in the real system; or 3) the inputs are noisy. This
way, deductive reasoning on the knowledge graph helps to
identify these behaviors.

B. Structure of the paper

The rest of the paper is split into four main sections.
1) Section II presents how qualitative reasoning supports the

definition of operational modes.
2) Section III presents the types of the prior knowledge in

form of engineering models.
3) Section IV presents causal models in details and presents

a causal model building method based on the engineering
model.

4) Sections V presents a knowledge graph-based information
fusion and deductive reasoning.

II. QUALITATIVE REASONING

The discrete (qualitative) state machine is an abstract form
of representing the logic of the dynamic behavior of the
system. Its granularity corresponds to individual operation
regimes (clusters of states of similar behavior) mapped to in-
dividual states with transitions activated by crossing the inter-
cluster boundaries in the continuous state space. A continuous
sub-model associated with each discrete state describes the
intra-cluster behavior in detail.

An upper, discrete ”super”-model assures portability in-
dependent of the actual dimensioning when it covers the
union of all abstract behaviors potentially occurring in some
configuration.

It allows (qualitative) reasoning [3] about the system be-
havior by highlighting potential phenomena at a logic level.
Moreover, it allows running simulations after the parametriza-
tion of the qualitative model to a quantitative one. Although,
discrete modeling has many advantages, due to the high level
of abstraction it may also cause ambiguity.

Moreover, the structure of the model is typically unknown,
and its creation necessitates observation-based system iden-
tification or prior knowledge-based model building. Bench-
marking and operational log analysis are the primary means to
ensure the match between model architecture and observations.

The model formulation is about to determine the input
description of the system. Input description takes into account
the knowledge of the kinds of entities and phenomena that
can occur (model fragment). It is also necessary to add
constraints to the model about the boundaries of the system
— this collected knowledge called domain theory. Knowledge
bases allow storing the domain theory by providing a rich set
of functionality (e.g., built-in reasoning) and representation
mechanisms (relations, attributes, rules, etc.).

A. Clustering

The goal of clustering is the aggregation of the funda-
mentally similar states into a uniform qualitative state in the
discrete state machine of the digital twin representing different
operational modes. There are several approaches to achieve
this goal:

1) Speculative approach: As operational modes at least
in the logic domain and runtime resource management
are subjects of the design process an initial clustering
can be extracted from the design models. However, due
to the complex interaction between logic functionality
and resource management, the initial model has to be
refined on the basis of observations originating in targeted
experiments, benchmarks and operational log mining.

2) Visual methods: For example, visual EDA uses diagrams
(e.g., scatter plots, time-series diagrams) to identify clus-
ter and their respective boundaries of each operational
mode. Because it is a heuristic process, it requires com-
prehensive domain knowledge.

13



3) Algorithmic clustering: Algorithmic clustering (e.g.,
decision tree, support vector machines, random forest,
k-means) partitions the observed data into blocks cor-
responding to uniform operation modes. These are algo-
rithmic processes that need manual verification to check
the consistency with other models.

The representativity of the inout dataset needs verification
by comparing the generated set of clusters with the initial
state machine for proper coverage of states and transitions in
a similar way as testing of models.

a) Cluster boundaries: Mapping continuous variables
into qualitative values requires the definition of thresholds for
discretization by a classification algorithm according to the
clusters identified:

• Input data: The input of the digital twin is quantitative
data. The discretized data perform synchronization of the
digital twin with the compatible sets of the controlled
system states. Classification (into operational modes) of
the continuous incoming data is based on the identified
thresholds.

• Magnitude of the actuation: Thresholds can be used
to identify the magnitude of the actuation. This way,
it can provide a more precise value for actuation by
transforming the qualitative values into continuous ones.

III. BACKGROUND KNOWLEDGE

The input information of the method is a set of observations
that usually came from benchmarks or operational logs. They
describe the system (output metrics) under specific workload
parameters.

The first step is to analyze the measurement campaign on
its own. Experts have to take into account the context of the
measurement and outlier data.

The context of the measurement covers the measured param-
eters and boundaries of the measurement campaign. Outlier
data can warn about a non-functional operation of the system
or indicates that the measurement is not trustworthy.

However, different parametrizations of the same experiment
(i.e., different resource allocation) may expose profoundly
different phenomena. A scalable model has to merge all of
this even potentially different behaviors. This way, the model
building has to be adopted to the fundamental configuration
settings.

A deeper understanding of the measurement data requires a
priori knowledge of the domain expert.

A. Modeling approaches

Processing the measurement requires having (partially) the
system architecture and functional model. The information
extracted from these models can be used during the evaluation
phase. The design and development phase of the system pro-
vides background information on different abstraction levels.

However, it is possible to work with partial knowledge about
the system. It is not necessary to know all the details (e.g.,
third-party components as a black box, only the input-output
parameters are known with integration details).

Analysis of a system requires the collection of all prior
knowledge that is available for the analyst. The background
knowledge comes from different sources and covers different
aspects of the system and includes the architecture, functional,
resource allocation, deployment, and causal model of the
system.

The system architecture and the functional model provides
a high abstraction about the system components and their ob-
jectives. Causal models can be built by extracting information
from other engineering models.

The resource allocation model closely connects to the
functional model. It describes which component uses which
resource (e.g., networking capabilities, CPU, RAM). The
installation model presents the physical or logical layout of
the system.

The causal model expresses the causal connections in the
system based on prior knowledge about the domain and the
previous models. Furthermore, it is possible to extend the
causal model by adding external (out of the measurement
campaign’s context) causal connections to the model.

Collecting and systematizing the background knowledge is
necessary for further analysis.

IV. CAUSAL MODEL

Causality is a natural, universal concept, so deeply present
in our everyday life that we instinctively think in causal
relations without pondering about their actual complexity and
importance. The whole physical world around us is fueled by
causality. It is the connection through which -under certain
circumstances- one thing (the cause) influences another (the
effect) in a deterministic way.

Causal models [4] [5] allow the exploration of the causal
context of a system and the detection of independent properties
and events. Causal graphs are one representation of causal
models.

A causal graph is a Directed Acyclic Graph (DAG), where
the relations represent the causation among the variables.
Two variables of interest are distinguishable: 1) the exposure
(independent variable, cause); 2) and the outcome (dependent
variable, effect). Other variables (whether measured or not
measured) are called covariates. Covariates can be categorized
into several roles and they help in the further analysis of the
system.

It is possible to build causal models (Fig. 3) by using classi-
cal engineering techniques (e.g. UML, SysML [6]). Classical
engineering models collect the background knowledge that
is required for building the causal model. The causal model
is derivable from the functional model of the system and
its resource allocation model (together with the deployment
instance).

The functional model describes the continuous processes
of the system, which defines the skeleton of the causal
model. The causal model uses the described data flow by the
functional model.

Extending the functional model with the resource allocation
model also extends the causal graph with detailed causal
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Fig. 3. Causal model building

relations. This model can present the causal connections
between the resources and the functions (e.g., it is observable
if two components using the same resource). This knowledge
is usually verified by an expert who knows the system and its
domain in great detail.

V. KNOWLEDGE REPRESENTATION

Knowledge graph (KG) is a kind of a database to or-
ganize complex networks of data. It provides a general-
purpose approach to organize, efficiently store and query
complex schemata to capture abstract concepts, entities, in-
stances (represented as nodes of a graph) and their relations
(the edges). Moreover, advanced knowledge database engines
provide strong reasoning capabilities in an explainable and
reusable form.

The simplicity and general validity of the underlying math-
ematical paradigm facilitate the use of a KG-based NoSQL
database as the core element of digital twin creation and
instantiation by merging the a priori knowledge with the
observations.

The key asset (Fig. 4) in the creation phase of the digital
twin model structure is an ontology-style merging of the
design models (architecture, functional, resource allocation,
deployment, and causal model) describing the different aspects
of the system [7]. The methodology considers different input
data and metamodels during the information fusion and uni-
formization.

A refinement of the initial core model in the KG enriches
it with the domains of the variables, and their interactions
as formulated in the qualitative model after processing the
teaching set of observations.

Finally, the incoming stream of observations triggers a
check of the consistency of the incoming data with the system
model and updates the state of the digital twin model in the
KG.

In this paper, GRAKN.AI [8] was used to store the models
and qualitative benchmarking data.

A. Knowledge graph building

The schema of the GRAKN.AI knowledge graph is based
on ER (Entity-Relationship) modeling. ER models include
entities, relations, and attributes. It defines the objects of the
examined world and the relationship between the objects. The
objects could have attributes that describe their properties.

Fig. 4. Knowledge database

The language allows the definition of type hierarchies, hyper-
entities, hyper-relations, and rules.

This way, it is possible to define the knowledge graph
on different abstraction levels. The traceability between the
abstraction levels is performed by the built-in reasoning mech-
anism.

B. Deductive reasoning

The knowledge graph accepts those observations which
comply with the operation of the system represented by the
knowledge graph. One of our research question is the follow-
ing: How should we handle data that violates the operation of
the system represented by the knowledge graph?

Violation can indicate different behaviors:

1) the digital twin model does not fit to the real system;
2) it indicates a faulty operation in the real system;
3) the inputs are noisy.

The identification of the violation requires further analysis
involving domain experts and algorithmic mechanisms.

GRAKN.AI provides user-defined rules to support deductive
reasoning. Rules look for a given pattern in the dataset and
when found, create the given queryable relation. The rule-
based reasoning allows automated capture and evolution of
patterns within the knowledge graph.

VI. SUMMARY AND FURTHER RESEARCH

Qualitative reasoning and knowledge graph management of
the system models provide an abstract semantic framework
for information fusion from different sources and automated
model extraction. They define the operational modes of the
system and makes it possible to verify the ranges by discrete
value representation.

Deductive reasoning checks the compliance and complete-
ness of the observations and their respective evolving models.

Further research is needed to generalize the models with
respect to the observations. This way a general hypothesis can
be constructed that is generally valid in similar operational
modes. Also, if the hypothesis is proven to be valid, it will be
reusable.
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