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Abstract
Telecommunication suppliers predict a huge mobile Internet traffic increase for the next

decade. It seems to be technically challenging and expensive to adapt current mobile net-
work architectures to the increasing traffic demand. Core network technology must scale to
the demands under limited revenue growth. In recent years several new approaches appeared
aiming at restructuring the 3GPP core network functions into new, arbitrarily divisible, hor-
izontally scalable mobile network architecture. One of theproposals is called the Ultra Flat
Architecture (UFA), which improves scalability due to the distribution of 3GPP control plane
functions at intelligent gateways placed within or close tothe base stations.

The Host Identity Protocol (HIP) seems to be an attractive solution for application in
the control plane of UFA, it fulfills numerous requirements.However, HIP is a terminal-
based solution operating with end-to-end security associations (SAs). Thus, it hinders the
realization of network-controlled procedures of operators. Therefore, in Thesisgroup 1, I
introduce a public-key signaling delegation service for HIP, which divides the end-to-end
SAs into two segments–one between the user and the gateway (GW) and the other between
the GW and the peer of the UE– and which serves as a building block of the control plane
in HIP-based UFA. Then I focus on the analysis of performancegains of delegation-based
over terminal-based HIP scheme in UFA, by introducing an analytical model. The results
show that delegation-based signaling approach comes up to the expectations regarding the
reduction of overheads. It performs better than the E-E HIP at the UE, access network and
rendezvous server, at the expense of higher resource utilization in the core transport network.
My model can provide guidance on the optimal setting of HIP and network parameters.

With an increasing demand for security and a trend towards increased heterogeneity in
both network devices and access networks, numerous tunable(adjustable, context-aware)
security (TS) services appeared in the last two decades. In order to determine the benefits
of TS services, the following challenges must be covered: (i) the main characteristics of
TS services must be determined and design methods should be constructed; (ii) appropriate
security and performance metrics are needed; (iii) due to the fact that security schemes may
be ranked differently under security and performance criteria, the application of ranking
aggregation techniques is needed during the selection of appropriate setting.

In Thesisgroup 2, I address the performance cost evaluationof security protocols applied
in mobile IP networks, such as IPsec, IKEv2 and HIP, using queuing analysis and mea-
surements, as part of challenge (ii). The results can serve as input for network and node
dimensioning, and for security scheme selection in TS services.

In Thesisgroup 3, based on the survey of existing TS services, I determine the charac-
teristics of TS services, addressing challenge (i). Then I propose a new method, mMAHP,
for the design of TS services, and demonstrate its application on a problem of context-aware
IKEv2-based authentication method selection, covering challenge (i) and (iii). Following
that, I extend the mMAHP method for application in two other problem areas: suitability
analysis of SIP-, MIP, PMIP and HIP-based signaling schemesfor the UFA, and suitability
analysis of authentication techniques in future distributed 3GPP network.

In Thesisgroup 4, I propose a method, which makes possible the determination of groups
of interchangeable ranking aggregation techniques based on similarities of the decisions,
addressing challenge (iii). Using my method a designer can select, e.g., the less computa-
tionally demanding technique from a preferred cluster.
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1 Introduction

Current trends in mobile telecommunication show rapid growth of Internet related services
and ever growing demand for them. There will be over 10 billion mobile-connected devices
by 2018, including machine-to-machine (M2M) modules–exceeding the world’s population
at that time (7.6 billion). The average smartphone will generate 2.7 GB of traffic per month
by 2018, a five-fold increase over the 2013 average of 529 MB per month [1].

Due to their centralized, modularly divisible design, mobile network architectures cur-
rently being under deployment would not scale particularlywell to efficiently handle this
traffic. In centralized architecture, a specific gateway (GW)is in charge of allocating an IP
address to the terminals and managing the context. Such context include mapping between
customer profile, IP address, tunnel ID, bearer context. Tunnels are set up between terminals
and centralized routers to transport IP traffic. IP routing and traffic management are made
according to user’s context and not only based on IP header. These require certain memory
and CPU resources per user at the GW (and other centralized network elements). Scalability
issue concerns the user and control plane of centralized network functions when the number
of connected users and the bandwidth per user increase. Regarding centralized, modularly
divisible network functions, depending on the speed of the data bandwidth increase, con-
straints for centralized equipments are CAPEX/OPEX proportional to traffic volume at busy
hour and operational constraints to roll out new developments and to upgrade the network.

As one of the concepts to enhance scalability of the core network, the Ultra Flat archi-
tecture (UFA) has been introduced by Daoud et al. [2]. UFA represents the ultimate step
toward flattening the packet-switched domain of mobile networks. The objective of the UFA
design is to distribute core network functions into single nodes at the edge of the network.
The intelligent nodes at the edge of the network are called UFA GWs. The user data traf-
fic is conveyed directly between communicating parties through these GWs. In the proposal
of Daoud et al. the functions of UFA control plane are realized using the Session Initia-
tion Protocol (SIP). SIP-based UFA session establishment and mobility management proce-
dures provide more efficient QoS services than in the existing 3GPP architectures and allow
network-control, therefore greatly contribute to the reduction of resource consumption and
increase the scalability.

Even though SIP is a very powerful signaling solution for UFA, it is not applicable for
non-SIP (e.g., legacy Internet) applications required by the users. SIP-based control plane
can not handle their mobility, authorization, accounting etc. Therefore, in [C4, J7] our main
objective with my co-author was to introduce a new alternative, i.e., Host Identity Protocol
(HIP)-based [3] signaling scheme for UFA, referred to as UFAHIP in the following.

Originally, HIP operates in an end-to-end or terminal-based fashion and provides au-
thentication and key agreement, Internet Protocol security (IPsec) security association (SA)
management and IP mobility management between pairs of endpoints [3]. It has several ex-
tensions for mobility management [J4]. A network deployingthe standard HIP control plane
will be referred to as end-to-end HIP architecture (E-E HIP)in the following. The terminal-
based control of E-E HIP has some drawbacks in an operator-controlled environment. The
network has no ability to control and decrypt IPsec communication, which encumbers, e.g.,
traffic control, mobility management, adequate accounting, lawful interception by the op-
erator. Additionally, a terminal-based control may cause unnecessary high network and
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computational overhead on the user equipments (UEs) and in the access networks, in an
environment where radio resources are expensive.

UFA HIP introduces a hop-by-hop traffic forwarding approach, i.e., it divides the E-E
SAs into two segments–one between the UE and the GW and the other between the GW
and the peer of the UE. The split of SAs leads to the following problem during mobility of
terminals in distributed networks, i.e., inter-GW handovers result in session mobility for the
HIP host associations (HAs) and IPsec SAs on the network-side. Inter-GW handover can be
realized in two ways in the different layers of the control plane: by context re-establishment
at the target GW (in reactive or proactive ways, such as pre-registration in 3GPP radios access
networks [4]) or by context transfers [5]. Context transfer-based solutions may facilitate fast
handoffs, and reduce computational and network overhead, hence are an attractive direction
in the research of new signaling schemes for distributed mobile network architectures.

Context-transfer in UFA HIP, however, is not as simple as conveying actual state informa-
tion to a target GW. Regarding the concept of HIP, a HIP end-host can bind in cryptographic
sense keying material and HIP HA, IPsec SA contexts only to its own public/private key
pairs. Therefore, delegation of signaling right becomes animportant requirement in order
to be able to create HIP and IPsec contexts in the name of the UE(with the UE’s peers) by
an intermediate GW. The delegation of signaling rights is also motivated by the optimiza-
tion of resource utilization between delegators and delegates. Delegates (distributed GWs)
are temporarily authorized by the delegator (UEs) to proceed in certain tasks, such as period-
ic location updates, rekeyings, base exchange, and notify the delegator about state changes.
The delegator may issue a public-key authorization certificate [6] to the delegate to proceed
in his name at the peers. Another technique is when shared keys are issued to a delegate
to generate Hashed-Message Authentication Codes (HMACs) admitted by the peer, as de-
scribed in [7], but it may lead to the more complex problem of sharing secret keys.

Consequently, in order to utilize HIP in the control plane of distributed mobile network
architectures, an important challenge is to enable supportfor signaling right delegation. In
Thesisgroup 1, I introduce a public-key based signaling delegation service for HIP. Then I
focus on the analysis of performance benefits of delegation-based HIP signaling over the
original, terminal-based HIP signaling when we realize thecontrol plane functions of UFA
using these two approaches.

In systems supporting mobility a wide variety of threats exist [M4]. Reliable and secure
communication of mobility signaling protocols, such as Mobile IPv6 (MIPv6) and its exten-
sions, is therefore critical. An important challenge is howto integrate security solutions into
the signaling protocols of next generation networks. Different security configurations have
different costs in terms of performance and provide different security level. The character-
istics of the environment, such as network link delay and throughput, or the computational
capacity of the nodes, influence the resulting costs, such asoverall delay of the security
process and the utilization of the participants. For the exact knowledge of performance over-
heads of adjustable security services, in the second part ofmy dissertation, inThesisgroup 2,
I deal with the performance cost evaluation of security protocols used for the protection of
mobility services and network access authorization.

The performance cost evaluation of security protocols, such as IPsec, Internet Key Ex-
change version 2 (IKEv2) and HIP contributes to the researchof sophisticated security design
methods, where the aim is to find the best security configurations that fit to the needs of a
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given application in a given environment. The results can serve as input for network and
node dimensioning.

With an increasing demand for security and a trend towards increased heterogeneity in
both network devices and access networks, numerous tunable(adjustable, context-aware)
security (TS) services appeared in the last two decades. A tunable security service is a
service that has been explicitly designed to offer various security configurations that can be
selected during system operation. In some other contexts the terms adaptable, adjustable,
dynamic, scalable, context-aware are used as synonyms for tunable.

In the third part of my dissertation, inThesisgroup 3, I generally characterize the main
components of TS services and the design steps of such services. Then, based on the Multi-
plicative Analytic Hierarchy Process (MAHP) [8], I proposea method, called mMAHP for
the design of TS services. I demonstrate the application of the method on a tunable IKEv2
authentication method selection service.

In Thesisgroup 3, I also extend the mMAHP method for the suitability analysisof sig-
naling schemes in two different problem areas. There exist several proposals for the control
plane of UFA, i.e., SIP, MIP, PMIP and HIP-based schemes [M2,J7, C3]. It is challenging
to rank them in different network and application scenarios. In order to show in an objective
way the advantages and disadvantages of each signaling schemes I established a criterion set
in consensus with other decision makers. I introduced simple but essential measures for ana-
lyzing the features of the alternatives. I have evaluated the alternatives roughly under twenty
criteria, grouped under four main criteria, i.e., provide high performance, high security, low
deployment cost and support for the mobility of non-SIP applications. By sensitivity analy-
sis I also showed that how do the criteria weights and the packet transmission delay of the
access network influence the terminal scores of the schemes.

Mobile broadband is the enabler of new services including the appearance of usage sce-
narios related to Machine-type communication, such as smart grid [9] or intelligent trans-
portation system [10] applications. It is expected that certain application types will require
high and consistent data protection and authentication independently of the radio access
type. However, 3GPP Evolved Packet Core (EPC) provides different sets of security fea-
tures in different access types. Another challenge is that remote monitoring and controlling
services may require the deployment of a huge number of resource-constrained devices on
the user side, hence authentication methods requiring low computational, memory and net-
work resources are preferable. Motivated by these challenges, I focus on the evaluation of a
lightweight network access service, i.e., the HIP with DietExchange using 3GPP Authentica-
tion and Key Agreement (DEX-AKA) user authentication. I notice that in [C1], I contributed
to the security evaluation of DEX and DEX-AKA protocols, andproposed modifications to
avoid replay attacks executed by fake responders.

Appropriate decision on the applicability of a new authentication technology to the 3GPP
architecture should consider all important requirements and consider other alternatives as
well. Currently, IKEv2 with Extensible Authentication Protocol (EAP) based (AKA) proce-
dure (EAP-AKA) is the main recommended method to be used in untrusted non-3GPP access
networks [4]. InThesisgroup 3, I defined the requirements related to security features, per-
formance, deployment and additional functionalities of existing and emerging authentication
methods in 3GPP including HIP DEX, DEX-AKA, IKEv2 EAP-AKA and others, and ranked
them using an extended version of mMAHP method.
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Multi-Attribute Decision Making (MADM) methods appear in many disciplines includ-
ing telecommunication, such as dynamic context-aware access network selection [11], secu-
rity algorithm selection for user authentication [12], context-aware media independent han-
dover services [13], resource selection in case of distributed services [14]. InThesisgroup 4,
I set myself the aim to determine similarities between ranking aggregation techniques which
exist in the state-of-the-art. My proposed methodology makes possible the determination
of clusters of interchangeable ranking aggregation techniques therefore a designer can se-
lect the less computationally demanding method from the preferred cluster of methods. By
applying my method on ten different techniques, I provide guidance on MADM decision
engine selection.

2 Research Objectives

Regarding Thesisgroup 1 my first objective was to introduce public-key based signaling del-
egation service for HIP, which serves as a building block forUFA HIP control plane and
enables the introduction of network-controlled schemes. Then I aimed at analyzing in de-
tails the performance gains of delegation-based HIP signaling scheme over the E-E HIP
signaling scheme in distributed mobile network environment. Several engineering questions
must be answered regarding the optimal settings of HIP lifetime parameters and number of
GWs in E-E HIP and UFA HIP. During the adjustment of those parameters, the main objec-
tive is to keep low the signaling overhead. An interesting question is, e.g., the influence of
the setting of a HIP parameter, called unused association lifetime (UAL), on the overhead.
UAL gives the length of idle communication period between two HIP end-nodes after which
the protocol deletes the HIP HA and IPsec SA pair. Higher UAL results in longer SA peri-
ods, hence lower SA establishment (HIP Base Exchange, BEX) rate, but increased number
of IPsec SA and HIP HA entries that must be stored in the memoryof HIP nodes. More-
over, it increases the overall rekeying rate in the system. Rekeyings are triggered at constant
periods during the lifetime of SAs. Both BEX and rekeying contain the computationally de-
manding ephemeral Diffie-Hellman (DH) key exchange procedure, therefore reduction of
their rate is essential. Another interesting question is related to the delegation of signaling
rights. How many levels of delegations, i.e., propagation of signaling rights from delegate to
delegate, should be enabled, and how should the original delegator set the expiration time of
such an authorization certificate (i.e., the delegation lifetimeTDEL). These parameters influ-
ence the average length of delegation certificate-chains conveyed together with public-key
signatures in mandated update procedures, hence influence the load of the network elements
and transport network.

In order to determine the benefits of TS services, the following challenges must be cov-
ered: (i) the main characteristics of TS services must be determined and sophisticated TS
design methods are required; (ii) appropriate security-level rankings and performance costs
of alternatives are needed; (iii) due to the fact that alternatives may be ranked differently un-
der security and performance criteria, the application of ranking aggregation techniques is
needed during the selection of appropriate setting.

To solve (i), I aimed at creating a simple description language which supports the charac-
terization of existing and new TS services and provides a tool for the design of TS services.
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Based on that, my objective was to design a decision method that could be applied dur-
ing runtime or in the design phase of TS services for selection of the suitable alternative in
function of the environmental, application characteristics and the performance of other al-
ternatives. I also aimed at extending my method to address two suitability analysis problem
areas, i.e., evaluation of signaling schemes for UFA, and evaluation of emerging and exist-
ing authentication methods in future distributed 3GPP network architectures. Thesisgroup 3
includes my results related to (i).

Related to the derivation of adequate performance costs, part of (ii), I focused on the
following research topics. (a) A wide range of recommended security settings are available
for IPsec and IKEv2 when protecting MIPv6 signaling in mobile networks [15, M3]. How
much and different are the performance overheads of different security policies and cipher-
suite selections? By knowing the results a TS decision process could be recommended for the
selection of appropriate security settings. (b) Few papersexist that study the performance
costs of IKEv2- and HIP-based authentication methods, eventhough their influence may
be an important issue in network and upper-layer service design in heterogeneous mobile
networks where requirements for signaling overhead reduction and seamless service conti-
nuity are prevailing. Based on existing studies it is challenging to compare the performance
costs of different authentication methods because they apply diverse measurement scenar-
ios, variant validation environments, sometimes using performance metrics that are related
to higher-layer processes, such as TCP throughput degradation, UDP packet loss. These fac-
tors hinder the comparison of the authentication schemes, and recognition of their precise
performance costs. Thesisgroup 2 contains my results related to (ii).

In terms of (iii), my objective was to provide guidance on theselection of ranking aggre-
gation technique in the decision engine of TS services, suitability analysis or in applications
of MADM. Thesisgroup 4 includes my results related to (iii).

3 Methodology

In Thesisgroup 1, in Theses 1.2–1.6, I apply queuing and probability theory for the modeling
of performance overheads of E-E and UFA HIP schemes in distributed mobile network ar-
chitecture. In Thesis 1.7 the input parameters of the model regarding the CPU and message
processing requirements of the signaling procedures were derived from measurements.

Thesisgroup 2 applies analysis and measurements in order toobtain performance costs
of security services for mobile service protection and network access authorization. In The-
sis 2.1 queuing theory was used for the general characterization of the performance over-
heads imposed by different Mobile IP version 6 (MIPv6) signaling protection policies with
IPsec and IKEv2. I applied a simplified version of the BCMP theorem, for multiple-class
open queuing networks with load-independent arrival ratesand service times [16, 17]. A
similar approach, based on a closed queuing network, has previously been applied to ana-
lyze different types of the Kerberos authentication protocol [18]. I choose an open queuing
network model since it gave the possibility to trigger mobility and re-authentication process-
es with jobs arriving from outside of the system, hence I could directly influence the arrival
rate of these processes in the analysis. I determined the different job-chains caused by MIPv6
and IKEv2 EAP-TLS signaling based on real network captures and standards, described in
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Section 3.2.2.1 of the dissertation. In Thesis 2.2, the performance costs of different IKEv2
and HIP-based authentication methods were determined withmeasurements in a wide set of
scenarios realized over a real testbed with partly emulatednetwork segments.

In Thesisgroup 3, mMAHP method uses simple analysis to determine the ranking of
alternatives. Regarding the suitability analysis of UFA signaling schemes (in Thesis 3.2) and
authentication methods (in Thesis 3.3), I defined the criteria set and criteria weights by asking
the opinion of multiple decision makers. I created and distributed criteria weight definition
forms, such as the ones presented in Appendix F of [M2] for thecollection of the criteria
weights. I defined specific grade assignment functions and constraints for each criterion
based on requirements defined in standards or by the decisionmakers. The performance
cost of alternatives were determined by analysis [M2, C3, J7]in case of the evaluation of
UFA schemes and using the measurement results obtained in Thesis 2.2 [C4, J6] in case of
the evaluation of authentication methods. In both evaluations network models with slightly
overestimated delays are assumed, leading to worst case scenarios regarding the performance
costs of alternatives.

In Thesisgroup 4, I proved that ranking aggregation technique selection may influence
the odds of winning of alternatives by simulating decision problems and using probability
theory. Then I propose a method for the determination of groups of interchangeable ranking
aggregation techniques. I apply statistical measures for the bivariate association between
ranking results of different techniques, then I form groupsusing hierarchical clustering and
the previous measures.

4 New Results

4.1 Signaling delegation in the Host Identity Protocol

Thesisgroup 1: In this thesisgroup, I introduce a public-key based signaling delegation
service for the Host Identity Protocol (HIP). Then I analyzein details the perfor-
mance benefits of delegation-based HIP signaling scheme, UFA HIP, over the orig-
inal, terminal-based HIP control scheme, E-E HIP. The validation scenario consists
of a distributed mobile network architecture where the HIP-layer guarantees secure
session establishment and IP mobility management. The results show that delegation-
based signaling approach comes up to the expectations regarding the reduction of
overheads. It performs better than E-E HIP at the UE, the access networks (ANs) and
rendezvous server (RVS), at the expense of higher resource utilization in the core trans-
port network. Then, I give guidance on the setting of certain HIP protocol parameters,
the distribution level of GWs in order to achieve efficient resource utilization.

4.1.1 Introduction of signaling delegation services for HIP

Thesis 1.1 [C4, J8, J4] I designed two new signaling delegation service types for HIP. In
case ofType 1 Delegationthe Delegator asks the Delegate to establish HIP and IPsec as-
sociations between Delegator and correspondent node (CN), and then transfer established
HIP and IPsec states from the Delegate to the Delegator. In case ofType 2 Delegationthe
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Delegator requires the Delegate to establish HIP and IPsec states for itself at specified peer
nodes and also asks the Delegate to further maintain the created states.

I illustrated the signaling schemes of the two delegation service types in Figure 1. In Type 1
Delegation, HIP and IPsec states are established through the Delegate but maintained by the
Delegator after context transfer (see Figure 1a), while in Type 2 Delegation, those are further
maintained by the Delegate (see Figure 2.3b).

Both delegation service types require preliminary registration procedure called Delega-
tion Establishment as depicted in the upper part of Figure 1a. An existing HIP HA and
IPsec SA pair (i.e., a completed BEX) is presumed between the Delegator and the Dele-
gate or must be created upon the Delegation Establishment. The signaling messages of HIP
delegation services are summarized in Table 1.

These services are enablers of complex attachment, sessionestablishment and mobili-
ty management schemes. HIP-based mobility management schemes often require delega-
tion [J8, J4]. Using my extension, a public-key signature ofa delegate can replace the sig-
nature of a delegator, therefore–in contrary to the Host Identity delegation method proposed
earlier by Herborn et al. [19]–the delegate must not relay all the HIP update messages to the
delegator for the obtainment of signature.

The description of this thesis can be found in Section 2.2 of the dissertation.
�

UFA HIP utilizes the delegation of signaling rights integrated into terminal attachment,
session establishment and proactive inter-GW handover procedures. These procedures are
summarized in Section 2.3.1 of the dissertation.

Remark The definition of the functional elements of the control plane in UFA HIP, the in-
tegration of IEEE 802.21 Media Independent Handover services [20], and the definition of
inter-GW mobility management schemes (HO initiation, preparation, execution and comple-
tion phases) are the results of my co-author in [C4, J7], László Bokor. However, in The-
sis 3.2, based on the results of the suitability analysis signaling scheme alternatives for UFA,
I proposed modifications for the handover completion phase to support real-time SIP-based
services. The details of the analysis can be found in Section4.3 of my dissertation.

The definition of L2, L3 terminal attachment [C4, J7] and session establishment [J7]
procedures for UFA HIP are my results.

In the remaining part of Thesisgroup 1, Theses 1.2–1.7, I construct an analytical model
for the analysis of overheads of HIP-based procedures in distributed mobile network archi-
tectures with the objective of determining the performancegains of delegation-based scheme,
UFA HIP, compared to the E-E HIP scheme.

4.1.2 Notations and assumptions

The following notations are introduced for the analysis.TUAL is the minimum of the un-
used association lifetimes (UALs) configured at the initiator and responder. A HIP Host
Association is closed (and the related IPsec SA pair is deleted) when the SA is unused by
upper-layer communication for a periodTUAL . The RVS registration lifetime denoted by the
symbolTRVS determines the lifetime of an address entry in the database of the RVS.TKEY
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Figure 1: HIP delegation services.
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Table 1: HIP-based delegation service messages.
HIP Parameter Description
Delegation Es-
tablishment
Request

The Delegator sends to the Delegate for itself or on behalf ofanother node in order
to request Type 1/2 delegation service using HIP REG_REQ parameter. Authorization
Certificate chain of the acquiring node must be included in HIP CERT parameter(s).

Delegation Es-
tablishment
Response

The Delegate sends to the Delegator in order to acknowledge or reject Type 1/2delegation
service establishment using HIP REG_RESP or REG_FAILED parameter.

Delegation Ac-
tion Request

The Delegator sends to the Delegate for itself or on behalf ofanother node in order to
request HIP and/or IPsec association creation or update. Incase of Type 1 Delegation
Service the state information will be transferred to the Delegator. For Type 2 Delegation
Service, the states resulted by the action will be created and further maintained by the
Delegate.

Delegation Ac-
tion Response

The Delegate sends to the Delegator in order to report the Type 1/2 delegation action
results in HIP NOTIFICATION parameter(s).

Mandated Ac-
tion Request

The Delegate sends to correspondent node(s) of Delegator. In case of Type 1 Delegation
Service HIP and/or IPsec associations will be created by theDelegate and transferred to
the Delegator. In case of Type 2 Delegation Service, new HIP and/or IPsec states are
created on behalf of the Delegator by the Delegate and/or traffic mapping rules will be
updated. HIP NOTIFICATION parameters are used to transfer the required information
such as supported IPsec SPI values of the Delegator, global locator(s) of the Delegator,
list of supported HIP and IPsec transforms, traffic mapping rules, Delegator peer list,
configuration and service registration parameters, etc.

Mandated Ac-
tion Response

3rd party node(s) send to the Delegate in order to report Type 1/2mandated action results
in HIP NOTIFICATION parameter(s).

Context Trans-
fer Data (CTD)

Sent by the Delegate to Delegator, and includes feature data(i.e., HIP and IPsec context
data).

Context Trans-
fer Data Reply
(CTDR)

Sent by Delegator to Delegate, indicating success or failure of context transfer.
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denotes the length of the rekeying period between HIP-enabled hosts during the existence of
HIP host association and IPsec SA pair.TDEL is the lifetime of a signaling right delegation
authorization certificate set by a delegator. During inter-GW HOs, either the UE distributes
a new certificate or the previous GW delegates the UE’s signaling rights to the next GW. Let
denote with the symbolL the maximum allowed length of certificate-chain.

Figure 2 presents the number of active upper-layer sessions(Q(t)) between two HIP
peers as a function of time (t), and the behavior of SA periods.
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Figure 2: Behavior of SA periods over an M/G/∞ system of session periods.

The basic assumptions of our analysis are the following. Sessions above the IP-layer
are established between two hosts according to a Poisson process with rateλ. Y denotes
the inter arrival times of the sessions, which are exponentially distributed with parameterλ.
The session duration times, denoted byS, are generally distributed. The number of active
sessions at timet is denoted byQ(t). The busy periods are defined as the periods when
Q(t) > 0. X stands for the length of busy period.̌Y and Ŷ denote idle periods with the
following restrictions. In case of̌Y the idle period is shorter than a constant parameterT ,
while in case ofŶ it is longer than a constant parameterT . T is the length of the unused
association lifetime (same asTUAL ). G denotes the SA period, whileG indicates the period
where there is no SA pair established between two nodes.

Figure 2 illustrates the behavior of SA periods. An SA periodis composed of a random
number of busy-idle period pairs (X + Y̌ ), as long as the last busy period is not followed by
an idle period longer thanT , i.e., Ŷ . G finishesT time after the end of the last busy period
X. Let p be the probability thatY < T . p can be calculated as

p =1− FY (T ) = F Y (T ) = e−λT . (1)

BEX procedure is triggered at the initiation of SA period.λ̂ denotes the mean rate of BEX
procedures and1/λ̂ is the mean time between BEX procedures of a pair of hosts.

4.1.3 Cumulative distribution function and moments of SA periods and BEX rate be-
tween two HIP-enabled hosts

Next, I give the cumulative distribution function (CDF) of the SA period (G) both in Laplace
and time domain and present numerical methods for computingFG(t) andfG(t).
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Using the notations given before the probability of havingj + 1 cycles of busy-idle
periods inG is p(1− p)j. G can be characterized as

G =





X + T, with probability p,
X + Y̌ +X + T, with probability p(1− p),

...
...

i(X + Y̌ ) +X + T, with probabilityp(1− p)i,
...

...

(2)

Alternatively, we can utilize the fact that the process renews at each starting point of busy
and idle period. IfY > T after the first busy period (X1) of G, then the SA period finishes
after timeT . However, ifY < T , then the underlying session establishment process renews
and the remaining time ofG has the same distribution asG.

G =X +

{
T, with probability p,
Y̌ +G, with probability1− p.

(3)

LetZ denote the second term on the right hand side of (3), i.e.,

Z =

{
T, with probability p,
Y̌ +G, with probability1− p.

(4)

E(Z) andE(Z2) can be written as

E(Z) =pE(T ) + (1− p)(E(Y̌ ) + E(G)) (5)

and

E(Z2) =pE(T 2) + (1− p)(E(Y̌ 2) + E(G)2 + 2E(Y̌ )E(G)). (6)

Thesis 1.2 [J3] Assuming that the number of sessions between two HIP-enabled hosts can
be described with an M/G/∞-type queuing service, with session establishment rateλ, gen-
erally distributed session holding time and unused association lifetime parameterT , the
Laplace transform (LT) ofG satisfies

G∗(s) =
pX∗(s)T ∗(s)

1− (1− p)X∗(s)Y̌ ∗(s)
. (7)

The complementary CDF (CCDF) of SA period (G) is

FG(x) =FX(x− T )−

∫ x−T

z=0

∫ T

y=0

λeλyFG(x− z − y)dydFX(z). (8)

The Proofs of (7) and (8) are described in Section 2.3.4 of thedissertation (see Proofs of
Theorems 2.3.2 and 2.3.3).

Knowing thatFG(x) = 1, if x ≤ 0, the CDF and PDF ofG can be calculated numerically
based on (8) using Algorithms A.3 and A.4, which are detailedin the dissertation. Starting
from x = 0, increasingx with step-size∆t, Algorithm A.3 computes recursively the value
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(a) CDF (b) PDF

Figure 3: The CDF and PDF of the SA period withλ = 2 µ = 1, T = 1, and∆t = 0.005.

of FG(x). As∆t tends to0, the result is longer to compute and more accurate. The time and
memory requirement of the calculation is proportional withx/∆t.

Figure 3 illustrates the CDF and PDF ofG with parametersλ = 2 µ = 1, T = 1, and
∆t = 0.005. �

From the Laplace domain description in (7) any moment ofG can be calculated using the
moment generation rule over the Laplace transform of the CDF.For computing the first and
second moments ofG we need the first and second moments ofT , X andY̌ . The variance
of the SA period can be calculated fromV ar(G) = E(G2)− E(G)2.

Corollary Assuming that the number of sessions between two HIP-enabled hosts is an
M/G/∞ process and the UAL is set toT , the first moment ofG is

E(G) =T +
E(X)

p
+

(1− p)E(Y̌ )

p
. (9)

The second moment ofG is

E(G2) =E(X2) + E(Z2) + 2E(X)E(Z), (10)

whereZ, E(Z) andE(Z2) are defined in (4), (5) and (6).

The expressions with general session time distributions are obtained by substituting (A.18)
and (A.19) into (9) and (10), but are too cumbersome to present here, but using symbolic
mathematical tools these can be easily expressed.

Corollary In the special case of exponentially distributed session times with parameterµ,
the first moment of SA period can be calculated as

E(G) =
eλ(T+ 1

µ
) − 1

λ
, (11)
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and the second moment of the SA period is

E(G2) =−
2

λ2

(
e

λ(Tµ+1)
µ Tλ+ e

λ(Tµ+2)
µ − e

2λ(Tµ+1)
µ −

− e
λ(Tµ+2)

µ λ

∫
∞

t=0

tλe
λeµt−µ2t−λ

µ dt

)
. (12)

Thesis 1.3 [J3] The BEX rate between pairs of HIP endhosts is

λ̂ =e−λE(S)e−λ·Tλ, (13)

where sessions above the IP-layer are established between two hosts according to a Poisson
process with rateλ, the session duration is generally distributed with meanE(S), andT is
the unused association lifetime.

The proof of this thesis can be found in the dissertation in Section 2.3.5 (see the Proof of
Theorem 2.3.4). �

4.1.4 Network model

Figure 4 illustrates my network model and parameters. To keep simple the analytic descrip-
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UE
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γ : mobility rate
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Figure 4: Network model.

tion of the signaling behavior, I made simple assumptions regarding the attachment, session
establishment and mobility behavior of the UEs, without entering too much into the details
of their relations. UEs form a very large population of sizeN . An UE attaches to the net-
work with rateα and remains attached for a generally distributed time with mean1/ω. The
number of attached UEs is not limited. Hence the number of attached UEs is described by
an M/G/∞ queue. The mean number of attached users isNUE = Nα

ω
and the mean number
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of destination peers of a UE isNUE − 1. The UEs are uniformly distributed in the access
networks (ANs). There areM GWs, hence each GW provides access toNUE

M
UEs on average.

The number of data sessions between an UE and all the other attached UEs is assumed to
be an M/G/∞ process, which means that data sessions are established according to a Poisson
process with rateλ, the session duration is generally distributed with meanE(S) = 1/µ and
the mean number of sessions in the network initiated by a UE isNSE =

λ
µ
.

With respect to the mobility of UEs I assume that a UE is associated with GWs one
after the other for exponentially distributed periods withparameterγ. Consequently, the end
of the visit time at thekth GW (Vk) is the sum ofk independent exponentially distributed
random variables, hence the LT ofVk is V ∗

k (s) = ( γ
s+γ

)k.

Corollary The session establishment rates between a pair of UEs (denoted byλA), between
an UE and its access GW (λB) and between a pair of GWs (λC) can be calculated as

λA =
2λ

NUE − 1
, (14)

λB =2λ, (15)

λC =
2NUEλ

M2
. (16)

Next, λ̂A, λ̂B, λ̂C andE(GA), E(GB), E(GC) denote the BEX rates and the mean lengths
of the SA period between the node pairs defined in Corollary 4.1.4.

The relation of the session arrival rate, the mean length of the SA period and the BEX
rate is characterized by

1/λ̂i =E(Gi) + E(Gi) = E(Gi) + 1/λi, (17)

which is depicted in Figure 2 without subscripts. Due to the Poisson session arrival with rate
λi the mean time between consecutive SA periods isE(Gi) = 1/λi.

4.1.5 HIP update procedure rates in E-E HIP and UFA HIP architecture

Thesis 1.4 [J3] Using the notations in Section 4.1.2 and network model inSection 4.1.4 I
calculated the mean rate of different update procedures in E-E and UFA HIP architecture.

The results include the mean rates of

• update procedures between GWs due to session establishments(SE) between UEs in
UFA HIP (replacing BEX procedures), denoted byλSE,U,

• SA rekeying procedures, denoted byλRK,

• RVS update procedures, denoted byλRV

• signaling right delegation (DR) update procedures for different cases, denoted byνA,
νB, νC
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The proofs of the analytic expressions are described in Section 2.3.6 of the dissertation.
The exact location of the proof is indicated after the equations using the notation ’(see Proof
of Theorem/Corollary/Lemma X.Y)’.

In UFA HIP, BEX or UPDATEw/CERT (UPDATE procedure with CERT parameter(s))
is triggered between the GWs of a pair of UEs by session establishments, as long as there
is no HA between the UEs. A practically important performance measure is the rate of
these procedures. The BEX rate between a pair of GWs due to SE is denoted bŷλC . Its
relation to the session arrival rate and the mean length of the SA period is characterized
by (17). It can be calculated with (13) usingλC , µ andT as input parameters. Assuming
an M/G/∞-type session establishment process between UEs in a synthetic network model
described in Section 4.1.4, the UPDATEw/CERT rate between a pair of GWs due to session
establishments in UFA HIP is

λSE,U =
NUE(NUE − 1)

M2
λ̂A − λ̂C (18)

(see Proof of Theorem 2.3.8).

Rekeying (RK) procedures are triggered
⌊

G
TKEY

⌋
− 1 times during an SA period. Given

the CCDF of SA periods between two HIP-enabled hosts (in Thesis1.2), the mean rekeying
rate is

λRK =λ̂
∞∑

i=1

FG(iTKEY ) (19)

(see Proof of Theorem 2.3.9).
In E-E HIP, the mean rate of UPDATE procedures under the RV function for an UE can

be calculated as

λRV,E-E =1 +
∞∑

i=1

F V1(iTRVS)γ (20)

(see Proof of Corollary 2.3.10).
In UFA HIP, the mean rate of UPDATEw/CERT procedures under theRV function for a

GW is

λRV,UFA =
γ

M
·
NUE

M
+

1

TRVS
(21)

(see Proof of Lemma 2.3.11).
The DR control functions cause the following update procedures in UFA HIP. There are

three different cases for signaling delegation illustrated by Figure 5. In case A, the source
GW propagates signaling rights to the target GW. In this casethe source GW generates a
new certificate, which extends the signaling delegation chain of the UE. In case B the UE re-
delegates signaling rights because the delegation certificate-chain has reached its maximum
length (L) at the source GW. In this case the UE creates a new certificatefor the target GW
and the old delegation chain becomes invalid. Both cases happen at inter-GW handovers.
There is a third case, case C, that is independent of handovers. In this case the UE re-
delegates rights to its serving GW by generating and sendinga new authorization certificate.
This event occurs when the lifetime of the initial authorization by the UE,TDEL, has expired.
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Figure 5: Calculation model of the mean rate of update procedures with delegation.

A practically important performance measure is the rate at which an UE generates new
signaling delegation certificate. This happens in case of events B and C and we denote their
rates byνB andνC . Considering a UE, in UFA HIP, the mean rates of events where the UE
re-delegates a new certificate due to the fact that the maximum delegation chain length had
been reached (i.e., case B) or due to the expiration of delegation lifetime (TDEL) (i.e., case C)
are

νB =
F VL

(TDEL)

E(ξ)
and (22)

νC =
FVL

(TDEL)

E(ξ)
, (23)

respectively, (see Proof of Corollary 2.3.12).
The period between consecutive certificate generation by anUE is denoted byξ. Con-

sidering a UE, in UFA HIP, the mean rate of events where the previous GW propagates the
UE’s signaling delegation right to the next GW during HO (i.e., case A) is

νA =E(NA)/E(ξ). (24)

The mean number of events A in periodsξ can be calculated as

E(NA) =(L− 1)F VL−1
(TDEL) +

L−2∑

k=1

k

∫ TDEL

x=0

e−γ(TDEL−x)fVk
(x)dx (25)

(see Proof of Theorem 2.3.13). �

4.1.6 Mean length of certificate chains in update procedures with CERT parameter

Thesis 1.5 [J3] I calculated the average length of delegation certificate-chains under the
conditions of my network model in Section 4.1.4 for the following cases:

• the average length of certificate-chain sent from the sourceGW to the target GW in
the UPDATEw/CERT procedure in the second phase of the HO for thedelegation
of signaling rights of the UE to the target GW (average calculated over the specific
messages), and
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• the average length of certificate-chain that a delegate GW conveys in mandated update
procedures (average calculated over time).

The proofs of the analytic expressions are described in Section 2.3.7 of the dissertation.
Under the conditions of Section 4.1.4 with respect to the mobility behavior of the UEs,

the probability of havingk certificates in the certificate-chain, which is sent from thesource
GW to the target GW in the UPDATEw/CERT procedure in the secondphase of the HO for
the delegation of signaling rights of the UE to the target GW is

Pr{k cert.} =





FVL
(TDEL)

∑L
l=1 FVl

(TDEL)
, if k = 1,

FVk−1
(TDEL)

∑L
l=1 FVl

(TDEL)
, if k = 2..L,

(26)

and
∑L

k=1 kPr{k cert.} gives the average length of certificate-chain. (See Proof ofTheo-
rem 2.3.14.)

In UFA HIP, a GW conveys the delegation certificate together with public key signa-
tures, when acting in the name of UE. The length of the delegation certificate-chain is an
important parameter, which has influence on the number and length of update messages in
mandated update procedures. LetE(Ncerts) denote the mean certificate-chain length of a UE
at a delegate GW over time andAi (i = 1..L) the lifetimes of certificate-chains with length
i. The average length of certificate-chain that a delegate GW conveys in mandated update
procedures can be calculated as

E(Ncerts) =
L∑

i=1

i ·
E(Ai)∑L
j=1 E(Aj)

(27)

(see Proof of Theorem 2.3.15). �

4.1.7 Stationary number of host and security associations in the UE, GW and RVS in
E-E and UFA HIP architecture

Thesis 1.6 [J3] I calculated the stationary number of host and securityassociations in the
UE, GW and RVS in E-E and UFA HIP architecture under the conditions of my network
model introduced in Section 4.1.4. These metrics are suitable descriptors for the memory
consumption of HIP and IPsec services.

The proofs are described in Section 2.3.8 of the dissertation.
Let Ci,j andDi,j denote the mean number of HA and SA database entries in a network

element, respectively, such thati = 1, 2, 3 stands for UE, RVS, GW andj = 1, 2 stands for
E-E and UFA HIP, respectively.

In E-E HIP,

C1,1 = (NUE − 1)λ̂AE(GA) and D1,1 = 2C1,1.

In UFA HIP, C1,2 = C1,1, i.e., the number of HAs equals to that of the E-E HIP due to the
same traffic demands. However, only one SA pair is required from the UE to the serving
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GW. This SA pair is kept active while the considered UE establish sessions with a peer UE.
Therefore,

D1,2 =2λ̂BE(GB).

In E-E HIP every UE has HA with the RVS, henceC2,1 = NUE andD2,1 = 2C2,1. In case
of UFA HIP, the GWs establish HAs with the RVS as well. Therefore,C2,2 = NUE + M .
However, only the GWs establish SA pairs with the RVS, henceD2,2 = 2M .

In UFA HIP, on the GW side, the SA entries include the SA pairs maintained together
with the UEs in the AN, with the GWs in the TN and with the RVS. Therefore,

D3,2 =
NUEs

M
2λ̂BE(GB) + (M − 1)2λ̂CE(GC) + 2.

On the other hand the HAs include one HA for each SA pair and onefor each pair of dele-
gated UEs and their peers. Hence

C3,2 =
D3,2

2
+

NUE

M
(NUE − 1)λ̂AE(GA).

�

4.1.8 Analysis of the Performance Overhead of HIP signalingScheme in case of E-E
HIP and UFA HIP

Thesis 1.7 [J2] I compared the performances of E-E HIP and UFA HIP architectures using
my analytical model given in Theses 1.2–1.6. In the analysis, the performance costs of
different signaling procedures in terms of number and size of messages and CPU time are
derived from real testbed-based measurements. The resultsshow that in the investigated
scenarios delegation of signaling rights leads to better utilization of resources at the UE, AN
and RVS, but has a higher impact on the distributed GWs and thecore transport network.
My model can provide guidance on the optimal setting of maximum certificate-chain length
in delegation-based HIP, the distribution level of GWs and HIP parameters.

Four scenarios have been defined. Table 2 shows the input parameters of the scenarios. The
details of the scenarios are described in Section 2.4.1 of the dissertation.

The results of Thesis 1.7 are summarized in Section 2.4.2 of the dissertation. The main
results are the following:

1. UFA HIP proved to come up to the expectations regarding thereduction of overheads
due to signaling delegation. It performs better than E-E HIPat the UE, AN and RVS,
but performs similarly or worse in the core transport network and GW. Table 3 shows
the achieved average resource utilization gains at different parts of the networks, i.e.,
the UE, RVS, all ANs and all core transport network.

2. We are now able to see the consequences of the introductionof signaling delega-
tion service in HIP. Regarding the influence of maximum delegation chain length,
the greater is the value ofL, slightly higher is the utilization of the network in all
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Table 2: Input parameters for the scenarios.
Scenario 1 Scenario 2 Scenario 3 Scenario 4
Low mobility High mobility High lifetimes Low lifetimes

γ mobility rate of a UE M/1E06 min−1 M/1E05 min−1 M/1E06 min−1 M/1E06 min−1

TUAL unused association lifetime 15 min 15 min 1 day 0 sec
TKEY rekeying lifetime 6h 6h 1 week 1h
TDEL delegation lifetime 1h 1h 1 day 15 min
N number of users 1E06
M number of GWs 1E04
α attachment rate of a UE 1 day−1

ω detachment rate of a UE 1 day−1

λ session establishment rate of a UE 1/10 min−1

µ session duration rate 1/30 min−1

TRVS RVS registration lifetime 1 hour
TDELgw delegation lifetime bw. GWs 1 week
L maximum length of delegation-chain 3

Table 3: Gains of UFA HIP compared to E-E HIP.
Scen. 1 Scen. 2 Scen. 3 Scen. 4

Low mobility High mobility High lifetimes Low lifetimes
CPU utilization at the UE 62% 71% 67% 47%
CPU utilization at the RVS 74% 15% 58% 91%
signaling data rate in the ANs 59% 56% 64% 50%
signaling data rate in the core transport −62% −350% −74% −32%

parts. Consequently, assuming 1024-bit RSA-based signalingdelegation certificates,
1260 byte MTU (minimum requirement) and the application of fragmentation method
recommended for HIP CERT fields , the best performance can be achieved if the UE
re-delegates the right at each handover to the GW, i.e., setL = 1.

Figure 6 illustrates the mean CPU loads at the UE and the GW and the mean signaling
data rates in the access network and core transport network in case of the high mobility
scenario (Scenario 2).

3. For the determination of the distribution level of the architecture, the designers should
consider the impact of the number of GWs on the HIP signaling load in core transport
network segments and at the GWs. The load of the core transportnetwork depends
on the distribution level of the network, mobility rate of the UEs. Depending on the
average mobility rate, if the number of UEs per GW is above[1000, 10000], then it may
perform the same or better than E-E HIP architecture. However, when the network is
too flat, i.e., GWs are too much distributed, and there are[10, 100] UEs served by one
GW, the load of the core transport network in UFA HIP may grow from five to seven
fold of that of E-E HIP.

4. The results include guidance on the setting of protocol parameters for both architecture
types in order to keep low the signaling overhead.

• According to the CDF of SA period the minimum value of SA periodis TUAL .

• The lowerTUAL is the less SAs and HAs should be stored in the HIP peers. In my
scenarios, forTUAL = 1E+04 sec, the number of SA or HA database entries is
∼ 100 at the UE in both UFA-HIP and E-E HIP, and∼ 1E+04 at the GW in case
of UFA HIP. TUAL seems to have low impact on the load of network elements
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(a) CPU load in the UE. (b) CPU load in the GW.

(c) signaling data rate in the AN. (d) signaling data rate in the core transport.

Figure 6: Resource utilization in function of the maximum length of delegation chain (L)
andTDEL in the high mobility scenario.

and network segments.TKEY should not be set to too low values, particularly
below 3 hours, because it highly increases the load in the RVS and different
network segments. However, UFA HIP is much less influenced bylow TKEY

values than E-E HIP architecture with respect to the load of RVS and the core
transport network.

• TRVS must be set carefully in case of E-E HIP, not lower than a certain value. Us-
ing my input parameters, it should not be set lower than2-3 hours or5000-10000
seconds due to high load in the RVS, ANs and core transport network. UFA HIP
architecture is much less sensitive to lowTRVS values. Another interesting state-
ment is that for HIP host associations toward RVS, there is nosense to haveTUAL



4 NEW RESULTS 22

because no user data is transmitted in that direction.

• In UFA HIP,TDEL should not be set to too low values (i.e., below15 min in case of
my scenarios). It would increase too much the load at the UE, GW and ANs. On
the other hand, too high values ofTDEL would be enablers for the development
of longer certificate chains, that brings its negative effect at the core transport
network and the RVS. The load of RVS does not depend too much onTDEL. It
is slightly increased only in case of high mobility scenarioand ifTDEL andL are
set to high values. The same can be stated for the core transport network.

�

4.2 Performance evaluation of security services protecting signaling in
mobile networks

Thesisgroup 2: In this thesisgroup I propose an analytical model that characterizes in gen-
eral the overheads imposed by IPsec and IKEv2 EAP-TLS in protecting MIPv6 sig-
naling. Using my model I compare the performance overheads of different security
policies and ciphersuites proposed by recommendations. The results show that within
the set of security settings an important factor influencingthe performance costs is the
type of authentication method in case of dynamic SA establishment. A disadvantage of
my model is that it is not able to capture various details of real implementations and
the calculations require cumbersome analysis of the procedures. Therefore, for ob-
taining more precise results with less calculations, I construct a measurement frame-
work based on a real 3G testbed and partially emulated network segments aiming at
evaluating a wide range of mobility service authorization (MSA) and access service
authorization (ASA)scenarios. Using the validation environment I determine the per-
formance costs of many HIP and IKEv2-based authentication methods. The results
can be useful, e.g., in the design of TS services and node or network dimensioning.

4.2.1 The influence of security policy and ciphersuite selection on the performance
overheads of signaling in MIPv6-based mobility scenarios

Thesis 2.1 [S1, C7, C8] Using the BCMP theorem [16] I elaborated a detailed analytical
model, which characterizes generally in arbitrary environment the overheads imposed by
IPsec in protecting MIPv6 signaling and IKEv2 EAP-TLS with Diameter server for different
security policies and ciphersuites. By applying my model I compared the performance cost
of three different protection policies and ten different cipher suites, and drew conclusions
regarding the selection of security configurations.

By setting the average capacities of different network segments and nodes, the average pro-
cessing requirements of different cryptographic functions, the parameters of mobility model,
my model calculates the average utilization and delays of handover execution and reauthen-
tication at different nodes and network segments.

The available recommendations for the protection of MIPv6 signaling between a mobile
node (MN) and a home agent (HA) with IPsec suggest a wide rangeof configurations [15].
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I have analyzed two main policies that are different in granularity and ten different algo-
rithm selection possibilities for each of them. It influences both the overheads of IPsec and
IKEv2. The policy having the coarsest granularity is referred to as Policy 1. It specifies that
all MIPv6 signaling traffic should be protected by encapsulating security payload (ESP) in
tunnel mode with a non-null encryption and data origin authentication algorithm. The sec-
ond policy, referred to as Policy 2, has a finer granularity. It specifies that the binding update
and binding acknowledgement messages should be protected by ESP in transport mode with
a non-null authentication algorithm. The home test init andhome test messages should be
protected in the same way as in Policy 1. The other signaling messages related to MIPv6 are
not considered in this analysis, since they are not triggered by every movement of the MN.
At the algorithm selection level, I consider five types of encryption algorithms, i.e., DES,
3DES, AES with 128 bit key (AES128), AES192, and AES256, and two HMAC algorithms,
i.e., HMAC with MD5 and HMAC with SHA-1. They are used for the protection of IKE
SAs and IPsec SAs as well. Both Policy 1 and Policy 2 can be configured with any of the
encryption and HMAC algorithms. In case of Policy 2 one CREATE_CHILD_SA block per
IKEv2 reauthentication is needed, while in Policy 1 that is not needed. As a reference for the
calculations of performance overheads, I also consider a policy, referred to as Policy 3, that
does not apply any protection at all. In that case I only calculate with the network overhead
of unprotected MIPv6 signaling.

The details of the model are described in Section 3.2.2 of thedissertation, including the
definition of the queuing network model based on the reference scenarios and the introduc-
tion of two mobility scenarios.

The main results of the analysis are the following in case of static IPsec configurations:

• Significant differences in the utilization of the HA betweenthe studied security con-
figurations could only be seen in case of the car mobility scenario. In this case it might
be important to carefully tune the security configuration tomeet both the performance
and security requirements of the system. In the pedestrian mobility scenario, the most
secure configuration also provided similar performance andwould be the natural se-
lection. In both scenarios, the overall mean response time for a mobility process was
small also for the most secure configuration.

• Both mobility scenarios result in similar overall mean response time for a mobility pro-
cess. None of the queueing network nodes (MN, HA, access networks, inter-network
delays) are heavily utilized, and network latencies cause the dominating part in the
response time. Therefore when an application is sensitive to the service-interruption
time caused by reactive MIPv6 handovers, rather the influence of security policies
should be considered, since they influence the signaling message sizes. Cipher suite
selection has no considerable effect on the service-interruption time in the investigated
scenarios.

• I showed that at which mobility rates and number of users the utilization of the HA
reaches100%. Policy 2 is more lightweight than Policy 1, and among the considered
cipher suites AES128 w/ MD5 allows the most users or the highest mobility rate before
reaching full utilization.
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• I analyzed the impact of the processing speed of the MN and theaccess network on
the MIPv6 handover execution latency. A network component or segment becomes
dominating in the latency when its utilization reaches a given constraint, e.g.,95%.
When there are differences between the message sizes or processing requirements of
the different security configurations at this network segment, it is worthwhile to think
about designing a security service that provides an appropriate trade-off between secu-
rity and performance. Otherwise, the most secure security configuration also provides
similar performance and should be selected.

The application of IKEv2 EAP-TLS for mobile service authorization and dynamic IPsec SA
negotiation results in additional overhead at the different parts of the network.

• The change from a static IPsec configuration between the HA and the MN to a dynamic
IPsec management drastically decreases the number of supported users for reasonable
IKEv2 reauthentication rates. In previous scenarios, assuming static IPsec configura-
tion with the most resource-demanding setting,105 users and1/30 [sec−1] HO rate per
user, the utilization of HA resulted in roughly70%. In Table 4 I provided for some typ-
ical IKEv2 reauthentication lifetime intervals [21] the number of users, which would
cause full utilization at the HA by the IKEv2 reauthentication flows.

• I analyzed the impact of the processing speed of the MN and theaccess network on
the overall mean response time of the IKEv2 reauthentication process. I assumed100
users in this analysis. The IKEv2 reauthentication lifetime was fixed to five minutes
to ensure that the HA and AAA server could not become bottlenecks. I showed that
MN and UMTS UL/DL speeds should go below100 MIPS and10 kbps, respectively,
to significantly influence the response time.

Table 4: Number of users to reach full utilization of the HA
Lifetimes 5 min 30 min 1 h 4 h 8 h
♯ of users 328 1971 3942 15770 31539

�

4.2.2 Performance evaluation of IKEv2 and HIP-based authentication methods

It can be seen from the previous analysis that an analytic model can explain differences
between overheads, however due to the requirements for verydetailed inputs, such as the
determination of processing requirements of cryptographic functions, step-by-step defini-
tion of jobchains of the signaling procedures, it is cumbersome to quickly obtain results.
Therefore, my objective was to find a quicker and simpler method for the evaluation of per-
formance costs of authentication techniques. In case of simulation-based evaluation even
more development time would be required and the accuracy of the results would be similar
to the analysis. Since the implementations of authentication techniques were available due
to smaller developments, I choose the direction of measurement-based evaluation.

The advantage of real measurements is the ability of obtaining more accurate results, be-
cause it measures the load of all processes, which typicallyare not counted into the jobchains
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or are let out from simulations, but which are required in real implementations, such as
thread-management, logging, message-parsing. The disadvantage of real measurements is
that the results are valid in the given validation environment. However, by the application
of network emulators we can create almost arbitrary networkenvironment, and mitigate this
problem.

Thesis 2.2 [J9, J5, C6, C5, C1] I elaborated a validation framework for the comparison of
a wide range of IP mobility service authorization (MSA) and access service authorization
(ASA) use cases on a common platform over Wi-Fi, UMTS, HSDPA and emulated bandwidth-
limited access networks. I performed extensive comparativemeasurements of the perfor-
mance overheads of a wide variety of IKEv2- and HIP-based authentication methods, and I
determined their CPU processing requirements, message numbers and sizes, and–in certain
cases–the memory requirements of the methods.

The results can be used to estimate performance indicators in different network environ-
ments. It can be useful, e.g., in the design of dynamic security services, in the suitability
analysis of authentication methods or in node and network dimensioning problems.

The measurements cover two problem areas, described in details in Section 3.3.1 of the
dissertation:

ASA and MSA scenarios with IKEv2-based methods Part of the validation scenarios rep-
resent situations where the initiator get access through a RAN close to its network ac-
cess service authorizer, i.e., the AAA server. In another part the UE is distant from the
responder, i.e., the authenticator or enforcement point providing ASA or MSA. In an-
other part of the validation scenarios the distance betweenthe responder and the AAA
server is larger, emulating situations where the initiatorgets network access in a visited
network far from its access/mobility service authorizer. The considered authentication
schemes were PSK, EAP-MD5, EAP-SIM, EAP-TLS, EAP-PEAP withMSCHAPv2,
EAP-TTLS with MD5. For TTLS, TLS and PEAP I also consider two subtypes, which
differ in the certification chain lengths used for the user and AAA server, in order to
investigate their influence.

ASA scenarios with HIP and IKEv2-based methods in future distributed EPC One of my
objectives was to investigate the preferred EPC network distribution level for the
schemes when the authentication latency is minimal. Therefore I introduced flat, dis-
tributed and centralized EPC scenarios. The other main objective was to analyze the
performance gains of DEX-AKA over the currently used IKEv2 EAP-AKA method in
untrusted non-3GPP access networks. The set of considered methods were HIP BEX,
DEX, DEX-AKA and IKEv2 EAP-AKA using real Huawei HSS in the backend, fur-
thermore IKEv2 PSK and EAP-TLS.

The measurement results are summarized in Section 3.3.2 of the dissertation. The main
performance measurement results are the following.

• Supporting existing performance results in the literature, but realizing the measure-
ments over a more comprehensive set of scenarios, the evaluated alternatives can now
be exactly compared with each other in terms of CPU and memory requirements, mes-
sage sizes and numbers, in relative terms.
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• The results can be used to estimate the authentication latency or other performance
indicators such as utilization, mean waiting time) in general, under the condition that
the nodes have similar processor architectures to the ones in the validation environment
and someone knows the characteristics of network segments and the frequency of the
CPUs of the UEs, GWs and AAA servers.

• Based on the second evaluation, the authentication methods applicable in large-scale
environment cause the lowest authentication delay in the distributed EPC scenario,
closely followed by the flat one, and the worse scenario is thecentralized one.

• The results show that DEX and DEX-AKA highly reduce the performance costs com-
pared to currently deployed methods in 3GPP, hence are preferable authentication
methods for reduced-functionality devices in Low-Rate WPANs, or in M2M scenarios.

�

4.3 Suitability analysis of signaling Schemes in Mobile Networks

Thesisgroup 3: In this thesisgroup I propose a new formalized decision method, mMAHP,
for the design of tunable security services. The use of the proposed decision method is
illustrated through an IKEv2 authentication method selection problem. Then, I extend
the mMAHP method for application in two other problem areas: suitability analysis
of signaling schemes for the UFA, and suitability analysis of existing and emerging
authentication techniques in future distributed 3GPP networks.

4.3.1 Tunable security services

I surveyed state-of-the-art tunable security services deployed in the application- [22], transport-
[23], network- [24] and data link layers [25]. Based on that, Ielaborated a generic framework
to characterize the main factors of these services [S2, C9], and I gave guidance on the design
of TS services [J10, C10, C11, M1]. The key characteristics of TS services are the set of
security configurations, the set of application and environmental descriptors, tuning process
(who the tuner is and the set of tuner preferences), and the TSfunction or decision process,
as described in Section 4.1.1 of the dissertation. Part of the surveyed services have been
summarized in Section 4.1.1.1 of the dissertation.

Thesis 3.1 [C2, J10, S2] I created a new method called modified Multiplicative Analytic Hi-
erarchy Process (mMAHP) for the design of tunable security services under multiple criteria.
I have adapted the performance category assignment and ranking aggregation functions of
MAHP [8] method enabling the automatic rejection of alternatives that perform outside giv-
en hard constraints. My model is free of rank reversal problem and enables an efficient
control of the fulfillment of the requirements of decision makers and tuners.

Compared to the AHP-based decision method of Hager [12] and Johnson [26, 27], the pref-
erences for alternatives under a given context are not fixed,but freely vary based on the
performance of the alternatives. The criteria weights are set by the decision makers and may
be tuned by the tuners instead of letting them vary based on the context-levels. The details of
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Figure 7: Terminal scores of the authentication methods forvarying client CPU frequencies.

the mMAHP method are described in Section 4.2.2 of the dissertation. Performance, securi-
ty and other indicators of alternatives are first mapped to grades representing the preferences
of decision makers related to the values of indicators. Thisphase enables the consideration
of requirements and the fulfillment of constraints in terms of performance metrics, security
metrics and other key performance indicators and results inranking per criteria. In the rank
aggregation phase the weights of the criteria must be given by the decision maker to express
the preferences among different criteria.

I demonstrated the operation of the method on the example of context-aware IKEv2 au-
thentication method selection in Wi-Wi and UMTS access networks. The service takes into
account the minimum authentication requirements for the user and the network, the trade-off
between performance and security, the usability of the methods in terms of service interrup-
tion delay induced by authentication delays, and the energyconsumed by the application at
the user side, indicated by the CPU utilization time. The environment is heterogeneous in
terms of access networks and the computational capacities of devices.

Five authentication methods were assumed in the set of security configurations, i.e., pre-
shared key, EAP-MD5, EAP-SIM, PEAP with MSCHAPv2, EAP-TLS. The estimation of
the CPU utilization time at the UE and authentication delay were based on the computa-
tional and network overheads of the methods obtained in Thesis 2.2. It also required the
CPU capacities of the UEs and the throughput and one-way delayparameters of the network
scenarios, which could be provided by network monitoring services or cost maps.

The results show that depending on the environment and tunerpreferences, the preferred
configuration can be different. E.g, assuming that the network authentication is optional,
EAP-SIM are EAP-TLS competing for being the most preferred methods as the CPU speed
of the MN varies, illustrated in Figure 7. Furthermore, certain configurations will never be
selected under these criteria in any environment characterized by access network and CPU
capacity of the mobile node, and under any tuner preferencescharacterized by the trade-off
between security and performance and the usability of the service. These alternatives must
be rejected. �
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4.3.2 Evaluation of Signaling Schemes for the Ultra Flat Architecture

Thesis 3.2 [J7, C3] I extended the mMAHP method for thesuitability analysis of signaling
schemes for Ultra Flat Architecture. I introduced a network model and evaluation criteria
in terms of performance, security, deployment and support of non-SIP applications, and
criteria weights by taking into consideration the opinion ofmultiple decision makers and
mobile operator requirements. I assigned key performance indicator to each criterion, and
defined the grade assignment functions. By the application of my method I investigated
the adequacy of four different alternatives, i.e., SIP, MIP, PMIP and HIP-based signaling
schemes, for usage in the control plane of UFA, and provided guidance on their selection.

The details of the evaluation are described in Section 4.3 ofthe dissertation.
The suitability analysis have been performed in two phases.I considered SIP-, MIP-, and

HIP-based schemes in the first phase [C3], and PMIP-based scheme and the final version of
UFA HIP scheme in the second phase [J7, M2].

In the second phase three application scenarios were defined, i.e., (i) establishment and
handing off non-SIP sessions, (ii) establishment and handing off SIP sessions in the same
way as non-SIP sessions (called SIP HO, option 1), and (iii) establishment and handing off
SIP applications with reduced HO execution delay (named SIPHO, option 2).

Under my assumptions on criteria weights, network model parameters, the HIP-based al-
ternative got slightly better scores than the PMIP-based scheme, but both signaling schemes
fulfilled my criteria. HIP is better than PMIP in scenarios (i) and (iii) because of its higher
DoS resistance. With respect to deployment criteria, the HIP-based alternative requires one
less module in the control plane of the MN and the UFA GW.

In scenario (ii) both HIP and PMIP-based were rejected, because they induced higher
than 250 ms real-time service interruption delay for SIP sessions during HOs. Therefore, I
proposed a second option (SIP HO, Option 2) for the handover execution of real-time SIP
applications in both signaling schemes. SIP sessions may trigger SDP updates between the
MN and its peers and result in additional service interruption delay in such HOs where the
MN’s sessions must be downgraded in the new access network. The root of the problem
is that in case of SIP, Option 1 the SDP updates are initiated by the MN after the physi-
cal inter-UFA GW handover, in the handover completion phase, supplementing the service-
interruption delay. In case of SIP Option 2, the eventual SDPupdates are initiated by the
source UFA GW when the MN is still attached to the source UFA GW. Therefore, the even-
tual SDP updates increase the HO preparation delay instead of the service interruption time.
�

4.3.3 Suitability analysis of Current and Emerging Authentication Schemes for 3GPP
EPC

Thesis 3.3 [J6, J5] I extended the mMAHP method for thesuitability analysis of user au-
thentication methods in centralized, distributed and flat 3GPP EPC network scenarios. I
defined new evaluation criteria including performance, security, deployment and functional-
ity requirements, and defined the criteria weights based on the opinion of multiple decision
makers. Using the method I evaluated the suitability of six different authentication techniques
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for deployment in future 3GPP EPC environment, and providedguidance on the selection of
authentication techniques.

The details of the evaluation are described in Section 4.4 ofthe dissertation.
Regarding the scores achieved under re-authentication latency, we can see that DEX-

AKA, BEX, DEX and PSK methods enable the realization of seamless service continuity
for certain classes of guaranteed bit-rate service types. The overall ordering of the meth-
ods under performance criteria resulted in DEX≻ BEX ≻ DEX-AKA ≻ PSK≻ EAP-AKA
≻ EAP-TLS. The aggregated scores under the security criterion show the following order:
EAP-TLS≻ EAP-AKA ≻ BEX ≻ PSK≻ DEX-AKA ≻ DEX. DEX-AKA is only the fifth
due to the increase of the performance of the protocol at the expense of security. Under de-
ployment criteria IKEv2-based methods got greater scores because EAP-AKA and PSK are
supported in 3GPP networks. In terms of configuration cost, DEX, BEX and PSK methods
achieved zero score. They would require too much configuration effort in the UEs and GWs
due to distribution of pre-shared keys in case of PSK and access control lists in case of DEX
and BEX. The ranking of the methods under deployment and configuration criteria resulted
in the following ordering: EAP-AKA≻ EAP-TLS≻ DEX-AKA. Under the functionality
criteria, HIP-based methods perform somewhat better due totheir better multipath capability
feature.

The aggregated ranking showed that IKEv2 EAP-AKA is still the most preferred method
in case of HSDPA/UMTS access while DEX-AKA method seems to bethe most preferred
in case of Wi-Fi access. PSK, DEX and BEX methods got zero aggregated score because of
their rejection under deployment criteria. DEX-AKA got very good results due to its high
performance ranking, even if it was the 5th under security and 3rd under deployment criteria.

DEX-AKA seems to be a good choice for use cases where the deployment of HIP-
enabled UEs is feasible, i.e., deployment requirements would not imply automatic rejection
of the alternative. For applications in the field of M2M communication requiring the deploy-
ment of high number of sensors and controllers in the network, the performance constraints
of the devices, reduction of signaling overhead and supportof multi-access scenarios and
multipath information conveying and secure network accessand data protection may be of
much concern. �

4.4 The influence of ranking aggregation techniques on the odds of win-
ning

Thesisgroup 4: Multi-attribute decision making (MADM) provides approaches to handle
the complex question of ranking different alternatives under multiple criteria. MADM
methods have two main phases: normalization of key performance indicators and
ranking aggregation. In this thesisgroup, I demonstrate that the ranking aggrega-
tion phase has influence on the chances of selection of alternatives. Then, I propose
a method to cluster these techniques based on dissimilarities of rankings. The results
can be used to select the less computationally demanding technique from a preferred
cluster in the design phase of context-aware services that apply MADM.
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Thesis 4.1 [J1] I characterized MADM decision problems in a stochasticmanner and showed
in synthetic decision problem spaces that the ranking aggregation phase has influence on the
probabilities of winning of alternatives.

The details of the analysis are described in Section 5.3 of the dissertation.
The basic assumption is that in a specific decision problem wehave rough ideas about the

features of alternatives coming into question. In that case, we can characterize the possible
decision cases in a stochastic manner. Under the condition that the normalization functions
are specified by the decision makers, a sample space exists for the possible normalized scores
under all criteria. I assume that the normalized performance values fall in the interval[0, 1],
e.g., as a result of max-normalization. Using these assumptions I define different synthetic
decision problem spaces. Different scenarios can be considered with respect to the number
of alternatives, number of criteria and criteria weights, and the probabilities of events. Based
on that, we can calculate the probabilities of selection an alternative under different ranking
aggregation techniques, and search such scenarios where the differences between ranking
aggregation techniques come forward. �

Thesis 4.2 [J1] I created a new method for clustering ranking aggregation techniques based
on the similarities of their rankings. Using my method, we candetermine interchangeable
ranking aggregation techniques, and we can provide guidanceon decision engine selection
in case of MADM problems.

The method is described in Sections 5.4–5.6 of the dissertation and illustrated in Figure 8.
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Figure 8: Main steps of clustering ranking aggregation techniques.

Dissimilarities between the ranking aggregation techniques are not easy to express, be-
cause there are too many problem types to deal with, depending on the number of alter-
natives, number of criteria, criteria weight assignment, set of decision cases, normalization
function. Therefore, I applied statistical approach for the determination of dissimilarities. I
generated synthetic problem spaces with different number of alternatives and criteria, using
different criteria weight vectors for the comparison of thewinning indicators and ranking of
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alternatives in case of different ranking aggregation methods. I calculated measures of bi-
variate association between the ranking techniques, and based on those measures, I formed
clusters of similar methods using hierarchical clustering.

By applying my method to ten different ranking aggregation techniques, I showed that
with respect to the ordering of alternatives, practically,there is no difference between many
of well-known techniques in small decision scenarios having roughly ten alternatives and ten
criteria, that is an average size of MADM problems in the fieldof telecommunication. The
simple Weighted Sum method [28] can substitute most of the methods, including Analytic
Hierarchy Process (AHP) [29], Distance of Ideal Alternatives [30], Grey Relational Analy-
sis [31], Weighted Product [28] methods. Using different dissimilarity measures I showed
that some ranking aggregation techniques are dissimilar from others. Such methods are the
MAHP [8], Hager’s AHP variant [12], Technique for Order Preference by Similarity to Ide-
al Solution [32] and Johnson’s AHP variant [27]. I provided explanations on the causes of
their dissimilarities, and whether these dissimilaritiesare due to conceptual flaws or not.

�

5 Application of New Results

The proposed signaling delegation service opens new opportunities for HIP in the formation
of secure control planes for future distributed mobile network architectures, in the realiza-
tion of complex tasks such as session mobility or any function that requires mandated actions
and HIP/IPsec context transfers. Many protocols use lifetimes with similar role as the un-
used association lifetime for the control of state maintenance, where the underlying renewal
process consists of the busy-idle periods of a communication channel. Thus, the results for
the CDF and moments of SA period may be re-utilized in the performance analysis of other
protocols as well. The CDF of SA period has been utilized in thecalculation rekeying rates
between to HIP end-hosts.

The analytical model in Thesis 2.1 can be easily adjusted to characterize the security
overheads of MIPv6 protection in other environments, e.g.,distributed HAs, etc. Due to
the methods proposed in Thesisgroup 2, the mean processing requirements (job sizes) of
the jobchains caused by common L3 authentication schemes are now available, hence can
be applied in analytical models for the estimation of performance indicators during node
and network dimensioning or in the design phase or in runtimedecisions of tunable security
services. E.g., I applied the results of Thesis 2.2 in Theses1.7, 2.1, 3.1 and 3.3.

The mMAHP method proposed in Thesis 3.1 is applicable in the design of context-aware
services and suitability analysis of signaling schemes. MADM methods include many sub-
jective factors within the processes of criteria weight assignment, grade assignment or nor-
malization and ranking aggregation. Still these techniques are widely used in operations
research because they provide ways to deal with the complexity of ranking problems. The
practical benefit of the application of these techniques is that they require a systematic inves-
tigation of criteria, performance metrics and objectives.Moreover, during the analysis of the
features of the alternatives under the criteria, hidden deficiencies can be discovered and the
appropriate steps can be decided for the improvement of the alternatives. MADM methods
provide a clear picture on the trade-offs of the alternatives between different criteria. Even
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simple grade assignment functions can provide major results in the filtering and ranking of
alternatives. As decision makers get more into the details of specific scenarios the grade as-
signment functions can be fine-tuned increasing the reliability of the decisions. Asking the
opinion of experts about criteria weights and grades, and sensitivity analysis of the ranking
also increase the confidence in the decisions.

The suitability analysis of L3 authentication schemes in different 3GPP EPC scenarios in
Thesis 3.2 showed that HIP DEX-AKA is a viable solution besides the currently standardized
IKEv2 EAP-AKA method in 3GPP networks, especially in M2M scenarios. In the future,
HIP control plane could provide an additional IP tunnellingoption using IPsec both for 3GPP
and non-3GPP accesses [J6, C19].

The method proposed in Thesis 4.2 can support the selection of MADM decision engine
during the design phase of tunable services. It enables the comparison of existing and future
MADM techniques based on their similarities in the decisions.
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megoldási lehetőségei,”Hungarian Telecommunications, vol. LX, no. 2005/3, pp.
27–32, 2005.

[J13] Gy. Gódor, Z. Faigl, M. Szalay and S. Imre, “Mobil fizetési rendszerek áttekintése,”
Hungarian Telecommunication, vol. XVI., no. 2005/3, pp. 28–35, 2005.

[J14] Z. Faigl, A. Lengyel, M. Szalay and S. Imre, “A mobilrendszerek biztonsága,”Hun-
garian Telecommunication, vol. XIII, no. 2002/3, pp. 36–43, 2002.

Section in Edited Book

[S3] Z. Faigl, L. Bokor, “Survey of Traffic Management in Software-Defined Mobile Net-
works” in Software-Defined Mobile Networks (SDMN): Beyond LTE Network Archi-
tecture, Edited by M. Liyanage, A. Gurtov and M. Yliantilla, John Wiley & Sons,
Ltd., 2014(in press).

Article in Edited Book

[S4] Gy. Gódor, Z. Faigl, M. Szalay, and S. Imre, “Mobile Payment,” in Encyclopedia of
Information Science and Technology, Second Edition, Ed.: M. Khosrow-Pour, Idea
Group, 2008, pp. 2619–2625.



REFERENCES 38

Foreign-language Paper Published in International Conference Proceedings

[C12] Z. Faigl, Zs. Szabó and R. Schulcz, “Application-layer traffic optimization in
software-defined mobile networks: a proof-of-concept implementation”, inProceed-
ings of the 16th International Telecommunications Network Strategy and Planning
Symposium (Networks 2014), Madeira, Portugal, Sep 17–19, 2014, pp. 1–6.

[C13] Z. Faigl, T. Radvánszki and T. Orvos, “A Novel Transmission Network Design
Method for Beyond 3G Networks”, inProceedings of the Asia Modeling Symposium
(AMS 2009), Bali, Indonesia, May 25–29, 2009, pp. 1–6.

[C14] T. Rudolf, Z. Faigl, M. Szalay and S. Imre, “An Advanced Timing Attack Scheme on
RSA”, in Proceedings of the 13th International TelecommunicationsNetwork Strat-
egy and Planning Symposium (NETWORKS 2008), Budapest, Hungary, September
28–October 2, 2008, pp. 1–9.

[C15] Z. Faigl, Gy. Gódor, and S. Imre, “Overview of Mobile Payment Services,” inPro-
ceedings of the High Speed Networks 2005 Spring Workshop, Mátraháza, Hungary,
May 23–24, 2005, pp. 53–55.

[C16] Z. Faigl and G. Kontra, “Trusted Transactions with Mobile Phones,” inSoftCOM,
2004 International Conference on Software, Telecommunications and Computer
Networks. Workshops on Information and Communication Technologies & Posters,
Split-Venice-Dubrovnik, Croatia-Italy, October 10-13, 2004, pp. 36–40.

[C17] Z. Faigl and Gy. Gódor, “Alternative Methods for the Authentication of 3G-WLAN
Interworking,” in Polish-Czech-Hungarian Workshop, Budapest, Hungary, Septem-
ber 20–21, 2004, pp. 29–36.

[C18] Gy. Gódor, M. Szalay, T. K̋oszegi, Z. Faigl, and S. Imre, “Security of Mobile and
Wireless Systems,” inProceedings of Digital Communications, DC2003, Zilina, Slo-
vakia, November 25, 2003, pp. 13–18.

Non-Referenced, Non Peer-Reviewed Publications

Oral Presentations

[C19] Z. Faigl, J. Pellikka, L. Bokor, S. Imre, A. Gurtov, “HIP in 3GPP EPC,”IETF 82
Proceedings, IETF 82, HIPRG session, Taipei, Taiwan, November 17, 2011, pp. 1–
54.

Non-Referenced Technical Reports, Deliverables

[M2] P. Herbelin, Z. Faigl, L. Bokor, P. Neves, , K. Daoud, and R.Pereira, “Ultra Flat Ar-
chitecture for high bitrate services in fixed mobile convergent networks; D3 Ultra
Flat Architecture integration scenarios and their performance analysis and compari-
son,” P1857 Eurescom Study Report, October 2011.



REFERENCES 39

[M3] Z. Faigl, “IPsec, IKEv2 and their use in Mobile IPv6,” IST-ANEMONE, Study, Jun
2007.

[M4] Z. Faigl, “Security threats in systems supporting IPv6mobility and state-of-the art
security solutions,” IST-ANEMONE, Study, Jun 2007.

Abbreviations

3DES Triple DES

3GPP Third Generation Partnership Project

AES Advanced Encryption Standard

AHP Analytic Hierarchy Process

AKA Authentication and Key Agreement

AN Access Network

ASA Access Service Authorization

BCMP Baskett, Chandy, Muntz, and Palacios

BEX Base Exchange

CAPEX Capital Expenditure

CCDF Complementary CDF

CDF Cumulative Distribution Function

CN Correspondent Node

DES Data Encryption Standard

DEX-AKA HIP Diet Exchange with EPS-AKA authentication

DH Diffie-Hellman

EAP Extensible Authentication Protocol

EPC Evolved Packet Core

ESP Encapsulating Security Payload

GW Gateway

HA Home Agent (MIP context) / Host Association (HIP context)

HIP Host Identity Protocol



REFERENCES 40

HMAC Keyed-Hashing for Message Authentication

IKEv2 Internet Key Exchange protocol version 2

IPsec Internet Protocol security

IPv6 Internet Protocol Version 6

L2 Layer-2

LT Laplace transform

M2M Machine-to-Machine

MADM Multi-Attribute Decision Making

MAHP Multiplicative Analytic Hierarchy Process

MD5 Message Digest 5 Algorithm

MIP Mobile IP

MIPv6 Mobile IPv6 protocol

mMAHP modified MAHP

MN Mobile Node

MSA IP Mobility Service Authorization

OPEX Operational Expenditure

PMIP Proxy-Mobile IP

RVS Rendezvous Service

SA Security Association

SHA Secure Hash Algorithm

SIP Session Initialization Protocol

TLS Transport Layer Security

UAL Unused Association Lifetime

UE User Equipment

UFA Ultra Flat Architecture

WPAN Wireless Personal Area Network


	1 Introduction
	2 Research Objectives
	3 Methodology
	4 New Results
	4.1 Signaling delegation in the Host Identity Protocol
	4.1.1 Introduction of signaling delegation services for HIP
	4.1.2 Notations and assumptions
	4.1.3 Cumulative distribution function and moments of SA periods and BEX rate between two HIP-enabled hosts
	4.1.4 Network model
	4.1.5 HIP update procedure rates in E-E HIP and UFA HIP architecture
	4.1.6 Mean length of certificate chains in update procedures with CERT parameter
	4.1.7 Stationary number of host and security associations in the UE, GW and RVS in E-E and UFA HIP architecture
	4.1.8 Analysis of the Performance Overhead of HIP signaling Scheme in case of E-E HIP and UFA HIP

	4.2 Performance evaluation of security services protecting signaling in mobile networks
	4.2.1 The influence of security policy and ciphersuite selection on the performance overheads of signaling in MIPv6-based mobility scenarios
	4.2.2 Performance evaluation of IKEv2 and HIP-based authentication methods

	4.3 Suitability analysis of signaling Schemes in Mobile Networks
	4.3.1 Tunable security services
	4.3.2 Evaluation of Signaling Schemes for the Ultra Flat Architecture
	4.3.3 Suitability analysis of Current and Emerging Authentication Schemes for 3GPP EPC

	4.4 The influence of ranking aggregation techniques on the odds of winning

	5 Application of New Results

