
BUDAPESTUNIVERSITY OF TECHNOLOGY AND ECONOMICS

Faculty of Electrical Engineering and Informatics

Department of Networked Systems and Services

Mobile Communications and Quantum Technologies Laboratory

NEW METHODS FOR THE PERFORMANCE

AND SUITABILITY ANALYSIS OF

SIGNALING SCHEMES IN DISTRIBUTED

MOBILE NETWORK ARCHITECTURES

Ph. D. Thesis of
of

Zoltán FAIGL

Scientific supervisors:

Sándor IMRE , DSc.

Budapest, 2014



c© 2014, All rights reserved to the author



I

Nyilatkozat Alulírott Faigl Zoltánkijelentem, hogy ezt a doktori értekezést magam készí-
tettem és abban csak a megadott forrásokat használtam fel. Minden olyan részt, amelyet szó
szerint, vagy azonos tartalomban, de átfogalmazva más forrásból átvettem, egyértelműen, a
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Abstract
Telecommunication suppliers predict a huge mobile Internet traffic increase for the next

decade. It seems to be technically challenging and expensive to adapt current mobile net-
work architectures to the increasing traffic demand. Core network technology must scale to
the demands under limited revenue growth. In recent years several new approaches appeared
aiming at restructuring the 3GPP core network functions into new, arbitrarily divisible, hor-
izontally scalable mobile network architecture. One of theproposals is called the Ultra Flat
Architecture (UFA), which improves scalability due to the distribution of 3GPP control plane
functions at intelligent gateways placed within or close tothe base stations.

The Host Identity Protocol (HIP) seems to be an attractive solution for application in
the control plane of UFA, it fulfills numerous requirements.However, HIP is a terminal-
based solution operating with end-to-end security associations (SAs). Thus, it hinders the
realization of network-controlled procedures of operators. Therefore, in Thesisgroup 1, I
introduce a public-key signaling delegation service for HIP, which divides the end-to-end
SAs into two segments–one between the user and the gateway (GW) and the other between
the GW and the peer of the UE– and which serves as a building block of the control plane
in HIP-based UFA. Then I focus on the analysis of performancegains of delegation-based
over terminal-based HIP scheme in UFA, by introducing an analytical model. The results
show that delegation-based signaling approach comes up to the expectations regarding the
reduction of overheads. It performs better than the E-E HIP at the UE, access network and
rendezvous server at the expense of higher resource utilization in the core transport network.
My model can provide guidance on the optimal setting of HIP and network parameters.

With an increasing demand for security and a trend towards increased heterogeneity in
both network devices and access networks, numerous tunable(adjustable, context-aware)
security (TS) services appeared in the last two decades. In order to determine the benefits
of TS services, the following challenges must be covered: (i) the main characteristics of
TS services must be determined and design methods should be constructed; (ii) appropriate
security and performance metrics are needed; (iii) due to the fact that security schemes may
be ranked differently under security and performance criteria, the application of ranking
aggregation techniques is needed during the selection of appropriate setting.

In Thesisgroup 2, I address the performance cost evaluationof security protocols applied
in mobile IP networks, such as IPsec, IKEv2 and HIP, using queuing analysis and mea-
surements, as part of challenge (ii). The results can serve as input for network and node
dimensioning, and for security scheme selection in TS services.

In Thesisgroup 3, based on the survey of existing TS services, I determine the charac-
teristics of TS services, addressing challenge (i). Then I propose a new method, mMAHP,
for the design of TS services, and demonstrate its application on a problem of context-aware
IKEv2-based authentication method selection, covering challenge (i) and (iii). Following
that, I extend the mMAHP method for application in two other problem areas: suitability
analysis of SIP-, MIP, PMIP and HIP-based signaling schemesfor the UFA, and suitability
analysis of authentication techniques in future distributed 3GPP network.

In Thesisgroup 4, I propose a method, which makes possible the determination of groups
of interchangeable ranking aggregation techniques based on similarities of the decisions,
addressing challenge (iii). Using my method a designer can select, e.g., the less computa-
tionally demanding technique from a preferred cluster.
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Kivonat
A távközlési szolgáltatók előrejelzései szerint a következő évtizedben nagymértékű mo-

bilinternet forgalomnövekedésnek lehetünk szemtanúi. A jelenlegi mobilhálózat-architektú-
rák skálázhatósága nem megfelelő: műszakilag nehézkes és drága a kapacitásnövelés, tekin-
tettel arra, hogy a bevételi oldalon jóval korlátozottabb növekedés várható. Ennek köszönhe-
tően az elmúlt években számos olyan megközelítés látott napvilágot a 3GPP mobilinternet-
architektúra újratervezésére, amely tetszőlegesen osztható komponensekre, horizontálisan
skálázható funkciókra osztja az architektúrát. Az egyik ilyen ajánlás az Ultra Flat Architek-
túra (UFA), amelyben a 3GPP maghálózat vezérlő síkját a hozzáférési hálózatok közelében
elhelyezett elosztott intelligens átjárók szolgáltatják.

Az UFA vezérl̋o síkjának megvalósításához kínálkozó megoldást nyújt a Host Identity
Protocol (HIP), mivel számos megkövetelt funkciót ellát. Fontos hiányossága azonban a
protokollnak, hogy gátat szab a szolgáltatók által megkívánt hálózatvezérelt funkcióknak.
A HIP ugyanis végpont alapon működik, és végpontok közöttibiztonsági kapcsolat (SA)
kiépítést végez. Ennek kiküszöbölésére az 1. téziscsoportban egy publikus kulcsú jelzésde-
legációs szolgáltatást vezetek be a HIP protokollhoz, amely egy felhasználó–átjáró és egy
átjáró–peer szakaszra bontja az SA-kat, és a HIP alapú UFA vezérlő síkjának fontos építő-
kockája lesz. Ezután egy analitikus modell segítségével összehasonlítom a delegációt alkal-
mazó HIP jelzési sémát a végpont alapúval UFA környezetben.Az eredmények szerint a
delegáció által csökken a felhasználói készülék, hozzáférési hálózat és rendezvous szerver
terhelése, azonban a mag transzporthálózatban növekszik az er̋oforrásigény. A modellem
iránymutatást képes nyújtani a HIP és hálózati paraméterekoptimális beállításában.

A hozzáférési hálózatok és felhasználó oldali eszközök sokfélesége, illetve a biztonsági
igények növekedése miatt az elmúlt két évtizedben számos hangolható (állítható, kontextus-
függő) biztonsági (TS) szolgáltatás megjelent. Ahhoz, hogy valóban megismerjük a TS szol-
gáltatások nyereségét, a következő kihívásokat kell megoldani: (i) meg kell határoznunk a
TS szolgáltatások főbb jellemz̋oit, és tervezési módszerekre van szükség; (ii) megfelelő biz-
tonsági és teljesítménymetrikákra van szükség; (iii) mivel a biztonsági sémák más helyezést
érhetnek el biztonság és teljesítmény tekintetében, rangsorösszesít̋o módszerek alkalmazá-
sára van szükség a megfelelő beállítás kiválasztása során.

A 2. téziscsoportban–a (ii) kihívás részeként–mobilhálózatokban alkalmazott biztonsá-
gi szolgáltatások (pl IKEv2, HIP, IPsec) teljesítményértékelésével foglalkozom sorbanállási
elmélet és mérések alkalmazásával. Az eredmények bemenetiparaméterként szolgálhatnak
hálózat és csomópont-méretezéshez, illetve TS szolgáltatások tervezéséhez.

A 3. téziscsoportban–az (i) és (iii) kihívásoknak megfelelően–áttekintek számos létező
TS szolgáltatást és meghatározom ezek főbb jellemz̋oit. Ennek alapján, egy új módszert ja-
vaslok TS szolgáltatások tervezésére mMAHP néven, és egy kontextusfügg̋o Internet Key
Exchange version 2 hitelesítési mód választási problémán szemléltetem az alkalmazását.
Ezt követ̋oen kiterjesztem az mMAHP módszert két új problématerületre: SIP, MIP, PMIP
és HIP alapú jelzési sémák alkalmassági vizsgálatára UFA környezetben, és hitelesítési mód-
szerek alkalmassági vizsgálatára jövőbeli elosztott 3GPP hálózati környezetben.

A 4. téziscsoportban–a (iii) kihívásnak megfelelően–egy új módszert javaslok, amely-
lyel meghatározhatóak az egymással felcserélhető rangsorösszesítő módszerek csoportjai a
döntéseik hasonlósága alapján. A módszer segítségével a legkisebb számításigényű rangsor-
összesít̋o módszert választhatja a tervező egy el̋onyben részesített csoportból.
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Chapter 1

Introduction

Current trends in mobile telecommunication show rapid growth of Internet related services
and ever growing demand for them. There will be over 10 billion mobile-connected devices
by 2018, including machine-to-machine (M2M) modules–exceeding the world’s population
at that time (7.6 billion). The average smartphone will generate 2.7 GB of traffic per month
by 2018, a five-fold increase over the 2013 average of 529 MB per month [1].

Due to their centralized, modularly divisible design, mobile network architectures cur-
rently being under deployment would not scale particularlywell to efficiently handle this
traffic. In centralized architecture, a specific gateway (GW)is in charge of allocating an In-
ternet Protocol (IP) address to the terminals and managing the context. Such context include
mapping between customer profile, IP address, tunnel identity, bearer context. Tunnels are
set up between terminals and centralized routers to transport IP traffic. IP routing and traffic
management are made according to user’s context and not onlybased on IP header. These re-
quire certain memory and Central Processing Unit (CPU) resources per user at the GW (and
other centralized network elements). Scalability issue concerns the user and control plane
of centralized network functions when the number of connected users and the bandwidth
per user increase. Regarding centralized, modularly divisible network functions, depend-
ing on the speed of the data bandwidth increase, constraintsfor centralized equipments are
CAPEX/OPEX proportional to traffic volume at busy hour and operational constraints to roll
out new developments and to upgrade the network. I note that Appendix A.1 provides a more
detailed explanation on the scalability issues of centralized mobile network architectures.

As one of the concepts to enhance scalability of the core network, the Ultra Flat archi-
tecture (UFA) has been introduced by Daoud et al. [2]. UFA represents the ultimate step
toward flattening the packet-switched domain of mobile networks. The objective of the UFA
design is to distribute core network functions into single nodes at the edge of the network.
The intelligent nodes at the edge of the network are called UFA GWs. The user data traf-
fic is conveyed directly between communicating parties through these GWs. In the proposal
of Daoud et al. the functions of UFA control plane are realized using the Session Initiation
Protocol (SIP). SIP-based UFA session establishment and mobility management procedures
provide Quality of Service (QoS) in a more efficient way than in the existing Third Gener-
ation Partnership Project (3GPP) architectures and allow network-control, therefore greatly
contribute to the reduction of resource consumption and increase the scalability.

Even though SIP is a very powerful signaling solution for UFA, it is not applicable for non
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SIP-enabled (e.g., legacy Internet) applications. SIP-based control plane can not handle their
mobility, authorization, QoS control etc. Therefore, in [C4, J7] our main objective with my
co-author, László Bokor, was to introduce a Host Identity Protocol (HIP)-based [3] signaling
scheme for UFA (UFA HIP) which can transparently support anykind of application.

Originally, HIP operates in an end-to-end (E-E) fashion andprovides authentication and
key agreement, Internet Protocol security (IPsec) security association (SA) negotiation and
IP mobility management between pairs of endpoints [3]. A network deploying the standard
HIP control plane will be referred to as E-E HIP in the following. The terminal-based control
of HIP has some drawbacks in an operator-controlled environment, because the network has
limited control over the communication. Therefore, in Chapter 2, I introduce a public-key
signaling delegation service for HIP, which divides the E-ESAs into two segments–one
between the user equipment (UE) and the gateway (GW) and the other between the GW and
the peer of the UE–and which serves as a building block of the UFA HIP. Then I focus on
the analysis of performance gains of delegation-based overterminal-based HIP scheme in
UFA, by introducing an analytical model. The results show that delegation-based signaling
approach comes up to the expectations regarding the reduction of overheads. UFA HIP
performs better than the E-E HIP at the UE, access network andrendezvous server, at the
expense of higher resource utilization in the core transport network. My model can provide
guidance on the optimal setting of HIP and network parameters.

In systems supporting mobility a wide variety of threats exist [M4]. Reliable and secure
communication of mobility signaling protocols, such as Mobile IPv6 (MIPv6) and its exten-
sions, is therefore critical. An important challenge is howto integrate security solutions into
the signaling protocols of next generation networks. Different security configurations have
different costs in terms of performance and provide different security level. The character-
istics of the environment, such as network link delay and throughput, or the computational
capacity of the nodes, influence the resulting costs, such asoverall delay of the security
process and the utilization of the participants. For the exact knowledge of performance over-
heads of adjustable security services, in the second part ofmy dissertation (Chapter 3), I deal
with the performance cost evaluation of security protocolsused for the protection of mobility
services and network access authorization.

The performance cost evaluation of security protocols, such as IPsec, Internet Key Ex-
change version 2 (IKEv2) and HIP contributes to the researchof sophisticated security design
methods, where the aim is to find the best security configurations that fit to the needs of a
given application in a given environment. The results can serve as input for network and
node dimensioning.

With an increasing demand for security and a trend towards increased heterogeneity in
both network devices and access networks, numerous tunable(adjustable, context-aware)
security (TS) services appeared in the last two decades. A tunable security service is a
service that has been explicitly designed to offer various security configurations that can be
selected during system operation. In some other contexts the terms adaptable, adjustable,
dynamic, scalable, context-aware are used as synonyms for tunable.

In the third part of my dissertation, in Chapter 4, I generallycharacterize the main com-
ponents of TS services and the design steps of such services.Then I propose a method, called
modified Multiplicative Analytic Hierarchy Process (mMAHP) for the design of TS services.
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I demonstrate the application of the method for context-aware IKEv2 authentication method
selection.

In Chapter 4, I also extend the mMAHP method for the suitability analysis of signaling
schemes in two different problem areas. The first problem area is about the evaluation of
different control plane solutions for UFA, i.e., SIP, MIP, PMIP and HIP-based schemes [M2,
J7, C3]. In Section 4.3 I evaluate the alternatives under criteria related to performance,
security, deployment and support for the mobility of non-SIP applications. I also show by
sensitivity analysis that how do the criteria weights and the packet transmission delay of the
access network influence the ranking of the alternatives.

The second problem area is about the suitability analysis ofexisting and emerging au-
thentication methods for future use cases in distributed Evolved Packet Core (EPC) network
scenarios. Mobile broadband is the enabler of new services including the appearance of
usage scenarios related to M2M communication, such as smartgrid [4] or intelligent trans-
portation system [5, 6] applications. It is expected that certain application types will require
high and consistent data protection and authentication independently of the radio access
type, and the deployment of a huge number of resource-constrained devices on the user side.
Hence authentication methods requiring low computational, memory and network resources
are preferable. In Section 4.4 I focus on the comparison of a lightweight network access
service, i.e., the HIP Diet Exchange (DEX) using 3GPP Authentication and Key Agree-
ment (AKA) user authentication, denoted by DEX-AKA, with other methods, such as the
IKEv2 with Extensible Authentication Protocol (EAP) based(AKA) procedure, denoted by
EAP-AKA, recommended for use in untrusted non-3GPP access networks [7].

Multi-Attribute Decision Making (MADM) methods appear in many disciplines includ-
ing telecommunication, such as dynamic context-aware access network selection [8], secu-
rity algorithm selection for user authentication [9], context-aware media independent han-
dover services [10], resource selection in case of distributed services [11]. In Chapter 5, I
determine similarities between state-of-the-art rankingaggregation techniques. My proposed
method makes possible the determination of clusters of interchangeable ranking aggregation
techniques. Hence, a designer can select, e.g., the less computationally demanding method
from the preferred cluster. By applying my method on ten different techniques, I provide
guidance on MADM decision engine selection.

Figure 1.1 summarizes the positioning of the topics of my thesis. The figure illustrates
the main research challenges using rectangles, the different topics and their relations using
circles, similarly to sets, and the new scientific results using rounded squares. The connected
challenges, research topics and new scientific results are highlighted with the same color.

The dissertation discuss the four thesisgroups chapter-by-chapter, from Chapter 2 to 5.
Appendices A-D provide details on background information,methods or results for each
chapter, respectively. Chapter 6 provides a summary of my results in the form of thesis
statements and discusses the application, limitations of the results and possible future work.

1.1 Research objectives

Next, the research objectives and methodologies are summarized for each thesisgroup. Re-
garding Thesisgroup 1, my first objective was to introduce public-key based signaling dele-
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Figure 1.1: Positioning of topics.

gation service for HIP, which serves as a building block for the control plane of HIP-based
mobile networks. Then I aimed at analyzing in details the performance gains of delegation-
based HIP signaling scheme over the E-E HIP signaling schemein distributed mobile net-
work environment. Several engineering questions must be answered regarding the optimal
settings of HIP lifetime parameters and number of GWs. Duringthe adjustment of those pa-
rameters, the main objective is to keep low the signaling overhead. An interesting question
is, e.g., the influence of the setting of a HIP parameter, called unused association lifetime
(UAL), on the overhead. UAL gives the length of idle communication period between two
HIP end-nodes after which the protocol deletes the HIP host association (HA) and IPsec SA
pair. Higher UAL results in longer SA periods, hence lower SAestablishment (HIP Base Ex-
change, BEX) rate, but increased number of IPsec SA and HIP HA entries that must be stored
in the memory of HIP nodes. Moreover, it increases the overall rekeying rate in the system.
Rekeyings are triggered at constant periods during the lifetime of SAs. Both BEX and rekey-
ing contain the computationally demanding ephemeral Diffie-Hellman (DH) key exchange
procedure, therefore reduction of their rate is essential.Another interesting question is re-
lated to the delegation of signaling rights. How many levelsof delegations, i.e., propagation
of signaling rights from delegate to delegate, should be enabled, and how should the original
delegator set the expiration time of such an authorization certificate (i.e., the delegation life-
time, TDEL). These parameters influence the average length of delegation certificate-chains
conveyed together with public-key signatures in mandated update procedures, hence influ-
ence the load of the network elements and transport network.

In order to determine the benefits of TS services, the following challenges must be cov-
ered: (i) the main characteristics of TS services must be determined and sophisticated TS
design methods are required; (ii) appropriate security-level rankings and performance costs
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of alternatives are needed; (iii) due to the fact that alternatives may be ranked differently un-
der security and performance criteria, the application of ranking aggregation techniques is
needed during the selection of appropriate setting.

To solve (i), I aimed at creating a simple description language which supports the charac-
terization of existing and new TS services, and provides a tool for the design of TS services.
Based on that, my objective was to design a decision method that could be applied dur-
ing runtime or in the design phase of TS services for selection of the suitable alternative in
function of the environmental, application characteristics and the performance of other al-
ternatives. I also aimed at extending my method to address two suitability analysis problem
areas, i.e., evaluation of signaling schemes for UFA, and evaluation of emerging and exist-
ing authentication methods in future distributed 3GPP network architectures. Thesisgroup 3
includes my results related to (i).

In regards of the derivation of adequate performance costs,part of (ii), I focused on the
following research topics. (a) A wide range of recommended security settings are available
for IPsec and IKEv2 when protecting MIPv6 signaling in mobile networks [12, M3]. How
much and different are the performance overheads of different security policies and cipher-
suite selections? By knowing the results a TS decision process could be recommended for the
selection of appropriate security settings. (b) Few papersexist that study the performance
costs of IKEv2- and HIP-based authentication methods, eventhough their influence may
be an important issue in network and upper-layer service design in heterogeneous mobile
networks where requirements for signaling overhead reduction and seamless service conti-
nuity are prevailing. Based on existing studies it is challenging to compare the performance
costs of different authentication methods because they apply diverse measurement scenar-
ios, variant validation environments. They often use performance metrics that are related to
higher-layer processes, such as TCP throughput degradation, UDP packet loss. These fac-
tors hinder the comparison of the authentication schemes, and recognition of their precise
performance costs. Thesisgroup 2 contains my results related to (ii).

Regarding (iii), my objective was to provide guidance on the selection of ranking aggre-
gation technique for the decision engine of TS services, in suitability analysis of signaling
schemes or in any application of MADM. Thesisgroup 4 includes my results related to (iii).

1.2 Methodology

In Thesisgroup 1, I apply queuing and probability theory forthe modeling of performance
overheads of E-E and UFA HIP schemes in distributed mobile network architecture. In
the numerical analysis the input parameters of the model regarding the CPU and message
processing requirements of the signaling procedures were derived from real testbed-based
measurements of HIP procedures.

Thesisgroup 2 applies analysis and measurements in order toobtain performance costs
of security services for mobile service protection and network access authorization. Queuing
theory was used for the general characterization of the performance overheads imposed by
different Mobile IP version 6 (MIPv6) signaling protectionpolicies with IPsec and IKEv2. I
applied a simplified version of the BCMP theorem, for multiple-class open queuing networks
with load-independent arrival rates and service times [13,14]. A similar approach, based
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on a closed queuing network, has previously been applied to analyze different types of the
Kerberos authentication protocol [15]. I choose an open queuing network model, which
made possible to trigger mobility and re-authentication processes with jobs arriving from
outside of the system. Hence, I could directly influence the arrival rate of these processes in
the analysis. I determined the different job-chains causedby MIPv6 and IKEv2 EAP-TLS
signaling based on real network captures and standards, described in Section 3.2.2.1.

The performance costs of different IKEv2 and HIP-based authentication methods were
determined with measurements in a wide set of scenarios realized over a real testbed with
partly emulated network segments.

In Thesisgroup 3, the mMAHP method uses simple analysis to determine the ranking of
alternatives. Regarding the suitability analysis of UFA signaling schemes and authentication
methods in future distributed EPC, I defined the criteria set and criteria weights by asking
the opinion of multiple decision makers. I created and distributed criteria weight definition
forms, such as the ones presented in Appendix F of [M2] for thecollection of the crite-
ria weights. I defined specific grade assignment functions and constraints for each criterion
based on requirements defined in standards or by the decisionmakers. The performance cost
of alternatives were determined by analysis [M2, C3, J7] in case of the evaluation of UFA
schemes and using the measurement results [C4, J6] in case of the evaluation of authentica-
tion methods. In both evaluations network models with slightly overestimated delays were
assumed, leading to worst case scenarios regarding the meanlatencies of alternatives.

In Thesisgroup 4, I proved that ranking aggregation technique selection may influence
the odds of winning of alternatives by simulating decision problems and using probability
theory. Then I proposed a method for the determination of groups of interchangeable ranking
aggregation techniques. I applied statistical measures for the bivariate association between
ranking results of different techniques, then I formed groups using hierarchical clustering
based on the previously obtained measures.



Chapter 2

Signaling delegation in the Host Identity
Protocol

In this chapter, following an overview of the basic HIP procedures and the main challenges of
HIP in operator-controlled environment in Section 2.1, I introduce a public-key based signal-
ing delegation service for HIP in Section 2.2. Then I analyzein details the performance ben-
efits of delegation-based HIP signaling scheme, UFA HIP, over the original, terminal-based
HIP control scheme, E-E HIP. In Section 2.3 I propose an analytical model for the perfor-
mance analysis. It includes the determination of cumulative distribution function (CDF) and
moments of the SA period between pairs of hosts, the mean Base Exchange rate, the mean
rates of different types of update procedures, the mean delegation certificate-chain lengths,
and the stationary number of IPsec SA and HIP HA entries in different nodes. The validation
scenario consists of a distributed mobile network architecture where the HIP-layer guaran-
tees secure session establishment and IP mobility management. The numerical results of
the analysis are summarized in Section 2.4 for different scenarios and show that delegation-
based signaling approach comes up to the expectations regarding the reduction of overheads.
It performs better than E-E HIP at the UE, the access networks(ANs) and rendezvous server
(RVS), at the expense of higher resource utilization in the core transport network. Then,
I give guidance for the setting of certain HIP protocol parameters, the distribution level of
GWs in order to achieve efficient resource utilization.

2.1 Related work

This section provides an overview of the operation of HIP, including the Base Exchange
(BEX) and update procedures. Then it summarizes the main challenges of HIP in operator-
controlled environment, which results in the need for proactive, context-transfer-based solu-
tions for inter-GW handovers and for reduction of signalingoverheads. A promising tech-
nique is the delegation of signaling rights.

7
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2.1.1 Overview of Host Identity Protocol

HIP operates in an E-E or terminal-based fashion and provides key agreement, IPsec SA
management and IP mobility management between pairs of endpoints [3].

IPsec is a standardized protocol suite to provide encryption, integrity, message origin
authentication and anti-replay protection for IP datagrams between two hosts. An SA is the
bundle of algorithms and parameters on two hosts, being usedto encrypt and authenticate IP
datagrams selected by traffic selectors in one direction. For the protection of bi-directional
traffic, an SA pair is required.

The initial SA establishment procedure is dubbed as Base Exchange (BEX) in HIP. After
initial SA establishment there are forthcoming HIP update procedures for different purposes,
such as rekeying, IP address update due to handovers, as described in Section 2.1.1.1.

HIP operates between the network and transport layer, and splits the identity and locator
role of IP address [3]. It means that the addressing is based on long-term, globally unique
host identities (HIs) instead of short-term IP addresses. HIs are the public part from a pub-
lic/private key pair associated uniquely with the HIP hosts. Host Identity Tag (HIT) is a
128-bit hash generated from the HI, having the same format asan IPv6 address. Legacy ap-
plications use the HIT for addressing peers. The HIP stack inthe hosts is responsible for the
translation of HITs to IP addresses and for the treatment of IP address changes and the pres-
ence of multiple network interfaces, seamlessly for the applications. HIP Host Association
(HA) is a set of states in the control plane of peers established after a successful BEX. A HA
includes the HIT and IP addresses of the peers, the key material, cipher suite for protection
of the communication in the control plane, i.e., for protection of HIP communication, and
user plane, that is, the parameters of the SA pair.

HIP-enabled hosts can register and keep updated their address at the rendezvous service
(RVS). The purpose of RVS is the following. If the HIP stack ofa host does not have up-to-
date information on the locator of a peer, then the first HIP packet of BEX is sent toward the
RVS and forwarded by the RVS to the actual locator of the destination peer. This is typically
required for initial reachability of a peer or in case of simultaneous IP address change of the
endpoints. If only one endpoint changes its address, then itnotifies its peers with HIP update
messages for the modification of the IP address in the existing HAs and SAs.

2.1.1.1 HIP BEX and update procedures

The BEX procedure is illustrated in Figure 2.1. I1 packet starts the procedure, containing the

I1:  HITinit, HITresp, 

R1: HITresp, HITinit, puzzle, DHresp,  HIP and ESP tranformresp, , HIresp ,signatureresp

I2:  HITinit, HITresp, solution, DHinit, HIP and ESP transforminit, HIinit, HMACinit,, signatureinit

R2: HITresp, HITinit, ESP info, HMACresp, signatureresp

Initiator Responder 

Figure 2.1: HIP Base Exchange.
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HIT of the initiator and responder. I1 is a basic hello message and part of return routability
procedure to check the availability of responder. R1 packet is a pre-created response to I1
packet.

The puzzle field in R1 contains a challenge for the initiator. In general, puzzle-based
challenge-response mechanisms aim to mitigate denial-of-service attacks initiated from fake
initiators against the responder. In HIP, the initiator must find a solution that, if given to a
one-way hash function concatenated with this challenge, produces an output starting with
a pre-defined number of zeros (e.g., Hash(challenge, solution) = 0x000ABCDEF ). The
expected number of zeros, i.e., difficulty level of the puzzle, is tunable by the responder.
To find a good solution, the initiator must execute a brute-force search. The responder can
verify the solution sent in I2 packet by only one hash function call. The responder does not
establish HA and SA pair with the initiator until the reception of the good solution in I2.

The R1, I2 and R2 messages implement the standard authenticated Diffie-Hellman (DH)
key exchange method [16]. The calculation of DH public values of the peers is the fol-
lowing. DHresp = gxmodp, DHinit = gymodp, whereg = 2, p is a standard large prime
number [17], andx, y ∈ [1, p − 2] are self-generated random values of the peers. The peers
calculate a shared key, referred to as DH secret, asKresp = DHx

init andKinit = DHy
resp, i.e.,

Kinit = Kresp= gxymodp. The session keys are calculated at each peer using a one-wayhash
function with the DH secret as one of the parameters. Such session keys are e.g., the integrity
keys. The Keyed-Hashing for Message Authentication (HMAC) codes provide message ori-
gin authenticity and integrity protection, and can be verified by the other peer knowing the
integrity key (HMAC = Hash(message,integrity key)). Public-key signatures provide au-
thentication of the peer, the origin and integrity of the message, and can be checked by any
peer using the HI of the signing entity as the public key. The Encapsulating Security Pay-
load (ESP) info field contains the security parameter indexes, required for the identification
of the SA pair.

Figure 2.2 presents the update procedure of HIP. The mandatory fields of an update

UPDATE:  HITinit, HITresp, SEQ, [ESP info, DHinit,], [REG req], [CERT], [Notification], HMACinit, signatureinit

UPDATE: HITresp, HITinit,, SEQ, ACK, [ESP info, DHresp,], [REG resp], [CERT], [Notification], HMAC,signatureresp

UPDATE:  HITinit, HITresp, ACK, HMAC, signatureinit

Initiator Responder

Figure 2.2: HIP update.

packet are HITs, HMAC, signatures, the sequence and acknowledgment number. The lat-
ter two fields enable detection of packet loss and ordered delivery of update packets. Non-
mandatory fields are the following. Notification carries control data, e.g., the new IP address
of a mobile peer. DH public key values are sent in case of rekeying for calculation of a fresh
DH secret and key material for the HA and the related SA pair. The registration request and
response (REG req and resp) enable subscription to a service of the peer, such as delega-
tion of signaling or RVS service. CERT field carries the certificate-chain which proves that
the signature is valid and the update procedure is authorized. An update procedure normally
contains three packets. However, if the size of CERT field or a Notification field together
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with the other fields is larger than the maximum transfer unitsize of the network then these
fields are sent in multiple packets to the other peer. The peers must acknowledge each packet
from the other peer by communicating the sequence number of the received packet.

2.1.2 Challenges of HIP control in operator-controlled environment

The terminal-based control of HIP protocol has several drawbacks in an operator-controlled
environment. The network has no ability to control and decrypt IPsec communication, which
encumbers, e.g., traffic control, QoS enforcement on network side, monitoring, network-
controlled mobility management, lawful interception by the operator. Additionally, a terminal-
based control may cause unnecessarily high network and computational overhead on the UEs
and in the access networks.

Hence, UFA HIP introduces a hop-by-hop traffic forwarding approach and divides the
E-E SAs, characteristic for E-E HIP, into two segments: one between the UE and the GW
and the other between the GW and the peer of the UE. In a networkwith N attached users
andM GWs, E-E HIP and UFA HIP have in maximumN(N − 1)/2 andN +M(M − 1)/2
possible SA pairs, respectively. Assuming thatM < N , it is expected that UFA HIP will
induce less network and processing overhead in the control plane than E-E HIP on the whole
network.

The split of SAs leads to the following problem during mobility of terminals in distributed
networks. Inter-GW handovers result in session mobility for the HIP host associations (HAs)
and IPsec SAs on the network-side between the source and target GW. Session mobility can
be realized in two ways in different layers of the control plane: by context re-establishment
at the target GW or by context transfers [18]. Both can occur ina reactive way or proactively
before the physical re-attachment to the new point of accessand new GW. Pre-registration in
3GPP radios access networks [7] is a typical example of proactive context re-establishment.

Context transfer-based solutions may facilitate fast handoffs, and reduce computational
and network overhead and service-interruption time, henceare an attractive direction in the
research of new signaling schemes for distributed mobile network architectures. Context-
transfer in UFA HIP, however, is not as simple as conveying actual state information to a
target GW. Regarding the concept of HIP, a HIP end-host can bind keying material, HIP HA,
IPsec SA contexts only to its own (and the peer’s) public/private key pairs in a cryptographic
sense. Therefore, delegation of signaling right [19, 20] becomes an important requirement
in order to be able to create HIP and IPsec contexts in the nameof the UE (with the UE’s
peers) by an intermediate GW. Session state transfer for other protocols is out of the scope
of my work, but was addressed in several prior works, such as [21, 22, 23] regarding IPsec
and IKEv2 state transfer, [24] describing transparent TCP connection passing or [25] for SIP
context transfer between Proxy-Call Service Control Functions in IMS.

The delegation of signaling rights is also motivated by the optimization of resource uti-
lization between the delegator and the delegate [19]. Delegates are temporarily authorized by
the delegator to proceed in certain control tasks, such as periodic location updates, rekeyings,
BEX, and notify the delegator about state changes. The delegator may issue a public-key au-
thorization certificate to the delegate to proceed in his name at the peers. A delegator has the
right to do so, because the delegated roles cover the update or creation of its own states at
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remote peers. Public key authorization certificates contain the following information:

{K+
delegator, K

+
delegate, roles, restrictions}K−

delegator
(2.1)

whereK+
delegatorandK+

delegateandK−
delegatordenote the public key (HI) of the delegator, public

key of the delegate and the private key of the delegator, respectively. The private key is
used to sign the certificate, and is never exposed to any party. If the restrictions enable the
forwarding of the delegated roles to another delegate, thenthe delegate can further delegate
the roles to another delegate forming certificate chains.

Herborn et al. [20] introduced HI delegation extension for HIP. Their proposal enables the
movement of communication sessions between endpoint devices and transparent insertion
and removal of intermediary routing or adaptation services. A delegate can use the HIT of
the delegator and steer the traffic of correspondent nodes (CNs) to itself. However, in any
case when HIP updates must be signed by the delegated HI, the delegate forwards the update
messages to the delegator. The delegator signs with its private key and returns the updates to
the delegates, which relay these messages to the CN. The main advantage of this approach
is that it avoids the dissemination of private keys and allows temporary delegation of HIT.
The delegation period is directly controlled by the delegator, since the delegator can cease
the signing of the updates at any time for the delegate, and can any time rekey directly with
the CN. Hence the delegator can keep track of state changes with CNs. The drawback is
that if the private key owner disappears then the delegate may be forced to terminate the
communication session when the next HIP update procedure isinitiated, e.g., in case of
rekeying or location update.

Another delegation technique is when shared keys are issuedto a delegate, so it can gen-
erate HMAC codes admitted by the peer. This solution leads tothe complex and practically
unfeasible problem of sharing secret keys with all possibleCNs.

HIP is an enabler for advanced mobility management, supporting micromobility, net-
work mobility, dual stack mobility, flow management, and location privacy [26, J4]. Certain
advanced mobility services require delegation of signaling rights of the UEs. E.g., when a
UE changes micromobility domain then local RVS updates the global RVS in the name of
the UE. In network mobility scenarios the HIP-enabled mobile routers are the delegates of
mobile network nodes, which stay in the moving network. Mobile routers can update the
CNs of UEs only if delegation is applied. We can see that in caseof HI delegation, the latter
scenario would cause the same amount of HIP signaling messages as if all mobile network
nodes performed separately the location update procedures, due to the fact that the mobile
router relays all updates through the mobile network nodes in order to get the public key
signatures and to get accepted by their peers.

2.2 Proposed extension for HIP: HIP signaling delegation
services

I designed two novel signaling delegation service types forHIP, illustrated in Figure 2.3 [C4].
The explanation of control messages is summarized in Table 2.1. Both of the defined HIP
delegation service types require preliminary registration procedure called Delegation Estab-
lishment as depicted in the upper part of Figure 2.3a. An existing HIP and IPsec association
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(a) Registration to Type 1/2 Delegation Service and Type 1 Delegation.
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(b) Type 2 Delegation.

Figure 2.3: HIP delegation services.
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Table 2.1: Explanation of HIP-based delegation service messages.
HIP Parameter Description
Delegation Es-
tablishment
Request

The Delegator sends this message to the Delegate in order to request Type 1/2 dele-
gation service for itself or on behalf of another node, usingthe HIP REG_REQ [30]
parameter. Authorization Certificate chain of the acquiring node must be included
in HIP NOTIFICATION parameter(s).

Delegation Es-
tablishment
Response

The Delegate sends this message to the Delegator in order to acknowledge or
reject Type 1/2 delegation service establishment, using the HIP REG_RESP or
REG_FAILED parameters.

Delegation Ac-
tion Request

The Delegator sends to the Delegate in order to request HIP and/or IPsec associ-
ation creation or update for itself or on behalf of another node. In case of Type 1
Delegation Service the state information will be transferred to the Delegator. For
Type 2 Delegation Service, the states resulted by the actionwill be created and
further maintained by the Delegate.

Delegation Ac-
tion Response

The Delegate sends this message to the Delegator in order to report the Type 1/2
delegation action results in HIP NOTIFICATION parameter(s).

Mandated Ac-
tion Request

The Delegate sends to 3rd party node(s). In case of Type 1 Delegation Service,
HIP HA and/or IPsec SA pair are created by the Delegate and transferred to the
Delegator. In case of Type 2 Delegation Service, new HIP and/or IPsec states are
created on behalf of the Delegator by the Delegate and/or traffic mapping rules
are updated. HIP NOTIFICATION parameters are used to transfer the required
information such as supported IPsec SPI values of the Delegator, global locator(s)
of the Delegator, list of supported HIP and IPsec transforms, traffic mapping rules,
Delegator peer list, configuration and service registration parameters, etc.

Mandated Ac-
tion Response

3rd party node(s) send this message to the Delegate in order to report Type 1/2
mandated action results in HIP NOTIFICATION parameter(s).

Context Trans-
fer Data (CTD)

It is sent by the Delegate to the Delegator. It includes feature data (i.e., HIP and
IPsec context data).

Context Trans-
fer Data Reply
(CTDR)

It is sent by Delegator to Delegate. It indicates the successor failure of the context
transfer.

(i.e. completed BEX) is presumed between the Delegator and the Delegate or must be cre-
ated upon the Delegation Establishment.

In case ofType 1 Delegation(illustrated at the lower part of Figure 2.3a) the Delegator
asks the Delegate to establish HIP and IPsec states between Delegator and specified nodes
(CNs), and then transfer established states from Delegate toDelegator. Trigger for requesting
such a service can be sent in Notification Parameters [27] of aHIP update. The existing
IPsec and HIP associations between the Delegate and the CN must not be deleted or moved:
it provides a base for creating the new IPsec and HIP associations between the Delegator
and the CN. It is important that SPI collision [28, 29] is to be avoided at the Delegator and
the CNs, not at the Delegate (that is why the Delegator sends its favorable SPI range). The
created states are transferred to the Delegator using CTXP messages [18] over the presumed
IPsec SAs.

Type 1 Delegation service can replace BEX between Alice and Cecil, when a context
between Bob and Cecil is moved to Alice and Cecil. Bob may also be the delegate of another
delegator. Hence, the context moved such as the IPsec, HIP and possibly higher-layer states
of Bob, may not strictly belong to Bob, assuming that Bob provides also Type 2 delegation
service for another delegator. In such handover situations, the original HIP operation would
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close the HIP HA and IPsec SA pair between Bob and Cecil, and would create in a reactive
way new session between Alice and Cecil. That would cause fourBEX control messages
(I1, I2, R1, R2) and, optionally, additional authentication messages in the background, and
computational overhead on Alice and Cecil due to DH key exchanges, puzzle-challenge
solutions. In Type 1 delegation service, HIP update messages are present, where DH key
exchange is optional for rekeying, symmetric-key cryptography operations are assumed for
derivation of key material for the new HIP and IPsec sessions, and context transfer protocol
messages are used, protected with IPsec between Alice and Bob, to convey the new key
material and possibly higher layer contexts from Bob to Alice. Hence Type 1 Delegation
service may reduce overhead between Alice, Cecil. Additionally, when Bob and, following
the handover, Alice provide Type-2 delegation service for other parties, then significant part
of signaling overhead between Bob / Alice and the other parties can be reduced.

In case ofType 2 Delegation(Figure 2.3b) the Delegate (Bob) takes over HIP control
tasks from the Delegator (Alice). Consequently, it maintains HIP and IPsec states toward
the HIP peers of the Delegator and toward the Delegator, and performs IP traffic forwarding.
Delegated roles can be the replies to location updates of thepeers, periodic RVS updates etc.
Type 2 Delegation service enables indirect authorizations, i.e., the use of certificate-chains.
The certificate chain should not be longer than a maximum limit.

Compared to HI delegation [20] my solution allows the Delegate to sign update mes-
sages in the name of the Delegator without returning the updates to the Delegator, using the
Delegate’s own private key and by attaching the delegation certificate-chain to the mandated
update procedures. Therefore with my solution higher signaling overhead reduction can be
achieved between the Delegator and Delegate than in case of HI delegation. A drawback
compared to HI delegation is that, in my solution, the Delegator can only influence the del-
egation period using the expiration time parameter of the certificate. Another option woulc
be to directly signal to the CN that the certificate became invalid. Furthermore, this solu-
tion will have definitely higher impact on the peers if the delegation certificate-chains to be
verified are long.

2.3 Modeling the HIP signaling overhead in HIP-based se-
cure mobile architectures

Next, my objective is to analyze the performance gains achieved by UFA HIP compared
to E-E HIP [J3]. Therefore, in Section 2.3.1 I present the main characteristics of signaling
procedures for both schemes. Then, in Sections 2.3.2 to 2.3.8 I describe the main elements
of my analytical model, including cumulative distributionfunction (CDF), BEX rate and
moments of the SA period between pairs of hosts, the mean rates of different types of update
procedures, the mean delegation certificate-chain lengths, stationary number of IPsec SA and
HIP HA entries in different nodes.

We call SA period the duration of a HA and the related SA pair between two HIP hosts.
The length of SA period depends on the busy and idle periods ofthe connection, which are
determined by communication sessions between the two hosts. The exact behavior of SA
period will be described in Section 2.3.2.

To calculate the CDF and moments of SA period, we must know the CDF and moments
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of busy and idle periods. In my model I assume that the arrivalprocess and the duration of
communication sessions originating from the running applications and services in the peers
can be described with an M/G/∞ queuing system. The infinite server assumption holds
under the theoretic conditions of no buffering and transmission delays in the E-E path. In
those conditions the HIP control layer is notified at the sameinstant about a communication
session when that appears on the link. This assumption enables simple analytical modeling
of SA periods. Hence, to determine the characteristics of SAperiods, first, we must know
the behavior of busy periods in M/G/∞ queuing system.

Appendix A.3, describes the calculation of the moments of busy period in infinite server
queues. Kulkarni [31] provides exact, closed form solutionof the Laplace-Stjieltes transform
(LST) of the CDF of the busy period of an M/G/∞ queuing system. This solution can be
used to compute any moment of the busy period. It is a drawbackof the Laplace transform
(LT) solution that finding the inverse LT is inefficient. [31,p. 425] has some errors in the
proof and the resulting first moment. Hence, in Appendix A.3 Iclarified the calculation of
moments. The first and second moments of busy periods are provided by (A.18) and (A.19)
for general service time distribution and by (A.23) and (A.24) for exponentially distributed
service time.

Daley [32] gives an integral expression for the complementary CDF (CCDF) of the
busy period of M/G/∞ queue in time domain. The CCDF of busy period is (A.26) in Ap-
pendix A.4. Due to the recursion in the expression the CDF of busy period can only be
calculated by a numeric method. Algorithm A.1 presents the calculation using∆t as the
step-size.

2.3.1 Overview of E-E HIP and UFA HIP

This section summarizes two HIP-based signaling schemes for UFA, which are responsible
for terminal attachment, session establishment and handover procedures. The first scheme,
referred to as E-E HIP, applies the original terminal-basedapproach, where the GWs are not
involved in the HIP control functions. The second scheme, referred to as UFA HIP [J7],
applies the signaling delegation service extensions for reduction of signaling overhead in the
terminals and access networks. GWs are Type-1 and Type-2 delegates of UEs. Tables A.1
and A.2 in Appendix A.2 describe the main functions that the HIP control plane provides in
E-E and UFA HIP.

Figure 2.4 outlines the terminal attachment, session establishment and handover proce-
dures from the point of view of a UE in E-E HIP. Figures 2.5 and 2.6 illustrate the same in
UFA HIP. The details of UFA HIP signaling can be found in [J7].All figures present the
triggered HIP signaling procedures and the related controlfunction in parentheses.

I distinguish three update procedure types for the sake of the analysis of UFA HIP and
E-E HIP, because they have different network and node processing requirements.

1. UPDATE with DH (UPDATEw/DH) represents the rekeying procedure, as defined in
the standard [33]. It contains the DH public key values and ESP info from the non-
mandatory fields.

2. UPDATE with CERT (UPDATEw/CERT) refers to an update containing the CERT
field [34]. It is required in the following two subcategories. First, when the delega-
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tor, i.e., an UE or a GW, registers to the delegation service of a GW. In this case the
CERT field contains the authorization certificate-chain, which authorizes the delegate
to act in the name of the delegator in the scope of the authorized roles. Second, when a
mandated update procedure is initiated by a delegate towards the peer of the delegator.
Mandated means that the signaling is performed by a delegatein the name of the del-
egator. In this case the CERT field contains the authorizationcertificate-chain, which
certifies for a peer that the delegate is temporarily authorized to proceed in the name
of the delegator. A mandated update procedure can have any purpose except rekeying.
Such purposes are, e.g., registration of the delegator’s IPaddress at the RVS, update
of the peers of the delegator with the new IP address of the delegator, or registration
of the delegator to the delegation service of a next delegate. A certificate-chain may
be too long for one CERT field within on HIP packet, therefore itmay be split into
multiple CERT fields that are transferred in more than one HIP update messages.

3. UPDATE signifies all the other types of update procedures,e.g., registration to RVS [30]
or location update of the peers [35].

2.3.2 Definitions and notations

Figure 2.7 presents the number of active sessions (Q(t)) between two HIP peers as a function
of time (t), and the behavior of SA periods.

The basic assumptions of the analysis are the following. Sessions above the IP-layer
are established between two hosts according to a Poisson process with rateλ. Y denotes
the inter arrival times of the sessions, which are exponentially distributed with parameterλ.
The session duration times, denoted byS, are generally distributed. The number of active
sessions at timet is denoted byQ(t). The busy periods are defined as the periods when
Q(t) > 0. X stands for the length of busy period.̌Y and Ŷ denote idle periods with the
following restrictions. In case of̌Y the idle period is shorter than a constant parameterT ,
while in case ofŶ it is longer than a constant parameterT . T is the length of the unused
association lifetime as introduced in Table A.1.G denotes the SA period, whileG indicates
the period where there is no SA pair established between two nodes.

Figure 2.7 illustrates the behavior of SA periods. An SA period is composed of a random
number of busy-idle period pairs (X + Y̌ ), as long as the last busy period is not followed by
an idle period longer thanT , i.e., Ŷ . G finishesT time after the end of the last busy period

UE

end-host 1

end-host N

RVS

(a)

UE

New IP

end-host 1

end-host N

RVS

(b)

Figure 2.4: (A) Session establishment and (B) handover procedures in E-E HIP.
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Figure 2.5: (A) Terminal attachment and (B) session establishment in UFA HIP based net-
work
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Figure 2.6: Handover procedure in UFA HIP based network

X. Let p be the probability thatY < T . p can be calculated as

p =1− FY (T ) = F Y (T ) = e−λT . (2.2)

BEX procedure is triggered at the initiation of SA period.λ̂ denotes the mean rate of BEX
procedures and1/λ̂ is the mean time between BEX procedures of a pair of hosts.

The following notations are used throughout the chapter. The CDF and CCDF of a
random variableX is denoted byFX(x) andFX(x), and defined byFX(x) = Pr(X < x)
andFX(x) = 1−FX(x), respectively.fX(x) denotes the probability density function (PDF)
of X. fX(x) = dFX(x)/dx. X∗(s) stands for the LT of the non-negative random variable
X, and is defined as

X∗(s) =E(e−sX) =

∫ ∞

x=0

e−sxfX(x)dx =

∫ ∞

x=0

e−sxdFX(x). (2.3)
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The last expression is also referred to as the Laplace-Stieltjes Transform (LST) ofFX(x),
denoted byX̃(s).

The distribution of the sum of two positive random variables(Z = X + Y ) can be
calculated, both, in time and in LT domain. In time domain PDFis obtained by convolution

fZ(t) = fX(t)⊛ fY (t) =

∫ t

u=0

fX(u)fY (t− u)du, (2.4)

where the convolution operator is denoted by⊛. In Laplace domain the convolution is re-
placed by multiplication, i.e.,

Z∗(s) =X∗(s)Y ∗(s). (2.5)

Thenth moment of random variableX can be calculated from the LT domain description
as follows

E(Xn) =(−1)n
dnX∗(s)

dsn

∣∣∣∣
s=0

. (2.6)

Next, I compute the main properties ofT , Y̌ andŶ . SinceT is a constant (deterministic)
quantity we have

T ∗(s) =E(e−sT ) = e−sT . (2.7)

The CDF ofY̌ is

FY̌ (t) = Pr{Y < t|Y < T} =

{
Pr{Y <t,Y <T}

Pr{Y <T}
, if t < T,

1, if t > T
=

=

{
1−e−λt

1−e−λT , if t < T,

1, if t > T.
(2.8)

From that, the PDF of̌Y is

fY̌ (t) =
d

dt
FY̌ (t) =

{
λe−λt

1−e−λT , if t < T,

0, if t > T,
(2.9)

and finally the LT,Y̌ ∗(s), is

Y̌ ∗(s) =

∫ ∞

0

fY̌ (t)e
−stdt =

∫ T

0

λe−λt

1− e−λT
e−stdt =

λ

1− e−λT

1− e−(s+λ)T

λ+ s
. (2.10)

The first moment of̌Y can be calculated in two ways: by integration offY̌ (t) and by (2.6)
using (2.10). Both methods give the same result, that is,

E(Y̌ ) =

∫ ∞

0

tfY̌ (t)dt = −
dY̌ ∗(s)

ds

∣∣∣∣
s=0

=
1

λ
−

T

eλT − 1
=

=
1

λ
−

1∑∞
i=1

λiT i−1

i!

, (2.11)
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where the last expression is introduced to characterize thelimiting behavior ofE(Y̌ ). The
correctness ofE(Y̌ ) can be checked by its limiting values. AsT → ∞, i.e., the upper
constraint for the exponentially distributed inter arrival period disappears, we have

lim
T→∞

E(Y̌ ) =
1

λ
= E(Y ).

On the other hand, asT → 0, i.e., the upper constraint for the exponential period tends to
zero, we have

lim
T→0

E(Y̌ ) = 0.

The CDF ofŶ is

FŶ (t) = Pr{Y < t|Y > T} =

{
Pr{Y <t,Y >T}

Pr{Y >T}
, if t > T,

0, if t < T
=

=

{
1− e−λt

e−λT , if t > T,
0, if t < T.

(2.12)

From that, the PDF of̂Y is

fŶ (t) =
d

dt
FŶ (t) =

{
λ

e−λT e
−λt, if t > T,

0, if t < T.
(2.13)

Hence, the LT,̂Y ∗(s), is

Ŷ ∗(s) =

∫ ∞

0

fŶ (t)e
−stdt =

λ

e−λT

∫ ∞

T

e−(λ+s)tdt =

=
λ

e−λT

[
−

1

λ+ s
e−(λ+s)t

]∞

t=T

= −
λ

λ+ s
e−sT . (2.14)

The first moment of̂Y is

E(Ŷ ) =−
dŶ ∗(s)

ds

∣∣∣∣
s=0

=

(
Te−sT λ

λ+ s
+

λ

(λ+ s)2
e−sT

)∣∣∣∣
s=0

= T +
1

λ
. (2.15)

2.3.3 Modeling assumptions

Figure 2.8 illustrates my network model and parameters. To keep simple the analytic de-
scription of the signaling behavior, I made simple assumptions regarding the attachment,
session establishment and mobility behavior of the UEs, without entering too much into the
details of their relations. UEs form a very large populationof sizeN . An UE attaches to the
network with rateα and remains attached for a generally distributed time with mean1/ω.
The number of attached UEs is not limited. Hence the number ofattached UEs is described
by an M/G/∞ queue. The mean number of attached users isNUE = Nα

ω
and the mean num-

ber of destination peers of a UE isNUE − 1. The UEs are uniformly distributed in the access
networks (ANs). There areM GWs, hence each GW provides access toNUE

M
UEs on average.
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Figure 2.7: Behavior of SA periods over an M/G/∞ system of session periods.
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Figure 2.8: Network model.
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The number of data sessions between an UE and all the other attached UEs is assumed to
be an M/G/∞ process, which means that data sessions are established according to a Poisson
process with rateλ, the session duration is generally distributed with meanE(S) = 1/µ and
the mean number of sessions in the network initiated by a UE isNSE =

λ
µ
.

With respect to the mobility of UEs I assume that a UE is associated with GWs one
after the other for exponentially distributed periods withparameterγ. Consequently, the end
of the visit time at thekth GW (Vk) is the sum ofk independent exponentially distributed
random variables, andV ∗

k (s) = ( γ
s+γ

)k.

Corollary 2.3.1 The session establishment rates between a pair of UEs (denoted by λA),
between an UE and its access GW (λB) and between a pair of GWs (λC) can be calculated
as

λA =
2λ

NUE − 1
, (2.16)

λB =2λ, (2.17)

λC =
2NUEλ

M2
. (2.18)

Proof Let focus on an UE pair, whereA andB denotes the two UEs.A initiates sessions
with rateλ towardsNUE − 1 destinations that are uniformly selected. Hence the rate ofses-
sions initiated byA towardB is λ

NUE−1
. Additionally, theB initiates sessions towards every

UE, henceA is the destination with rate λ
NUE−1

. λA is the sum of the session establishment
rates initiated fromA andB.

The network segment between the UE and the GW conveys the datasessions between
the UE and every peers of the UE. Hence,λB = (NUE − 1)λA = 2λ.

The network segment between two GWs transfers data for all UE pairs attached to this
GW pair. The overall session establishment rate in the network is NUEλ. M−1

M
is the propor-

tion of session establishments whereB is in a separate AN thanA. M(M−1)
2

is the number of
GW pairs. The session establishment rate between two GWs is hence

λC =
M − 1

M

1
M(M−1)

2

NUEλ =
2NUEλ

M2

�

Furthermore,̂λA, λ̂B, λ̂C andE(GA),E(GB),E(GC) denote the BEX rates and the mean
lengths of the SA period between the node pairs defined in Corollary 2.3.1. The relation of
the session arrival rate, the mean length of the SA period andthe BEX rate is characterized
by

1/λ̂i =E(Gi) + E(Gi) = E(Gi) + 1/λi, (2.19)

which is depicted in Figure 2.7 without subscripts. Due to the Poisson session arrival with
rateλi the mean time between consecutive SA periods isE(Gi) = 1/λi.



22 CHAPTER 2. SIGNALING DELEGATION IN HIP

2.3.4 Analysis of the SA period

In this section I derive the CDF of the SA period (G) both in Laplace and time domain and
present numerical methods for computingFG(t) andfG(t).

Theorem 2.3.2 Assuming that the number of sessions between two HIP-enabled hosts can
be described with an M/G/∞-type queuing service, with session establishment rateλ, gen-
erally distributed session holding time and UAL parameterT , the LT ofG satisfies

G∗(s) =
pX∗(s)T ∗(s)

1− (1− p)X∗(s)Y̌ ∗(s)
. (2.20)

Proof Using the notations given in Section 2.3.2 the probability of having j + 1 cycles of
busy-idle periods inG is p(1− p)j. Therefore,

G =





X + T, with probability p,
X + Y̌ +X + T, with probability p(1− p),

...
...

i(X + Y̌ ) +X + T, with probabilityp(1− p)i,
...

...

(2.21)

Alternatively, we can utilize the fact that the process renews at each starting point of busy
and idle period. IfY > T after the first busy period (X1) of G, then the SA period finishes
after timeT . However, ifY < T , then the underlying session establishment process renews
and the remaining time ofG has the same distribution asG.

G =X +

{
T, with probability p,
Y̌ +G, with probability1− p.

(2.22)

Using (2.21) the PDF of the SA period can be written as

fG(t) =
∞∑

j=0

(1− p)jp︸ ︷︷ ︸
Pr{(1+j) busy+idle}

{fX(t)⊛ fY̌ (t)}
j

︸ ︷︷ ︸
j·(busy+(idle<T ))

⊛fX(t)⊛ fT (t)︸ ︷︷ ︸
last busy+T

,

The convolution is transformed to simple multiplication inthe Laplace domain. The sum-
mation and multiplication with a coefficient in the time domain remain the same operations
in the Laplace domain. The Laplace transform (LT)G∗(s) of the PDFfG(t) is

G∗(s) =

∫ ∞

t=0

e−stfG(t)dt =

=
∞∑

j=0

(1− p)jp︸ ︷︷ ︸
Pr{(1+j) busy+idle}

(
X∗(s)Y̌ ∗(s)

)j

︸ ︷︷ ︸
j·(busy+(idle<T ))

X∗(s)T ∗(s)︸ ︷︷ ︸
last busy+T

=

=pX∗(s)T ∗(s)
∞∑

j=0

((1− p)X∗(s)Y̌ ∗(s))j =

=
pX∗(s)T ∗(s)

1− (1− p)X∗(s)Y̌ ∗(s)
.
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Another way to calculateG∗(s) is based on the recursive relation in (2.22). The Laplace
transform of (2.22) gives

G∗(s) =pX∗(s)T ∗(s) + (1− p)X∗(s)Y̌ ∗(s)G∗(s)

G∗(s)(1− (1− p)X∗(s)Y̌ ∗(s)) =pX∗(s)T ∗(s)

G∗(s) =
pX∗(s)T ∗(s)

1− (1− p)X∗(s)Y̌ ∗(s)
.

�

Theorem 2.3.3 When the conditions of Theorem 2.3.2 hold the CCDF of SA period (G) is

FG(x) =FX(x− T )−

∫ x−T

z=0

∫ T

y=0

λeλyFG(x− z − y)dydFX(z). (2.23)

Proof We evaluateFG(x) = Pr{G > x} conditioned on the length of the first busy period,
X1. Figure 2.9 illustrates the recursive behavior of the SA period.

0 x-T x

0 x-T x

X > x-T

0 < X < x-T 0 < Y < T

z = 0..x-T y = 0..T

G > x-z-y

Figure 2.9: Recursive behavior of the SA period.

If X1 > x− T , thenG > x is true. This is shown in the upper part of Figure 2.9. Since
Pr{X1 > x− T} = FX(x− T ), the first member of (2.23) isFX(x− T ).

If X1 < x−T , thenG > x holds only if it contains at least two busy periods as presented
in the lower part of Figure 2.9. The remaining time ofG (after the first busy-idle period) must
be greater thanx − X1 − Y̌1. The distribution of the remaining time ofG, however, is the
same as forG due to the fact that the process renews when it starts a new busy period. This
case is reflected in the second term of (2.23).λeλy and−dFX(z) = − d

dz
FX(z) give the

probability densities that the first idle and busy periods takey andz time, respectively. �

The calculation of the moments ofG based on its CCDF is rather inefficient.
Knowing thatFG(x) = 1, if x ≤ 0, the CDF and PDF ofG can be calculated numerically

based on (2.23) using (A.3) and (A.4), which are detailed in Appendix A.5. Starting from
x = 0, increasingx with step-size∆t, Algorithm A.3 computes recursively the value of
FG(x). As ∆t tends to0, the result is longer to compute and more accurate. The time and
memory requirement of the calculation is proportional withx/∆t.
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2.3.5 The BEX rate and the moments of the SA period

This section presents an efficient calculation ofλ̂. From now on I implicitly assume that the
modeling assumptions of Section 2.3.3 hold.

Theorem 2.3.4 The BEX rate between nodes is

λ̂ =e−λE(S)e−λ·Tλ, (2.24)

whereE(S) is the mean of session length.

Proof The steady state probability of having0 active sessions equals to the limiting proba-
bility of having 0 jobs in an M/G/∞ service [31]. That is

Pr{Q = 0} =e−λE(S). (2.25)

λ̂ corresponds to the mean rate of transitions fromQ = 0 to Q = 1, which will take longer
than timeT . That can be calculated by multiplyingλ session inter arrival rate with (2.25) and
the probability that the transition takes longer thanT . The last term equals with Pr{Y > T}
given in (2.2). I.e.,

λ̂ =Pr{Q = 0} · Pr{Y > T} · λ = e−λE(S)e−λ·Tλ.

�

From the Laplace domain description in (2.20) any moment ofG can be calculated
by (2.6). For computing the first and second moments ofG we need the first and second
moments ofT , X andY̌ . ForT we have,E(T ) = T andE(T 2) = T 2. E(X) andE(X2)
are given in (A.18) and (A.19) for generally distributed session time distribution. For expo-
nentially distributed session time distribution with rateµ, these equations simplify to (A.23)
and (A.24).E(Y̌ ) is given in (2.11).

Corollary 2.3.5 The second moment ofY̌ is

E(Y̌ 2) =
2eλT − 2λT − 2− T 2λ2

(eλT − 1)λ2
. (2.26)

Proof

E(Y̌ 2) =

∫ ∞

t=0

t2fY̌ (t)dt =

∫ ∞

t=0

2

∫ t

x=0

xdxfY̌ (t)dt =

=

∫ ∞

x=0

∫ ∞

t=x

fY̌ (t)dt2xdx =

∫ ∞

x=0

(1− FY̌ (x))2xdx =

= 2

∫ T

x=0

x
e−λx − e−λT

1− e−λT
dx =

2eλT − 2λT − 2− T 2λ2

(eλT − 1)λ2
.

t2 has been substituted with2
∫ t

x=0
xdx, then the order of integration was reversed in order

to get1− FY̌ (x) for the inner integral.FY̌ (x) is given by (2.8). �
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LetZ denote the second term on the right hand side of (2.22), i.e.,

Z =

{
T, with probability p,
Y̌ +G, with probability1− p.

(2.27)

E(Z) andE(Z2) can be written as

E(Z) =pE(T ) + (1− p)(E(Y̌ ) + E(G)) (2.28)

and

E(Z2) =pE(T 2) + (1− p)(E(Y̌ 2) + E(G)2 + 2E(Y̌ )E(G)). (2.29)

The last term (2E(Y̌ )E(G)) equals to2E(Y̌ G) because the lengths of the first idle period is
independent of the length of the remaining busy and idle periods.

Corollary 2.3.6 Assuming that the number of sessions between two HIP-enabled hosts is an
M/G/∞ process and the UAL is set toT , the first moment ofG is

E(G) =T +
E(X)

p
+

(1− p)E(Y̌ )

p
. (2.30)

Proof Using (2.21),E(G) can be expressed as

E(G) =T +
∞∑

i=0

p(1− p)i(E(X) + i(E(X) + E(Y̌ ))) =

=T +
E(X)

p
+

(1− p)E(Y̌ )

p
,

leading to the same result as (2.30). The recursive relation, (2.22), can be applied to calculate
the first moment ofG, as well. That is

E(G) =T + pE(X) + (1− p)(E(X) + E(Y̌ ) + E(G)) =

=T + E(X) + (1− p)(E(Y̌ ) + E(G)),

from which

E(G) =T +
E(X)

p
+

(1− p)E(Y̌ )

p
.

�

Corollary 2.3.7 Under the conditions of Corollary 2.3.6 the second moment ofG is

E(G2) =E(X2) + E(Z2) + 2E(X)E(Z), (2.31)

whereZ is defined in(2.27).
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Proof

E(G2) =E((X + Z)2) = E(X2 + Z2 + 2XZ) =

=E(X2) + E(Z2) + 2E(X)E(Z),

where we utilized the independence ofX andZ, that is,E(XZ) = E(X)E(Z). �

The variance of the SA period can be calculated from Var(G) = E(G2)−E(G)2. In the
special case of exponentially distributed session times with parameterµ, substituting (A.23)
and (A.24) into (2.30) and (2.31) gives

E(G) =
eλ(T+ 1

µ
) − 1

λ
, (2.32)

and

E(G2) =−
2

λ2

(
e

λ(Tµ+1)
µ Tλ+ e

λ(Tµ+2)
µ − e

2λ(Tµ+1)
µ −

− e
λ(Tµ+2)

µ λ

∫ ∞

t=0

tλe
λeµt−µ2t−λ

µ dt

)
. (2.33)

The expressions with general session time distributions are obtained by substituting (A.18)
and (A.19) into (2.30) and (2.31), but are too cumbersome to present here.

2.3.6 The mean rates of update procedures

In UFA HIP, BEX or UPDATEw/CERT is triggered between the GWs of a pair of UEs, as
long as there is no HA between the UEs, as presented in Table A.1 and depicted by Fig-
ure 2.5b. A practically important performance measure is the rate of these procedures. The
BEX rate between a pair of GWs due to SE is denoted byλ̂C . Its relation to the session ar-
rival rate and the mean length of the SA period is characterized by (2.19). It can be calculated
with Theorem 2.3.4 usingλC , µ andT as input parameters.

The rate of UPDATEw/CERT procedures between a pair of GWs due tosession estab-
lishment is indicated byλSE,U, and can be calculated in the following way.

Theorem 2.3.8 Assuming an M/G/∞-type session establishment process between UEs in a
synthetic network model described in Section 2.3.3, the UPDATEw/CERT rate between a
pair of GWs due to session establishments in UFA HIP is

λSE,U=
NUE(NUE − 1)

M2
λ̂A − λ̂C (2.34)

Proof In UFA HIP, an SA pair is maintained between a pair of GWs (and between an UE and
its GW) until at least one host association (HA) uses it. Figure 2.10 illustrates a simple case
when the SA is shared between two pairs of UEs.λ1 andλ2 denote the arrival rates of session
establishments under each pair of UEs. HAs are established forG1 andG2 periods with rates
λ̂1 andλ̂2, respectively. The SA pair between the GWs is utilized by these two HAs. Within
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Figure 2.10: Occurrences of BEX and UPDATEw/CERT during session establishment in
UFA HIP between a pair of GWs.

an SA period the first HA establishment triggers BEX, the otherHA establishments trigger
UPDATEw/CERT.

Due to the Poisson arrival of session establishments, the remaining time of the inter-
arrival periods, denoted byY1 andY2 in Figure 2.10, are exponentially distributed with pa-
rameterλ1 andλ2. Another consequence of the Poisson arrival of session establishments
is the following. When two HAs share one SA pair, as it is in Figure 2.10, the proba-
bility that the HA establishment of the first UE pair initiates a BEX of the aggregate pro-
cess (3rd line in Figure 2.10) is Pr{Y1 < Y2} = λ1

λ1+λ2
. In general, whenK HAs share

one SA pair, the probability that theith HA initiates a BEX of the aggregate process is
Pr{Yi = min({Y1..YK})} = λi∑K

k=1 λk
.

Therefore the BEX rate caused by theith UE pair isλ̂aggr
λi∑K

k=1 λk
. The UPDATEw/CERT

rate caused by theith UE pair isλ̂i − λ̂aggr
λi∑K

k=1 λk
.

In my network model, the proportion of session establishments, which appear on the
transport network (TN) isM

M−1
. The number of UE and GW pairs in the network isNUE(NUE−1)

2

andM(M−1)
2

, respectively. Hence, the number of UE pairs that occur between a pair of GWs

is K =
M

M−1

NUE(NUE−1)

2
M(M−1)

2

= NUE(NUE−1)
M2 .

Therefore, the overall rate of UPDATEw/CERT procedures in UFA HIP between a pair
of GWs is

λSE,U =
K∑

i=1

(
λ̂i − λ̂aggr

λi∑K
k=1 λk

)
.

That simplifies to (2.34), if fori = 1..K, λi = λA andλ̂i = λ̂A, andλ̂aggr= λ̂C . �

Rekeying (RK) procedures are present in both architectures, as illustrated in Figs. 2.4a

and 2.5. They are triggered
⌊

G
TKEY

⌋
− 1 times during an SA period as presented in Fig-

ure 2.11. LetN1 denote the number of rekeyings during aG period of Figure 2.11 andλRK
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Figure 2.11: Occurences of rekeying in SAs.

denote the rate of rekeying procedures between two HIP-enabled hosts.

Theorem 2.3.9 Given the CCDF of SA periods between two HIP-enabled hosts, the mean
rekeying rate is

λRK = λ̂
∞∑

i=1

FG(iTKEY ). (2.35)

Proof The probability that there arei updates with DH under an SA period is Pr{N1 = i} =
Pr{iTKEY < G < (i+ 1)TKEY }, from which

E(N1) =
∞∑

i=1

iPr{iTKEY < G < (i+ 1)TKEY } =

=
∞∑

i=1

i(FG((i+ 1)TKEY )− FG(iTKEY )) =

=
∞∑

i=1

FG(iTKEY ). (2.36)

λRK = E(N1)

E(G+G)
= E(N1)λ̂ gives the mean rekeying rate. �

I remark that ifρ = λ̂E(G) → 1 (e.g.,ρ > 0.95) then, due to the inefficiency of numeri-
cal calculation ofFG(x), the following approximation can be applied:λRK = λ̂E(G) 1

TKEY

The RV function introduced in Table A.2 is responsible for the following update proce-
dures. In E-E HIP, RVS updates are triggered between an UE andthe RVS per each inter-GW
handover event. Additionally, the RVS update period is upper constrained by the registration
lifetime to RVS,TRVS, as illustrated in Figure 2.12.

Let N2 denote the number of RVS UPDATEs during the visit period of a GW (denoted
by V1 in Figure 2.12) andλRV the update rate.

Corollary 2.3.10 In E-E HIP, the mean rate of UPDATE procedures under the RV function
for an UE can be calculated as

λRV,E-E=1 +
∞∑

i=1

F V1(iTRVS)γ (2.37)
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Figure 2.12: Occurrences of RVS updates of an UE in E-E HIP.

Proof By replacingG with V1 andTKEY with TRVS in (2.36), we get
∑∞

i=1 F V1(iTRVS) for
the mean number of RVS updates inV1. Additionally, there is one update at the start ofV1.
Hence,

E(N2) =1 +
∞∑

i=1

F V1(iTRVS).

Multiplying E(N2) with the mean handover rate gives the mean rate of RVS updatesfrom
an UE to the RVS. �

In case of UFA HIP, the target GW within an inter-GW handover will initiate the update
procedure to the RVS in the name of the UE.

Lemma 2.3.11 In UFA HIP, the mean rate of UPDATEw/CERT procedures under the RV
function for a GW is

λRV,UFA=
γ

M
·
NUE

M
+

1

TRVS
(2.38)

Proof Given thatV1 is exponentially distributed with parameterγ under every GW for all
UEs, γ

M
is the probability that the UE is handed off to a specific GW.NUEs

M
is the mean

number of UEs served by the GW. Their product results in the mean RVS update rate for
every UE attached to the GW. Additionally, a GW re-registersat everyTRV S period its IP
address at the egress interface and its HIT together with theHIT of all of the delegated UEs.
The sum of these two rates results in (2.38). �

The DR control functions, introduced in Table A.2, cause thefollowing update proce-
dures in UFA HIP. There are three different cases for signaling delegation illustrated by
Figure 2.13. In case A, the source GW propagates signaling rights to the target GW. In this
case the source GW generates a new certificate, which extendsthe signaling delegation chain
of the UE. In case B the UE re-delegates signaling rights because the delegation certificate-
chain has reached its maximum length (L) at the source GW. E.g.,L = 3 in Figure 2.13.
In this case the UE creates a new certificate for the target GW and the old delegation chain
becomes invalid. Both cases happen at inter-GW handovers.

There is a third case, case C, that is independent of handovers. In this case the UE re-
delegates rights to its serving GW by generating and sendinga new authorization certificate.
This event occurs when the lifetime of the initial authorization by the UE,TDEL, has expired.
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Figure 2.13: Calculation model of the mean rate of update procedures with delegation.

A practically important performance measure is the rate at which an UE generates new
signaling delegation certificate. This happens in case of events B and C and I denote their
rates byνB and νC . The period between consecutive certificate generation by an UE is
denoted byξ and depicted in Figure 2.13.ξ1 illustrates case B, when the certificate-chain has
reached its maximum length before the expiration ofTDEL, thereforeξ1 = VL. ξ2 illustrates
case C, whenTDEL lifetime of the delegation certificate-chain expires, hence,ξ2 = TDEL. The
CCDF ofξ is

F ξ(t) =

{
F VL

(t), if t < TDEL,
0, if t > TDEL.

(2.39)

The mean value ofξ is

E(ξ) =

∫ ∞

x=0

F ξ(x)dx =

∫ TDEL

x=0

F VL
(x)dx.

LetNA, NB andNC denote the number of events of type A, B and C inξ.

Corollary 2.3.12 Considering a UE, in UFA HIP, the mean rates of events where the UE
re-delegates a new certificate due to the fact that the maximum delegation chain length had
been reached (i.e., case B) or due to the expiration of delegation lifetime (TDEL) (i.e., case C)
are

νB =
F VL

(TDEL)

E(ξ)
and (2.40)

νC =
FVL

(TDEL)

E(ξ)
, (2.41)

respectively.

Proof The probabilities of the occurrence of event B and C under in periodξ can be com-
puted asp = Pr{NB = 1} = Pr{NC = 0} = Pr{VL > TDEL} for event B, and1 − p =
Pr{NC = 1} = Pr{NB = 0} = Pr{VL < TDEL} for event C. The mean rates of these events
areνB = E(NB)/E(ξ) = p/E(ξ) andνC = (1− p)/E(ξ). �

Theorem 2.3.13Considering a UE, in UFA HIP, the mean rate of events where the previous
GW propagates the UE’s signaling delegation authorizationto the next GW during HO (i.e.,
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case A) isνA = E(NA)/E(ξ). The mean number of events A in periodsξ can be calculated
as

E(NA) =(L− 1)F VL−1
(TDEL) +

L−2∑

k=1

k

∫ TDEL

x=0

e−γ(TDEL−x)fVk
(x)dx. (2.42)

Proof The calculation requires the specification of probabilities of different number of oc-
currences of event A under a periodξ, i.e.,

Pr{ξ < TDEL, NA = k} =Pr{VL < TDEL}, if k = L− 1,

Pr{ξ < TDEL, NA = k} =0, if k = 0..L− 2,

Pr{ξ = TDEL, NA = k} =Pr{V1 > TDEL}, if k = 0,

Pr{ξ = TDEL, NA = k} =Pr{Vk+1 > TDEL > Vk}, if k = 1..L− 1,

The events can be divided to two categories. Whenξ < TDEL, the UE visitsL GWs before
the expiration ofTDEL, hence the number of events A isL−1. Whenξ = TDEL, the expiration
of TDEL prevents the visit ofL GWs with the same certificate-chain. The number of events
A depends on the number of visited GWs before re-delegation ofrights.

From this, the mean number of events A under a period can be calculated as

E(NA) =(L− 1)Pr{TDEL > VL−1}+
L−2∑

k=1

kPr{Vk+1 > TDEL > Vk}. (2.43)

The first and second terms of the right hand side of (2.43) cover the categories whenξ < TDEL

and whenξ = TDEL, respectively. In the first term Pr{TDEL > VL−1} equals toFVL−1
(TDEL).

Vk+1 andVk are not independent random variables, hence the calculation of Pr{Vk+1 >
TDEL > Vk} in the second member is the following.

Let introduce the running variablex, which marks the current age of the delegation chain.
fVk

(x) gives the probability density of being under thekth GW at agex of the delegation
chain.

Let introduceu for the remaining time under thekth GW. The probability of the oc-
currence of the expiration of the delegation chain (i.e.,x + u > TDEL) under that GW is
Pr{u > TDEL − x}. Due to the memoryless property of exponential distribution, the remain-
ing time,u, has the same distribution asV1. That is, Pr{u > TDEL − x} = Fu(TDEL − x) =
FV1(TDEL − x) = e−γ(TDEL−x).

fVk
(x)e−γ(TDEL−x) is the probability density of having a delegation chain of length k at

agex and knowing that it will expire before visiting thek+1th GW. Thus, by runningx from
0 to TDEL, we can compute the probabilities for reaching different delegation-chain lengths.
Therefore, (2.43) becomes (2.42). �

2.3.7 Mean length of certificate chains in update procedures with CERT
field

Independently of whether the UE or the source GW generates the delegation certificate, it
is always the source GW, which conveys the delegation certificate-chain to the target GW
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in cases of event A and B. This occurs in the second phase of HO inthe UPDATEw/CERT
procedure between the previous and next GWs, depicted in Figure 2.6. The signaling load of
this update procedure depends on the length of the certificate-chain. Therefore a practically
important question is the mean length of the certificate-chain.

In the following, I introduce indexi for indicating the position of the source GW (i.e.,
the one from which the UE is handed off) in the delegation chain. In Figure 2.13 event A
occurs wheni ∈ {1..L− 1}, and event B happens wheni = L.

Theorem 2.3.14Under the conditions of Section 2.3.3 with respect to the mobility behavior
of the UEs, the probability of havingk certificates in the certificate-chain, which is sent from
the source GW to the target GW in the UPDATEw/CERT procedure in the second phase of
the HO for the delegation of signaling rights of the UE to the target GW is

Pr{k cert.} =





FVL
(TDEL)∑L

l=1 FVl
(TDEL)

, if k = 1,
FVk−1

(TDEL)
∑L

l=1 FVl
(TDEL)

, if k = 2..L,
(2.44)

and
∑L

k=1 kPr{k cert.} gives the average length of certificate-chain.

Proof Let Oi,i+1 denote the number of handovers from GWi to GWi+1 in a ξ period and let
ηi,i+1 indicate the average rate of handovers from from GWi to GWi+1. SinceOi,i+1 is a binary
random variable, for the mean number of handovers from GWi to GWi+1 in a ξ period we
have

E(Ni,i+1) =Pr{Oi,i+1 = 1} = Pr{Vi < TDEL} = FVi
(TDEL), (2.45)

where Pr{Oi,i+1 = 1} is the probability that the handover happens, i.e.,Vi illustrated in
Figure 2.13 is smaller thanTDEL.

The average rate of handovers from GWi to GWi+1 is

ηi,i+1 =
E(Oi,i+1)

E(ξ)
, (2.46)

and the probability that a handover is from GWi to GWi+1 is

Pr{i,i+1} =
ηi,i+1∑L
j=1 ηj,j+1

. (2.47)

Now, substituting (2.45) into and than (2.46) into (2.47) results in (2.44). �

In UFA HIP, a GW conveys the delegation certificate together with public key signatures,
when acting in the name of UE. The length of the delegation certificate-chain is an important
parameter, which has influence on the number and length of update messages in mandated
update procedures.

Let E(Ncerts) denote the mean certificate-chain length of a UE at a delegateGW over
time andAi (i = 1..L) the lifetimes of certificate-chains with lengthi. A1 corresponds to the
visit time of the GW, which got the certificate directly from the UE. The visit time however
is upper-bounded byTDEL. A2 is the visit time of the UE under the second GW.E(Ai) is the
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general form of the mean visit time of a GW by the UE, at which GWthe certificate-chain
has lengthi (i ≤ L). ForAi we have

E(A1) =

∫ TDEL

x1=0

x1γe
−γx1dx1 + TDELe

−γTDEL ,

E(A2) =

∫ TDEL

x1=0

γe−γx1

(∫ TDEL−x1

x2=0

x2γe
−γx2dx2 + (TDEL − x1)e

−γTDEL−x1

)
dx1,

E(Ai) =

∫ TDEL

x1=0

γe−γx1

(∫ TDEL−x1

x2=0

γe−γx2 · · ·

(∫ TDEL−x1−x2−···−xi−2

xi−1=0

γe−γxi−1

(∫ TDEL−x1−x2−···−xi−1

xi=0

xiγe
−γxidxi+

+ (TDEL − x1 − x2 − · · · − xi−1)e
−γTDEL−x1−x2−···−xi−1

)

dxi−1 · · ·

)
dx2

)
dx1,

and in accordance with the definition ofAi the integrals satisfy

E(ξ) =
L∑

i=1

E(Ai). (2.48)

Theorem 2.3.15The average length of certificate-chain that a delegate GW conveys in man-
dated update procedures can be calculated as

E(Ncerts) =
L∑

i=1

i ·
E(Ai)∑L
j=1 E(Aj)

. (2.49)

Proof The stationary mean certificate-chain length can be calculated based on the mean time
with certificate-chains of lengthi, i.e.,

Pr{stationary certificate-chain length= i} =
E(Ai)∑L
j=1E(Aj)

, (2.50)

from which the mean length of certificate-chain over time is (2.49). �

2.3.8 Stationary number of host and security associations

A suitable descriptor for the memory consumption of E-E and UFA HIP is the mean number
of HAs and SAs in the UE, GW and RVS. LetCi,j andDi,j denote the mean number of
HA and SA database entries in a network element, respectively, such that indexi indicates
the relation and indexj the HIP type as follows.i = 1, 2, 3 stands for UE, GW, RVS and
j = 1, 2 stands for E-E and UFA HIP, respectively. Based on the BEX rate and the mean SA
period between two peers,C can be calculated using Little’s rule. In E-E HIP,

C1,1 = (NUE − 1)λ̂AE(GA) and D1,1 = 2C1,1.
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In UFA HIP, C1,2 = C1,1, i.e., the number of HAs equals to that of the E-E HIP due to the
same traffic demands. However, only one SA pair is required from the UE to the serving
GW. This SA pair is kept active while the considered UE establish sessions with a peer UE,
following the behavior demonstrated in Figure 2.10. Therefore,

D1,2 =2λ̂BE(GB).

In E-E HIP every UE has HA with the RVS, henceC2,1 = NUE andD2,1 = 2C2,1. In case
of UFA HIP, the GWs establish HAs with the RVS as well. Therefore,C2,2 = NUE + M .
However, only the GWs establish SA pairs with the RVS, henceD2,2 = 2M .

In UFA HIP, on the GW side, the SA entries include the SA pairs maintained together
with the UEs in the AN, with the GWs in the TN and with the RVS. Therefore,

D3,2 =
NUEs

M
2λ̂BE(GB) + (M − 1)2λ̂CE(GC) + 2.

On the other hand the HAs include one HA for each SA pair and onefor each pair of dele-
gated UEs and their peers. Hence

C3,2 =
D3,2

2
+

NUE

M
(NUE − 1)λ̂AE(GA).

2.4 Analysis of HIP overhead in E-E and UFA HIP schemes

This section compares the signaling overhead of HIP processes in UFA and E-E HIP archi-
tecture using a synthetic network model [J2].

2.4.1 Input parameters

Table 2.2 shows the main input parameters of the analysis.

Table 2.2: Input parameters of the analysis.
Scenario 1 Scenario 2 Scenario 3 Scenario 4
Low mobility High mobility High lifetimes Low lifetimes

γ M/1E06 min−1 M/1E05 min−1 M/1E06 min−1 M/1E06 min−1

TUAL 15 min 15 min 1 day 0 sec
TKEY 6h 6h 1 week 1h
TDEL 1h 1h 1 day 15 min
N 1E06

M 1E04

α 1 day−1

ω 1 day−1

λ 1/10 min−1

µ 1/30 min−1

TRVS 1 hour
TDELgw 1 week
L 3
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Four scenarios have been defined. In the first scenario (Scenario 1) there are1E06 mo-
biles attached to the network,1E04 GWs, hence100 UEs per GW. Every UE stays100
minutes under a GW on average. The lifetime parameters are set to default values that an en-
gineer could select: an unused SA pair is closed after15 minutes, the rekeying period for an
SA is set to6 hours, and delegation of signaling rights of the UE (TDEL) is set to1 hour.

In the second scenario (Scenario 2) the mobility rate is set to tenfold compared to the
first scenario, hence it is called high mobility scenario. Incase ofM = 1E04 GWs, a
mobile stays ten minutes on average under a GW for a period with exponential distribution.
My assumption is that a GW can connect to several access networks, the number of which
depends on the number of GWs (M) in the network, however I do notgo into the details of
topology and realistic mobility models. This analysis onlyfocuses on inter-GW handovers,
where each GW advertises a separate IP address domain for theuser.

In the third scenario (Scenario 3) the lifetimes are set to high values compared to Sce-
nario 1. The objective of this is to reduce signaling. WithTUAL = 1 day, the UEs and GWs
will keep the unused SA states for 1 day, hence the probability that an incoming session
establishment sees existing SA increases. The drawback of this scenario is the increased
number of HIP associations (HAs) and IPsec SAs stored in UEs and GWs. TDEL = 1 day
practically enables to reach the maximum length of the delegation chain.TDELgw is the del-
egation lifetime when a GW delegate rights to another GW. That is treated separately from
the delegation lifetime from UEs to the GWs (TDEL) due to the assumption of having higher
trust level and less changes in the set of GWs.TKEY = 1 week practically turns off, i.e.,
increases very high the rekeying period of existing SAs.

In the fourth scenario (Scenario 4) low lifetime values are configured. This setting in-
creases the performance overhead of signaling. WithTUAL = 0 sec, SA periods become
the same as the busy periods (sessions). This setting maximizes the BEX rate due to ses-
sion establishments.TKEY = 1 h, represents a highly security sensitive administration where
rekeyings for an HA/SA must be made six times more frequent than in case of Scenario 1.
With TDEL = 15 min, the UE re-delegates signaling rights to the serving GW often, hence
the maximum length of delegation chain is practically not reached.

In all scenarios the mobility rate depends on the number of GWs. That is due to the more
dense placement of GWs in the same area asM increases. I simply modeled the mobility
rate increase by introducing a linear factor (i.e.,M/1E04) in the mobility rate. The session
establishment rate of a UE (λ) and session periods (1/µ) were set to1/30 and1/10 min−1,
respectively. This causes that a UE communicates with threepeers in parallel.

2.4.2 Main results

The detailed results can be found in Appendix A.6. In the analysis, the performance costs of
different signaling procedures in terms of number and size of messages and CPU time were
derived from real testbed-based measurements, summarizedin Section 3 of [J2].

UFA HIP proved to come up to the expectations regarding the reduction of overheads
due to signaling delegation. It performs better than E-E HIPat the UE, access network
(AN) and RVS, but performs similarly or worse in the core transport network (TN) and GW.
Figure 2.14 summarizes the aggregated load in the ANs and core TNs in terms of process
rate and data rate. The plots show that UFA HIP performs better in the ANs and worse in the
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core TNs than E-E HIP. The HIP procedure types introduced in Section 2.3.1 are denoted by
different colors. Table 2.3 shows the achieved average resource utilization gains at different

(a) ANs, process rate (b) core transport, process rate

(c) ANs, data rate (d) core transport, data rate

Figure 2.14: Overall signaling overhead in the ANs and core transport networks.

parts of the networks, i.e., the UE, RVS, all ANs and all core TNs. (Gain= (1− PUFA
PE-E

)·100%.)

Table 2.3: Gains of UFA HIP compared to E-E HIP.
Scen. 1 Scen. 2 Scen. 3 Scen. 4

Low mobility High mobility High lifetimes Low lifetimes
CPU utilization at the UE 62% 71% 67% 47%

CPU utilization at the RVS 74% 15% 58% 91%

signaling data rate in the ANs 59% 56% 64% 50%

signaling data rate in the core transport −62% −350% −74% −32%

We are now able to see the consequences of the introduction ofsignaling delegation ser-
vice in HIP. Regarding the influence of maximum delegation chain length, the greater is the
value ofL, slightly higher is the utilization of the network in all parts. Consequently, as-
suming 1024-bit RSA-based signaling delegation certificates, 1260 byte MTU (minimum
requirement) and the application of fragmentation method recommended for HIP CERT
fields [34], the best performance can be achieved if the UE re-delegates the right at each
handover to the GW, i.e., setL = 1.

Figure 2.15 illustrates the mean CPU loads at the UE and the GW and the mean signaling
data rates in the access network and core transport network in case of the high mobility
scenario (Scenario 2). AsTDEL grows, that enables the development of longer delegation
chains, which means more update messages within the delegated update procedures. This
causes the steps in the plots of Scenario 2 forL = {4, 5, 10}.

For the determination of the distribution level of the architecture, the designers should
consider the impact of the number of GWs on the HIP signaling load in core transport net-
work segments and at the GWs. The load of the core transport network depends on the
distribution level of the network, mobility rate of the UEs.Depending on the average mo-
bility rate, if the number of UEs per GW is above[1000, 10000], then it may perform the
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(a) CPU load in the UE. (b) CPU load in the GW.

(c) Signaling data rate in the AN. (d) Signaling data rate in the core transport.

Figure 2.15: Resource utilization in function of the maximumlength of delegation chain (L)
andTDEL in the high mobility scenario.
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same or better than E-E HIP architecture. However, when the network is too flat, i.e., GWs
are too much distributed, and there are[10, 100] UEs served by one GW, the load of the core
transport network in UFA HIP may grow from five to seven fold ofthat of E-E HIP.

The results include guidance for the setting of protocol parameters for both architecture
types in order to keep low the signaling overhead.

• According to the CDF of SA period the minimum value of SA periodis TUAL .

• The lowerTUAL is the less SAs and HAs should be stored in the HIP peers. In my
scenarios, forTUAL = 1E+04 sec, the number of SA or HA database entries is∼ 100
at the UE in both UFA-HIP and E-E HIP, and∼ 1E+04 at the GW in case of UFA HIP.
TUAL seems to have low impact on the load of network elements and network segments.
TKEY should not be set to too low values, particularly below3 hours, because it highly
increases the load in the RVS and different network segments. However, UFA HIP is
much less influenced by lowTKEY values than E-E HIP architecture with respect to the
load of RVS and the core transport network.

• TRVS must be set carefully in case of E-E HIP, not lower than a certain value. Using
my input parameters, it should not be set lower than2-3 hours or5000-10000 seconds
due to high load in the RVS, ANs and core transport network. UFA HIP architecture
is much less sensitive to lowTRVS values. Another interesting statement is that for HIP
host associations toward RVS, there is no sense to haveTUAL because no user data is
transmitted in that direction.

• In UFA HIP, TDEL should not be set to too low values (i.e., below15 min in case of
my scenarios). It would increase too much the load at the UE, GW and ANs. On the
other hand, too high values ofTDEL would be enablers for the development of longer
certificate chains, that brings its negative effect at the core transport network and the
RVS. The load of RVS does not depend too much onTDEL. It is slightly increased only
in case of high mobility scenario and ifTDEL andL are set to high values. The same
can be stated for the core transport network.

2.5 Conclusions

Due to the expected mobile internet traffic evolution mobilenetwork providers require more
scalable and cost-efficent network architectures. The UFA concept aims to tackle with the
scalability issues by distributing the mobile core networkfunctions. There exist several
signaling scheme proposals for the control plane of UFA, oneoption is the application of
HIP-based control plane. HIP, however, is a terminal-based, E-E control protocol, which
does not support network-side visibility of traffic flows. For the support of traffic binding to
users on network side, and in order to reduce resource utilization in the terminals and access
networks, certain signaling functions could be delegated from end-hosts to network GWs.
This idea leads to the UFA HIP concept, and the introduction of delegation services for HIP.

Consequently, in Section 2.2 I proposed two types of delegation services for HIP. In Sec-
tions 2.3.2-2.3.8 I constructed an analytical model for theanalysis of overheads of HIP-based
procedures in distributed mobile network architectures with the objective of determining the
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performance gains of delegation-based UFA HIP scheme compared to the E-E HIP scheme.
In Sections 2.3.4 and 2.3.5 I presented the CDF and moments of the SA periods in case of
HIP-control plane. Many protocols use lifetimes with similar role as the unused associa-
tion lifetime, where the underlying renewal process consists of the busy-idle periods of a
communication channel. Thus, the results for the CDF and moments of SA periods may be
re-utilized in the performance analysis of other protocolsas well. The CDF of SA period
has been utilized in the calculation of other parameters related to update procedure rates. In
Section 2.4 I showed that the model can be utilized to calculate signaling process rates in
different scenarios. Using my model I also provided guidance for the setting of HIP protocol
parameters.

Recognized issues that should be addressed in the future regarding HIP signaling dele-
gation, or the design of signaling delegation services in general, are that RSA certificates are
too long, hence secure fragmentation of signaling packets in case of long certificate chains
is not enough effective in terms of utilization of the MTU. Furthermore, besides public-key
certificate distribution other approaches should be investigated, e.g., new lightweight tech-
niques or new trust models that only require delegation to the network as a whole actor, and
not to separate GWs. However that would induce high changes inthe concept of HIP, that
handles separately each network entity, each possessing its own public and private key pair.
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Chapter 3

Performance evaluation of security
services protecting signaling in mobile
networks

In this chapter I propose an analytical model that characterizes in general the overheads
imposed by IPsec and IKEv2 EAP-TLS in protecting MIPv6 signaling. An important chal-
lenge of mobile network architectures is how to mitigate security threats and integrate the
necessary security services. In systems supporting mobility a wide variety of threats ex-
ist [36, 37, M4]. Reliable and secure communication of mobility signaling protocols, such
as Mobile IPv6 MIPv6 and its extensions, is therefore critical. MIPv6 recommends the use
of IPsec [38] and IKEv2 [39] for the protection of signaling messages, between the mobile
node (MN) and the home agent (HA) [12, M3].

IPsec and IKEv2 enable a very wide range of configuration possibilities. It is thus an
important question for network designers to determine which configuration to apply in a
specific situation. The knowledge of performance overheadsof security services can serve
as input for network and node dimensioning, and for securityscheme and configuration
selection. An informed decision requires that the securitylevels and costs of the performance
overheads of the possible security configurations are known. How to dynamically tune IPsec
to achieve an appropriate security-performance trade-offhas previously been considered in
other contexts [40, 41].

Section 3.2 aims to demonstrate how the performance overheads of the different protec-
tion policies of IPsec and IKEv2 can be analyzed in a MIPv6 scenario [S1, C7, C8]. The
selected key performance indicators in my analysis are the following. With respect to IPsec
overhead, the overall utilization of the HA by the protection of MIPv6 signaling processes
and the total mean response time for a mobility process in thenetwork. With respect to
IKEv2, the overall utilization of the HA and the authentication, authorization, and account-
ing (AAA) server by the IKEv2 reauthentication processes, and (2) the total mean response
time for this process in the network.

The analysis is based on the theory of queuing networks. I usea simplified version of
the BCMP theorem, for multiple-class open queuing networks with load-independent arrival
rate and service times [14]. A similar approach, based on a closed queuing network, has pre-
viously been applied to analyze different types of the Kerberos authentication protocol [15].

41
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I choose an open queuing network model since it gave the possibility to trigger mobility and
re-authentication processes with jobs arriving from outside of the system, hence I could di-
rectly influence the arrival rate of these processes in the analysis. I determined the different
jobchains caused by MIPv6 and IKEv2 EAP-TLS signaling basedon real network captures
and standards.

The analysis characterizes generally the overheads imposed by IPsec in protecting MIPv6
signaling and IKEv2 in providing mobile service access authorization and dynamic IPsec SA
negotiation, due to the fact that I use an abstract expression for the processing overheads in-
duced by the different cryptographic algorithms. The performance cost of an algorithm is
expressed primarily by the total number of operations required per block for a processor
when applying the specific algorithm. These parameters weregiven in [42] for DES, MD5,
and SHA-1, and in [43] for AES. Xenakis et al. [44] gathered them in their work related
to a generic characterization of the space and processing overheads of different IPsec con-
figurations. Performance cost for the Diffie-Hellman ephemeral (DHE) key calculation and
RSA signature processing were derived from algorithm speed measurement results in [C11]
and [M1].

It can be seen from the analysis in Section 3.2 that an analytic model can explain differ-
ences between overheads, however due to the requirements for very detailed inputs, such as
the determination of processing requirements of cryptographic functions, step-by-step defi-
nition of jobchains of the signaling procedures, it is cumbersome to quickly obtain results.
We also could see that authentication method selection is animportant factor in the overheads
of security configurations.

Therefore, in Section 3.3, for obtaining more precise results with less calculations, I con-
struct a measurement framework based on a real 3G testbed andpartially emulated network
segments aiming at evaluating a wide range of IP mobility service authorization (MSA) and
access service authorization (ASA)scenarios [J5, J9, C6, C5,C1]. Using the validation en-
vironment I determine the performance costs of many HIP and IKEv2-based authentication
methods. The results can be useful, e.g., in the design of TS services and node or network
dimensioning.

In case of simulation-based evaluation even more development time would be required
and the accuracy of the results would be similar to the analysis. Since the implementations of
authentication techniques were available due to smaller developments, I choose the direction
of measurement-based evaluation.

The advantage of real measurements is the ability of obtaining more accurate results, be-
cause it measures the load of all processes, which typicallyare not counted into the jobchains
or are let out from simulations, but which are required in real implementations, such as
thread-management, logging, message-parsing. The disadvantage of real measurements is
that the results are valid in the given validation environment. However, by the application
of network emulators we can create almost arbitrary networkenvironment, and mitigate this
problem.

The structure of the rest of the chapter is as follows. Section 3.1 summarizes the related
work including the recommended security settings for the protection of MIPv6, the related
work on the performance measurement of HIP and IKEv2 authentication methods. It also
provides an overview of the considered authentication techniques. Section 3.2 describes the
analysis of the performance overheads of IPsec and IKEv2 when protecting MIPv6. Sec-
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tion 3.3 smmarizes the main measurement scenarios for the authentication methods and the
main results. Section 3.4 concludes the chapter.

3.1 Related work

Section 3.1.1 presents the security configurations considered for the protection of MIPv6
signaling based on standard recommendations.

3.1.1 Security configurations

The available recommendations for the protection of MIPv6 signaling between a MN and a
HA with IPsec suggest a wide range of configurations [12]. In the present work I have ana-
lyzed two main policies that are different in granularity and ten different algorithm selection
possibilities for each of them. Additionally, I differentiated static IPsec configuration ver-
sus dynamic IPsec SA negotiation using IKEv2. Appendix B.1 provides a summary of the
analyzed MIPv6 and IKEv2 EAP-TLS signaling schemes.

The policy having the coarsest granularity is referred to asPolicy 1. It specifies that
all MIPv6 signaling traffic should be protected by encapsulating security payload (ESP)
in tunnel mode with a non-null encryption and data origin authentication algorithm. The
second policy, referred to as Policy 2, has a finer granularity. It specifies that the binding
update (BU) and binding acknowledgment (BA) messages should be protected by ESP in
transport mode with a non-null authentication algorithm. The home test init (HoTi) and
home test (HoT) messages should be protected in the same way as in Policy 1. The other
signaling messages related to MIPv6 are not considered in this analysis, since they are not
triggered by every movement of the MN. At the algorithm selection level, I consider five
types of encryption algorithms, i.e., DES, 3DES, AES with 128 bit key (AES128), AES192,
and AES256, and two keyed-hash message authentication code(HMAC) algorithms, i.e.,
HMAC with MD5 and HMAC with SHA-1. They are used for the protection of IKE SAs and
IPsec SAs as well. Both Policy 1 and Policy 2 can be configured with any of the encryption
and HMAC algorithms. In case of Policy 1 one CREATE_CHILD_SA block per IKEv2
reauthentication is needed, while in Policy 2 that is not needed. As a reference for the
calculations of performance overheads, I also consider a policy, referred to as Policy 3, that
does not apply any protection at all. In that case I only calculate with the network overhead
of unprotected MIPv6 signaling.

3.1.2 Performance evaluation of layer-three authentication schemes

There are only a few papers that study the performance costs of authentication protocols even
though it is an important issue in network and upper-layer service design. In [45], Soussi et
al. compared the performance costs of IKEv1 and IKEv2 in a National Institute of Standards
and Technology (NIST) simulation environment. Springer and Kilmartin [46] compared the
performance of IKEv1 and IKEv2 in an OPNET simulation environment. They used PSK
based authentication methods. PSK-based authentication is, however, not well suited for
large-scale environments due to scalability issues.
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Kambourakis et al. [47] have evaluated the performance of EAP-TLS to provide users
with robust authentication mechanisms in a hybrid WLAN-3G heterogeneous environment.
Their solution is discussed against EAP-AKA as they appear in the latest 3G and integrated
3G/Wi-Fi specifications. The current work extends this comparison by taking a more com-
plementary implementation of EAP-AKA and EAP-TLS into consideration.

In [48] the performance of HIP has been measured in real scenarios including the delay
of BEX throughput, round trip times and mobility events. However, this work is not dealing
with the computational, memory job sizes caused by one authentication flow on average. The
performance of DEX and DEX-AKA have been measured in [C1] in WLAN deployment and
described all necessary performance metrics. Still that paper does not enable comparison
with other existing solutions, such as EAP-AKA recommendedby 3GPP architectures.

Based on the literature it became clear that it is challengingto compare the performance
of different IKEv2 and HIP-based methods due to different measurement scenarios, testbeds,
which hinders the comparison of the performance costs of theauthentication schemes.

It is expected that certain application types, such as smartgrid [4] or intelligent trans-
portation system [5] applications, will require high and consistent data protection and au-
thentication independently of the radio access type. Another challenge is that remote mon-
itoring and controlling services may require the deployment of a huge number of resource-
constrained devices on the user side, hence authenticationmethods requiring low compu-
tational, memory and network resources are preferable. An important challenge in future
distributed EPC is to preserve service continuity when the user moves across multiple GWs.
The analyzed authentication methods require full re-authentication when the user attaches
to a new GW. An interesting question is whether these methodsare fast enough to enable
inter-GW handover for real-time services.

Motivated by these challenges, I also focus on the performance evaluation of an emerging
lightweight network access service, i.e., HIP DEX-AKA [C1].The technology has been
recently developed and is a lightweight version of the HIP BEXprotocol extended with
support of the 3GPP EPS-AKA user authentication method. In [C1], I contributed to the
security evaluation of DEX and DEX-AKA protocols, and proposed modifications to avoid
replay attacks executed by fake responders.

3.1.3 Compared authentication schemes

Hence, my main objective was to evaluate the performance of different technologies on a
common platform. The considered IKEv2 and HIP-based authentication schemes are sum-
marized in Table 3.1 and 3.2.

3.2 Analysis of the performance overheads of IPsec and
IKEv2 when protecting MIPv6

Section 3.2.1 describes the reference scenario and the network model used for the analysis.
Section 3.2.2 presents the calculation method, the input parameters and the results of the
analysis.
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Table 3.1: Summary of the evaluated IKEv2-based authentication schemes.
Abbreviation Description
IKEv2
(RFC 5996 [49])

Internet Key Exchange v2 is the most widespread security control protocol for dy-
namic SA negotiation between pairs of nodes. It provides strong DHE key ex-
change, session key material generation for SAs, strong protection against Denial-
of-Service, replay and man-in-the-middle attack. The integrity, message origin au-
thenticity, and confidentiality of control messages can be guaranteed on high secu-
rity level. IKEv2 supports fine-grained policies, that is, optionally more than one
SA pairs can be negotiated between a pair of nodes for different types of flow.

PSK
(RFC 5996 [49])

Pre-shared Key (PSK) based authentication implements a simple authentication
method where the parties verify that each possess a shared secret. PSK is suit-
able only for small-scale scenarios, and it is considered tobe a weak solution due
its dependency on key management.

EAP-AKA
(RFC 5448 [50])

EAP-AKA authentication scheme is based on a long-term secret key that is stored
in the USIM of the subscriber and in the Home Subscriber Service of the opera-
tor. EAP-AKA is the standard user access authorization to the services of mobile
operators from untrusted non-3GPP access networks [51]. That means, e.g., Wi-Fi
operated by a third party.

EAP-TLS
(RFC 5216 [52])

EAP-TLS provides strong authentication based on public-key certificates and
public-key signatures, hence, the only one among the considered IKEv2 authen-
tication methods that can provide non-repudiation of communication. It requires
Public Key Infrastructure and the inherent certificate authorization, distribution, re-
vocation services. It is typically deployed in corporate Virtual Private Network
(VPN) scenarios.

EAP-MD5
(RFC 3748 [53])

EAP-MD5 is a challenge-response authentication. Only the initiator is authenti-
cated.

EAP-SIM
(RFC 4186 [54])

EAP-SIM is an EAP method making use of the GSM SIM module to authenticate
the user. Note, that EAP-SIM can be used for authentication independently of the
access network. Only the initiator is authenticated.

EAP-TTLS.
MD5 (RFC
5281 [55])

In EAP-TTLS with MD5 the initiator is authenticated using MD5, the responder is
authenticated using a certificate.

EAP-PEAP.
MSCHAPv2
([56])

In EAP-PEAP.MSCHAPv2, the Microsoft challenge handshake protocol version
2 [57] is used to authenticate the initiator. The responder is authenticated using a
certificate.

3.2.1 Reference scenario and network model

I chose reference scenario based on recommendations in standards and projects that suggest
MIPv6 as a mobility service [60, 61]. As illustrated in Figure B.1, the MIPv6 process in-
volves a home registration phase between the MN and the HA, and a foreign registration
phase between the MN and the CN. One part of the latter goes through the HA. Figure 3.1
illustrates the reference scenario. By moving, a MN may reachdifferent access networks,
such as WIMAX, 3G, and Wi-Fi. WIMAX is supposed to provide internet access to the users
with dedicated data rates. In a new access network the MN getsa new IP-address by stateless
autoconfiguration1. The new care-of address must then be registered at the mobility service
provider of the MN, i.e., the HA. I suppose one mobility service provider with one HA sit-

1Multi-homing questions are not considered in this work. I suppose that a movement always causes alter-
ation of the primary care-of address of the MN.
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Table 3.2: Summary of the evaluated HIP-based authentication schemes.
Abbreviation Description
HIP
(RFC 4423 [58])

The Host Identity Protocol is a protocol suite for the control of the establishment,
update and deletion of SA pair between pairs of hosts. Its main difference compared
to IKEv2 is the separation of addressing mechanism to identity-based addressing
on the application-layer and locator or IP address based addressing in the network-
layer. Every HIP-aware node in the network has one or more ownpublic and private
key pairs. Those public keys represent the HIs. A HIP message, which conveys a
public-key signature and the HI is self-certifying regarding message origin authen-
ticity. For user and operator-level authentication, the HIs must be mapped to user
or operator identities using access control lists or certificates.

BEX
(RFC 5201 [27])

It refers to HIP Base Exchange. It is the basic HIP procedure for SA establishment,
provides exchange of ephemeral DH keys and generation of keymaterial, strong
mutual authentication of the parties and non-repudiation of communication. It also
gives protection against Denial-of-service, replay, man-in-the-middle attacks.

DEX
(draft [59])

It refers to the HIP Diet Exchange protocol. DEX is operationally similar to BEX,
but uses lightweight elliptic curve cryptography primitives. Compared to BEX,
it has weaker resistance to DoS attacks. It does not support for perfect forward
secrecy due to static DH key exchange. It does not provide non-repudiation due
to lack of public key signatures, and does not encrypt the HI.DEX is designed
to run on resource-constrained devices, e.g., in Wireless Personal Area Networks
(WPANs).

DEX-AKA
([C1])

It signifies HIP Diet Exchange extended with Evolved Packet System (EPS)-based
AKA authentication. This method is based on DEX, but extendsit with the 3GPP
EPS AKA method, which provides strong mutual authentication.
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Mobile Service
Authorization: IKEv2 with
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ASP1-Home Network
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Figure 3.1: Reference Scenarios for MIPv6 and IKEv2 signaling

uated somewhere in the IPv6 backbone. Furthermore, I suppose that a MN communicates
with one CN while moving, and CNs are located on the internet.

In networks providing IP mobility the following two AAA infrastructures may be differ-
entiated: access service authorization (ASA) and IP mobility service authorization (MSA) [61].
My analysis includes only MSA authentication processes, denoted by the arrow in the figure.
This implies that I assume a split scenario where the ASA and MSA services are separated.
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The AAA server considered in this work uses the Diameter protocol [62].
Based on the selected scenario, I establish the network modelpresented in Figure 3.2.

In accordance with the BCMP theorem [14], I chose the followingnode types for the queu-

MNs
(PS)

Access
Networks

(FCFS)

Internetwork
(IS)

HA
(PS)

Internet
(IS)

UMTS WiFi1 WiFi2 Wimax1 Wimax2

Internetwork
(IS)

MSA-AAA
(PS)

Figure 3.2: Network Model

ing network: M/M/1 with first-come-first-served (FCFS) queuing discipline for the UMTS,
WIMAX, and Wi-Fi access networks (with separated uplink (UL)and downlink (DL) direc-
tions in case of UMTS and WIMAX access), M/G/1 with processor sharing (PS) for the MN,
the HA, and the MSA-AAA server, and M/G/∞ with infinite service (IS) discipline for the
modeling of the Internet and Internetwork delays. This choice is motivated as follows. Jobs
are served in parallel at PS nodes, resembling the concurrency present in a single node, and
in series at FCFS nodes, reflecting the sequential nature of access networks. The IS model
reflects high-speed network connections where queue formation is negligible and the packet
transfer time can be modeled as a linear function of the distance and the packet size. I did
not apply more detailed models for the different parts of thenetworks, since my aim was to
compare the different security configurations from a high-level perspective in a large-scale
scenario.

3.2.2 Performance analysis

The objectives of the analysis were the following.

• Analyze the utilization of the HA by the cryptography operations, which protect MIPv6
signaling, as a function of the mobility rate and the number of users.

• Determine the utilization of the HA and the AAA server in function of the IKEv2
reauthentication rate.

• Analyze the effect of altering the data rate of the access network and the processing
speed of the MN, and find the boundary where the MN and the access network creates
the dominating cost in the overall mean response time of MIPv6 handover execution
and IKEv2 reauthentication process.



48 CHAPTER 3. PERF. EVAL. OF SEC. SERVICES IN MOBILE NETWORKS

3.2.2.1 Calculation method

An analytical solution method has been adopted using Matlab. I applied a simplified version
of the BCMP theorem for multi-class switching, open queuing networks that have load-
independent arrival rates and service times [14]. It enables studying the steady-state behav-
ior of the network and the nodes without resorting to a systemof equations for the global
state-space. However, all nodes must fulfill certain assumptions concerning the distributions
of inter-arrival and service times, and queuing disciplines. The choice of an open queuing
network model allows the arrival rate of MIPv6 and IKEv2 processes to be directly influ-
enced during the analysis. The simplified BCMP method supposesload-independent service
times. This limitation primarily influences the latency modeling of the networks. The use
of M/M/1-FCFS nodes implies that packets with different sizes are served with exponential
service times with equal means. Another limitation is that the arrival process of job chains
are assumed to be Poisson. The main steps of the method are as follows:

1. Calculate the number of visitseir for the network, wherer ∈ R (the set of job classes)
andi ∈ I (the set of nodes). The definition of job classes and the visitratios of the
classes are derived from the MIPv6 and IKEv2 message flows. Incase of MIPv6 each
message type, i.e., BU, BA, HoTi, and HoT, was categorized into different job classes.
Thus, I had four job classes within one mobility process. In order to keep up the
routing information for the mobility processes, I formed separate class groups for the
mobility process of each MN. In case of IKEv2, I had26 job classes per message flow.

2. Determine the job chainsCu whereu ∈ U (the set of all mobility processes). One
chain contains the job classes that form a closed group in terms of routability, i.e., one
chain contains those four job classes that belong to the samemobility process. In case
of MIPv6, there is one mobility process chain for each MN in mynetwork model. The
mobility process chains are triggered by the arrival rate ofthe MNs in new IP-domains.
The illustration of a mobility process chain can be seen in Table 3.3. In case of IKEv2,
three chains per reauthentication were formed, one for IKE_SA_INIT and IKE_AUTH
messages, one for CREATE_CHILD_SA messages and one for INFORMATIONAL
messages. All chains were triggered with the IKEv2 reauthentication rate. However,
in case of Policy 2 CREATE_CHILD_SA chains were not triggered.

3. Compute the number of visitse∗iu for each chain

e∗iu =
∑

r∈Cu

eir (3.1)

In case of MIPv6, Table 3.5a shows the number of visitseir andeiu of the mobility
process chainC1 containing the job classesr = {1, 2, 3, 4}. The table presents the
case of separate UL and DL access channels.

4. Determine the scale factorsαir, i.e., the relative weight of the number of visits of jobs
from classr in nodei compared to the number of visits of all the classes from the same
chain visiting nodei.

αir =
eir∑

p∈Cu
eip

, r ∈ Cu (3.2)
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Table 3.3: Mobility process chain one (C1) triggered between MN1 and the HA that is caused
by a movement of MN1.

Node name Jobs & Service
& index (i) job classes (r) times (sir)

MN 1 Protect BU 1 pr†BU,1/speedMN
LAN 2 Transfer BU 1 s⋄

2

WAN1 4 Transfer BU 1 sizeBU /data rateWAN1

HA 5 Unprotect BU 1 prBU,2/speedHA

HA 5 Protect BA 2 prBA,1/speedHA

WAN1 4 Transfer BA 2 sizeBA/data rateWAN1

LAN 2/3⋆ Transfer BA 2 s2 or s3
MN 1 Unprotect BA 2 prBA,2/speedMN
MN 1 Protect HoTi 3 prHoTi,1/speedMN
LAN 2 Transfer HoTi 3 s2
WAN1 4 Transfer HoTi 3 sizeHoTi/data rateWAN1

HA 5 Unprotect HoTi 3 prHoTi,2/speedHA

WAN2 6 Transfer HoTi 3 sizeHoTi/data rateWAN2

CN CN processes HoTi 0‡

WAN2 6 Transfer HoT 4 sizeHoT /data rateWAN2

HA 5 Protect HoT 4 prHoT,1/speedHA

WAN1 4 Transfer HoT 4 sizeHoT /data rateWAN1

LAN 2/3 Transfer HoT 4 s2 or s3
MN 1 Unprotect HoT 4 prHoT,2/speedMN

†’pr’ means processing requirement given in number of instructions. Subscripts1 and2 for ’pr’ were introduced

in order to differentiate between the encryption and decryption processes of the same message. This is needed

due to the AES encryption algorithm which differs in the performance costs for encryption and decryption (see

Table 3.6 ).
⋄’s2’ represents a constant service time of M/M/1-FCFS nodes.s2 can be calculated as the weighted sum of

the service times of job classes visiting this node. The weights are determined by the number of visits of jobs

from the given class relative to the sum of the number of visits from all chains.
⋆’2/3’: if the DL and UL channel are common in the access network (see Wi-Fi access in Figure 3.2 ), then

the node index of UL is the same as for the DL direction (i.e., 2), since it is the same node. If the UL and DL

channels are independent (see 3G and WIMAX access in Figure 3.2 ), then the UL node index is different from

the DL node index (i.e., 3).
‡The processes at the CN were not considered in my calculations.
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In case of MIPv6, Table 3.5b shows the values forαir for mobility process chain one
(C1) which contains the job classesr = {1, 2, 3, 4}. It presents the case of separate
UL and DL access channels.

5. Calculate the service timess∗iu for each chain, wheresir is the service time of a job
from classr in nodei. The calculation ofsir is described in Section 3.2.2.4 for mobility
and reauthentication processes. Table 3.3 includes the calculation of service times for
the MIPv6 handover execution in the right-most column.

s∗iu =
∑

r∈Cu

αirsir (3.3)

6. Derive the performance measures per chain, using a simplified version of the BCMP
theorem for open queuing networks with load-independent arrival and service rates.

• Utilization of nodei with respect to jobs of the chainCu can be given as

ρ∗iu =

{
λue

∗
iusi, for Type-1: M/M/1-FCFS nodes,

λue
∗
ius

∗
iu, for Type-2,3: M/G/1-PS, M/G/∞-IS nodes,

(3.4)

whereλu is the arrival rate of the job chainCu, i.e., the arrival rate of a mobility
or reauthentication process at MNu. In case of M/M/1-FCFS nodes,si means
that the service timessiu in Type-1 nodes must be equal for all jobs of chains.

• Overall utilization of nodei is

ρi =
∑

u∈U

ρ∗iu (3.5)

• The mean response time of all the jobs of a chainCu in nodei is

T ∗
iu =

s∗iu
1− ρi

(3.6)

• The overall mean response time for a chainCu in the network is

T ∗
u =

∑

i∈I

T ∗
iu (3.7)

3.2.2.2 Mobility scenarios

I introduced two mobility scenarios for the mobility model of a user: a pedestrian and a
car scenario. There were106 users in the pedestrian mobility scenario and105 users in the
car mobility scenario. I supposed that in a given scenario every user followed the same
mobility model. The mobility of a user is illustrated by the state diagrams in Figure 3.3a and
Figure 3.3b for the pedestrian and car scenario, respectively. Note that the WIMAX, UMTS
and Wi-Fi states may not represent one instance but an aggregation of access networks of the
same type. Moreover, in Figure 3.3a the UMTS states represent one UMTS access network
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Table 3.4:eiu andαir for a mobility process.

r
† =

eir 1 2 3 4 eiu

MN i
† = 1 1 1 1 1 4

LANUL 2 1 0 1 0 2
LANDL 3 0 1 0 1 2
WAN1 4 1 1 1 1 4
HA 5 1 1 1 1 4
WAN2 6 0 0 1 1 2

(a) Number of visits of the jobs of classesr =

{1, 2, 3, 4}.

r =

αir 1 2 3 4

i = 1 0.25 0.25 0.25 0.25
2 0.5 0 0.5 0
3 0 0.5 0 0.5
4 0.25 0.25 0.25 0.25
5 0.25 0.25 0.25 0.25
6 0 0 0.5 0.5

(b) Scale factorsαir.

†Table 3.3 shows the meaning ofi andr.

that covers the area globally. A MIPv6 movement to a UMTS access network is performed
when other access networks disappear from the range of the MN. Note also that for a given
access network type the mean mobility process rate of a MN, used in (3.4), can be calculated
as the sum of the outgoing intensities of the states representing the given access network type,
multiplied by the steady-state probabilities of the states. The pedestrian mobility scenario
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Figure 3.3: Mobility state diagram of a user.

can be illustrated with a campus where the user walks around,and accesses the UMTS,
Wi-Fi, and WIMAX networks. The user is supposed to spend 20 minutes on average in a
given access network, with an exponential distribution. Onaverage the user spends half of
the time in UMTS,1/3 of the time in Wi-Fi, and1/6 of the time in WIMAX. Thus, the mean
mobility process rate is3λ, 2λ andλ, for UMTS, Wi-Fi and WIMAX, respectively, where
λ = 1/7200 [sec−1].

In case of the car scenario, the user is supposed to spend on average 15 seconds in a given
access network. The scenario can be illustrated with a car moving on a road which is partially
covered with Wi-Fi hotspots and where global UMTS network coverage is accessible. The
user spends half of the time under Wi-Fi coverage, otherwisethe UMTS access network is
used. Thus, the mean mobility process rate of the user isλ = 1/30 [sec−1] for both UMTS
and Wi-Fi access network types.

Note that the exact details of the mobility models are not so important. Other mobil-
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ity models with the same mobility process rates would give the same results. Hence the
described mobility models should be seen as representativeexamples.

3.2.2.3 Parameters of the network model

The network model was fixed, having one UMTS,102 WIMAX, and 104 Wi-Fi access net-
works, representing separate IP-domains. The processing speed of the HA and AAA server
were fixed to3000 million instructions per second (MIPS). When not varied during the anal-
ysis, the processing speed of the MNs was set to600 MIPS. I used the following data rates:
64 kbps for UMTS UL and DL,17.6 Mbps for the Wi-Fi,512 kbps and1024 kbps for
WIMAX UL and DL [63, 64]. The data rates of the internetwork andinternet nodes were
fixed to2 Mbps and700 kbps, respectively.

During the analysis I varied the processing speed of the MN, the UMTS UL and DL data
rates, the number of users in the system, the average mobility rate and the IKEv2 reauthen-
tication rate of the MNs.

The IKEv2 reauthentication rate is determined as1/IKEv2 reauthentication lifetime. We
can choose its value from a large interval, i.e.,[1/(8 hours), 1/(5 mins)] [65], that represents
around two order of difference between the minimum and maximum rate (∼ [10−5, 10−3]
[sec−1]). In the analysis of the utilization of the HA and the AAA server, the processing
speeds were set to600 MIPS for the MN and64 kbps for UMTS UL and DL channel.

3.2.2.4 Calculation of service times

To calculate the service times I first determined the processing and space requirements of the
considered message types for each security configuration. Table 3.5 describes the meaning
of the parameters used in the following equations.

The service time (sir) to process a message is calculated as the size of the message(MS)
divided by the data rate of the network, or, in case of hosts, the processing requirement
(PR) divided by the processor speed given in MIPS. This is illustrated in the last column of
Table 3.3 for the MIPv6 handover execution.

As a first step to calculate the processing requirements, I calculated the length given in
bytes of the parts to be encrypted (denoted by the symbolLencr,i, wherei indicates the security
policy applied) and integrity checked (denoted by the symbol Lhmac).

In case of MIPv6 handover execution,Lencr,i is given by

Lencr,Policy1=





⌈(IPh +Mh + BU + ACoA+ ESPtrailer)/BL⌉ ·BL,

⌈(IPh +Mh + BA+ ESPtrailer)/BL⌉ · BL,

⌈(IPh +Mh +HoTi+ ESPtrailer)/BL⌉ · BL,

⌈(IPh +Mh +HoT + ESPtrailer)/BL⌉ ·BL,

(3.8)

and

Lencr,Policy2=





⌈(Mh + BU + ACoA+ ESPtrailer)/4⌉ · 4,

⌈(Mh + BA+ ESPtrailer)/4⌉ · 4,

⌈(IPh +Mh +HoTi+ ESPtrailer)/BL⌉ ·BL,

⌈(IPh +Mh +HoT + ESPtrailer)/BL⌉ · BL,

(3.9)
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for Policy 1 and 2, respectively. Four separate right-hand sides represent values for BU, BA,
HoTi, and HoT messages. Policy 1 and Policy 2 cause differentlengths of the parts to be
protected in case of BU and BA messages. The length of messages to be integrity protected
is

Lhmac= Lencr+ ESPh. (3.10)

Table 3.5: Meaning of the input variables.

Name Meaning of the parameter

BL Block length of an encryption algorithm
IPh Size of IPv6 header
Mh Size of the first generic part of the Mobility header (Mh)
BU Size of Binding Update part of the Mh
BA Size of Binding Acknowledgment part of the Mh
HoTi Size of Home Test Init part of the Mh
HoT Size of Home Test part of the Mh
ACoA Size of Alternate Care-of Address field of the Mh
DOh Size of Destination Options Header
RT2h Size of Type 2 Routing Header
UDPh Size of UDP header
HDR Size of IKE header
SKh The first and last 12 bytes of the encrypted payload
SKpayload Size of the IKE payloads within the encrypted payload
TCPh Size of TCP header
DIAh First 20 bytes of the Diameter service data unit
DIApayload Size of the contents of Diameter messages
ESPh Size of ESP header
ESPtrailer Size of ESP trailer
ESPauth Size of ESP authentication data field
Tencr/decr Processing requirement to encrypt or decrypt a data block
Thash Processing requirement to hash a data block

In case of IKEv2 EAP-TLS reauthentication flow, the length ofmessage parts to be
encrypted in bytes are calculated as

Lencr=

{
⌈SKpayload/BL⌉ ∗BL for packets between MN and HA,

⌈(TCPh +DIAh +DIApayload+ ESPtrailer)/4⌉ ∗ 4 bw. HA and AS.
(3.11)

The length of message parts to be integrity protected in bytes are

Lhmac=

{
⌈(BL+ SKpayload)/BL⌉ ∗BL bw. MN and HA,

ESPh + ⌈(TCPh +DIAh +DIApayload+ ESPtrailer)/4⌉ ∗ 4bw. HA and AS.
(3.12)

As a second step to calculate processing requirements, we need to know the block sizes
of the encryption and integrity algorithms, and the costs ofalgorithms to process one block
of data. Table 3.6 presents these values for the considered cryptographic algorithms.
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Table 3.6: Processing requirement to encrypt, decrypt or hash one block of data for specific
cryptographic algorithms†

Name Block size (BL) Encrypt/hash/sign Decrypt/verify
[bytes] [♯ of instructions] [♯ of instructions]

DES 8 2697 2697
3DES 8 8091 8091
AES128 16 6168 10992
AES192 16 7512 13408
AES256 16 8856 15824
MD5 64 774 –
SHA-1 64 1110 –
RSA⋆ 16 (with MD5) 4.53e+08 2.37e+07
DHE – 4.53e+08 –

†The processing requirement values for one block of data wereretrieved from [42, 43].
⋆The processing costs of RSA encryption were deduced from previous measurement results
on the average processing time of one signature and one verification and by knowing the
processor speeds [M1]. In my calculations, I supposed that the DHE public value and key
generation have the same cost as an RSA signature.

Processing requirements to encrypt or decrypt (PRencr/decr) and integrity check (PRhmac)
a message were calculated as in (3.13) and (3.14). The resulting values are given in number
of instructions.

PRencr/decr= Lencr/BL · Tencr/decr (3.13)

PRhmac= (nk,inner+ 2) · Thash+ 32 (3.14)

wherenk,inner = ⌈(Lhmac · 8 + 512 + 64)/512⌉ is the number of inner hashing operations in
the HMAC calculation.

The constants inPRhmacandnk,inner come from [44], and represent parts of the calculation
that are independent of the size of the message to authenticate, such as the size of the length
field (64 bits) or the length of the mandatory padding block (512 bits) in the number of inner
hashing operations.

The space requirements of the messages (MS), given in bytes,were calculated based on
the standards, Ethereal traces, and formulas in [44]. (3.15), (3.16), and (3.17) show how to
calculate the size of messages in case of the considered policies. The four right-hand sides
in the equations represent the size of the BU, BA, HoTi, and HoT messages.
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MSPolicy1 =





IPh + ESPh + ⌈(IPh +Mh + BU + ACoA+ ESPtrailer)/BL⌉·

·BL+ ESPauth

IPh + ESPh + ⌈(IPh +Mh + BA+ ESPtrailer)/BL⌉·

·BL+ ESPauth

IPh + ESPh + ⌈(IPh +Mh +HoTi+ ESPtrailer)/BL⌉·

·BL+ ESPauth

IPh + ESPh + ⌈(IPh +Mh +HoT + ESPtrailer)/BL⌉·

·BL+ ESPauth

(3.15)

MSPolicy2 =





IPh +DOh + ESPh + ⌈(Mh +BU + ACoA+ ESPtrailer)/4⌉·

· 4 + ESPauth

IPh +RT2h + ESPh + ⌈(Mh + BA+ ESPtrailer)/4⌉·

· 4 + ESPauth

IPh + ESPh + ⌈(IPh +Mh +HoTi+ ESPtrailer)/BL⌉·

·BL+ ESPauth

IPh + ESPh + ⌈(IPh +Mh +HoT + ESPtrailer)/BL⌉·

·BL+ ESPauth

(3.16)

MSPolicy3 =





IPh +DOh +Mh + BU

IPh +RT2h +Mh +BA

IPh +Mh +HoTi

IPh +Mh +HoT

(3.17)

With respect to IKEv2 reauthentication flow, (3.18) provides a general formula for cal-
culating the size of messages between the MN and the HA (MSMN–HA) and (3.19) for calcu-
lating the size of messages between the HA and the authentication server (AS) in bytes.

MSMN–HA = IPh + UDPh +HDR + SKh + BL+ ⌈SKpayload/BL⌉ ∗BL (3.18)

MSHA–AS = IPh + ESPh + ⌈(TCPh +DIAh +DIApayload+

+ ESPtrailer)/4⌉ ∗ 4 + ESPauth
(3.19)

3.2.2.5 Results

Utilization of the HA by the cryptography operations, which protect MIPv6 signaling
The utilization of the HA for the considered security configurations is shown in Figure 3.4.
For each policy, the left most bar represents the security configuration using DES encryp-

tion with a HMAC using MD5, the right most one represents AES256 with a HMAC using
SHA-1. Significant differences between the security configurations are only observed in the
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Figure 3.6: Full utilization of the HA at different securityconfigurations. ’λ’ represents the
mobility rate, the number of users isnscale · 10

4.

car scenario. (Note that the scales on the y axis differs between the graphs.) This is due to
the fact that the inter-arrival rate of mobility processes to be handled by the HA is consider-
ably higher in case of the car scenario even if the number of users is one order less than in
the pedestrian case. Policy 3 has zero values, since I calculated only with the process time of
cryptographic functions, and in Policy 3 no protection is applied. The differences between
algorithm selections are due to the encryption and decryption processes with different en-
cryption algorithms, and depend less on the HMAC type. DES performs always the best and
3DES the worst. The processing requirement of the AES cipherdepends on the key size, and
it utilizes the HA more lightly than 3DES.

Figure 3.5 shows the overall mean response time for a mobility process in the UMTS
access network in relation to Policy 3, where100% stands for18.5 ms.

Both mobility scenarios resulted in the same values. Thus, Figure 3.5 represents both the
pedestrian and the car scenarios. This is due to the fact thatnone of the nodes are heavily
utilized, and network latencies cause the dominating part in the response time (see (3.6)
and (3.7) ). Hence, the utilization of the HA does not have a great influence on the mean
response time. Instead, the results show that the network latencies cause the dominating part
in the response times of the mobility processes. Figure 3.6 shows at which mobility rates
and number of users the utilization of the HA reaches100%. This represents the maximum
values, for the mobility rate and number of users, that can behandled by the HA. From
the two curves of the same style (i.e., using the same encryption algorithm), the higher one
represents the configuration using MD5 and the lower represents the configuration using
SHA-1. As we can see, Policy 2 is more lightweight than Policy1, and allows more users or
a higher mobility rate before reaching full utilization. The utilization of the HA as a function
of the mobility rate is shown in Figure 3.7. The number of users was fixed to105. From
the two curves of the same style, the lower one always represents the configuration with the
MD5 algorithm. The increase of the mobility rate causes lessoverhead in the HA in case of
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Figure 3.7: Dependency of the utilization of the HA on the mobility rate (λ). (The number
of users is fixed to105).

Policy 2.

Impact of the processing speed of the MN and the access networkon the MIPv6 han-
dover execution latency The aim of the second analysis was to analyze how the alteration
of the processing speed of the MN and the data rate of the UL andDL channel of the UMTS
access network influences the overall mean response time of the mobility process. When are
any of these components becoming the dominating factor in relative terms? The number of
users was fixed to105, and the MIPv6 process rate per user to1/30 [sec−1], as in the car sce-
nario. In Figure 3.6, we can see that at these values the utilization of the HA is normal, i.e.,
the HA is not a bottleneck. The security configuration was fixed to Policy 1 with AES256
encryption and HMAC-SHA-1 authentication. Figure 3.8a shows that a decrease in the pro-
cessing speed of the access network or the MN can significantly increase the overall mean
response time of a MIPv6 process.

The increase happens when the utilization,ρ, of the MN or the access network reaches a
certain limit (e.g.,ρ ≥ 0.95).

Figure 3.8b shows the relative weight of the MN and the accessnetwork in the overall
mean response time of a mobility process. From Figure 3.8b wecan see that when either
the MN or the access network becomes a bottleneck, it dominates the response time of a
mobility process.

When there are differences between the space or processing requirements of the differ-
ent security configurations, it is worthwhile to think aboutdesigning a security service that
provides an appropriate trade-off between security and performance. Otherwise, the most
secure security configuration also provides similar performance and should be selected.

For the decision making of the security configurations one may require to transfer the
performance measures into one common measure. One possiblesolution is to apply the
weighted sum of the two (or more) measures. The weights may, however, depend on who
makes the decision—HA utilization is more important for themobile service provider, while
end users may be more interested in the mean response time of the mobility process.
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Figure 3.8: (a) Mean response time of a mobility process in function of data rate of AN
and processing speed of the MN. (b) Proportion of the AN delayand MN delay in the mean
response time of the mobility process.

Utilization of the HA and AAA server by IKEv2 reauthenticatio ns Figure 3.9a presents
the possible IKEv2 reauthentication rates to reach full utilization in the HA and the AAA
server for varying numbers of users. It shows that the HA is the main bottleneck. However,
if I had applied more HAs, the AAA server would have become thebottleneck.

The figure also illustrates the number of users that can be supported in a system with
one HA and one AAA server for different IKEv2 reauthentication rates. Table 3.7 further
highlights this issue for some typical IKEv2 reauthentication lifetime intervals [65]. The
indicated number of users cause full utilization at the HA.

Table 3.7: Number of users to reach full utilization of the HA
Lifetimes 5 min 30 min 1 h 4 h 8 h
♯ of users 328 1971 3942 15770 31539

The results presented in Figure 3.9a and Table 3.7 show that the change from a static
IPsec configuration between the HA and the MN to a dynamic IPsec management using
IKEv2 with Diameter and EAP-TLS as authentication method drastically decreases the num-
ber of supported users for reasonable IKEv2 reauthentication rates. In [M1], I showed that
the most costly security configuration using static IPsec SAs without IKEv2 for protecting
MIPv6 signaling causes70% utilization of the HA. That scenario used105 users and a MIPv6
process event rate of1/30 [sec−1] per user in the UMTS and Wi-Fi networks. This analysis
did not include the costs for protecting MIPv6 signaling, only the costs of IKEv2 reauthenti-
cation. However, the allowable number of users is one or two orders less. Therefore, we can
see that main differences may be caused by the authentications method selection, driving my
focus on the evaluation of the overheads of existing and emerging authentication methods in
the next Section.

Impact of the processing speed of the MN and the access networkon the IKEv2 reau-
thentication latency The second aim of my analysis was to analyze how the alteration of
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Figure 3.9: (a)Full utilization of the HA and the AAA server.λ represents the IKE reau-
thentication rate, the number of users= nscale · 10

4. (b) Mean response time of an IKE
reauthentication process.

the processing speed of the MN and the data rate of the UL and DLchannel of the UMTS
access network influence the overall mean response time of the IKEv2 reauthentication pro-
cess. I assumed100 users in this analysis. The IKEv2 reauthentication lifetime was fixed to
five minutes to ensure that the HA and AAA server could not become bottlenecks and dom-
inate the overall mean response time (see Figure 3.9a ). Figure 3.9b shows that a decrease
in the processing speed of the MN or the access network may increase the overall mean re-
sponse time of the IKEv2 reauthentication process. MN and UMTS UL/DL speeds become
bottlenecks below100 MIPS and10 kbps, respectively.

3.3 Performance evaluation of IKEv2 and HIP authentica-
tion schemes

Section 3.3.1 summarizes the scenarios covered by the performance evaluation. Section 3.3.2
describes the main performance characteristics of the authentication methods.

3.3.1 Reference scenarios

3.3.1.1 ASA and MSA scenarios with IKEv2-based methods

The first set covers the most important scenarios of ASA and MSA using IKEv2 [C6, C5,
J9].It investigates the performance of authentication schemes in a wide set of real environ-
ment scenarios. The considered authentication schemes were PSK, EAP-MD5, EAP-SIM,
EAP-TLS, EAP-PEAP.MSCHAPv2, EAP-TTLS.MD5. For TTLS-MD5, TLS, and PEAP-
MSCHAPv2, I also consider two subtypes, which differ in the certification chain lengths
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used for the initiator and AAA server. The certificate chain length represents the number
of certificates to verify until the root certificate authority (CA) certificate is verified. The
root CA was in all cases the common trusted CA of the initiator and the AAA server. The
different certificate-chain lengths considered are two andfour.

Figure 3.10 depicts the main actors of such authorization services. Authentication of

Initiator*

Peer**

EAP-peer***

Supplicant****

AAA server

RADIUS server**

EAP-server***

Authentication server****

Responder*

RADIUS client**

Network Access Server***

Authenticator****

EAP over

IKEv2
EAP over

RADIUS

*IKE terminology.  **RADIUS terminology. ***EAP terminology.  ****802.1X terminology.

Figure 3.10: Reference scenario.

the participating entities is made, before establishing IPsec SAs, in the following way. The
initiator is authenticated either by PSK or by the AAA serverusing some EAP-based au-
thentication. The AAA server is authenticated to the initiator if the EAP method enables it.
The responder and the AAA server are assumed to have a pre-established trust relationship,
i.e., they share a secret used for the authentication and integrity protection of RADIUS mes-
sages. Finally, IKEv2 authentication performs the mutual authentication of the peers based
on the shared secret.

Based on the distance of the actors, the access network type orbandwidth, the following
five scenarios have been defined:

WiFi The initiator and the responder communicate over an IEEE 802.11g WiFi RAN using
IPv6.

UMTS The initiator has native IPv6 access to the responder over anUMTS R99 test net-
work.

Far-close This scenario is an extension of the WiFi scenario. It emulates a situation where
the initiator is far from the responder, while the responderis close to the AAA server.
The initiator has WiFi access, with a constant message transfer delay added between
the initiator and the responder using the NetEm [66] networkemulator. The following
transfer delays were applied during the measurements: 10, 25, 50, 100, and 200 ms.
Note, however, that 200 ms is an extreme case, since it results in round-trip times of
approximately 400 ms between the initiator and the responder.

Close-far This scenario is an alteration of the far-close scenario, and the same link delays
were used. In this case, however, a constant message transfer delay is added between
the responder and the AAA server using NetEm.

Bandwidth-limited This is also an alteration of the WiFi scenario. It represents situations
where the RAN provides low or medium data rate. A wireless connection with limited
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bandwidth was emulated between the initiator and the responder using the KauNet [67]
network emulator. The following rates were used in both directions: 64, 128, 384, 512,
1024 kbps, and 10 Mbps.

The WiFi, UMTS, close-far, and bandwidth-limited scenarios represent the cases where
IKEv2 is used as a mechanism to provide ASA for various RANs. The responder is one or a
few hops away from the initiator, and functions as authenticator and enforcement point pro-
viding access to the Internet. The UMTS, WiFi and bandwidth-limited scenarios represent
situations where the initiator get access through a RAN closeto its network access service
authorizer, i.e., the AAA server. In the close-far scenario, the distance between the responder
and the AAA server is larger, emulating situations where theinitiator gets network access in
a visited network far from its access service authorizer.

IKEv2 is also used in MSA, that is, to authenticate the IP mobility service subscribers
and establish IPsec SAs protecting mobility signaling. In this case, the initiator is the MN or
mobile router, and the responder is the mobility service provider, i.e., the home agent. The
WiFi, UMTS, and bandwidth-limited scenarios are typical for IPv6-based mobility services
when the MN is in its home network. The far-close scenario represents the situation where
the MN is in a visited network, far from its mobility service provider.

The transfer delay and bandwidth limitation parameters were selected in order to emu-
late a wide range of possible distances and data rates, either between the initiator and the
responder, or between the responder and the AAA server.

A good example of the usage of both kinds of AAA services in a Mobile IPv6 (MIPv6)
based mobile environment has been shown in the IST-ENABLE EU project [68]. They
have recommended the use of EAP-based authentication with RADIUS for network access
authorization, and EAP-TLS-based authentication over theIKEv2 protocol with a central
Diameter [69] server for MSA. In that framework, any of my scenarios may appear.

3.3.1.2 ASA scenarios with HIP and IKEv2-based methods in future EPC

This measurement investigates the performance of existingand emerging authentication
schemes in future, distributed EPC [J5, C1].The set of considered methods are HIP BEX,
DEX, DEX-AKA and IKEv2 EAP-AKA using real Huawei HSS in the backend, further-
more IKEv2 PSK and EAP-TLS to provide further references forthe comparison. The main
motivation is to investigate the preferred EPC network distribution level for the schemes, and
show the exact performance benefits of the emerging authentication techniques in realistic
EPC scenarios. Among those, the main objective was to analyze the performance gains of
DEX-AKA over the currently used IKEv2 EAP-AKA method in untrusted non-3GPP access
networks.

Figure 3.11 illustrates three reference scenarios, which represent different architecture
distributions referred to as centralized, distributed andflat scenarios for the DEX-AKA
method. These three topologies correspond to the cases where the first IP GW, i.e., the
serving S/P-GW or ePDG in EPC, of the UE is located in the national, regional or local PoP,
respectively. The HSS and the AAA server are assumed to remain centralized in the national
PoP for all scenarios. In case of DEX-AKA method the AAA server is not required (as illus-
trated) because the GW has a direct interface with the HSS: SWxin EPC. This interface is
used for the retrieval of authentication vectors in the AKA procedure. In case of EAP-AKA
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Figure 3.11: Reference scenarios for DEX-AKA.

Table 3.8: Additional emulated one-way delays.
centralizeddistributed flat

UE–GW 30 ms 15 ms 10 ms
GW–AAA 5 ms 15 ms 30 ms
AAA–HSS 5 ms 5 ms 5 ms
GW–HSS 5 ms 15 ms 30 ms

and EAP-TLS, however, the AAA server is required to provide backend authentication ser-
vice for the first IP GW. The other authentication protocols evaluated in this study exchange
messages only between the UE and the GW.

The reference scenarios have been realized by additional emulated network delays be-
tween the network elements in my testbed. The additional delays are summarized in Ta-
ble 3.8 for the centralized, distributed and flat network scenarios. The values represent the
worst case situation, i.e., long paths in the mobile backhaul, aggregation and core networks.

The evaluation has been done over two different RAN types, i.e., over IEEE 802.11g
Wi-Fi (symmetric 54 Mbps) and over Huawei 3.5G RAN with High-speed Downlink Packet
Access (max. 7.2 Mbps) in DL and Universal Mobile Telecommunications System (384
kbps) in UL direction.

3.3.2 Results

Four metrics have been chosen for the performance evaluation of the methods. In the follow-
ing those metrics are described together with the reasoningbehind choosing them.
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Computational cost of the authentication methods is important in security design when
proper selection of authentication method for different UEs with varying range of computa-
tional capacities is needed. The usage level of CPU and network connectivity also correlates
with the depletion speed of the battery. Furthermore, for the network element dimensioning
purposes the computational overhead of authentications isalso a relevant piece of informa-
tion.

Memory utilization of applications is a significant aspect of device and network element
dimensioning. Knowing the re-authentication frequency, the necessary memory size for han-
dling security contexts can be derived. Low memory size is not only important for resource
constrained devices, but useful for GW and AAA server dimensioning purposes as well.

Authentication delay is relevant from the QoS aspect for real-time services and can be
applied as the metric to indicate the preferred distribution level from the point of view of the
performance of user authentication in case of break-before-make handovers to new GWs.

Reduction of signaling overhead on the network and scalability of signaling in case of
billions of UEs are fundamental performance criteria. Message complexity of a protocol can
be characterized by the number and size of the messages transmitted between the commu-
nicating parties. It provides input for utilization calculation of different network links, and
serves as a basic measure in the assessment of how the protocol scales up with increasing
number of UEs, and increasing re-authentication frequency.

The measurement results are presented in details in [J9] forASA and MSA scenarios with
IKEv2-based methods, and in [J5] for ASA scenarios with HIP and IKEv2-based methods
in future EPC. The main results are the following.

• Supporting existing performance results in the literature, but realizing the measure-
ments over a more comprehensive set of scenarios, the evaluated alternatives can now
be exactly compared with each other in terms of CPU and memory requirements, mes-
sage sizes and numbers, in relative terms.

• Due to the selection of the previous performance metrics, the mean processing re-
quirements (job sizes) of the jobchains caused by the authentication schemes are now
available. The performance metrics are not related to higher-layer processes, such as
TCP throughput degradation, UDP packet loss, due to the fact that such processes may
import uncertainties in the evaluation of the authentication schemes.

• Within the constraints of the set of measured scenarios, which cover a relatively broad
spectrum possible scenarios, and cover the worst cases for network segment delays
and bandwidths compared to real network scenarios, the obtained metrics can also
be applied for the estimation of absolute values of performance indicators, such as
utilization of a node, reauthentication latency, e.g., as shown in the cross-verification
of results in Section 6.3 of [J9] and Section 6.4 of [J5]. Therefore, absolute values of
estimated performance metrics can be applied in decisions related to scheme selection.

The results obtained in the first set of scenarios–describedin Section 3.3.1.1–show that
TLS-based methods can introduce significant delays even in small scale scenarios. The com-
putational cost measurements show that TLS, TTLS-MD5, and PEAP-MSCHAPV2 meth-
ods are also significantly more computationally demanding than MD5 and SIM at the AAA
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server. The computational costs of authentication methodsmight be high in some applica-
tion scenarios in next generation wireless networks. All IKEv2 investigated authentication
methods rely on asymmetric cryptographic primitives, suchas RSA encryption and decryp-
tion, calculation of DH public values and the generation of DH secrets. IKEv2 with PSK
applies at least one DH key exchange in the initialization phase. The considered TLS-based
methods perform a number of RSA signature verifications depending on the length of the
certificate-chains, and sign part of the handshakes. The mobile devices thus need to have
a computational capacity in which asymmetric cryptographic operations can be made in a
usable time frame.

The results obtained in the second set of scenarios–described in in Section 3.3.1.2–show
that DEX-AKA is a preferable initial authentication methodfor low-end devices over the
other selected schemes. The main performance benefits of DEX-AKA compared to EAP-
AKA are summarized below.

Considering the re-authentication delay results, it seems that DEX-AKA highly improves
the authentication delay of EAP-AKA. 3GPP TS 23.203 [70] specifies the following packet
delay budgets between the UE and the Packet Data Network GW for guaranteed bitrate
services: 50 ms for real-time gaming, 100 ms for conversational voice, 150 ms for live (in-
teractive) video streaming and 300 ms for buffered video streaming. None of the evaluated
authentication methods were designed with fast re-authentication in focus for break-before-
make handovers. However, in case of the Wi-Fi access DEX-AKAcauses a delay between
150 and 300 ms. Consequently, DEX-AKA may enable the support of seamless inter-GW
handovers for buffered video streaming in Wi-Fi accesses assuming that the overall delay is
less than 300 ms together with other delay factors. I note that all the investigated authentica-
tion methods support IP mobility where the GW is not changed.The IKEv2 methods apply
the mobility and multihoming protocol extension MOBIKE [71], while HIP-based authenti-
cations apply the HIP mobility update procedure [35]. Theseprotocols require 2-3 control
messages between the UE and the GW, hence enable seamless service continuity in case of
intra-GW handovers for real-time applications, if the delay of layer-2 (L2) handover is low
enough.

In terms of computational requirements, DEX-AKA has88% gain on the UEs, and98%
gain on the GW. In terms of memory requirements, it has80% gain on the UE and the GW.
In terms of authentication delay it provides53%, 54% and52% gains in the distributed, flat
and centralized reference scenarios, respectively. Regarding the number and total size of
the signaling messages, DEX-AKA provides44% and63% gains, respectively, compared to
EAP-AKA.

Memory resources are considered cheaper than CPU resources regarding their cost and
energy consumption. CPU and memory consumption are considered more crucial on the
UE than on the network elements. UEs in M2M scenarios could have limited resources,
so any extra impact on computational or memory consumption should be minimized. On
the other hand, processing and memory requirements in the GWand the AAA server could
be more easily handled with over-provisioning. While a AAA server can be optimized for
one single task, so its memory and computational requirements are designed properly for a
specified set of requirements, a GW should be a commodity network element. A GW needs
to serve a large number of customers with real-time requirements, while a AAA server is
less frequently accessed.



66 CHAPTER 3. PERF. EVAL. OF SEC. SERVICES IN MOBILE NETWORKS

The CPU utilization results show that DEX, DEX-AKA are the best suited for reduced-
functionality devices in Low-Rate WPANs. Due to its functionalities, DEX-AKA will be
typically used by the WPAN coordinator, which has mobile Internet access and is typically a
full-functionality device. BEX requires one order of magnitude higher CPU resources, while
IKEv2 methods require two order of magnitude higher computations on the UE and GW. The
evaluated IKEv2 methods are most suitable between full-functionality devices of a WPAN
or between the coordinator and the network provider. In terms of memory consumption
the difference is smaller between the methods. HIP-based methods require one order of
magnitude less heap and stack memory than IKEv2-based methods.

In absolute terms, the frequency and cost of re-authentications is so low for the methods
that no significant influence can be noticed on the battery consumption of a smartphone due
to authentication method selection. An Intel Pentium M 1.6 GHz CPU typically consumes
less than10% of the total energy consumption [72]. However, in case of wireless sensor
nodes data transmission, data reception through the wireless network interface, and CPU in
active mode draw the most current [73]. Knowing the computation and network transmission
delays of the authentication methods on each component, theaverage power consumption
could be estimated.

Regarding the challenge of finding the best fitting architecture distribution option to the
methods, the following can be stated. Under the conditions of the reference scenarios, from
the aspect of authentication delay, the distributed alternative seems the most preferable one
by DEX-AKA, EAP-AKA and EAP-TLS methods that are relevant for large-scale environ-
ments, both in Wi-Fi and HSDPA/UMTS access networks. A smallexception can be ob-
served in case of DEX-AKA, since it performs slightly betterin case of the flat alternative in
Wi-Fi access. The authentication delay results in the flat scenario are very close to the values
in the distributed scenario, hence flat architecture is the second most preferable distribution
level for these authentication methods. The currently typical centralized architecture causes
the highest authentication delays.

3.4 Conclusions

In this chapter, I proposed an analytical model that characterizes in general the overheads
imposed by IPsec and IKEv2 EAP-TLS in protecting MIPv6 signaling. Using my model I
compared the performance overheads of different security policies and ciphersuites proposed
by recommendations. The presented analytical method can beeasily adjusted to different
scenarios. As long as the scenario can be properly defined, the bottleneck processing rate for
each component in the network model can be found. This can be used as a support tool for
network dimensioning.

When applying static IPsec settings for MIPv6 protection, significant differences in the
utilization of the HA between the studied security configurations could only be seen in case
of the car mobility scenario. In this case it might be important to carefully tune the secu-
rity configuration to meet both the performance and securityrequirements of the system. In
the pedestrian mobility scenario, the most secure configuration also provided similar perfor-
mance and would be the natural selection. In both scenarios,the overall mean response time
for a mobility process was small even for the most secure configuration.
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Changing from static IPsec configurations to dynamic IPsec SAmanagement completely
changed the overheads: a high burden was put on the HA and the AAA server. The results
question the applicability of a certificate-based EAP-TLS authentication method in MIPv6
MSA authentication, and suggest the need for more lightweight EAP-methods. The results
also showed that the overhead of mobility signaling protection and user access authorization
is highly influenced by the authentication method selection.

A disadvantage of my model is that it is not able to capture various details of real imple-
mentations and the calculations require cumbersome analysis of the procedures. Therefore,
for obtaining more precise results with less calculations,I constructed a measurement frame-
work based on a real 3G testbed and partially emulated network segments aiming at evaluat-
ing a wide range of (MSA) and (ASA) scenarios, and I determined the performance costs of
several HIP and IKEv2-based authentication methods in those scenarios. The results can be
useful, e.g., in the design of TS services and node or networkdimensioning.
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Chapter 4

Suitability analysis of signaling schemes
in mobile IP networks

This chapter deals with suitability analysis of security solutions and signaling schemes in
mobile networks. Section 4.1 provides an overview on tunable security services and existing
user access authorization techniques in 3GPP networks.

In Section 4.2 I propose a new formalized decision method, the modified Multiplicative
Analytic Hierarchy Process (mMAHP), for the design of tunable security services. The
use of the proposed decision method is illustrated through an IKEv2 authentication method
selection problem.

Then, I extend the mMAHP method for application in two other problem areas: suit-
ability analysis of signaling schemes for the UFA in Section4.3, and suitability analysis
of existing and emerging authentication techniques in future distributed 3GPP networks in
Section 4.4.

4.1 Related Work

4.1.1 Tunable security services

Definition A tunable security (TS) service is a service that has been explicitly designed to
offer various security configurations that can be selected during system operation [S2, C11].

In a TS service, the security configuration to use is selectedduring system operation. The
choice of a particular security configuration may be influenced by the tuner, through a set
of tuner preferences, and/or by the current operating environment and application character-
istics. A key question in the design of a TS service is thus to decide how to map a given
combination of tuner preferences and environment and application descriptors to an appro-
priate security configuration. This decision process is captured by what we refer to as the
TS function. The TS function was first introduced in [C10]. Using the notation introduced
above, the operation of a tunable security service can be formally expressed by its TS func-
tion as follows:

TS : T × E → S (4.1)

69
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S is the set of available security configurations,T is the set specifying tuner preferences,
andE is the set of relevant environment and application descriptors and constraints. Based
on these three sets, the TS function illustrates the mappingfrom tuner preferences and envi-
ronment and application characteristics to a particular security configuration.

The set of offered security configurations,S, varies greatly between the surveyed ser-
vices. However, the offered security configurations are typically constructed using two fun-
damentally different methods: algorithm selection and selective protection. Algorithm se-
lection is when different security configurations are specified through the selection of a par-
ticular protection algorithm together with its related parameters. Selective protection means
that different security configurations are created by varying the subset of data that is actually
protected. A combination of algorithm selection and selective protection is also possible. In
order to design a meaningful tunable service it must be possible to relate the strength of the
different security configurations to each other. As discussed later, the availability of quantifi-
able security metrics is limited and most of the surveyed services rely on an intuitive ordering
of the strength of the different security configurations.

The operation of a tunable security service may also be influenced by the current state
of its environment or the state of the application. A tunableservice designed to offer a
tradeoff between security and energy consumption, for instance, may use different security
configurations depending on if it is operating in battery mode or on power. Hager uses for
example the remaining power of battery as an environmental parameter for context aware
and adaptive security services [9]. Additional possible descriptors inE include type of
equipment [C11], network load [C11], signal strength [9], application session length [9] or
data size [74].

Another key component in the description of tunable security services is of course to
identify the characteristics of the tuning process. This includes who the tuner is that has the
possibility to influence the tuning, how the tuner preferences are expressed, and when the
tuning may be performed. The tuners provide the security andperformance related prefer-
ences that influence the choice of a particular security configuration. Examples of possible
tuners are end-users, system administrators, and network operators, or any of their combina-
tions. Applications may also act as tuners to guarantee pre-specified security or performance
requirements. The tuner preferences may be expressed in many different ways and on dif-
ferent abstraction levels. Using a high abstraction level,a tuner may for instance make a
selection between high, medium, and low security, as for example used in [40, 74]. An ex-
ample of tuner preferences expressed at a low abstraction level is when the tuner identifies
the exact data blocks that need protection, see for example [75]. The elements inT may
express the tuners’ preferences with regard to the tradeoffbetween security and other perfor-
mance parameters offered by the service. Note, however, that the tradeoff is often expressed
implicitly. A selection of high security in the example above says nothing about perfor-
mance, but can be interpreted as a request to provide strong security even if this has negative
effects on performance. A selection of low security indicates that it is important to select a
security configuration that optimizes performance even if the security strength provided by
the configuration is comparatively low.

The complexity of the TS function varies greatly between existing services. For some ser-
vices it provides a simple mapping from tuner preferences tosecurity configurations whereas
other TS functions utilize more complex decision models that depend on a large number of
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input parameters. E.g., adjustable authentication [76], provides an example of the latter. It
uses the analytical hierarchy process (AHP) [77] as decision model.

To design an appropriate TS function it is important to identify the security and per-
formance implications of the different available securityconfigurations under the various
conditions in which the service operates.

To be able to specify a security level, security must be quantifiable. At present, there
exist no good quantitative measures [78, 79] of confidentiality or integrity that can be used
to specify a tunable security level, with the possible exception of the security evaluation
criteria [80, 81, 82], and the two uncertainty measures entropy [83] and guesswork [84]. Al-
though availability has been treated by the dependability community in a measurable way,
this is not applicable as a security measure, since all faults introduced are assumed to be un-
intentional and stochastic. A formal definition of availability as defined in the dependability
community is given in [85, 86].

Although it is often hard to find quantitative measures for security, it may still be possi-
ble to order available security configurations. In fact, ordering of security configurations are
in many situation good enough as a simple, but still very useful security measure. A sim-
ple example of such an ordering of encryption algorithms could be as follows: 2TDEA<
3TDEA< AES-128< AES-192< AES-256, based on the strengths of the algorithms given
in bits of security [87]. “Given a few plaintext blocks and corresponding ciphertext, an algo-
rithm that provides X bits of security would, on average, take2X−1T units of time to attack,
whereT is the amount of time that is required to perform one encryption of a plaintext value
and compare the result against the corresponding ciphertext value” [87].

When combining different types of algorithms, like in the transport layer security (TLS)
ciphersuites [88, 89], the task of ranking them becomes evenharder. In this case the im-
portance of the different security services must be weighted. A ranking of TLS ciphersuites
with respect to security strengths has been performed by thenational institute of standards
and technology (NIST) [90]. In their ranking the most important aspect is the strength of the
key exchange mechanism, followed by the server authentication mechanism, and then comes
the data confidentiality and data integrity service during the sessions.

4.1.1.1 Survey of tunable security services

I have analyzed many tunable security services with my co-authors in [J10, S2, C9, C10]
using the above description. Here I only summarize a few of them.

Selective Encryption of MPEG data has been suggested by Li etal. [91], providing dif-
ferent levels of data confidentiality using a protection hierarchy with three fixed encryption
levels. The protection hierarchy is based on the three frametypes, I, P and B, used to en-
code MPEG video streams. The security configuration to use isdirectly controlled by the
user, there is no explicit use of environment or applicationdescriptors, therefore the burden
of selection is put on the tuner. Based on a selective paradigm, many other application layer
tunable encryption services have been proposed. A similar approach to the one described
above was proposed by Meyer and Gadegast [92]. They propose atunable security solution
for MPEG-1 multimedia data based on the layering structure of such video streams. Based
on the layering structure a protection hierarchy of five fixedencryption levels ranging from
no encryption to full encryption is proposed.
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Schneck and Schwan [93] have designed and implemented a tunable authentication pro-
tocol for high-performance networked applications such asteleconferencing or video stream-
ing. It is called Dynamic Authentication for High Performance Network Applications (Au-
thenticast). It provides data integrity, data origin authenticity and non-repudiation of origin
in a tunable manner giving a tradeoff between protection level, resource availability and
E-E delay (d). Authenticast provides three operation modes for data protection that are dy-
namically switched and tuned during sessions, i.e., percentage-based (p) authentication and
delayed authentication using public-key based algorithm,symmetric-key based protection.
The tuner is the user in Authenticast. Users specify a security level range by givingpmin and
pmax, and an upper constraint for the E2E delay by specifyingdmax.

The first tunable security service utilizing features at thetransport layer was proposed by
Portmann and Seneviratne [75]. The main idea proposed in thepaper is to extend the TLS
protocol [89, 88] with mechanisms for selective protectionof data. The authors argue that
only sensitive data parts need to be protected using encryption and message authentication
codes, whereas non-sensitive parts are left unprotected.

Spyropoulou et al. [40] propose a model for variant securitybased on user preferences.
The main idea with the concept presented in the paper is to improve resource utilization,
while at the same time maintaining security at an acceptablelevel. Different security levels
can therefore be selected as a response to user requests. As aproof of concept, the proposed
model is applied to create a tunable service at the network layer on top of IPsec.

In [41], Yogender et al. have developed a tunable security model based on IPsec and
the Internet key exchange (IKE) [94] protocol. The proposedmodel allows IPsec to switch
between various security levels based on defined quality of service (QoS) parameters, such
as throughput and delay. Similarly to the previous example,the proposed model provides all
of data confidentiality, integrity, and authenticity and isapplicable in any IP network as it is
based on IPsec.

In [74], a tunable security model (TSM) is presented by Keeratiwintakorn and Krishna-
murthy, which minimizes energy consumption while keeping asecurity level that satisfies
the user’s requirements. The target environment is wireless networks with battery driven
devices. The main idea with TSM is to provide different protection mechanisms and con-
figurations at a frame level. Proof of concept is illustratedthrough the IEEE 802.11 WLAN
standard [95], applying the model at the data link layer for providing data confidentiality and
integrity.

In [96], Johnson describes two lightweight authenticationprotocols suited for wireless
devices with limited resources. In both schemes, authentication of data is performed on a
per-packet basis at the data link layer. To each packet a lightweight authentication code is
added and is used as authenticator. The number of bits used for authentication is typically
small. In the first protocol, i.e., the statistical one-bit lightweight authentication (SOLA)
protocol, only one bit per-packet is used for authentication. The SOLA protocol was later
extended to allowk bits for authentication. Both protocols are applicable to standards such
as IEEE 802.11 and IEEE 802.15.1 (also referred to as Bluetooth). Neither SOLA nor its
extension are tunable according to Definition 4.1.1. SOLA is, however, a possible alternative
in a decision system for adequate authentication proposed in [76], the decision system used
in the paper is based on AHP [77].

I have also designed with my co-authors [C11, M1] a new TS service for tunable network
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Figure 4.1: Main IP access services in 3GPP EPC.

access control in IEEE 802.11i for EAP-TLS based authentication enabling the selection
of different TLS cipher suites. The latency is used as the performance indicator for the
service and five different tuner preferences have been defined giving the trade-off between
performance and security. The user acts as the tuner, and thetuning is performed on a
per session basis. The set of environmental and applicationdescriptors,E, is characterized
by equipment type (ET ) and network load (NL), i.e., Wi-Fi channel utilization. The TS
function defines the security configuration to select for each one of the pairs of possible
user preferences and environmental descriptors. Therefore the relation between the security
configurations, channel utilization and the resulting latencies have been established using
real measurements of computational times of cryptographicprimitives for differentETs and
using simulations for obtaining the mapping between the utilization of IEEE 802.11b channel
(Distributed Coodrdination Function) and MAC layer latencies.

4.1.2 Survey of current user access authorization techniques in 3GPP

3GPP specifies several solutions for user access authorization and data protection depending
on the access type and the deployed tunneling option. Tunneling option means the applied
technology to convey mobile internet traffic between the UE and the first IP access GW of the
user. Due to the features of different technologies these provide different security services
within the control or user plane.

Among the tunneling protocols, only IPsec provides data protection. GPRS Tunneling
Protocol (GTP) [97], IP-in-IP, and Generic Routing Encapsulation-based IP (IP GRE) [98]
convey the user traffic without providing further protection.

Figure 4.1 illustrates the two most common tunneling options that are deployed by op-
erators in EPC, i.e., GTP and Proxy Mobile IPv6 (PMIP) with GRE-based IP (PMIP/IP
GRE) [98]. In the notation “PMIP/IP GRE”, PMIP notifies the control protocol responsible
for IP tunnel establishment and update in case of mobility events, IP GRE indicates the spe-
cific protocol that tunnels the IP datagrams of the user. GTP signifies both the control and
the tunneling protocol.
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As illustrated by the figure, when the UE connects through 3GPP-Access network, such
as LTE or LTE-Advanced, then either GTP or GTP combined with PMIP/IP GRE tunnel-
ing is used between the UE and the first IP GW, i.e., the Packet Data Network GW (P-GW).
Mutual authentication is provided using the EPS-AKA procedure in the radio link layer. Fur-
thermore, the following security services shall be supported: confidentiality of user identity
that is the International Mobile Subscriber Identity (IMSI) and device identity, i.e., the Inter-
national Mobile Station Equipment Identity; confidentiality, integrity and replay protection
of network access service, radio resource control and inter-eNodeB signaling, and confiden-
tiality of user data packets between the UE and eNodeB.

In trusted non-3GPP access, e.g., in case of operator-managed Wi-Fi, GTP or PMIP/IP
GRE tunnels are the standardized options between the Border Network Gateway (BNG) lo-
cated near the non-3GPP access network and the P-GW. EAP-AKA’ [50] or EAP-AKA [99]
are the standard solutions for mutual authentication of theUE and the AAA server, and for
key agreement procedure for data protection in the radio-link layer [7]. EAP-messages must
be encrypted within the layer-two (L2) access authorization protocol to provide user identity
confidentiality. Device identity confidentiality is out of the scope of 3GPP standards. User
and signaling data confidentiality and integrity between the UE and the non-3GPP access
network are provided using the access specific security services on L2.

In untrusted non-3GPP access, e.g., Wi-Fi access managed bya third party, IKEv2/IPSec
tunneling is used between UE and Enhanced Packet Data GW (ePDG), and GTP or PMIP/IP
GRE tunneling shall be used between the ePDG and the P-GW. In this case IKEv2 with
EAP-AKA method is responsible for mutual authentication ofUE and ePDG, furthermore,
key agreement, confidentiality of user identity and device identity. IPsec using Encapsu-
lating Security Payloads protects the user plane between the UE and the ePDG. It provides
confidentiality, integrity, message origin-authentication, and anti-replay protection of user
datagrams on Layer-three (L3).

In untrusted and trusted non-3GPP accesses, Dual-Stack Mobile IP (DSMIP) [100] with
IPsec data tunneling between the UE and P-GW can also be applied. In that case IKEv2 with
EAP-AKA is responsible for mutual user authentication and key establishment.

We can conclude that all access and tunneling options can provide enough level of pro-
tection either in L2 or L3. However, in 3GPP-Access the user plane packets between the
eNodeB and the UE are not integrity protected [101] allowingmodification of communica-
tion by an attacker. Such attack only could lead to communication disruption because of
meaningless IP payloads, but it could be unacceptable for applications conveying sensitive
information. Furthermore, in untrusted non-3GPP accesses, protection of the radio link on
L2 is outside of the scope of the mobile network operator.

The enhancement of the scalability of the 3GPP core network is expected to lead to the
introduction of distributed packet data GWs [102]. Due to that inter-GW handover will be-
come a real issue. Currently, if a UE moves between untrusted non-3GPP access networks
MOBIKE [71] is used to update the IKEv2 and IPsec SAs [7]. However, whenever the UE
reaches a new ePDG the full authentication procedure is repeated. This is the case for trusted
non-3GPP access as well, i.e., when the UE accesses a new GW the whole authentication
procedure must be executed. The 3GPP standard recommends pre-registration to the new
GW whenever possible [7]. If pre-registration is successful, seamless handovers might be
achieved, however this is not guaranteed. Till this time 3GPP did not deal with further opti-
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mizations of the methods to efficiently manage inter-GW handovers and to reduce the over-
head of security signaling. This topic is not relevant for centralized networks where GW-
change typically happens in parallel with roaming to new administrative domains that re-
quires full re-authentication at each crossing of borderlines between administrative domains.
On the other hand, in future distributed core networks GW-change might occur frequently for
fast moving UEs within the same network operator domain, furthermore smart traffic man-
agement might also trigger GW re-selections. Hence furtheroptimization of re-attachment
procedures to new GWs would be useful and could ameliorate resource utilization and E-E
Quality of Service. Currently standardized 3GPP tunneling options, i.e., GTP, PMIP/IP GRE
and DSMIP/IPsec, strongly rely on centralized anchor nodesand do not support inter-GW
handovers.

4.2 Design of tunable security services

Multi-attribute decision making techniques, such as the AHP or the Multiplicative AHP
(MAHP) [103, 104] are preferable to use when multiple criteria make it complicated to
find the alternative that provides the best trade-off. To my knowledge, firstly Hager [9], then
Johnson et al. [76] have applied AHP for context-aware decision making for TS services
in wireless networks. Hager illustrates the use of his modelon selecting the most suitable
encryption algorithm for data protection, under given security, performance and energy con-
texts. Johnson et al. provide an example for adequate authentication method selection. In
their solutions the context-levels, e.g., the remaining battery level or the available throughput,
are monitored from the environment or assigned by a tuner. Based on pairwise comparisons
of the context levels, the AHP engine calculates the currentweights of the contexts. The
most adequate alternative is the security configuration that has the highest weighted sum of
the subjective preference values, using the current context weights in the calculation. In their
model, the subjective preference values of the alternatives are considered constant under
each context, reflecting the adequacy of the alternatives, if the given context becomes impor-
tant. For instance, under the available throughput contextin [76], lightweight authentication
is considered twice as good as strong authentication because lightweight authentication re-
quires less messages.

The main problem of Hager’s [9] and Johnson’s [76, 96] TS decision function is that
they cannot guarantee the fulfillment of the requirements ofa designer due to the following
reasons: (i) They are preliminary fixing the subjective preference values of the alternatives
under each context (criterion). This step is questionable since, e.g., the delays of lightweight
and strong authentication depend on whether the network is idle or loaded. Hence, the
relative judgment of the alternatives may change in different contexts. (ii) The actual context
weights direct the decisions. That is, in their model the environmental descriptors (e.g.,
remaining battery level) determine the context-levels (e.g., the importance of battery) on a
1 to 9 scale where 1 means low preference and 9 means high preference for the context.
Then context weights are determined using AHP based on pairwise ratios of context-levels.
(iii) QoS, security and other requirements often impose strict hard constraints that limit the
acceptable security and performance levels of the alternatives. Such hard constraints cannot
be considered in their decision model, since the context levels cannot capture whether an



76 CHAPTER 4. SUITABILITY ANALYSIS OF SIGNALING SCHEMES

alternative fails a hard constraint. (iv) Moreover, the useof AHP as the decision engine is
problematic, due to the rank reversal problem of AHP [105].

In this section, I present a new formalized decision model for security solution suitability
analysis, which addresses the previous issues [C2]. In my model the criteria weights are ba-
sically treated as static variables, based on the priorities of the requirements. The tuner may
only change the weights if the importance of requirements change, e.g., due to different ser-
vice profiles. The performances of the alternatives may varydepending on the environmental
characteristics, and the decision makers may preliminary decide on performance category as-
signment functions under each criterion. The preference ratios of alternatives under different
criteria are not fixed, as in case of the contexts of Hager [9] and Johnson [76, 96]. Hence,
e.g., in high-speed networks two alternatives with low and high message complexities may
fall in the same category, while in low-rate networks they would fall in different categories,
based on the achieved performance and the mapping of performance metrics to categories.
Another advantage of my model is that hard performance constraints are taken into account.
Hence, we are able to automatically reject alternatives that fail. This has a high practical
value because the actual contexts and requirements determine whether an alternative fails or
not during runtime. Pre-processing the alternatives for complex criteria, and establishing the
set of successful alternatives in advance, could be anotherapproach. However, the obtained
set of successful alternatives will in such a case be restricted to the assumed criteria and con-
text levels. Parameters of performance category assignment functions can also be changed
during runtime, e.g., the minimum required security level may be increased automatically
in case of network under attack. My proposed model also addresses the rank reversal prob-
lem of AHP as it builds on MAHP, which resolves the problem [104]. Another desirable
characteristic of MAHP compared to AHP is that the proportion of the terminal scores of
two alternatives is constant under any set of alternatives [104, 103] under a predefined crite-
rion. Hence, my model consistently assigns the same relative preferences to given security
solutions.

MAHP method is summarized in Section 4.2.1. The proposed mMAHP method is in-
troduced in Section 4.2.2. To illustrate the use of the model, I consider the selection of the
most adequate IKEv2 authentication method in a heterogeneous networking environment in
Section 4.2.4. For the suitability analysis, user and network authentication requirements in
combination with usability of the methods in terms of authentication delay and energy con-
sumption are taken into account. The example illustrates the completeness of the model and
how the different parameters of the model influence the decisions.

4.2.1 MAHP method

Multi-criteria decision analysis is concerned with the evaluation of a finite number of alterna-
tives under a finite number of criteria by a single or a group ofdecision makers [104]. AHP
and its descendants, including MAHP, break down the complexmatching problem of the
multi-criteria decision to multiple pairwise comparisonsof alternatives. These methods sup-
pose that decision makerd, d = 1 . . . D, can assign subjective preference ratiosrijkd to each
pair of alternatives(Aj, Ak), under criterionCi, i = 1 . . .M . In other words,rijkd gives how
much betterAj is thanAk. N is the number of alternatives, hencej = 1 . . . N, k = 1 . . . N .
Subjective preference ratios of the alternatives are written in the form of positive reciprocal
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Figure 4.2: Human judgment approximated with a geometric scale.

square matrices of sizeN × N , called pairwise comparison matricesRid, for i = 1 . . .M
andd = 1 . . . D.

In MAHP, subjective preference ratio values are calculatedusing Eq. 4.2.

rijkd = 2γi·∆ijkd, ∆ijkd = vijd − vikd (4.2)

Every alternative is assigned a performance categoryvijd under all criteria by all decision
makers, based on its performancePijd under that criterion. Note that different decision
makers may judge the performances in different ways.

MAHP applies seven-grade geometric scales for performancecategory assignment due
to its similarity to the categorization of human judgment. Fig. 4.2 illustrates such an assign-
ment, when the scale starts atPmin,i and category values increase withPijd.

MAHP supposes that performance values of alternatives under a criterionCi form a
closed continuous or discrete interval, with bordersPmin,i andPmax,i. The performance
categoryvijd is an integer value,vijd ∈ [0 . . . 6]. 2γi is the progression factor of the geomet-
rical scale, i.e., the proportion of thevth step to the initial step of the scale isev = e0 · 2

γi·v.
∆ijkd is the subjective logarithmic difference between two alternatives, and is restricted to
the integer values∆ijkd ∈ [−6 . . . 6]. Hence, at∆ijkd = 0, Aj andAk contribute equally
to the criterion, they are in the same performance category.At ∆ijkd = 6, Aj performs26γi

times better thanAk underCi, because the former is in a six-level higher category. Typical
γ values are 0.5 or 1. Hence, the proportion of the performancevalues of two alternatives
from the lowest and highest category is around8 or 64, respectively. By changingγi, we tune
at the same time the performance ratios between the categories, and the relative position of
category borders on the performance scale.

Given the pairwise comparison matricesRid, the subjective preference values of the al-
ternatives under each criterion must be calculated using Eq. 4.3. tijd is also referred to as the
weight or the impact score of the alternative.

tijd =
N∏

k=1

r
1/N
ijkd , j = 1 . . . N (4.3)

Finally, the terminal scores of the alternatives in MAHP arecalculated using the weighted
geometrical mean of the subjective preference values, as given by Eq. 4.4. This function is
referred to as the aggregation function.

tj =
M∏

i=1

D∏

d=1

tpdciijd (4.4)
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Figure 4.3: The evaluation process.

4.2.2 The modified MAHP method (mMAHP)

The AHP and MAHP methods do not define the treatment of alternatives that perform out-
side the acceptable performance interval of one or more criteria. I refer to the border of
the interval as hard constraints(Pmin,i, Pmax,i). I modify MAHP to take into consideration
hard constraints, and filter out alternatives that are outside the interval. For extreme environ-
ments or demands, the filter guarantees that alternatives that do not satisfy certain constraints
are assigned terminal scores of zero. This is achieved through the introduction of new per-
formance category assignment functions and a new subjective preference value calculation.
Fig. 4.3 illustrates the steps of the mMAHP evaluation process.

4.2.3 Performance category assignment

Four types of performance category assignments exist for geometrical scales, as defined by
the next equations. Different criteria may use different geometrical scale types. The interval
of the geometrical scale isgmin,i andgmax,i under criterionCi. The scale may start either
from gmin,i or from gmax,i, and Eq. 4.5 must be used accordingly to obtain a normalized
performance value. The desired target performance value under criterionCi is either the
high or the low performance values. For Eq. 4.6 and Eq. 4.7 thegeometrical scale starts at
gmin,i and the target is the achievement of high and low performancevalues, respectively. For
Eq. 4.8 and Eq. 4.9 the geometrical scale starts fromgmax,i and the target is to achieve low
and high performance values, respectively.L gives the number of performance categories
for the criterion. Typically,L = 4 orL = 7 is used to provide a seven or thirteen grade scale
for subjective preference ratio values, respectively [104].
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f(Pijd) =





⌈
L+ 1

γi
· log2

Pijd−gmin,i

gmax,i−gmin,i

⌉
,

if scale starts atgmin,i⌈
L+ 1

γi
· log2

gmax,i−Pijd

gmax,i−gmin,i

⌉
,

if scale starts atgmax,i

(4.5)

vijd =





0 , if Pijd < Pmin,i or Pijd > Pmax,i

1 , if Pmin,i ≤ Pijd ≤ gmin,i or

f(Pijd) < 1

L , if Pijd ≥ gmax,i

f(Pijd), otherwise

(4.6)

vijd =





0 , if Pijd < Pmin,i or Pijd > Pmax,i

1 , if gmax,i ≤ Pijd ≤ Pmax,i

L , if Pijd ≤ gmin,i or f(Pijd) < 1

|f(Pijd)− L− 1| , otherwise

(4.7)

vijd =





0 , if Pijd < Pmin,i or Pijd > Pmax,i

1 , if gmax,i ≤ Pijd ≤ Pmax,i or

f(Pijd) < 1

L , if Pijd ≤ gmin,i

f(Pijd), otherwise

(4.8)

vijd =





0 , if Pijd < Pmin,i or Pijd > Pmax,i

1 , if Pmin,i ≤ Pijd ≤ gmin,i

L , if Pijd ≥ gmax,i or f(Pijd) < 1

|f(Pijd)− L− 1| , otherwise

(4.9)

Higher performance category valuesvijd represent better alternatives in all cases. The
four performance category assignment function types are illustrated in Fig. 4.4 usinggmin,i =
20, gmax,i = 120, γ = 0.8, andL = 7. The following hard constraints were set for this
illustration. For Type-1 and Type-4 functions,Pmin,i = gmin,i andPmax,i = 200. For
Type-2 and Type-3 functions,Pmax,i = gmax,i, andPmin,i = 0. It can be seen that the
performance categories can take the integer valuesvijd ∈ (1, 7). However, if the alternative
performs outside the hard constraints, thenvijd = 0. To give some examples, a criterion
requiring low handover delay might use a Type-2 scale. A requirement for the support of
some security features should use Type-1 or Type-4 scales, where no support and support
could be expressed withPijd = gmin,i or gmax,i, respectively. A criterion for low message
overhead could use a Type-3 scale.
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Figure 4.4: Performance category assignment functions.

4.2.3.1 Subjective preference value calculation

Subjective preference ratio values are calculated using (4.10), which extends (4.2) with the
possibility of assigningrijkd = 0 if Aj orAk has failed underCi.

rijkd =

{
0 , if vijd = 0 or vikd = 0

2γi·∆ijkd , otherwise
(4.10)

The calculation of subjective preference valuestijd through Eq. 4.3 of MAHP has been
modified in the following way. For each rowj, j = 1 . . . N , in Rid, we define the setKijd in
Eq. 4.11, which contains the indexesk of the columns whererijkd 6= 0. Then, we calculate
the productrprod,ijd for each rowj of Rid using Eq. 4.12. Finally, the subjective preference
valuetijd of alternativeAj can be calculated with Eq. 4.13, wherem expresses the number
of non-zero productsrprod,ijd. If all products are zero, thenm = 1.

Kijd = {k|rijkd 6= 0, k = 1 . . . N}, j = 1 . . . N (4.11)

rprod,ijd =

{∏
k∈Kijd

rijkd

0, if Kijd ≡ ∅
(4.12)

tijd = r
1/m
prod,ijd , j = 1 . . . N (4.13)

Finally, the terminal scores of the alternatives can be calculated using (4.4). I build upon
the zero property of the multiplication in the MAHP aggregation function. Hence, if any
subjective preference valuetijd for Aj is zero, then the terminal scoretj also becomes zero.
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Table 4.1: Parameters of my criteria.
Crit. ci Type L γ gmin|max Pmin|max

I.1 0.5 · cI 4 7 0.5 1, 2 1, 2
I.2 0.5 · cI 4 7 0.5 0, 1 0, 1
II.1 0.5 · cII 2 7 0.5 0.03, 3 0, 5
II.2 0.5 · cII 2 7 0.5 0.01, 0.5 0, 1

cI , cII represent the weights of criteria (I) and (II).

4.2.4 Proof-of-concept: context-aware selection of IKEv2 authentica-
tion methods

In this part, I illustrate the usage and behavior of my decision model by applying it for
context-aware IKEv2 authentication method selection in WiFi and UMTS access networks.
In the decision, both the minimum authentication requirements of the application and envi-
ronment, and the performance is important, where performance is captured by the usability
of the methods (low delay), and the energy consumed by the application at the client side
(CPU time). I assume that user devices have a wide range of computational capacities.

For selection of the most suitable authentication method, Ihave defined the following
two main criteria: (I) provide a high security level and (II)induce low performance cost. The
security criterion is represented by two parameters, i.e.,(I.1) the level of user authentication
and (I.2) support of network authentication. The performance criterion also contains two sub-
criteria, i.e., (II.1) provide good usability and (II.2) consume low energy at the user device.
Under criterion (I.1),Pij = 1 andPij = 2 represent ‘weak’ and ‘strong’ authentications,
respectively. Under criterion (I.2),Pij = 0 andPij = 1 mean ‘no support’ and ‘support’ for
network authentication, respectively. The performance ofthe alternatives under the usability
criterion (II.1) is measured with the authentication delayin terms of seconds. As a simple
measure of energy (II.1) the CPU consumption time of the authentication at the initiator side
is used. Table 4.1 presents the parameters of my criteria.

Both Type-4 and Type-1 scales could be used for the security criteria, since only the
endpoints of the scale are used. Note thatPmin,i may be increased by a tuner, such as a
security manager or system administrator, due to threat level changes in the environment or
new application requirements. Type-2 scales are used for the performance criterion. The
scale intervals must be well defined by the designer in order to reflect quality of experience
differences with different categories. In my example, if a method needs more than 5 seconds
for authentication, or utilizes the CPU of the initiator for more than 1 second, then it will be
rejected. In battery constrained environments,Pmax,i for the energy consumption criterion
could be reduced to a lower value.

I restrict the analysis to five authentication methods, which have the following security
features. The pre-shared key (PSK) and EAP-MD5 (MD5) methods provide weak user au-
thentication. The EAP-SIM (SIM) method provides strong user authentication. EAP-TLS
(TLS), with two-tier public-key certificate chains, provides strong mutual authentication.
Finally, PEAP with MSCHAPv2 (PEAP), using two-tier public-key certificate-chain for net-
work authentication, provides strong network and weak userauthentications. In [J9], an ex-
tensive description of these authentication methods is contained. Furthermore, [J9] specifies
their computational and network overheads, and provides details on the network parameters
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Figure 4.5: Terminal scores of the authentication methods.

of the WiFi and UMTS scenarios. The authentication and client side computational delay
calculations were based on these parameters.

The methods were evaluated under the combinations of the following input parame-
ters. Access network ={′WiFi′,′ UMTS ′}, the CPU frequency of the initiatorCinit =
[100 . . . 3000] MHz, Pmin,I.2 = [0, 1], cI = 1− cII = [0 . . . 1].

Fig. 4.5 shows the terminal scores of the alternatives underthe WiFi and the UMTS sce-
narios, respectively. The running parameters were fixed to the values noted in the figure.
Note that in the WiFi scenario, a low-end device and no requirement on network authenti-
cation is assumed. In the UMTS scenario, a high-end device and a requirement for network
authentication is assumed. The differences in message overheads become important in the
UMTS network. Hence, the usability (II.1) of PSK, MD5, and SIM is better in the UMTS
scenario (lower graph). In the WiFi scenario, usability does not differ much between the
methods because all methods perform well, i.e., they produce low authentication delays due
to the high bandwidth. Regarding the energy consumption criterion (II.2.), we can see that
for low-end devices the methods having low computational overhead at the client side are
preferred. For high-end devices, all methods require very low computational times. Hence,
there are only small differences under this criterion. Under the aggregated performance cri-
terion (II) the computational capacity of the low-end device in the WiFi scenario, and the
data rate of the network in the UMTS scenario influence the preferences. Fig. 4.5 also il-
lustrates the effect of the minimum hard constraint on the decision. In the UMTS scenario,
only the methods that support network authentication are accepted under criterion (I.2). Al-
ternatives that fail get zero terminal scores under all parent criteria; finally they fail under the
main objective. In the WiFi scenario SIM and TLS are the most preferable alternatives, due
to their good performance and high security, respectively.In UMTS, TLS is the preferred
authentication method, since it provides stronger security than PEAP.

Fig. 4.6 presents the alteration of the terminal scores and the ordering of the methods as
a function of the relative importance of the security and performance criteria. The balance
between security and performance might be changed by a tuneror due to application or
environmental contexts. In both scenarios, network authentication is not required and the
same high-end device types are assumed. We can see that the TLS method becomes the
preferred alternative as the importance of security increases. In the UMTS scenario, the low
bandwidth causes higher differentiation among the methods. We can see that some methods
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Figure 4.6: Terminal scores of the authentication methods under different trade-offs between
the security and performance criteria.

0 500 1000 1500 2000 2500 3000
0

0.5

1

1.5

2

CPU frequency of the initiator [MHz].
WiFi scenario, c

sec
 = 0.5, c

perf
 = 0.5, P

min,user auth.
 = 1, P

min,net. auth.
 = 0

T
er

m
in

al
 s

co
re

s 
of

 th
e 

al
te

rn
at

iv
es

 u
nd

er
 th

e 
m

ai
n 

cr
ite

rio
n.

 

 

PSK MD5 SIM TLS PEAP

0 500 1000 1500 2000 2500 3000
0

0.2

0.4

0.6

0.8

1

1.2

1.4

1.6

CPU frequency of the initiator [MHz].
UMTS scenario, c

sec
 = 0.5, c

perf
 = 0.5, P

min,user auth.
 = 1, P

min,net. auth.
 = 0

T
er

m
in

al
 s

co
re

s 
of

 th
e 

al
te

rn
at

iv
es

 u
nd

er
 th

e 
m

ai
n 

cr
ite

rio
n.

 

 

PSK MD5 SIM TLS PEAP

Figure 4.7: Terminal scores of the authentication methods for varying client CPU frequen-
cies.

will never be selected under these constraints, i.e., PSK and MD5 for WiFi, and PEAP, SIM
and MD5 for UMTS.

Fig. 4.7 shows the sensitivity of the results to the CPU frequency of the user device. For
a 100 MHz CPU frequency, the computational time at the client for TLS is 1.33 seconds.
However,Pmax,II.2 is set to1 second. This causes TLS to fail for such low-end devices
under my criteria. For high-end devices TLS is the preferredmethod.

4.3 Evaluation of signaling schemes for the UFA

In Section 4.3 I extend the mMAHP method for the suitability analysis of signaling scheme
alternatives for UFA. The evaluation has been performed in two phases.

First, I compared HIP, Mobile IP (MIP) [106] and SIP-based scheme for UFA in [C3,
107]. The conclusion was that the combination of the signaling schemes, i.e., (1) SIP and
HIP or (2) SIP and MIP, can ameliorate UFA to support non-SIP applications [C3]. Then I
compared two signaling schemes [J7, M2], which realize IP mobility in an integrated way
for both SIP and non-SIP applications. The first scheme is UFAHIP, analyzed in Section 2.4.
Compared to the first phase, the HIP signaling scheme has been extended with delegation-
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Figure 4.8: Network model.

based signaling procedures. Moreover, a new cross-layer access authorization mechanism for
L2 and HIP was introduced to replace certificate-based access authorization in an operator-
based environment [C4]. The second scheme uses Proxy Mobile IPv6 (PMIP) [108] for
IP-mobility control. Both schemes integrate SIP signaling as well. I must notice that PMIP
is an anchor-based mobility management protocol, currently used in EPC. PMIP protocol
was deployed within the UFA assuming that multiple Local Mobility Anchors can co-exist.

Details on the UFA HIP and UFA PMIP signaling schemes can be found in [J7] and in
Annex G of [M2]. In Section 4.3 I focus on the results of the second phase due to space
limitations, and high similarities with the first phase.

Section 4.3.1 presents the network model making possible the calculation of performance
indicators. Section 4.3.2 defines the set of evaluation criteria in terms of performance, se-
curity, deployment and criteria weights by taking into consideration the opinion of multiple
decision makers and mobile operator requirements. I assigned key performance indicator to
each criterion, and defined the grade assignment functions.In Section 4.3.3 the character-
istics of the signaling schemes are determined under each criterion. Section 4.3.4 describes
the main results of the suitability analysis of signaling schemes of UFA.

4.3.1 Network Model

The delay and message overhead calculation of the alternatives under the performance cri-
teria is supported by a network model presented in Figure 4.8. It is composed of the MN,
the UFA GWs in charge of MN or CN attachment and the UFA core nodes. I suppose in this
model that all UFA equipments are linked to a full mesh IP network. I analyze two differ-
ent network scenarios, i.e., (S1) the CNs are servers, e.g., HTTP servers, and (S2) the CNs
are other MNs attached to UFA GWs. The parameters of the network model are summa-
rized in Table 4.2. The parameters are one-way average delaymetrics of different network
parts, they do not depend on the message size or other parameters. The one-way delay val-
ues reflect worst case delays and are based on real measurement experiences of the authors.
For some parameters both single and a range of values is given. It depends on the evaluation
which values to use. Since the network model contains overestimated delays, the fulfillment
of delay criteria means that performance of the given schemeis suitable.
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Table 4.2: Network parameters.
Symbol Delay [ms] Description
dMN [1..100] access network delay bw. MN and

10 Source or Target UFA GW
dCN [5..100] access network delay bw. CN and

10 UFA GW (dMN = dCN )
dtn [5..50] IP network delay bw. MN’s UFA GW

30 and the UFA core nodes
dcore 10 delay bw. the UFA core nodes
dU 20 delay bw. source and target UFA GW
dcore,CN S1:dcore delay bw. UFA core nodes and

S2:dtn the CN’s UFA GW
dU,CN S1,S2:dtn delay bw. the MN’s UFA GW

and the CN (or CN’s UFA GW)
dL2,conf 50 L2 reconfiguration delay of the MN

during access to a new UFA GW

4.3.2 Validation Criteria

I defined three main criteria, i.e., provide (1) low performance costs, (2) high security, and
(3) low deployment costs. There are fifteen sub-criteria under them, organized in a criteria
tree, illustrated in Figure 4.9.

Each message overhead criterion contains five child criteria that are not illustrated in the
criteria tree due to space limitations. They take into consideration the message overhead
of the procedures on different parts of the network, i.e., parts {(I,VII), II, III, VI, V }. The
following weights have been assigned to these criteria, respectively:{0.61, 0.09, 0.17, 0.10,
0.02} by asking the opinion of five decision makers. This means thatthe decision makers
were mostly concerned about the signaling load of the wireless interface and the inter-UFA
GW links.

Some of the main requirements of the UFA, such as high scalability, self-configuring and
self-optimizing network were not included in the criteria tree due to the following reasons.
Good scalability is mainly ensured by the structure of the UFA, and influenced by the user
traffic. Hence, the signaling schemes would not make much difference under the scalability
criterion. The other previously mentioned criteria are difficult to evaluate in this phase of the
project.

The criteria weights have been defined in an iterative process, based on the consensus
of five decision makers (see Appendix C.3 and Annex F of [M2] fordetails). The obtained
criteria weights are presented in the first column of Figure 4.9. As it can be seen from the
weights, the dominating sub-criteria under the three main criteria are the low real-time ser-
vice interruption delay due to inter-UFA GW handovers; the mutual authentication, signaling
and user data protection between the MN and the UFA GW; and thelow number of addi-
tional modules to deploy in the MN in the control plane and user plane, respectively. The
three rightmost columns of Figure 4.9 describe the input parameters for performance grade
assignment. The meaning of these parameters is described indetails in Section 4.2.2. I
use two scale types that are seven-grade step-functions: Type-3 and Type-4 are smaller-the-
better and higher-the-better type grade assignment functions, respectively.gmin,i andgmax,i

give the starting and ending of the grade assignment function, while the progression factor
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Figure 4.9: Criteria tree.

γi influences its shape.Pmin,i andPmax,i are hard constraints for criterioni. If an alternative
performs outside this interval then it must be rejected, theassigned grade is zero.

4.3.3 Characteristics of the Signaling Schemes

In this part I summarize the properties of the alternatives regarding the three main criteria.
Easy deployment is one of the main criteria. I introduced thefollowing simplified measure
for deployment complexity. Assuming a default TCP/IP stack in each UFA node, which sup-
ports MIP and IPsec, I counted the surplus protocol/functional modules in user and control
plane in the MNs, UFA GWs, and UFA core network. Table 4.3 summarizes the modules
needed in the UFA nodes for the two combined signaling schemes. My assumption behind
this metric is that deployment or operational costs increase when adding complexity to a
network. Note that this measure disregards complexity of the functional modules and that
maintenance costs of each function may be unique.

The security features of the alternatives are summarized inTable 4.4. In the evaluation,
1 means that a security feature is supported by the signaling scheme.0 represents no support
or very weak provision of the security service. The first three criteria are supported in both
schemes. HIP supports strong DoS resistance using a built-in puzzle-mechanism, tunable
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Table 4.3: Additional modules needed by the signaling schemes beyond the TCP/IP stack.
UFA signaling scheme: HIP-based PMIP-based
MN’s control plane HIP, SIP, 802.21, UFA-CL, EAP, ERP IKEv2, PMIP, SIP, 802.21, UFA-CL, EAP, ERP
MN’s user plane – –
UFA GW’s cp. HIP, 802.21, U-CSCF, UFA-CL, EAP, ERP IKEv2, MAG, 802.21, U-CSCF, UFA-CL, EAP, ERP
UFA GW’s up. – –
UFA core HIP-capable DNS, RVS, MIIS, EAP, ERP LMA, MIIS, EAP, ERP

to various levels of DoS threats. On the other hand, IKEv2 provides weak and optional
cookie-based mechanism, hence I assign0 performance value for DoS resistance in case of
IKEv2. Both HIP and IKEv2 resist to man-in-the-middle attacks. The sigma-compliant DH
key exchange in HIP assures resistance to man-in-the-middle (MiTM) attacks. In case of
IKEv2, the key agreement process is cryptographically bound to the mutual authentication
process, hence it also resists to MiTM attacks.

Table 4.4: Security features of the alternatives.
HIP PMIP

mutual authentication 1: HIP,ERP 1: IKEv2,ERP
signaling protection 1: HIP, IPsec 1: IKEv2, IPsec
user data protection 1: IPsec 1: IPsec
DoS resistance 1: strong 0: weak
MiTM resistance 1: supported 1: supported

The performances of the alternatives under the message overhead criteria are measured
with the number of required messages for one successful run of the procedure at different
parts of the network. The two delay criteria (i.e., service interruption time due to handover
and handover preparation delay) were calculated by counting the messages on each network
part, and multiplying the sum with the one-way delay of the given network part. The message
numbers of the two signaling schemes are detailed in Table C.1in Appendix C.1 under each
performance criterion for three different application scenarios.

I defined three application scenarios, i.e., (i) establishment and handing off non-SIP ses-
sions, (ii) establishment and handing off SIP sessions in the same way as non-SIP sessions
(called SIP, option 1), and (iii) establishment and handingoff SIP applications with reduced
HO execution delay (named SIP, option 2).

The validated scenarios are referred with two numbers whichgive the index of the appli-
cation scenario (X) and the signaling scheme type (Y) with the notation ’X.Y’. The value of
X is 1 for non-SIP applications, 2 for SIP applications with option 1, and 3 for SIP applica-
tions with option 2. The value of Y is 1 and 2 for HIP and PMIP-based signaling schemes,
respectively.

4.3.4 Results of the Analysis

4.3.4.1 Terminal Scores of the Signaling Schemes in the Application Scenarios

The primary evaluation objective was the determination andcomparison of the terminal
scores of the two signaling schemes in case of the three application scenarios.



88 CHAPTER 4. SUITABILITY ANALYSIS OF SIGNALING SCHEMES

Figure 4.10 shows the terminal scores for the alternatives.HIP is better than PMIP in
application scenarios 1 and 3 because its higher DoS resistance. It can be parametrized based
on the existing threats in the network to protect the UFA GWs from malicious MNs flooding
the network. Furthermore, from deployment aspect, the HIP-based alternative requires one
less module in the control plane of the MN and the UFA GW. HIP module is responsible both
for the mobility and the security control, while in PMIP-based scenario this is performed by
two modules, i.e., the IKEv2 and the PMIP or MAG.

0 0,5 1 1,5 2

Objective

Performance

Security

Deployment

PMIP (3.2)

HIP (3.1)

PMIP (2.2)

HIP (2.1)

PMIP (1.2)

HIP (1.1)

Figure 4.10: Terminal scores of the alternatives.

HIP (2.1) scenario is also accepted, while PMIP (2.2) is rejected because its average
service interruption delay is higher than 250 ms. I supposedin the calculation that in50%
of the cases, SIP sessions are handed off without the need forSession Description Protocol
(SDP) update. Due to this probability, the average service interruption time of HIP (2.1)
is below 250 ms, hence the evaluation process accepts the alternative. This result must be
treated carefully because when an SDP update is needed the HIP (2.1) would not fulfill the
service interruption delay requirement.

4.3.4.2 Sensitivity of the Terminal Scores to the One-Way Delay Between the MNs and
the UFA GWs

In this analysis the aim is to analyze the sensitivity of ranking scores of the signaling schemes
to the access network delay between the MN and the MN’s UFA GW (dMN = dCN ) in
network scenario S2. I calculate the terminal scores of the alternatives for a range of access
network delays (dMN = dCN = 0 . . . 100 ms.) Figure 4.11 presents the results of this
analysis. Figure 4.11a, 4.11b and 4.11c illustrate the variation of the terminals scores for the
low service interruption delay, the low performance cost, and the ’Objective’ criteria.

If the service interruption delay of an alternative overruns the maximum hard constraint
Pmax = 250ms, the alternative fails. It gets zero terminal score underthis criterion and the
parent criteria.

Note, that the performance category assignment function for the low service interruption
delay criterion givesv = 7 to alternatives performing between 0 and 190 ms. The perfor-
mance category value is decreasing to 0 within the interval(190, 250) ms, with a Type-3
geometrical scale. This means that from 0 to approximately 200 ms of service interruption
times all alternatives are considered equally good.



4.3. EVALUATION OF SIGNALING SCHEMES FOR THE UFA 89

0 20 40 60 80 100
0

0.5

1

1.5

2

2.5

3

One−way delay of the network part bw. the MN and the UFA GW [ms]
(CNs are MNs).

T
er

m
in

al
 s

co
re

s 
of

 th
e 

al
te

rn
at

iv
es

un
de

r 
th

e 
ha

nd
ov

er
 d

el
ay

 c
rit

er
io

n

 

 
HIP (1.1)
PMIP (1.2)
HIP (2.1)
PMIP (2.2)
HIP (3.1)
PMIP (3.2)

(a) Terminal scores under the criterion for low ser-
vice interruption delay due to handovers.
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(b) Terminal scores under the performance criteria.
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(c) Overall terminals scores.

Figure 4.11: Sensitivity of the ranking of alternatives tod1 delays (S1 network scenario).

The figures show that the alternatives have a constant terminal score from 0 until a given
dMN value. This is the range where the service interruption delay is below 200 ms. Then,
with increasingdMN the alternatives get worse performance categories. The PMIP appli-
cation scenarios (1.2 and 3.2) perform worse than the HIP application scenarios (1.1 and
3.1). HIP (1.1) fails the hard constraint already atdMN < 5 ms. PMIP (2.2) fails even
at dMN = dCN = 0 ms, because the accumulated delay at the other network partsal-
ready exceed the hard constraint. The PMIP alternatives (2.2 and 3.2) seem to fulfill the
200 ms criterion untildMN = dCN = 30 ms, and reach 250 ms service interruption de-
lay betweendMN = dCN = 50 . . . 55 ms. The HIP alternatives seem to work fine until
dMN = dCN = 50 . . . 55 ms, and are rejected betweendMN = dCN = 65 . . . 75 ms.

In MAHP the terminal scores are relative, i.e., they depend on the performance of the
alternatives. This explains that in Figure 4.11 some alternatives get increasing scores even
if in absolute terms they perform worse. This indicates thatthe relative preference of some
alternatives is increasing.
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4.4 Suitability analysis of current and emerging authenti-
cation schemes for 3GPP EPC

This section analyzes the suitability of a recently developed protocol, i.e., DEX-AKA, as a
new option providing lightweight unified network access service in 3GPP EPC and replacing
IKEv2 EAP-AKA. DEX-AKA is compared with five other Layer-3 authentication methods,
i.e., HIP DEX, BEX, and IKEv2 PSK, EAP-TLS, and EAP-AKA.

Appropriate decision on the applicability of a new authentication technology to the 3GPP
architecture should consider all important requirements and consider other alternatives as
well. Next, I define the requirements related to security features, performance, deployment
and additional control functions of L3 authentication methods in future distributed EPC. The
performance evaluation scenarios of the methods have been summarized in Section 3.3.1.2
and the main results were given in Section 3.3.2.

In the following, Section 4.4.1 summarizes the definition ofcriteria and their weights
for the suitability analysis of the authentication schemes, Section 4.4.2 describes the grade
assignment and rank aggregation, finally, Section 4.4.3 presents the main results of the anal-
ysis.

4.4.1 Definition of Decision Criteria and Weights

The criterion set of the evaluation contains security, performance, deployment and function-
ality related requirements as presented in Figure C.1 in Appendix C.2.1. The criteria can be
grouped into different subsets leading to a tree graph. Seven decision makers (given in Ap-
pendix C.3) affiliated with mobile network operators and research institutes have been asked
to provide their preferences by filling out criteria weight definition forms. The reasoning of
their preferences is described in Section 5 of [J6]. The weight calculation described in de-
tail in Appendix C.2.2 has produced the edge weights. The rootof the graph (not illustrated
in the figure) represents the overall goal–namely, selecting the most suitable authentication
method. The root connects the four main criteria using the edge weights written in the re-
spective vertices.

4.4.2 Grade assignment and score aggregation

The next step in the decision making process is the evaluation of each authentication method
under the criteria. The following subsections describe theprocess of grade-assignment in
detail. Appendix C.2.3 summarizes the equations used duringthe grade assignment.

C.2.4 presents the calculation details of the scores under each criteria. The main input
parameters are the criteria weights and the grades of the authentication methods under each
criterion. In the aggregation phase scores of the alternatives are calculated for every criterion
and represent the ranking of the methods under the given criterion.

4.4.2.1 Security features of the authentication methods

Security criteria are evaluated using qualitative metrics. The basic metric used is the support
or non-support of a feature expressed by1 and0, respectively, except in some cases where
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Table 4.5: Grades of the alternatives under security criteria.
DEX-AKA EAP-AKA DEX BEX PSK EAP-TLS

Must support mutual authentication: 3 3 2 2 1 3
Must protect the GW against DoS attacks: 1 2 1 1 2 2
Must resist MitM attacks: 1 1 1 1 1 1
Must resist replay attacks: 1 2 1 2 2 2
Must protect data traffic: 1 1 1 1 1 1
Must protect control traffic: 1 1 1 1 1 1
Should support perfect forward secrecy: 0 1 0 1 1 1
May support non-repudiation of attachment: 0 0 0 1 0 1
May protect HI: 0 1 0 1 1 1
May protect user identity (IMSI): 1 1 0 1 0 1

finer-grade scales have been used. It is always true that the higher the grade, the better is the
method under a given criterion. Table 4.5 summarizes the grades of the methods under each
security criterion. The explanation of the meaning of the grades is summarized in Table C.3
in Appendix C.2.3.1.

The grades show that DEX-AKA has weaker resistance to replayand DoS attacks than
EAP-AKA. However, both features could be improved in DEX-AKA. If the initiator con-
tributed to the freshness of DEX-AKA communication and key derivation by sending a nonce
in I2 then the UE’s resistance to replay attacks would reach grade2 [C1]. The same is true
for the DoS resistance of the GW: it could be improved by one grade by setting a token-
distribution based mechanism such as cookie-distributionin IKEv2 instead of the original
puzzle-challenge mechanism of HIP.

4.4.2.2 Performance features of the authentication methods

The performance features of the authentication methods have been evaluated in detail in [J5]
and the main results are summarized in Section 3.3.2.

One of two approaches has been applied for grade assignment under the performance
criteria. If 3GPP or another standardization forum specifyconstraints for the performance
metric then the grade assignment function is defined in such way that it should represent
the fulfillment of different standardized values. The gradeassignment for the authentication
time makes use of standard values as described in C.2.3.

However, constraint values could not be found in the literature for the other performance
metrics, i.e., CPU, memory consumption and the message complexity of the authentication
methods. In such cases I assume that satisfaction of decision maker is relative to the ame-
lioration compared to EAP-AKA, i.e., the standard method [7]. Hence, the performance of
EAP-AKA is taken as the reference value and a reference gradeis assigned to it. For other
performance values the grade assignment function follows ageometric scale, as given in
Appendix C.2.3 by (C.5), (C.6) and (C.7).

4.4.2.3 Deployment features of the methods

The deployment costs of the methods were measured in terms ofthe required number of ad-
ditional functional modules in different parts of the network and the UEs, and in terms of
the configuration effort required during the operation of the network access service. The
assumption is that the architecture supports EAP-AKA, hence the configuration and deploy-
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Table 4.6: (a) Deployment features of the authentication methods. (b) Grades of the methods
for the support of additional functionalities.

DEX-AKA EAP-AKA DEX BEX PSK EAP-TLS
Deployment requirements in the UE:

1† 0 1† 0 0 1∗

Deployment requirements in the GW:
2† 0 1 1† 0 0

Deployment requirements in the core network:
2† 0 2† 2† 0 2∗

Configuration requirements in the UE:
0 0 1‡ 1‡ 1⋆ 0

Configuration requirements in the GW:
0 0 1‡ 1‡ 1⋆ 0

Configuration requirements in the core network elements:
0 0 0 0 0 0

(a)

DEX-AKA EAP-AKA DEX BEX PSK EAP-TLS
Minimize the effects of IP change:

1† 1∗ 1† 1† 1∗ 1∗

May support multipath communication:
2‡ 1⋄ 2‡ 2‡ 1⋄ 1⋄

May support E2E QoS management:
0⋆ 0⋆ 0⋆ 0⋆ 0⋆ 0⋆

(b)

Table 4.7a:† Required functionalities are HIP [58] in UE and GW; AAA at theGW in case of DEX-AKA; HIP-enabled DNS [109] and
RVS [110] in the core network.∗ Required functionalities are TLS-module [52] in the UE and inthe AAA server and certificate

management in the AAA server.‡ UEs and GWs must apply Access Control List to determine the authorized HITs. The management of
ACLs adds an extra management cost.⋆ Key management in the UE and GW interferes large-scale deployment of the PSK method.
Table 4.7b:† With HIP mobility and multihoming extension [35].∗ With MOBIKE [71]. ‡ Dynamic registration of interfaces and IP
addresses and multipath communication using mHIP extension [111]. ⋄ Dynamic registration of interfaces and IP addresses.⋆ Not

supported.

ment costs of EAP-AKA are considered to be zero. Table 4.7a describes the deployment
requirements of the authentication methods in terms of additional core network functions.

The grade assignment applied here is very simple in order to avoid dealing with finer-
grade analysis of deployment and network management costs that are highly operator-specific.
(C.8) in C.2.3 describes the grade assignment for deployment criteria. Grade0 means that
the deployment of a method requires additional implementation of modules in existing or
new network elements or the UE, or the configuration of the authentication methods is not
well scalable. Grade1 means that no additional changes or configuration are required by the
method.

4.4.2.4 Additional functionalities of the methods

Additional functionalities are required because of new challenges in distributed network ar-
chitectures with overlapping, heterogeneous access networks. In such environment the fre-
quency of inter-GW handovers, access network and IP addresschanges are expected to in-
crease. An important requirement hence is to improve the efficiency of the re-attachment/re-
authentication phase and improve the E2E QoS enforcement.

Support of different functionalities are measured using qualitative metrics. Table 4.7b
summarizes the grades obtained for extra-functionalitiesof the methods.

The IP address of the peers of the IPsec SA may change for different reasons. E.g., UE
might move to a new IP domain or the network might be renumbered by the network man-
agement. Support for IP mobility management is required to avoid complete re-association.
All of the considered methods support this.

Due to the mobile Internet traffic explosion, simultaneous multiaccess communication
for UEs becomes highly important because it may enable load-balancing and even offloading
between different access networks. All methods support dynamic registration of interfaces
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and IP addresses that is a necessary but not sufficient condition to support communication
through multiple accesses. For smart traffic steering over multiple accesses the methods re-
quire further extensions regarding the handover decision and negotiation of policies. For
HIP-based methods there exists an extension called mHIP [111] that is able to provide mul-
tipath communication for a given service data flow.

QoS policy control is not part of the analyzed security control protocols. In EPC the
Policy and Charging Rules Function (PRCF) is responsible for theprovisioning, update and
removal of QoS rules in network elements and the monitoring of transport network layer
events. Traffic management policies should be enforced by the radio access network and
transport network layer [70, 112] for IPsec, HIP and IKEv2 traffic.

4.4.3 Results

4.4.3.1 Terminal Scores of the Authentication Methods UnderFixed Criteria Weights

Figure 4.12a and 4.12b present the terminal scores of the methods under performance criteria
in case of Wi-Fi and HSDPA/UMTS accesses. The bars representboth the individual ranking
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Figure 4.12: Terminal scores of the methods under performance criteria in case of a) Wi-Fi,
and b) HSDPA/UMTS access.

of the methods under leaf-criteria, e.g., memory cost in theUE, and the aggregated ranking
under the parent criteria, such as overall scores of the methods under memory consumption
or under all performance criteria.
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Because of the small differences between centralized, distributed and flat core network
architecture alternatives, the results are shown only for the distributed scenario. In that sce-
nario the average one-way delay is around15ms plus the radio link delay between the UE
and the GW, around15ms between the GW and the AAA server, and around5ms between
the AAA server and the HSS. Small differences are due to the fact that the network sce-
nario only influences the authentication delay among the performance criteria. Moreover,
the score achieved under this criterion, i.e., aiming to minimize the service interruption time,
only counts3.79% among all leaf-level criteria. Another factor is the discretization effect of
the grade assignment function given in (C.4). In most of the cases the authentication meth-
ods cause greater than300ms authentication delay, i.e., they hamper the realization ofseam-
less break-before-make inter-GW handovers for GuaranteedBit Rate (GBR) services hence
obtain zero grade. However in those network scenarios that use Wi-Fi access we can see
differences between the scores under authentication time,because DEX-AKA, BEX, DEX
and PSK methods enable the realization of seamless service continuity for certain classes of
GBR service types.

It can be seen that DEX and DEX-AKA achieved the best scores interms of computa-
tional and memory costs. In terms of signaling overhead, DEX-AKA got similar score as
EAP-AKA, while DEX performs the same as BEX and PSK. EAP-TLS got the lowest scores
under all performance criteria due to its high signaling, memory and computation require-
ments.

The scores achieved under security criteria, as shown by Figure 4.13a, are independent
of the network scenarios. The scores under the leaf-level criteria reflect the grades that
were assigned for the methods in Section 4.4.2.1. The aggregated scores under the security
criterion show the following order: EAP-TLS, EAP-AKA, BEX, PSK, DEX-AKA, DEX.
DEX-AKA is only the fifth due to the increase of the performance of the protocol at the
expense of security.

Under deployment criteria IKEv2-based methods got the highest terminal scores because
EAP-AKA and PSK are supported by the network, as shown by Figure 4.13b. DEX, BEX
and PSK methods achieved zero scores due to the rejection of alternatives with unacceptable
grade. They would require too much configuration effort in the UEs and GWs due to the
high management cost of pre-shared keys in case of PSK and access control lists in case
of DEX and BEX. This is reflected by the scores under the configuration criteria. Under
the extra functionalities criterion, HIP-based methods perform somewhat better due to their
better multipath capability feature.

Table 4.7 shows the aggregated scores of the methods in case of HSDPA/UMTS and Wi-
Fi access networks, respectively. It seems that EAP-AKA is still the most preferred method
in case of HSDPA/UMTS access while DEX-AKA method seems to bethe most preferred
in case of Wi-Fi access. PSK, DEX and BEX methods got zero aggregated score because of
their rejection under deployment criteria. DEX-AKA got very good results due to its high
performance ranking, even if it was the 5th under security and 3rd under deployment criteria.

As a conclusion, on the one hand EAP-AKA method has still manyfors. It is supported
by the network without additional deployment costs while DEX-AKA requires additional
functions deployed in the UEs and the core network. Furthermore EAP-AKA has slightly
better security features. On the other hand, DEX-AKA seems to be a good choice for use
cases where the deployment of HIP-aware UEs is feasible, i.e., deployment requirements
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Figure 4.13: (a) Terminal scores of the methods under security criteria. (b) Terminal scores
of the methods regarding deployment and additional functionalities.

would not imply automatic rejection of the alternative. Forapplications in the field of MTC
requiring the deployment of high number of sensors and controllers in the network, the per-
formance constraints of the devices, reduction of signaling overhead and support of multi-
access scenarios and multipath information conveying may be of much concern. In such use
cases DEX-AKA with IPsec transport mode proved to be a competitive solution for security
control of the UEs and for secure connections to the EPC.

Table 4.7: Aggregated scores of the methods in case of HSDPA/UMTS and Wi-Fi access
networks.

HSDPA/UMTS Wi-Fi
DEX-AKA 1.0130 1.0011
EAP-AKA 1.0566 0.9730
DEX 0 0
BEX 0 0
PSK 0 0
EAP-TLS 0.8501 0.7828



96 CHAPTER 4. SUITABILITY ANALYSIS OF SIGNALING SCHEMES

0 0.2 0.4 0.6 0.8 1
0

0.5

1

1.5

2

2.5

3

3.5

Weight (c
i
) of the performance criteria

(WiFi dist.)

A
gg

re
ga

te
d 

sc
or

es
 o

f t
he

 a
lte

rn
at

iv
es

 

 

DEX−AKA
EAP−AKA
DEX
BEX
PSK
EAP−TLS

(a)

0 0.2 0.4 0.6 0.8 1
0

0.5

1

1.5

2

Weight (c
i
) of the performance criteria

(HSPA dist.)

A
gg

re
ga

te
d 

sc
or

es
 o

f t
he

 a
lte

rn
at

iv
es

 

 

DEX−AKA
EAP−AKA
DEX
BEX
PSK
EAP−TLS

(b)

Figure 4.14: Sensitivity of the aggregated scores to increasing weight of performance crite-
ria.
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Figure 4.15: Sensitivity of the aggregated scores to increasing weight of extra functionalities.

4.4.3.2 Sensitivity of Terminal Scores Under Varying Criteria Weights

I analyzed the influence of the weight allocations for the four main criteria based on the
opinion of the experts. Mobile network operators see the deployment criterion as the most
relevant criterion. So an interesting question is that how the ordering of the alternatives
changes when the weight of the deployment criterion is increased. The analysis has been
done in the following way. For each main criterion I increased the assigned weight linearly
within the interval [0..1], meanwhile, the weights of the other three main criteria were re-
duced proportionally. The proportions of the weights of theother criteria were kept as they
were in the fixed case.

The following figures show sensitivity of the aggregated scores to varying criteria weights.
The diagrams on the left and right side present the Wi-Fi and HSDPA/UMTS access scenar-
ios, respectively. Figures 4.14a and 4.14b present the influence of the weight of performance
criteria. Figures 4.15a and 4.15b present the effect of the weight of extra functionalities. The
result show that DEX-AKA is the most preferred method in cases where the weight of the
performance is greater than∼20% or∼25% for Wi-Fi and HSDPA/UMTS accesses, respec-
tively, or the weight of additional functionality requirements is greater than∼15% or∼30%,
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Figure 4.16: Sensitivity of the aggregated scores to increasing weight of security criteria.
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Figure 4.17: Sensitivity of the aggregated scores to increasing weight of deployment criteria.

respectively.
Figures 4.16a and 4.16b illustrate the influence of the weight of security. When only

security requirements count, EAP-TLS is the most preferable method, because it supports
digital signature of the TLS-client and TLS-server, additionally to EAP-AKA method where
no digital signatures are incorporated in the protocol. In case of Wi-Fi access, if the weight
is between∼40% and∼85% than EAP-AKA is the winner alternative. However, if the
security counts only∼40% or below then DEX-AKA is the most preferable. In case of
HSDPA/UMTS access, DEX-AKA is the preferable alternative if the security weight is less
than∼15%.

Figures 4.17a and 4.17b show the influence of deployment criteria. Obviously, keeping
the standard EAP-AKA method is the best choice as the importance of deployment cost
increases above30% or 25% in case of Wi-Fi and HSDPA/UMTS access, respectively.
Below that weight, however DEX-AKA is the preferable choice from the alternatives. We
can observe that PSK, BEX, DEX are rejected as soon as configuration cost matters. The
aggregated ranking of the alternatives is BEX, DEX-AKA, DEX,PSK, EAP-AKA, EAP-
TLS, when deployment is not of much concern as it could happenin case of greenfield
networks.
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4.5 Conclusions

In Section 4.2 a new method called mMAHP has been introduced for the design of TS ser-
vices. In my model the criteria weights are basically treated as static variables and tuners
may only change them if the priorities of criteria change. The relative preferences of the al-
ternatives under different criteria are not fixed, but may vary depending on the environmental
characteristics based on the actual performance of the alternatives and the performance cat-
egory assignment. I extended MAHP to take into account hard constraints of requirements.
Hence, in contrast to Hager’sr [9] and Johnson’s [76, 96] approach, my decision model will
never accept alternatives that perform outside given hard constraints, and, in overall, it en-
ables a more efficient control of the fulfillment of criteria.

As a proof-of-concept, I have used my model for context-aware selection of IKEv2 au-
thentication methods in WiFi and UMTS access networks. Userand network authentication
requirements as well as usability of the methods in terms of authentication delay and en-
ergy consumption are taken into account for suitability analysis. The evaluation shows how
the performance of the alternatives influences the subjective preference values under differ-
ent criteria. The parameters of the model may be influenced bya tuner as well as by the
environmental or application contexts.

Section 4.3 has evaluated the suitability of UFA HIP and UFA PMIP signaling schemes
under security, performance and deployment criteria. The results show that both schemes
fulfill the requirements. However, under the obtained criteria weights the HIP-based alter-
native got slightly better ranking scores than the PMIP-based scheme. This is due to the
more sophisticated Denial of Service resistance built intoHIP, protecting UFA GWs, and the
highly integrated mobility and security control functionsin the HIP-based signaling scheme.

HIP and PMIP scenarios may introduce too high service interruption delay for real-time
SIP applications. Hence, real-time SIP sessions must update their session description proto-
col information proactively before physical handover, as it is shown in the third application
scenario, called SIP option 2, and described in details in Section 4.3 of [J7].

In Section 4.4 I compared six different authentication methods under performance, secu-
rity, deployment and functionality criteria. The results show that HIP DEX-AKA authentica-
tion has competitive features compared to the other methods, such as the IKEv2 EAP-AKA
currently recommended in untrusted non-3GPP IP accesses. DEX-AKA achieves signifi-
cant gains in terms of performance, and supports such functionalities that makes favorable
its use in mobile networks where the access network is frequently changed. On the other
hand it has weaker security than EAP-AKA and high deploymentcost. Hence, its usage is
recommended in use cases requiring highly resource-constrained UEs and uniformly secure
communication within mobile networks such as the 3GPP EPC.

The opinion of seven experts in the field of mobile telecommunications has been asked
for the derivation of criteria weights. I analyzed the robustness of the results with sen-
sitivity analysis. The results have shown that the criteriaweights obtained based on the
opinions are near to weight allocation points where the ordering of the methods change.
DEX-AKA method is the first in the ranking in case of Wi-Fi access and second in case of
HSDPA/UMTS access. Sensitivity analysis shows that as the importance of the performance
cost minimization or support of extra functionalities regarding IP mobility management and
multi-path communication increase, DEX-AKA becomes first and keeps that position in the
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ranking. On the other hand, increasing importance of deployment or security favors more
the EAP-AKA method.

In the current work the following important criteria were not considered that are in prac-
tice major factors affecting the technological choice of companies. These are the Intellectual
Property Rights status of protocols and associated hidden risks of royalties or being sued,
the availability and quality of open-source implementations, and formal verifiability of the
protocols and presence of protocol state machine.
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Chapter 5

The influence of ranking aggregation
techniques on the final ranking

Multi-attribute decision making (MADM) provides approaches to handle the complex ques-
tion of ranking different alternatives under multiple criteria. MADM methods have two main
phases: normalization of key performance indicators and ranking aggregation. In this chap-
ter, I demonstrate that the ranking aggregation phase has influence on the chances of selection
of alternatives. Then, I propose a method to cluster these techniques based on dissimilarities
of rankings. The results can be used to select the less computationally demanding technique
from a preferred cluster in the design phase of context-aware services that apply MADM.

5.1 Related Work

Multi-attribute decision making (MADM) is a sub-discipline of operations research. It pro-
vides approaches to handle the complex question of ranking different alternatives under mul-
tiple criteria. All MADM techniques require two phases as illustrated in Figure 5.1. The first
phase is the normalization or scaling of performance measures under each criterion (also
called, grade assignment, ranking or scoring). The second phase includes the aggregation of
the normalized scores resulting in the terminal scores, theascending or descending order of
which reflect the preference order of the alternatives.

FGG FGH I FGJ

FHG I FHJ

KKK

FLG I FLJ

MNO P

MNO Q

IK

MNO R

SP SQ I ST

FUGG FUGH I FUGJ

FUHG I FUHJ

KKK

FULG I FULJ

PK RVWXYNZ[YOZV\

QK M]]W^]YOZV\

OG

OH

KKK

OL

_G

_H

KKK

_J

XYF`Oa VW

XZ\ `Oa

bcPKKR

bdefg

MNO hbi MNO^W\YOZj^ b

S hZi SWZO^WZV\ Z

F hZbi k^WlVWXY\_^ Vl MNO hbi m\n^W S hZi

FU hZbi RVWXYNZ[^n o^WlVWXY\_^ jYNm^p

_ hZi SWZO^WZY q^Z]rOp

O hbi s^WXZ\YN p_VW^ Vl MNO hbi

Figure 5.1: Decision making.
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The normalization phase makes possible the aggregation of performance indicators of
alternatives. It maps performance indicators (which can benumerical, ordinal or nomi-
nal variables) to normalized performance values (also called grades, categories, ranks or
scores), which can be interpreted as ordinal or in certain cases numerical variables. Com-
mon normalization techniques are the max-min (min-max), max (min), sum and vector-based
normalization methods, summarized in Section 5.2.2.

The normalization phase may be determined by the ranking aggregation phase. In prac-
tice, however, the decision makers often alter the normalization phase so as to better describe
their preferences. E.g., the Grey Relational Analysis (GRA) [113, 114] applies max-min
(min-max) normalization by default, but additional normalization techniques have been pro-
posed by Huszák and Imre [114] to mitigate the rank reversal problem. Certain rank ag-
gregation techniques require only the fulfillment of certain properties by the normalization
functions. E.g., the Multiplicative Analytic Hierarchy Process (MAHP) [104] applies geo-
metrical scales, in which the difference between grades, denoted by∆, means that one of
the alternatives is2γ∆ times better in performance than the other alternative under the given
criterion. γ, called progression factor of the scale, and the interval ofgrades can be chosen
arbitrarily. In general, someone can define an arbitrary grade assignment function in order to
express preferences for performance indicator values.

In certain decision problems, the decision maker may find recommendations that pro-
vide information for the specification of normalization or grade assignment functions under
certain criteria. E.g., the standard Quality of Service (QoS) characteristics in 3GPP mobile
networks [70] make possible the definition of different categories for QoS parameters of ser-
vice data flows. By appropriate normalization, the obtained grades can reflect in an objective
way whether the alternatives are suitable for certain service category or not. These types of
normalization are more preferable than the generic normalization techniques. The generic
normalization techniques have low chance in suitably describing the preference characteris-
tics of the decision maker.

In point of the ranking aggregation techniques, the Weighted Sum (WS) method [115] is
probably the most known and oldest technique. It calculatesthe terminal score of an alterna-
tive as the weighted sum of the normalized scores under the criteria. Weights represent the
importance of the criteria. There exist other approaches aswell, such as the Weighted Prod-
uct (WP) method [115], Distance on Ideal Alternatives (DIA) [116], Technique for order
preference by similarity to ideal solution (TOPSIS) [117],GRA, Analytic Hierarchy Pro-
cess (AHP) [118] or the MAHP. The algorithms of these techniques are summarized in
Section 5.2.3.

Multi-criteria decision techniques are incomparable regarding the goodness of the deci-
sion because of the lack of knowledge of the ideal decision. Therefore, MADM techniques
can be evaluated only by showing certain anomalies in their behavior, or by defining proper-
ties based on which we can categorize the methods.

A typical anomaly is the rank reversal problem [119]. We are talking about rank reversal
when the decision maker takes out or adds new elements in the set of evaluated alternatives,
and this fact implies changes in the ranking order of a subsetof alternatives, which were el-
ements of the set before. This results in inconsistent ranking order and uncertain decision.
Rank reversal may occur due to the fact that the normalizationand/or the ranking aggre-
gation functions result in inter-dependency between the normalized and/or terminal scores,
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therefore the ranks of the alternatives. E.g., the functions depend upon the alternatives reach-
ing minimum or maximum performance under the criteria. Or the removal of an alternative
results in the change of ordinal variables under a criterion. As indicated, e.g., by Wang
and Luo [119], rank reversal can occur in most of the MADM techniques. The solution
for the mitigation of rank reversal anomaly hence is to reduce as much as possible inter-
dependencies between normalized scores by applying a fixed normalization scale or grade
assignment function. This is recommended, e.g., by Huszak and Imre for GRA [114]. All of
the common normalization techniques summarized in Section5.2.2 cause inter-dependency
between the alternatives, which may lead to rank reversal. The MAHP technique defines
fixed grade assignment scales, resulting in constant ratio of terminal scores of two alterna-
tives, independently on the actual set of alternatives. Theranking aggregation phase in itself
also may cause inter-dependency between terminal scores. E.g., AHP and all AHP-based
methods may cause rank reversal [120] regardless of the normalization phase.

MADM methods appear in all disciplines including telecommunication. TalebiFard and
Leung [8] apply the WP method for dynamic context-aware access network selection. Song
and Jamalipour [121] utilize AHP to derive the weights of attributes based on user’s prefer-
ence and service application, and GRA to take charge of score aggregation for the ranking
of the access network alternatives. Bari and Leung [122] proposed a new variant of TOP-
SIS for access network selection in heterogeneous networkswhich solves the rank reversal
problem found in TOPSIS. Hager [9] and Johnson [96] use a modified AHP for algorithm
selection for user authentication. A more recent application area of MADM is the design
of context-aware media independent handover services [10,123]. Ghahfarokhi and Movah-
hedinia [10] mainly focus on the collection of contextual information for the decision, but
also propose a handover decision framework which could include any MADM in the rank-
ing aggregation phase. Their proposal includes WS, WP, GRA and TOPSIS, but does not
provide guidance on the selection of decision engine. Ranking is also used for peer/server or
cache selection in case of distributed services. The Application Layer Traffic Optimization
(ALTO) protocol [11] specifies a standard network information service that can provide end-
point selection guidance for clients. ALTO requires the application of MADM techniques for
the ranking the endpoints based on multiple cost types, suchas routing costs, link utilization
costs, available capacity, round-trip times for E-E paths.

It is clear that current MADM applications in the field of telecommunication do not
provide guidance in decision engine selection. My aim was toanalyze the impact of ranking
aggregation techniques on the decisions and provide guidance in the selection. Therefore,
first I show that ranking aggregation technique selection may have influence on the final
decisions. Then I show a methodology to form clusters of different techniques based on the
similarity of the decisions [J1].

The remainder of the chapter is organized as follows. Section 5.2 introduces the notations
used in the chapter and provides an overview of common normalization and ranking aggre-
gation techniques. Section 5.3 demonstrates that the ranking aggregation phase selection
has influence on the winning probabilities of alternatives.Then, in Section 5.4 the ranking
methods are compared using bivariate measures of association. Section 5.5 presents the hi-
erarchical clustering of ranking methods using the previous similarity measures. Section 5.6
discusses the results and Section 5.7 concludes this work.
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5.2 Normalization and ranking aggregation methods

5.2.1 Notations

N denotes the number of alternatives,M indicates the number of criteria.Xj,i denotes the
performance of alternativej under criterioni. X denotes a matrix of sizeN×M , containing
the performance values. The elements in different columns of the matrix (under different
criteria) can be interval, ordinal or nominal variables.

X :=



x1,1 · · · x1,M

...
. . .

...
xN,1 · · · xN,M


 ∈ ℜN,M (5.1)

The normalization function, also called as grade assignment or scoring function, is de-
noted byn(X), and is defined as

n(X) :ℜN,M → ℜN,M (5.2)

n(X) calculates normalized performance values, grades or scores, resulting in a matrix
denoted byX

′
.

X
′

:=



X

′

1,1 · · · X
′

1,M
...

. . .
...

X
′

N,1 · · · X
′

N,M


 ∈ ℜN,M (5.3)

The criteria weights are denoted by the vectorC, that is

C :=



c1
...
cM


 ∈ {[0..1] ∈ ℜ}M ,

M∑

i=1

ci = 1 (5.4)

The ranking aggregation function is denoted bya(X
′
, C) and is defined as

a(X
′

, C) :(ℜN,M ,ℜM) → ℜN,M (5.5)

The ranking aggregation function calculates the terminal scores of each alternative.T
stands for the vector of terminal scores and is defined as

T :=



t1
...
tN


 ∈ ℜN . (5.6)

The ordering of the terminal scores indicates the ranking ofthe alternatives. Terminal scores
can be treated as numerical variables only if the ranking aggregation phase enables that
interpretation, otherwise, they must be interpreted as ordinal variables.
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Certain ranking aggregation techniques calculate terminalscores under each criterion,
denoted byT ⋆ and defined as

T ⋆ :=



t1,1 · · · t1,M
...

.. .
...

tN,1 · · · tN,M


 ∈ ℜN,M (5.7)

Finally, the alternative having the greatest terminal score (or smallest, depending on the
ranking aggregation function) is selected.

j =argmaxT or argminT (5.8)

When backup alternatives or the preference order are interesting for the decision maker,
an ordered list of alternatives is expected as a response from the decision system.

5.2.2 Normalization techniques

The max-min normalization is denoted byn1(X) and is calculated as

n1(X) =

[
X

′

j,i =
Xj,i − min(Xn,i, n = 1..N)

max(Xn,i, n = 1..N)− min(Xn,i, n = 1..N)
, j = 1..N, i = 1..M

]
,

(5.9)

resulting in a matrix of sizeN ×M .
The max normalization is indicated byn2(X) and satisfies

n2(X) =

[
X

′

j,i =
Xj,i

max(Xn,i, n = 1..N)
, j = 1..N, i = 1..M

]
. (5.10)

The sum normalization is denoted byn3(X) and is calculated as

n3(X) =

[
X

′

j,i =
Xj,i∑N
n=1Xn,i

, j = 1..N, i = 1..M

]
. (5.11)

The vector normalization method is indicated byn4(X) and satisfies

n4(X) =

[
X

′

j,i =
Xj,i√∑N
n=1 X

2
n,i

, j = 1..N, i = 1..M

]
. (5.12)

5.2.3 Ranking aggregation techniques

a(X
′
, C) can be defined in multiple ways. The most common ranking aggregation techniques

are presented hereinafter in such way that the greater is thevalue of an element ofT the more
preferable is the alternative. The weighted sum (WS) method is defined as

a1(X
′

, C) =

[
Tj =

M∑

i=1

CiX
′

j,i, j = 1..N

]
. (5.13)
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The weighted product (WP) is defined as

a2(X
′

, C) =

[
Tj =

M∏

i=1

X
′

j,i

Ci
, j = 1..N

]
. (5.14)

The Distance to the Ideal Alternative (DIA) method denoted by a3(X
′
, C) consists of the

following calculations.

Vj,i =CiX
′

j,i, j = 1..N, i = 1..M (5.15)

D+
j =

M∑

i=1

∣∣∣∣Vj,i − max(Vn,i, n = 1..N)

∣∣∣∣, j = 1..N (5.16)

D−
j =

M∑

i=1

∣∣∣∣Vj,i − min(Vn,i, n = 1..N)

∣∣∣∣, j = 1..N (5.17)

D+
min =min(D+

j , j = 1..N) (5.18)

D−
max =max(D−

j , j = 1..N) (5.19)

Tj =−
√

(D+
j −D+

min)
2 − (D−

j −D−
max)

2 ∈ ℜ, j = 1..N (5.20)

The Technique for Order Preference by Similarity to Ideal Solution (TOPSIS) method is
indicated bya4(X

′
, C) and consists of the following steps.

Vj,i =CiX
′

j,i, j = 1..N, i = 1..M (5.21)

D+
j =

√√√√
M∑

i=1

(Vj,i − max(Vn,i, n = 1..N))2 ∈ ℜ, j = 1..N (5.22)

D−
j =

√√√√
M∑

i=1

(Vj,i − min(Vn,i, n = 1..N))2 ∈ ℜ, j = 1..N (5.23)

Tj =





D−
j

D+
j +D−

j

,

0, if
D−

j

D+
j +D−

j

undefined,
j = 1..N (5.24)

The Grey Relational Analysis (GRA) is defined as

a5(X
′

, C) =

[
Tj =

1
∑M

i=1

(
Ci

∣∣X ′

j,i − 1
∣∣)+ 1

, j = 1..N

]
. (5.25)
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The Analytic Hierarchy Process (AHP) method is denoted bya9(X
′
, C). Let Ri be

the pairwise comparison matrix of alternatives under criterion i. Ri includes the subjective
preference ratios,rjki, for each pair of alternatives.j = 1..N andk = 1..N are the indexes
of the compared alternatives under criterioni.

rjki is often calculated as

rjki =
Xj,i

Xk,i

or
X

′

j,i

X
′

k,i

, j = 1..N, k = 1..N, i = 1..M, (5.26)

The terminal scores under criterioni, T ⋆
j,i, equal with the elements of the right principal

eigenvector ofRi corresponding to the largest eigenvalue. The overall terminal scores are
calculated using the WS method,a1(T

⋆, C).
The approximative AHP method (AHPa), denoted bya6(X

′
, C), substitutes the solution

of the characteristic polynomial ofRi with the following calculation. First, a column-wise
sum-based normalization ofRi is performed.

R
′

i =




Ri,1,1∑N
n=1 Ri,n,1

. . .
Ri,1,M∑N

n=1 Ri,n,M

...
. ..

...
Ri,N,1∑N
n=1 Ri,n,1

. . .
Ri,N,M∑N
n=1 Ri,n,M


 , i = 1..M. (5.27)

Then the terminal scores of the alternatives under each criteria are calculated as

T ⋆
j,i =

1

N

N∑

n=1

R
′

i,j,n, j = 1..N, i = 1..M. (5.28)

The terminal scores of the alternatives can be calculated using the WS method, i.e.,a1(T ⋆, C).
Hager [9] and Johnson [96, 76] determineRi in a different way. In Hager’s AHP method

(AHPh), denoted bya7(X
′
, C), Ri is given as

rjki =





1, if j = k,
X

′

j,i −X
′

k,i, if X
′

j,i > X
′

k,i,

1, if X
′

j,i = X
′

k,i,
1

X
′
k,i

−X
′
j,i

, if X
′

j,i < X
′

k,i.

(5.29)

In Johnson’s AHP method (AHPj), indicated bya8(X
′
, C), Ri is calculated as

rjki =

{
X

′

j,i −X
′

k,i + 1, if X
′

j,i ≥ X
′

k,i,
1

|X
′
j,i−X

′
k,i

−1|
, if X

′

j,i < X
′

k,i.
(5.30)

From (5.29) and (5.30),T is calculated using (5.27), (5.28) and the WS method (a1(T
⋆, C)).

The MAHP is indicated bya10(X
′
, C). In MAHP, the performance values are mapped to

grades following a logarithmic scale with base2γ, as presented in [104]. The terminal scores
under a given criterion are calculated as

T ⋆
j,i =

N∏

n=1

2
X

′

j,i−X
′

n,i
N , j = 1..N, i = 1..M. (5.31)
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Finally, the terminal scores are calculated using the WP method, that is,a2(T ⋆, C).

Tj =
M∏

i=1

T ⋆
j,i

Ci , j = 1..N (5.32)

5.3 Influence of the ranking aggregation methods on win-
ning probabilities

In this section some illustrative examples demonstrate thefact that the selection of ranking
aggregation phase has influence on the probabilities of winning of alternatives.

Let us assume that in a specific decision problem we have roughideas about the per-
formances, features of alternatives coming into question.In that case we can describe the
possible decision cases in a stochastic manner. Under the condition that the normalization
functions are specified by the decision makers, a sample space exists for the possible nor-
malized scores.

Let us denote byX the set of events, where each event contains disjunct parts of the sam-
ple space ofX

′
. The probability of these events can be defined in multiple ways depending

on the type of variables in the columns ofX
′
. E.g., if all elements ofX

′
are continuous real

random variables thenfX (x) denotes the probability density function ofX
′
. If all elements

of X
′
are discrete integer random variables then PrX{X

′
} may denote the probability ofX

′
.

For a generic case, when we have a mixture of real and integer random variables, we can in-
troducewX to denote the probability of event which contains specific, disjunct intervals of
the variables.

The Heaviside function is denoted byH(x) and defined as

H(x) =

{
0, if x < 0,
1, if x ≥ 0.

(5.33)

Let us introduce the indicator function

Ind(X
′

, C) :(X
′

, C) →

[
Ind(X

′

, C)j, j = 1..N

]
∈ {0, 1}N , (5.34)

which results in a vector of size N, where thejth element is1 if the jth alternative is
among the most preferred alternatives and0 otherwise. Given a ranking aggregation method
a(X

′
, C), the indicator function can be defined as

Ind(X
′

, C)j =
∏

n∈{[1,N ]\j∈Z}

H(a(X
′

, C)j − a(X
′

, C)n (5.35)

wherea(X
′
, C)j is the terminal score of thejth alternative.

Knowing the probabilities of eventsX
′
, the probability that thejth alternative wins can

be calculated as

Pr{alternativej wins} =

∫

X′∈X

Ind(X
′

, C)jfX (X
′)dx, (5.36)
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if fX (X
′
) exists. For more complex aggregation methods the calculation of this integral

may be inefficient. FurthermorefX (X
′
) does not exist if either of the elements ofX

′
is

not a continuous random variable. Therefore I transform theprevious equation to a discrete
format, that is

Pr{alternative j wins} =
n∑

k=1

Ind(X
′

, C)jwX
′
k
, (5.37)

wherewX
′
k

is the weight or probability of the eventX
′

k andn is the total number of events.
Hereinafter I define different synthetic decision problem spaces to illustrate the influence

of the ranking aggregation functions on the odds of winning of alternatives. I notice that it
is hard to generalize this illustration because decision problems highly vary in termsN , M ,
n(X), X , wX , C anda(X

′
, C).

Assuming that all elements ofX
′

are normalized using the max normalization method,
the values of the elements fall in the interval[0, 1]. Let us assume the following prob-
lem space, where three of the elements ofX

′
are uniformly distributed in the intervals

[0.45, 0.55], [0.4, 0.5] and [0.35, 0.45]. The intervals are partly overlapping for the three
matrix elements. The other six elements are fixed to equal values.X1 denotes all possible
variations ofX

′
.

X1 :=



[0.45, 0.55] 0.5 0.5
[0.4, 0.5] 0.5 0.5
[0.35, 0.45] 0.5 0.5


 (5.38)

In the first scenario the criteria weights, denoted byC1 are equal, and given as

C1 :=




1
3
1
3
1
3


 . (5.39)

In the second scenario criteria weights are different.C2 denotes the weight vector in the
second scenario, and its value is

C2 :=



0.5
0.3
0.2


 . (5.40)

Now, givenX1 and the weight vectors, I calculate the probability of winning of each
alternative in case of each ranking aggregation method,am(X

′
, C). m denotes the index

of the ranking aggregation method. The results are presented in the form of a matrix of
sizeK × N , whereK denotes the number of investigated methods,N is the number of
alternatives. The winning probabilities are
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Pr{alternativej wins under methodm} :=




0.9 0.15 0
0.9 0.15 0
0.9 0.15 0
0.9 0.15 0
0.9 0.15 0
0.9 0.15 0
0 0.15 0.9
0.9 0.15 0
0.9 0.15 0
0.9 0.15 0




. (5.41)

for bothC = C1 andC = C2. All methods resulted in the same winning probabilities,
except Hager’s AHP [9] (at m=7). This result shows a conceptual error in AHPh method
because on average the worse performing alternative (j = 3) wins at the most of the cases.
Therefore, AHPh method should not be applied.

Due to the fact that the alternatives perform the same way under the second and third
criteria inX1, the ranking was determined by the performance values underthe first criterion,
regardless of the criteria weights.

Now let us introduce another scenario, where the event spaceof possible normalized
values is

X2 :=



[0.45, 0.55] 0.0001 0.0001
0.0001 [0.4, 0.5] 0.0001
0.0001 0.0001 [0.35, 0.45]


 . (5.42)

Each alternative is different from the others under one distinct criterion. In case of equal
criteria weights I expect that the ordering of the alternatives in terms of probabilities of
winning would be Alt1 ≻ Alt 2 ≻ Alt 3. However, let us define the criteria weight vectorC3

as

C3 :=




1
12
5
12
6
12


 , (5.43)

where the ordering of criteria in terms of weight is Crit1 ≺ Crit2 ≺ Crit3. The ordering
of alternatives in terms of probabilities of winning is not trivial because of the opposite
influence of criteria weights and normalized performances.

In this scenario, the ranking methods resulted in the probabilities of winning of alterna-
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tives,

Pr{alternativej wins under methodm} :=




0 0.26 0.74
0 0.26 0.74
0 0.26 0.74
0 0.26 0.74
0 0.26 0.74
0 0 1
1 0 0
0 0.45 0.55
0 0 1
0 0.57 0.43




. (5.44)

The ranking aggregation methods can be categorized based ontheir similarities with
respect to the probabilities of winning of the alternatives. Five groups can be defined, i.e.,
(1) {WS, WP, DIA, TOPSIS, GRA}, (2) {AHPj}, (3) {MAHP}, (4) {AHPa,AHP} and (5)
{AHPh}. In case of the first two groups the ordering of alternatives in terms of probabilities
of winning is Alt3 ≻ Alt 2 ≻ Alt 1. In case of MAHP, the ordering is Alt2 ≻ Alt 3 ≻ Alt 1. In
case of the AHPa and AHP methods, the ordering is Alt3 ≻ Alt 2 = Alt 1. Finally, for AHPh,
I got an opposite ordering, i.e., Alt1 ≻ Alt 2 = Alt 3.

Consequently, the ranking aggregation phase may have significant influence on the chances
of winning of alternatives.

5.4 Similarity measures of ranking aggregation methods

The objective of the following analysis is to compare the decisions made by the different
ranking aggregation methods in different scenarios assuming different problem sizes and
weight vectors.

In statistics there exist different measures of the relationships between a pair of ran-
dom variables. Depending on the measurement levels of the variables and whether there is
any distinction between dependent and independent variables, different statistical techniques
should be used. Appendix D.1 provides a summary of the main measures for the strength
of association between categorical variables including Chi-square statistic (χ2), phi coeffi-
cient (φ), Cramer’s V (V ), contingency coefficient (Co), Cohen’s Kappa (κ), all derived from
χ2. Furthermore, it summarizes the calculation of ranking correlation, i.e., Spearman’s Rho
(ρ) and the calculation of the measures of monotonicity between ordinal variables including
Goodman-Kruskal’s Gamma (Γ), Somer’s D (DR1|R2, DR2|R1), Kendall’s Tau a (τa), Tau b
(τb) and Tau c (τc).

5.4.1 Results for the similarities of ranking aggregation techniques

Next, I describe the results of the analysis of bivariate measures of association between pairs
of ranking aggregation methods in different decision scenarios.

In the first scenario I have two alternatives and two criteria(N = 2,M = 2). In the sec-
ond there are three alternatives and three criteria (N = 3,M = 3). In the third scenario there
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are eight alternatives and ten criteria (N = 8,M = 10). I notice that by investigating several
applications of decision of MADM in the field of telecommunication, such as context-aware
security configuration selection, access network selection, we can state that the number of
alternatives and criteria are roughly in this order of magnitude.

By fixing the normalization technique, and assuming sum normalization, all possible
combinations ofX

′
have been generated with step size0.1 for each element ofX

′
. This

resulted inn = 361 andn = 157464 different observations ofX
′

in case of the first and
second scenarios, respectively.

I remark that the monotonicity measures between ordinal variables require the analysis
of
(
n
2

)
pairs of observations in order to count the number of concordant, discordant, tied

relationships between the two ordinal variables.If I applied the same approach in the third
scenario (N = 8,M = 10) the calculation of these measures would be ineffective. On
the other hand, choosing a larger step size may hide from us slight differences between the
ranking results of the methods. Hence, in the third scenario, I generatedn random matrices
containing elements with continuous uniform distributionin the interval [0,1], and applied
sum-normalization of the matrices.n was set to1000, repeated the measurements five times
with different random weight vectors,C, and calculated the average of the measures in the
clustering of methods.

The differences between ranking aggregation methods come forward in decision prob-
lems where the criteria weights differ. Therefore I chose random weight vector for my
simulations. The following results were obtained by setting C = [1/6,5/6] in the first,
C = [1/12,5/12,6/12] in the second andC = [0.057, 0.019, 0.060, 0.157, 0.149, 0.148,
0.061, 0.151, 0.057, 0.139] in the third scenario, respectively.

Tables 5.1, 5.2 and 5.3 present the measures of similaritiesbetween pairs of ranking ag-
gregation methods in case of inspecting the ranks given toAlt1, the alternative characterized
by the first row ofX

′
(whenj = 1). I remark that the obtained statistics were similar for the

other alternatives as well(1 < j ≤ N), due to the uniform distribution of performance val-
ues of the alternatives in the set of events,X . The tables include only the similarity measures
related to the WS method due to the space limitations of the paper.

The interpretation of the statistics is described in details in Appendix D.1. The tables
are divided into three different segments. The upper part ofthe tables contains the measures
of association between categorical variables. The greaterare the values the stronger are
the associations between the ranking methods.0 value would mean that the rankings are
independent. In case of Cramer’sV and the contingency coefficient (Co) 1 means that the
rankings are fully dependent. The second part of the tables shows the Spearman’s ranking
correlation (ρ).

The lowest part of the tables shows the counts of concordant,discordant and tied pairs
(i.e., P ,Q,ZX ,ZY ) and the measures of the strength of monotonicity betweenR1 andR2.
In case of Goodman-Kruskal’sΓ, 1 indicates that there are concordant pairs of observations
and no discordant pairs of observations.0 would indicate that the number of concordant and
discordant pairs are equal.−1 indicates that there are only discordant pairs of observations
and no concordant pairs. In case of Somer’s D coefficients thedifference of concordant and
discordant pairs is measured in relation with the sum of concordant, discordant and tied pairs
in one of the variables. Therefor they would reach1 or −1 if the number of tied pairs were
zero. Kendall’s Tau coefficients show the difference of concordant and discordant pairs in
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Table 5.1: Measures of bivariate relationships between ranking aggregation techniques in the
first scenario (N = 2,M = 2).

Ranking aggregation method pairs†

1-2 1-3 1-4 1-5 1-6 1-7 1-8 1-9 1-10

χ2 361 361 361 361 361 271.4 341.3 361 357
φ coef. 1 1 1 1 1 0.8671 0.9723 1 0.9945
Cramer’sV 1 1 1 1 1 0.8671 0.9723 1 0.9945
Cont.Co 0.7071 0.7071 0.7071 0.7071 0.7071 0.6551 0.6971 0.7071 0.7051
Cohen’sκ 1 1 1 1 1 -0.8671 0.9723 1 0.9945
Spearman’sρ 1 1 1 1 1 -0.8671 0.9723 1 0.9945
P 32578 32578 32578 32578 32578 143 31683 32578 32399
Q 0 0 0 0 0 28392 6 0 0
Z1 0 0 0 0 0 4045 891 0 181
Z2 0 0 0 0 0 4043 889 0 179
Good.-Krus.Γ 1 1 1 1 1 -0.9900 0.9996 1 1
Kendall’sτa 0.5014 0.5014 0.5014 0.5014 0.5014 -0.4347 0.4875 0.5014 0.4986
Kendall’sτb 1 1 1 1 1 -0.8671 0.9723 1 0.9945
Kendall’sτc 0.7499 0.7499 0.7499 0.7499 0.7499 -0.6503 0.7292 0.7499 0.7458
Somer’sDR1|R2

1 1 1 1 1 -0.8671 0.9723 1 0.9944
Somer’sDR2|R1

1 1 1 1 1 -0.8671 0.9723 1 0.9945
† Methods: 1-WS, 2-WP, 3-DIA, 4-TOPSIS, 5-GRA, 6-AHPa, 7-AHPh,8-AHPj, 9-AHP, 10-MAHP

relation with either the number of all pairs of observationsor other values. Consequently,
the closer are these measures to1, the stronger are the monotonicity between the decisions.

The results showed us that as the number of alternatives and criteria increase, the dissim-
ilarities between methods come forward. In the next sectionI form clusters of the ranking
aggregation methods based on the similarity measures, using hierarchical clustering.

5.5 Hierarchical clustering of ranking aggregation meth-
ods

Any of the association measures can be used for the generation of dissimilarity matrix. If the
maximum value of the measure is one and indicates perfect agreement between the methods,
we can apply one minus the measure for the calculation of distance values. Spearman’s rank
correlation and the monotonicity measures show better the differences between binary clus-
ters than the simple association measures (φ, Co, V , κ). That is due to the deeper inspection
of ordinal variables in case of the former measures. They investigate every observation (in
pairs or sequentially), while the later measures take into consideration the counts of com-
mon occurrences of different rank values in the contingencytable. I also experienced thatΓ
exhibits less the differences between methods thanτb, τc or ρ.

Figures 5.2, 5.3 and 5.4 depict different hierarchical binary cluster trees from the first,
second and third scenario, respectively. The sub-figures indicated with (a) and (b); (c) and
(d); and (e) and (f) represent three different dendrograms using two different plot ranges
for the vertical axis, respectively. In each pair, the first figure visualizes the whole tree, the
second one focuses on the[0, 0.1] interval of vertical axis. The applied measures of distance
were1− Γ, 1− τb (or 1− τc) and1− ρ in the three pairs of dendrograms, respectively.

The cophenetic correlation, indicated in the caption of figures (a), (c) and (e), is one in
case of the first scenario for every distance type. As the number of alternatives and criteria
increase in the scenarios, the coefficient is slightly decreasing. The smallest value (rc =
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Figure 5.2: Dendrograms of ranking aggregation methods in case of the first scenario (N =
2, M = 2, C = [1/6,5/6]).
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Figure 5.3: Dendrograms of ranking aggregation methods in case of the second scenario
(N = 3, M = 3, C = [1/12,5/12,6/12]).
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Figure 5.4: Dendrograms of ranking aggregation methods in case of the second scenario
(N = 8, M = 10, C = [0.057, 0.019, 0.060, 0.157, 0.149, 0.148, 0.061, 0.151, 0.057,
0.139]).
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Table 5.2: Measures of bivariate relationships between ranking aggregation techniques in the
second scenario (N = 3,M = 3).

Ranking aggregation method pairs
1-2 1-3 1-4 1-5 1-6 1-7 1-8 1-9 1-10

χ2 312183 313584 261380 314143 314143 47642 268318 314143 220742
φ coef. 1.4080 1.4112 1.2884 1.4124 1.4124 0.5501 1.3054 1.4124 1.1840
Cramer’sV 0.9956 0.9979 0.9110 0.9988 0.9988 0.3889 0.9230 0.9988 0.8372
Cont.Co 0.8153 0.8159 0.7900 0.8162 0.8162 0.4820 0.7938 0.8162 0.7640
Cohen’sκ 0.9957 0.9979 0.9105 0.9988 0.9988 -0.1616 0.9237 0.9988 0.8273
Spearman’sρ 0.9964 0.9984 0.9289 0.9989 0.9989 -0.2916 0.9269 0.9989 0.9118
P 81665032 81846920 76986927 81930492 81930492 10234379 77641415 81930492 72851191
Q 5494 63 176447 0 0 48729585 181935 0 710983
Z1 332922 156465 4840074 72956 72956 23039484 4180098 72956 8441274
Z2 302647 146364 4787691 84951 84951 23607772 4210995 84951 8685523
Good.-Krusk.Γ 0.9999 1 0.9954 1 1 -0.6529 0.9953 1 0.9807
Kendall’sτa 0.6588 0.6603 0.6196 0.6609 0.6609 -0.3105 0.6249 0.6609 0.582
Kendall’sτb 0.996 0.9982 0.937 0.999 0.999 -0.4678 0.9444 0.999 0.8784
Kendall’sτc 0.9881 0.9903 0.9294 0.9913 0.9913 -0.4658 0.9372 0.9913 0.8729
Somer’sDR1|R2

0.9958 0.9981 0.9367 0.9991 0.9991 -0.4694 0.9446 0.9991 0.8797
Somer’sDR2|R1

0.9962 0.9982 0.9373 0.999 0.999 -0.4662 0.9442 0.999 0.8771
† Methods: 1-WS, 2-WP, 3-DIA, 4-TOPSIS, 5-GRA, 6-AHPa, 7-AHPh,8-AHPj, 9-AHP, 10-MAHP

0.9855) is given in case of the third scenario, the Spearman’sρ based dendrogram. That still
indicates very good accuracy of the cophenetic distances with respect to the real distances.

I formed clusters by cutting the dendrograms at a fixed height, h. Hence, those methods
fall into the same cluster the difference of which is less than h from the perfect agreement or
perfect positive correlation. By applyingh = 0.05 (5% margin), the ranking methods can be
clustered in the following way.

Figure 5.2 illustrates that in case of two alternatives and two criteria the ranking methods
from two clusters: one including Hager’s AHP method, the other including the rest of the
methods.

Figure 5.3 illustrates that when there are three alternatives and three criteria, the dif-
ferences between methods come forward. In case of Goodman-Kruskal’s Gamma-based
distance, the same two clusters are formed as in the the first scenario. Kendall’sτc-based
distance forms five clusters, i.e.,{AHPh}, {MAHP}, {TOPSIS}, {AHPj}, {WS, WP, DIA,
GRA, AHP, AHPa}. I remark that the inconsistency between TOPSIS and AHPj is so small,
that they could be grouped into one cluster. Spearman’sρ-based distances between the meth-
ods have smaller absolute values, but show similar trends related to the dissimilarities be-
tween the methods. Ath = 0.05, three clusters are formed, i.e.,{AHPh}, {MAHP}, and the
rest of the methods.

Figure 5.4 shows that in case of eight alternatives and ten criteria four clusters are formed,
i.e.,{AHPh}, {MAHP}, {TOPSIS} and the rest of the methods,{WS, WP, DIA, GRA, AHP,
AHPa, AHPj}.

5.6 Discussion of results

My results show that the selection of ranking aggregation technique has influence on the final
ranking of alternatives. However the dissimilarities between the ranking aggregation tech-
niques are not easy to express, because of the wide set of possible characteristics of decision
problems (i.e.,N,M,C,X , n(X)). Therefore, I created scenarios with synthetic decision
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Table 5.3: Measures of bivariate relationships between ranking aggregation techniques in the
third scenario (N = 8,M = 10).

Ranking aggregation method pairs
1-2 1-3 1-4 1-5 1-6 1-7 1-8 1-9 1-10

χ2 6968.3 7000.0 2641.7 6993.0 7000.0 708.6 6033.3 7000.0 160.7
φ coef. 2.6398 2.6458 1.6253 2.6458 2.6458 0.8418 2.4563 2.6458 0.4013
Cramer’sV 0.9977 1.0000 0.6143 1.0000 1.0000 0.3182 0.9284 1.0000 0.1517
Cont.Co 0.9351 0.9354 0.8517 0.9354 0.9354 0.6440 0.9262 0.9354 0.3724
Cohen’sκ 0.9977 1.0000 0.5565 1.0000 1.0000 -0.0562 0.9257 1.0000 0.0588
Spearman’sρ 0.9998 1 0.9182 0.9971 1 -0.6655 0.9931 1 0.3091
P 437036 437274 383634 436638 437274 76070 429166 437274 225382
Q 0 0 19362 636 0 311754 403 0 124453
Z1 238 0 34278 0 0 49450 7705 0 87439
Z2 263 0 34345 118 0 49480 7811 0 48503
Good.-Krusk.Γ 1 1 0.9039 0.9971 1 -0.6077 0.9981 1 0.2885
Kendall’sτa 0.8749 0.8754 0.7293 0.8729 0.8754 -0.4718 0.8584 0.8754 0.2021
Kendall’sτb 0.9994 1 0.833 0.997 1 -0.539 0.9804 1 0.2418
Kendall’sτc 0.9989 0.9995 0.8326 0.9966 0.9995 -0.5387 0.98 0.9995 0.2307
Somer’sDR1|R2

0.9995 1 0.8331 0.9971 1 -0.539 0.9805 1 0.2308
Somer’sDR2|R1

0.9994 1 0.8329 0.9968 1 -0.5389 0.9803 1 0.2534
† Methods: 1-WS, 2-WP, 3-DIA, 4-TOPSIS, 5-GRA, 6-AHPa, 7-AHPh,8-AHPj, 9-AHP, 10-MAHP

problem spaces and applied simulation-based evaluation instead of analytical approach for
the comparison of ranking aggregation techniques. Due to that, the obtained results are valid
under the following condition. In my scenarios the normalized performance values of the el-
ements ofX

′
fell roughly in the interval[0, 1]. I remark that the dissimilarities between the

methods may differ if the normalization resulted in values from a different intervals. How-
ever, most of the compared techniques are typically used with such normalization function,
which results in normalized performance values that fall roughly in the investigated interval.

I applied sum normalization before the ranking aggregationphase in the calculation of bi-
variate association measures and during hierarchical clustering. By fixing the normalization
technique all possible normalized performance matrices could be easily covered with a grid
of matrices. Therefore all types of concordant, discordant, tied relationships between pairs of
observations of ranking could be revealed under that grid. In the third scenario this approach
became inefficient due to the large number of possible decision cases, therefore random de-
cision cases were generated, which cover only by chance the set of possible discordant and
tied relationships between pairs of observations.

The dissimilarities between the methods depend also upon the number of alternatives
and criteria. It was evident in every scenario that Hager’s AHP method (AHPh) operates in
a highly inconsistent way related to the other methods (i.e.its cophenetic distance from the
other methods fell roughly in the interval[1.1, 2]). The illustrative examples on the odds of
winning, the negative correlation and association measures indicate that AHPh should not be
used because it typically assigns higher ranks for alternatives showing lower performances.

The dissimilarities between the rest of methods were revealed only in case of the scenar-
ios where there were more than two alternatives and criteria. The results showed that MAHP
method was the second most dissimilar from the rest of the methods (i.e., its cophenetic dis-
tance was roughly in the interval[0.1, 0.8] from the rest of the methods). Its dissimilarity is
due to the way of operation of MAHP. MAHP first calculates the differences between the
normalized performance values, but then treats them as logarithmic differences. The grades
given to MAHP should indicate logarithmic steps in terms of performance. The philosophy
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behind MAHP is that human decision makers notice differences between alternatives, typ-
ically, when the performance ratios are enough high,2γ. That is reflected, e.g., by the dB
metric [104]. Therefore, the dissimilarity of MAHP is not a conceptual fault. It basically re-
veals another important property of MADM methods, i.e., theinterpretation of normalized
scores. I remark that it is hard to decide which is the better approach in the matter of nor-
malization or grade assignment, however, as already mentioned in Section 5.1, it is evident
that those normalization techniques are more preferable, which describe more accurately
the preference characteristics of the decision maker. Therefore, the design of normalization
phase must get enough attention in any application of MADM techniques.

I remark that the modified MAHP (mMAHP) is not included in the analysis because in
mMAHP the ranking aggregation phase is too similar to MAHP. It is the same when no
alternative is rejected, and slightly modified when there are rejections. In the calculations,
I had to convert the elements ofX

′
(containing the normalized scores) to discrete grades. I

choose a three-grade geometrical scale in MAHP, which maps the values from the interval
[0,1] to a grade from the set 1,2,3.

The third most dissimilar method from the rest of the techniques was TOPSIS. Its cophe-
netic distance from the rest of the methods was around[0.05, 0.2] considering Kendall’s
τc and Spearman’sρ. Its dissimilarity may be due to the way of calculation of terminal
scores, given in (5.24). AHPj was the fourth most dissimilarmethod in relation to the rest
of the methods. Its cophenetic distance from the rest of the alternatives was approximately
[0.01, 0.06]. Its dissimilarity may be caused by the definition of pairwise performance ra-
tio matrices given in (5.30). IfX

′

j,i ≥ X
′

k,i then it calculates with the absolute difference of
the performances of the compared alternatives, on the otherhand, whenX

′

j,i < X
′

k,i then it
defines a hyperbolic function of absolute differences, which results in an asymmetric char-
acteristic of the preference ratio function. The rest of themethods, i.e., WP, WP, DIA, AHP,
AHPa were in all scenarios mapped into the same cluster. Their cophenetic distances fell
roughly in the interval[0, 0.01].

Consequently, based on the previous results, in scenarios which have roughly ten criteria
and ten alternatives, the following methods are interchangeable: WP, WP, DIA, GRA, AHP
and AHPa. Therefore the less computationally demanding method is recommended for use,
i.e., WS. Furthermore, MAHP follows a different concept, butit can also be selected for use.
In case of MAHP the decision maker must be aware of the fact that the grades indicate the
ticks of a logarithmic scale. TOPSIS and AHPj are less preferable because their dissimilari-
ties from the previous methods are probably due to conceptual issues. Finally, AHPh should
not be used, due to its evident ranking errors.

5.7 Conclusions

First, I demonstrated with illustrative examples that the ranking aggregation phase applied in
MADM techniques has influence on the probabilities of winning of alternatives. I analyzed
several well-known ranking aggregation techniques and evaluated the similarities between
the methods using statistical measures of bivariate association. Then, I formed hierarchical
clusters of the methods, and discussed the causes of dissimilarities. The results show that
in case of smaller decision scenarios, which are prevalent in different fields of telecommu-
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nication, such as context-aware security service, access network, endpoint selection, most
of the methods result in very similar rankings, thus they form one cluster. I recommend to
use the less computationally demanding method within one cluster. Hence, WS method can
substitute WP, DIA, GRA, AHP, AHPa in small scenarios. Furthermore, I noticed that nor-
malization phase must also get enough focus during the design of context-aware services to
capture the preferences of the decision makers.



Chapter 6

Concluding remarks and future work

This chapter summarizes the main findings of the thesis, and discusses the applicability and
limitations of the results and the possible future work. In the introduction part of the disser-
tation I positioned the topics of the dissertation, showed their connections. I also introduced
the main research challenges, research objectives and the research methodologies for each
topic. Chapter 2–5 discusses each research topic with detailed state-of-the-art descriptions,
challenges, objectives, methodologies, results and discussion of results.

Chapter 2 described a new signaling delegation service for the Host Identity Protocol and
analyzed with a detailed analytical model its performance gains in terms of signaling reduc-
tion in distributed HIP-based mobile networks compared to the original E-E HIP scheme.
Chapter 3 presented different analytical and measurement results regarding the performance
evaluation of security services protecting signaling in mobile networks. Chapter 4 introduced
the mMAHP method for the design of tunable security servicesand presented different ex-
tensions for the suitability analysis of signaling schemesin mobile networks under multiple
criteria. Chapter 5 analyzed the influence of ranking aggregation method selection on the
final ranking in multi-attribute decision making problems and presented a new clustering
technique for the analysis of the similarities of the ranking aggregation techniques.

6.1 Main findings of the thesis

Section 6.1 summarizes the main findings in the form of thesesbelonging to one thesis-
group per chapter. The relevant publications are given for each thesis point using the citation
indexes of my publication list given at the end of the dissertation.

Thesisgroup 1: In this thesisgroup, I introduce a public-key based signaling delegation
service for the Host Identity Protocol (HIP). Then I analyzein details the perfor-
mance benefits of delegation-based HIP signaling scheme, UFA HIP, over the orig-
inal, terminal-based HIP control scheme, E-E HIP. The validation scenario consists
of a distributed mobile network architecture where the HIP-layer guarantees secure
session establishment and IP mobility management. The results show that delegation-
based signaling approach comes up to the expectations regarding the reduction of
overheads. It performs better than E-E HIP at the UE, the access networks (ANs) and
rendezvous server (RVS), at the expense of higher resource utilization in the core trans-
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port network. Then, I give guidance for the setting of certainHIP protocol parameters,
the distribution level of GWs in order to achieve efficient resource utilization.

Thesis 1.1 [C4, J8, J4] I designed two new signaling delegation service types for HIP. In
case ofType 1 Delegationthe Delegator asks the Delegate to establish HIP and IPsec as-
sociations between Delegator and correspondent node (CN), and then transfer established
HIP and IPsec states from the Delegate to the Delegator. In case ofType 2 Delegationthe
Delegator requires the Delegate to establish HIP and IPsec states for itself at specified peer
nodes and also asks the Delegate to further maintain the created states.

Thesis 1.2 [J3] Assuming that the number of sessions between two HIP-enabled hosts can
be described with an M/G/∞-type queuing service, with session establishment rateλ, gen-
erally distributed session holding time and unused association lifetime parameterT , the
Laplace transform (LT) of the SA period,G, satisfies

G∗(s) =
pX∗(s)T ∗(s)

1− (1− p)X∗(s)Y̌ ∗(s)
. (6.1)

The complementary CDF (CCDF) of SA period is

FG(x) =FX(x− T )−

∫ x−T

z=0

∫ T

y=0

λeλyFG(x− z − y)dydFX(z). (6.2)

Thesis 1.3 [J3] The BEX rate between pairs of HIP endhosts is

λ̂ =e−λE(S)e−λ·Tλ, (6.3)

where sessions above the IP-layer are established between two hosts according to a Poisson
process with rateλ, the session duration is generally distributed with meanE(S), andT is
the unused association lifetime.

Thesis 1.4 [J3] Using the notations in Section 2.3.2 and network model inSection 2.3.3 I
calculated the mean rate of different update procedures in E-E and UFA HIP architecture.

The results include the mean rates of

• update procedures between GWs due to session establishments(SE) between UEs in
UFA HIP (replacing BEX procedures), denoted byλSE,U,

• SA rekeying procedures, denoted byλRK,

• RVS update procedures, denoted byλRV

• signaling right delegation (DR) update procedures for different cases, denoted byνA,
νB, νC

Thesis 1.5 [J3] I calculated the average length of delegation certificate-chains under the
conditions of my network model in Section 2.3.3 for the following cases:
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• the average length of certificate-chain sent from the sourceGW to the target GW in
the UPDATEw/CERT procedure in the second phase of the HO for thedelegation
of signaling rights of the UE to the target GW (average calculated over the specific
messages), and

• the average length of certificate-chain that a delegate GW conveys in mandated update
procedures (average calculated over time).

Thesis 1.6 [J3] I calculated the stationary number of host and securityassociations in the
UE, GW and RVS in E-E and UFA HIP architecture under the conditions of my network
model introduced in Section 2.3.3. These metrics are suitable descriptors for the memory
consumption of HIP and IPsec services.

Thesis 1.7 [J2] I compared the performances of E-E HIP and UFA HIP architectures using
my analytical model given in Theses 1.2–1.6. In the analysis, the performance costs of
different signaling procedures in terms of number and size of messages and CPU time are
derived from real testbed-based measurements. The resultsshow that in the investigated
scenarios delegation of signaling rights leads to better utilization of resources at the UE, AN
and RVS, but has a higher impact on the distributed GWs and thecore transport network.
My model can provide guidance on the optimal setting of maximum certificate-chain length
in delegation-based HIP, the distribution level of GWs and HIP parameters.

Thesisgroup 2: In this thesisgroup I propose an analytical model that characterizes in gen-
eral the overheads imposed by IPsec and IKEv2 EAP-TLS in protecting MIPv6 sig-
naling. Using my model I compare the performance overheads of different security
policies and ciphersuites proposed by recommendations. The results show that within
the set of security settings an important factor influencingthe performance costs is the
type of authentication method in case of dynamic SA establishment. A disadvantage of
my model is that it is not able to capture various details of real implementations and
the calculations require cumbersome analysis of the procedures. Therefore, for obtain-
ing more precise results with less calculations, I constructa measurement framework
based on a real 3G testbed and partially emulated network segments aiming at eval-
uating a wide range of IP mobility service authorization (MSA) and access service
authorization (ASA)scenarios. Using the validation environment I determine the per-
formance costs of many HIP and IKEv2-based authentication methods. The results
can be useful, e.g., in the design of TS services and node or network dimensioning.

Thesis 2.1 [S1, C7, C8] Using the BCMP theorem [13] I elaborated a detailed analytical
model, which characterizes generally in arbitrary environment the overheads imposed by
IPsec in protecting MIPv6 signaling and IKEv2 EAP-TLS with Diameter server for different
security policies and ciphersuites. By applying my model I compared the performance cost
of three different protection policies and ten different cipher suites, and drew conclusions
regarding the selection of security configurations.

Thesis 2.2 [J9, J5, C6, C5, C1] I elaborated a validation framework for the comparison
of a wide range of IP mobility service authorization and access service authorization use
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cases on a common platform over Wi-Fi, UMTS, HSDPA and emulated bandwidth-limited
access networks. I performed extensive comparative measurements of the performance over-
heads of a wide variety of IKEv2- and HIP-based authenticationmethods, and I determined
their CPU processing requirements, message numbers and sizes, and–in certain cases–the
memory requirements of the methods.

Thesisgroup 3: In this thesisgroup I propose a new formalized decision method, mMAHP,
for the design of tunable security services. The use of the proposed decision method is
illustrated through an IKEv2 authentication method selection problem. Then, I extend
the mMAHP method for application in two other problem areas: suitability analysis
of signaling schemes for the UFA, and suitability analysis of existing and emerging
authentication techniques in future distributed 3GPP networks.

Thesis 3.1 [C2, J10, S2] I created a new method called modified Multiplicative Analytic
Hierarchy Process (mMAHP) for the design of tunable security services under multiple cri-
teria. I have adapted the performance category assignment functions and subjective prefer-
ence value calculation of MAHP [104] method enabling the automatic rejection of alterna-
tives that perform outside given hard constraints. My modelis free of rank reversal problem
and enables an efficient control of the fulfillment of the requirements of decision makers and
tuners.

Thesis 3.2 [J7, C3] I extended the mMAHP method for thesuitability analysis of signaling
schemes for Ultra Flat Architecture. I introduced a network model and evaluation criteria
in terms of performance, security, deployment and support of non-SIP applications, and
criteria weights by taking into consideration the opinion ofmultiple decision makers and
mobile operator requirements. I assigned key performance indicator to each criterion, and
defined the grade assignment functions. By the application of my method I investigated
the adequacy of four different alternatives, i.e., SIP, MIP, PMIP and HIP-based signaling
schemes, for usage in the control plane of UFA, and provided guidance for their selection.

Thesis 3.3 [J6, J5] I extended the mMAHP method for thesuitability analysis of user au-
thentication methods in centralized, distributed and flat 3GPP EPC network scenarios. I
defined new evaluation criteria including performance, security, deployment and functional-
ity requirements, and defined the criteria weights based on the opinion of multiple decision
makers. Using the method I evaluated the suitability of six different authentication tech-
niques for deployment in future 3GPP EPC environment, and provided guidance for the
selection of authentication techniques.

Thesisgroup 4: Multi-attribute decision making (MADM) provides approaches to handle
the complex question of ranking different alternatives under multiple criteria. MADM
methods have two main phases: normalization of key performance indicators and
ranking aggregation. In this thesisgroup, I demonstrate that the ranking aggrega-
tion phase has influence on the chances of selection of alternatives. Then, I propose
a method to cluster these techniques based on dissimilarities of rankings. The results
can be used to select the less computationally demanding technique from a preferred
cluster in the design phase of context-aware services that apply MADM.
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Thesis 4.1 [J1] I characterized MADM decision problems in a stochasticmanner and showed
in synthetic decision problem spaces that the ranking aggregation phase has influence on the
probabilities of winning of alternatives.

Thesis 4.2 [J1] I created a new method for clustering ranking aggregation techniques based
on the similarities of their rankings. Using my method, we candetermine interchangeable
ranking aggregation techniques, and we can provide guidanceon decision engine selection
in case of MADM problems.

6.2 Application of new results, limitations and future work

The proposed signaling delegation service in Thesis 1.1 opens new opportunities for HIP in
the formation of secure control planes for future distributed mobile network architectures, in
the realization of complex tasks such as session mobility orany function that requires man-
dated actions and HIP/IPsec context transfers. Many protocols use lifetimes with similar role
as the unused association lifetime for the control of state maintenance, where the underlying
renewal process consists of the busy-idle periods of the communication channel. Thus, the
results for the CDF and moments of SA period may be re-utilizedin the performance anal-
ysis of other protocols as well. The CDF of SA period has been utilized in the calculation
rekeying rates between to HIP end-hosts. The modeling results in Theses 1.2 to 1.7 provide
explanations on the behavior of E-E and UFA HIP schemes, and provide guidance on the de-
termination of distribution level of the GWs in UFA HIP and theHIP protocol parameters.
Furthermore, clear picture has been obtained on the trade-off between signaling delegation
and terminal-based signaling. We clearly see that the reduction of BEX rate leads to the in-
crease of the rate of mandated update procedures. RSA certificate-based delegation has its
limitations due to long certificates, leading to HIP packet fragmentation, unused maximum
frame size, and computationally demanding certificate generation and verification. A pos-
sible future work is the investigation of new lightweight technologies for public-key based
signaling delegation. Implicit certificates and Elliptic Curve Cryptography techniques may
result in 5 to 57 times smaller certificates than RSA certificates based on Table 2 in [124],
furthermore Elliptic Curve Digital Signature Algorithm provides 36 to 240 times faster sign-
ing and 1.7 to 11 times faster signature verification based onTable 1 in [124] than the RSA
algorithm.

The analytical model in Thesis 2.1 can be easily adjusted to characterize the security
overheads of MIPv6 protection in other environment, which deploy, e.g., distributed home
agents or newer cipher suites. In the performance analysis Iaimed to include such cipher
suites, which were widely deployed at the time of evaluation(2005–2007), even if their
weaknesses were already known, e.g., by National Instituteof Standards and Technology
(NIST). I wanted to see differences between the deprecated DES and the still recommended
AES and 3DES. Even if MD5 was already deprecated at that time,I aimed at comparing
its performance with SHA-1. SHA-1 is still recommended for use in HMAC generation,
key derivation functions, random number generation, if theprovision of 80, 112, or 128
bit of security is enough for the application [87]. It is still frequently used in embedded
environments where SHA-512 is too heavy to implement. Many vendors still use SHA-1
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in their products due to interoperability with other vendors, and much wider availability of
software libraries.

Due to the validation method proposed in Thesisgroup 2, the mean processing require-
ments (job sizes) of the jobchains caused by common L3 authentication schemes are now
available, hence can be applied in analytical models for theestimation of performance indi-
cators during node and network dimensioning or in the designphase or in runtime decisions
of tunable security services. E.g., I applied the results ofThesis 2.2 in Theses 1.7, 2.1, 3.1
and 3.3.

Low-Rate WPANs have always supported data protection, but certain types, i.e., IEEE
802.15.4 and 802.15.7, have not defined key management protocols. Lack of key manage-
ment results in weak keys, which is a common avenue for attacking the security system.
IEEE P802.15.9 draft [125] is a new proposal to extend these networks by the negotiation
of key management protocol. It will also provide guidelinesfor the usage of key manage-
ment protocols such as IETF’s HIP, IKEv2, Protocol for carrying Authentication for Network
Access [126], Datagram Transport Layer Security [127] overIEEE 802.1X. The results of
Thesis 2.2 partly cover these protocols, i.e., HIP DEX, HIP BEX and IKEv2 PSK, hence it
may contribute to the guidelines of key management protocolselection.

The mMAHP method proposed in Thesis 3.1 is applicable in the design of context-aware
services and suitability analysis of signaling schemes. I remark that it is not always true that
the security comes at the expense of computational or network performance. E.g., AES-256
provides 256 bits of security, while 3DES (3TDEA) provides 112 bits of security [87]. AES-
256 performs better than 3DES. E.g., the speed test of OpenSSL package [128] shows three
times higher throughput using 16 byte length data blocks in the test. Generally speaking,
those alternatives, which have no chance to be selected, should be rejected during the design
phase of TS services, or only kept for backward compatibility.

With the appearance of “Internet-of-Things networks”, in recent years new lightweight
cryptography algorithms have appeared. They are tailored for low resource requirements.
In hardware-environment important criteria are chip size and energy consumption, in soft-
ware environment the code size or RAM size. They provide better performance than tra-
ditional cryptography primitives, and provide adequate security. They compete traditional
symmetric cryptography algorithms in these environments due to performance and deploy-
ment constraints. While in traditional security trade-off is typically between security and
performance, in lightweight cryptography the resource utilization comes in as a third trade-
off parameter. A possible future work is to apply tunable security concept in lightweight
cryptography.

Suitability analysis using MADM techniques, such as mMAHP,include many subjective
factors within the processes of criteria weight assignment, grade assignment or normaliza-
tion and ranking aggregation. Still these techniques are widely used in operations research
because they provide ways to deal with the complexity of ranking problems. The practical
benefit of the application of these techniques is that they require a systematic investigation
of criteria, performance metrics and objectives. Moreover, during the analysis of the features
of the alternatives under the criteria, hidden deficienciescan be discovered and the appro-
priate steps can be decided for the improvement of the alternatives. The fact that UFA HIP
and PMIP may cause high service interruption delay for real-time SIP services was noticed
due to this systematic process in Thesis 3.2. MADM methods provide a clear picture on
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the trade-offs of the alternatives between different criteria. Even simple grade assignment
functions can provide major results in the filtering and ranking of alternatives. As decision
makers get more into the details of specific scenarios the grade assignment functions can be
fine-tuned increasing the reliability of the decisions. Asking the opinion of experts about cri-
teria weights and grades, and sensitivity analysis of the ranking also increase the confidence
in the decisions.

The suitability analysis of L3 authentication schemes in different 3GPP EPC scenarios
in Thesis 3.2 showed that HIP DEX-AKA is a viable solution besides the currently stan-
dardized IKEv2 EAP-AKA method in 3GPP networks, especiallyin M2M scenarios. In the
future, HIP control plane could provide an additional IP tunneling option using IPsec both
for 3GPP and non-3GPP accesses [J6, C19]. An important limitation of HIP/IPsec tunnel-
ing option is that HIP-enabled nodes should only communicate with HIP-enabled nodes due
to security reasons. Allowing connections with non-HIP enabled nodes (through HIP prox-
ies), or allowing a HIP-enabled node to open ports on non secure channels, can potentially
lead to the bypass of IPsec firewall, and further attacks. Hence deployment constraints of
HIP/IPsec tunneling are quite hard, it should be used in private VPN-like scenarios where
both UEs and GWs are HIP-based. UFA HIP requires all gateways to be trusted, but in such
scenarios trust in all GWs is not a limitation.

Further development of HIP/IPsec tunneling is needed to negotiate separate IPsec SA
pairs for different traffic priorities. In 3GPP EPC the QoS policies are negotiated using stan-
dardized PCRF functionalities and interfaces. QoS rules should be enforced by transport
network bearers, e.g., 802.1q/p VLANs with different priority levels, MPLS paths, as it is
recommended today for the PMIP/IP GRE tunneling option. However, to achieve this, sepa-
rate IPsec SA pairs are required for each QoS priority level for the same HIP host association.
At this time the HIP enables one IPsec SA pair between two HIP peers.

The method proposed in Thesis 4.2 can support the selection of MADM decision engine
during the design phase of tunable services. It enables the comparison of existing and future
MADM techniques based on their similarities in the decisions and makes questionable the
utility of more complex methods in smaller decision scenarios containing approximately 10
criteria and 10 alternatives.
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Appendix A

Background for performance analysis of
signalling overhead in Host Identity
Protocol-based mobile networks

A.1 Definition of scalability

Scalability means the (i) performability properties of thesystem under increasing demand,
and (ii) the operational expenditures and burden on the operator to scale up the network
to be able to serve the predicted traffic demands. Naturally,all these aspects lead finally
to financial aspects, because they influence the achievable revenues of the operator and the
network costs.

A.1.1 Performance side of scalability

Due to the evolution of mobile technologies, in these days high-speed data services are dom-
inating in mobile networks both in uplink and downlink. The traditional voice calls are only
a small proportion of traffic demands, the available networkresources are mainly utilized
by packet data services. Users expect high-speed services both in downlink and in uplink,
independently of their location, and the available access technologies.

In function of the characteristics of data services, the usage patterns, and the user and
network mobility patterns, the utilization of network resources are varying in time and lo-
cation. As the volume of traffic demands increases, the amplitude of their variations grows
as well. Existing network, resource, traffic and mobility management mechanisms are too
inflexible to adapt to these demands.

We can differentiate predictable and unpredictable trafficevents. Predictable traffic events
are, e.g., regular HTTP traffic in packet-switched domain, global increase of social multime-
dia or video traffic, local demand increase at one location, e.g., due to long-lasting sport
event, or sparse demand increase due to slow technology changes, e.g., due to 3G to LTE
transition or IPv4 to IPv6 transition. On the other hand unpredictable traffic events are, e.g.,
flash crowd caused by one-time extraordinary events like a political demonstration, service
outage, appearance of new attacks, software upgrades.

129
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An important objective of introducing new mobile architectures is that they should enable
more efficient resource utilization, e.g., by better distributing traffic in the network, better
flexibility of the resources, faster, easier and cheaper adaptation to both predictable and
unpredictable traffic events.

A.1.2 Operational side of scalability

Scalability problems in centralized and hierarchical network architectures are related to the
cost of deployment of new resources to serve the diverse traffic demands. In a hierarchical
network, where several traffic anchor points are present, the operator needs to periodically
increase capacities at each level of hierarchy. A better approach is to have horizontally scal-
able network functions, which are either distributed (deployed in regional or local Point-of-
Presences of operator) or centralized (e.g., run in datacenters in the form of virtual network
functions).

Telecommunication suppliers predict that the cost of existing networks will increase pro-
portionally with the volume of traffic, but the revenues fromdata services will be limited,
e.g., due to the introduction of flat subscription rates (illustrated in figure A.1). This moti-
vates the research work on new mobile network architectures.

Figure A.1: Prediction of the traffic demands, network costsand revenues for centralized
mobile network architectures.

In Celtic-Plus MEVICO project techno-economic studies have been made regarding dif-
ferent distribution levels of the future Evolved Packet Core. The details of the study are
described in [129, Section 7]. The conclusion of the study were the following:

a) If the ratio between LTE/EPC network equipment and transport capacity cost is kept com-
petitive so the LTE/EPC technology can handle the required capacity maintaining a low
cost ratio (10:3, i.e., an increment of the transport capacity by a factor of 10 implies that
the costs are triplicate) and the technology allows scalable deployment (i.e. virtualiza-
tion, Software Defined Networks that increase capacity progressively) then a centralized
solution might be preferred. (Note: also this centralized solution has to change the archi-
tecture from vertically scalable hierarchical functions to horizontally scalable, flattened
functions).
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b) If the transport network is not able to keep up with the required capacity with a cost
effective solution then ratio increases (10:6, i.e., an increment of the capacity by a fac-
tor of 10 implies that the costs are 6-fold) and distributed solution might be preferred.
Therefore, we can see projects focusing either on centralization, using virtualization and
software-defined networking technologies, or on distribution.

I cannot predict which of the two cases will come true in the long-term. In the short-term,
probably virtualization of network functions will lead to mobile core running in the cloud, on
data centers. But I can imagine, that in certain locations scalability limitations of transport
network lead to topologically distributed core network. Itis good that we have solutions
for both types of architectures. UFA enables a high-degree of horizontal scalability of core
functions, due to the restructuring and integration of Evolved Packet Core, such as MME,
P/S-GW, P-CSCF, S-CSCF, into a single functional entity. As a future work, this concept
could also be adapted to a centralized, software-defined network, i.e., UFA GWs could run
in virtual machines in data centers, supposing that performance constraints of service data
flows and signaling can be kept.

An advantage of distributed architecture is that policy control and enforcement are nearer
to the base stations, which enables more efficient QoS enforcement for IP multimedia appli-
cations than in a centralized architecture where the policyenforcement and control points
are far from the user.

A.1.3 Projects focusing on mobile network architecture evolution

Eurescom P1857 (2008-2010)focused on the elaboration of the flat core for mobile packet
data networks and designed different signaling schemes forUFA.

Celtic-Plus MEVICO (2010-2013) introduced technology improvements for the Evolved
Packet Core supposing different distribution levels of the architecture, i.e., central-
ized, distributed, flat. E.g., in terms of mobility management, distributed and dynamic
mobility management solutions (e.g., distributed Proxy-Mobile IPv6, UFA SIP, UFA
HIP), and terminal-based mobility management solutions (e.g., mobile SCTP) have
been validated.

Celtic-Plus SIGMONA (2013-2016) investigates software-defined networking, network func-
tion virtualization and cloud-service paradigms, which are expected to enable less
human intervention in network operation, better utilization of resources, hence less
CAPEX and OPEX, and more flexibility to fulfil new demands. New demands mean
new business models for radio access network, transport network and/or core network
sharing.

A.2 HIP control functions in E-E and UFA HIP

Tables A.1 and A.2 summarize the main control procedures in E-E and UFA HIP including
terminal attachment (TA), session establishment (SE) on HIP-level, inter-GW handover (HO)
procedures, RVS update (RV), rekeying (RK) and delegation ofsignaling rights (DR)–the
latter only in UFA HIP.
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Table A.1: HIP control functions in E-E and UFA HIP (first part).

Abbrev. Description

TA Terminal attachment (TA) occurs when a HIP-enabled host is switched on or is rebooted.
in E-E The UE executes BEX procedure towards the RVS, as illustrated in Figure 2.4a.
in
UFA

The UE executes a BEX towards the access GW [J7], as presentedin Figure 2.5a.

SE Session establishment (SE) covers the HIP signaling procedures related to communication flows
between the HIP peers.

in E-E BEX is triggered before session establishment as longas there is no HA between two peers, as
drafted in Figure 2.4a. The HA is closed (and the SA is deleted) when the SA is unused by upper-
layer communication for a period denoted byT . T is the minimum of the unused association
lifetimes (UALs) configured at the initiator and responder [27].

in
UFA

In UFA HIP, the same SA pair is used for all communication flowsbetween an UE and its delegate
GW, independently of the remote peer. Furthermore, the sameSA pair between two GWs provides
data protection for all service data flows passing through these GWs, independently from the
source and destination peers. During SE, an UPDATE procedure is triggered between the UE
and its UFA GW, as long as there is no HA between the UE and the remote peer, as presented in
Figure 2.5b. During that, the GW is notified about the requestto establish HA with the remote
peer in the name of the UE, and the UE gets feedback on the success of delegated task. In case of
lack of SA pair between the GW and the remote peer, a BEX procedure is initiated from the GW
to the remote peer in the name of the UE. Otherwise, if the SA pair has earlier been established
(by other flows) between the GW and the remote peer, then an UPDATEw/CERT is triggered. If
the remote peer turns out to be a delegate GW, then that GW notifies the remote peer about HA
creation using an UPDATE procedure.

HO Handover (HO) covers the HIP procedures for mobility management of a UE. A basic assumption
is that GWs publish different IP domains. Handover means thata UE is moving from one IP
address domain to another IP address domain, by visiting an access network that is connected to
a new GW.

in E-E If a host gets a new IP address, it sends the address to its peers using an UPDATE procedure [35],
as illustrated in Figure 2.4b. This is a reactive mobility management solution.

in
UFA

The handover procedure has two phases in UFA HIP, as illustrated by Figure 2.6. The HO proce-
dure in UFA HIP realizes proactive handover. This means thatthe contexts for data link, network
and HIP-layer are established and updated by the control plane in the UE, GWs and the UE’s
peers before the UE is physically reattached to the next GW. In the first phase of HO (part I of
Figure 2.6) the target GW requests the source GW to establishHA with the UE’s peers using UP-
DATEw/CERT procedures. At the end of the phase, the securitycontexts are transferred from the
source GW to the target GW. In the second phase (part II of Figure 2.6) the target GW updates
the traffic forwarding policies for the UE at the UE’s peers, in the RVS and within the UE itself
using UPDATEw/CERT procedures. Therefore the UE’s traffic is redirected and passing through
the target GW. After that the UE physically reattaches to thenew access network.
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Table A.2: HIP control functions in E-E and UFA HIP (second part).

Abbrev. Description

RV RVS update (RV) means registration of the fresh locator ofa HIP-enabled host at the RVS. The
registration lifetime denoted by the symbolTRVS determines the lifetime of an address entry in the
database of the RVS.

in E-E An UE registers its IP address at the RVS right after TA [30]. Further registrations are triggered
due to two factors. First, the registration lifetimeTRVS configured at the RVS server determines
the minimum frequency of periodic location updates that should be initiated by the UE. Second,
during handovers the UE notifies the RVS about its new IP address. The UPDATE procedure is
used in both cases.

in
UFA

Mandated registrations of the UEs’ addresses are triggeredduring every HO and at everyTRVS

time by the UFA GWs. The applied procedure is UPDATEw/CERT including the registration
request and reply fields.

RK Rekeying (RK) aims to create fresh keys for a given HA and the related SA pair, using UP-
DATEw/DH procedure between the peers. I remark that neitherthe standard [33] nor the tested
implementation (called infraHIP) contain any HIP configuration parameter which influence the
triggering of the rekeying procedure. In general, the expiration of a key material must be influ-
enced by its age, the protected number of bytes and the selected cipher suite. In the performance
analysis I assume the existence of a rekeying lifetime configured at the endpoints.TKEY denotes
the length of the rekeying period between HIP-enabled hosts.

in E-E RK may occur between the UEs and between the UE and the RVS.
in
UFA

RK may occur between the UEs and their actual serving GW, between GWs and between the RVS
and GWs.

DR Delegation of rights (DR) is present only in UFA HIP. It uses the UPDATEw/CERT procedure.
in
UFA

It may occur in three cases: first, following the TA, second, when the lifetime of delegation
authorization expires, third, during the handovers. In thefirst two cases the UE registers to the
delegation service of its access GW. It generates a temporary public-key certificate for the GW
for a certain time called delegation lifetime, denoted by the symbolTDEL in the following. Hence,
the GW will be able to sign control messages until the expiration of TDEL in the name of the UE
by attaching the certificate of the UE to its signed messages.The third case of DR happens during
HO. During HO, either the UE or the previous GW delegates the UE’s signaling rights to the next
GW. Let denote with the symbolL the maximum certificate-chain length. If the actual length of
the certificate-chain is smaller thanL before the HO, then the previous GW will propagate the
UE’s signaling right to the target GW by registering to the delegation service of the target GW,
and authorizing it to proceed in the name of the UE. That meansthat the previous GW appends
his certificate to the certificate-chain and conveys that in the CERT field to the target GW. If the
length of the certificate-chain isL before HO, then the UE is responsible for the re-delegation of
its rights. Hence, the UE will send a new certificate in the CERT field for the target GW with a
new lifetime, which will authorize the target GW to proceed in his name.
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A.3 Moments of the busy period in infinite server queues

One of our basic assumptions is that the behavior of the session process, that is the number
of active sessions in Fig. 2.7, can be modeled using an M/G/∞ queue. This section presents
the calculation of the busy period of M/G/∞ queue following and also correcting the typos
of the Kulkarni [31, p. 425].

Let H(t) denote the probability that the system is idle at timet assuming it is idle at
t = 0, i.e.,

H(t) =Pr{Q(t) = 0|Q(0) = 0}.

Corollary A.3.1 H(t) can be expressed as

H(t) =e−λ
∫ t

u=0(1−FS(u))du, (A.1)

whereFS(u) is the CDF of the service time.

Proof H(t) can be obtained by dividing the(0, t) interval into small intervals of length∆.
The ith of such interval is(i∆, (i + 1)∆). In any of these intervals the probability of0, 1,
and more than1 arrivals are1−λ∆+ o(∆), λ∆+ o(∆) ando(∆), respectively, whereo(∆)

is such thatlim∆→0
o(∆)
∆

= 0. The system is idle at timet, if for all small intervals either
there is no arrival or there is arrival and its serviced before timet. That is

H(t) =
N∏

i=1

(
1− λ∆︸︷︷︸

prob. of arrival

( 1− FS(t− i∆)︸ ︷︷ ︸
prob. of service incompletion

)

︸ ︷︷ ︸
prob. of service completion

)
. (A.2)

For timet+∆, we have

H(t+∆) =
N+1∏

i=1

(
1− λ∆(1− FS(t+∆− i∆))

)
=

=
N+1∏

i=1

(
1− λ∆(1− FS(t− (i− 1)∆))

)
, (A.3)

from which

H(t+∆)

H(t)
=1− λ∆(1− FS(t). (A.4)

SubstitutingH(t + ∆) with H(t) + H ′(t)∆ + o(∆) and multiplying both sides withH(t)
gives

H ′(t)∆ + o(∆) =−H(t)λ∆(1− FS(t)). (A.5)

Dividing both sides by∆ and making the∆ → 0 limit result in the following differentiation
equation

H ′(t) =−H(t)λ(1− FS(t)), (A.6)
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whose initial condition is

H(0) =1. (A.7)

The solution ofH(t) is given in (A.1).

Corollary A.3.2 In the special case of exp{µ} distributed service times (i.e.,FS(t) = 1 −
e−µt), H(t) simplifies to

H(t) = e−λ(1−e−µt)/µ. (A.8)

The LST ofH(t) can be calculated as

H̃(s) =

∫ ∞

t=0−

e−stdH(t) = 1 +

∫ ∞

t=0+

e−stdH(t), (A.9)

becauseH(0−) = 0 andH(0+) = 1.

Corollary A.3.3 For general (FS(t)) and exp{µ} distributed service time we have

H̃(s) =1−

∫ ∞

t=0+

e−stλ(1− FS(t))e
−λ

∫ t

u=0(1−FS(u))dudt, (A.10)

and

H̃(s) =1−

∫ ∞

t=0+

e−stλe−µte−
λ(1−e−µt)

µ dt, (A.11)

respectively.

The relation ofH(t) and the distribution of the busy period of the M/G/∞ queue is
presented in the following theorem.

Theorem A.3.4 The LST of the busy period of a M/G/∞ queue,X, is

X̃(s) = E(e−sX) =1 +
s

λ
·
H̃(s)− 1

H̃(s)
. (A.12)

Proof We evaluateH(t) conditioned on the end of the first idle-busy cycle of the M/G/∞
queueP1. The conditional probability that the queue is idle at timet is

H(t|P1 = x) = Pr{Q(t) = 0 | Q(t) = 0, P1 = x}

=

{
H(t− x), if 0 ≤ x ≤ t,
Pr{Y1 > t|P1 = x}, if x > t,

(A.13)

whereY1 denotes the first arrival instance. In the first case, whenx < t, the queue renews at
x and the probability of being idle at timet isH(t− x). In the second case, whent < x, the
system is still in the first idle-busy cycle at timet. In this case the probability of being idle at
time t is identical with the probability that the first customer arrives after timet, i.e.,Y1 > t.
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H(t) can be obtained fromH(t|P1 = x) based on the law of total probability. WhenFP (x)
is the CDF of the length of a idle-busy cycle (P = Y +X), then

H(t) =

∫ ∞

t

Pr{Y > t|P1 = x}dFP (x) +

∫ t

0

H(t− x)dFP (x) =

=

∫ ∞

0

Pr{Y > t|P1 = x}dFP (x) +

∫ t

0

H(t− x)dFP (x). (A.14)

If x < t, then the probability thatY > t is 0, i.e., Pr{Y > t|P1 = x} = 0. Hence, the
integration interval of the first part can be extended from[t,∞] to [0,∞]. The first part in
the summation is the CCDF of the arrival time (Pr{Y > t} = 1− FY (t) = e−λt).

The equation hence leads to

H(t) =e−λt +

∫ t

x=0

H(t− x)dFP (x). (A.15)

Taking Laplace-Stieltjes Transform on both sides, we have

H̃(s) =
s

s+ λ
+ H̃(s)P̃ (s) =

=
s

s+ λ
+ H̃(s)X̃(s)

λ

s+ λ
, (A.16)

where P̃ (s) = X̃(s) λ
s+λ

, i.e., one renewal period consists of an idle (exp{λ}) and the
searched busy period.

The LST of the CDF of the busy period is hence

X̃(s) =1 +
s

λ
·
H̃(s)− 1

H̃(s)
. (A.17)

Corollary A.3.5 The mean value of the busy period is

E(X) =
1

λ
·
1− H̃(s)

H̃(s)
+

s

λ
·
d

ds

1− H̃(s)

H̃(s)
=

=−
1

λ
+

1

λH̃(0)
. (A.18)

The second moment of the busy period is

E(X2) =
2

λH̃(0)2
·
d

ds
H̃(s)

∣∣∣∣
s=0

. (A.19)

Proof Since the relation between LST and LT, (2.3) , is true forX, (2.6) can be used to
calculate the moments ofX.

E(X) =−
d

ds
X̃(s)

∣∣∣∣
s=0

(A.20)

E(X2) =
d2

ds2
X̃(s)

∣∣∣∣
s=0

(A.21)
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We note that in order to calculate the first moment of busy period it is not necessary to
know the exact analytic expression forH̃(s). Only lims→0 H̃(s) given by (A.22) is needed.
For this we know that

lim
s→0

H̃(s) =

∫ ∞

t=0−

e−stdH(t)

∣∣∣∣
s=0

=

∫ ∞

t=0−

dH(t) =

=H(∞)−H(0−) = H(∞). (A.22)

H(0−) = 0, because Pr{Q(t) = 0|Q(0) = 0} = 0 at t < 0. On the other hand,H(∞) =
e−λE(S), whereS is the service time andE(S) is its mean value. This is the stationary
probability of the idle state of the system.

For the calculation of the second moment of the busy period the numerical computation

of d
ds
H(s)

∣∣∣∣
s=0

is required, which is a too cumbersome integral expression to present here.

This integral can be computed with arbitrary precision withcommon numerical packages.
In the special case when the service time is exponentially distributed with parameterµ,

the M/G/∞ queuing system simplifies to a M/M/∞ queuing system for which the first and
second moments of busy period simplify to

E(X) =
eλ/µ − 1

λ
(A.23)

and

E(X2) =
1

λ
2e2λ/µ

∫ ∞

0

tλe
λe−µt−µ2t−λ

µ dt, (A.24)

respectively. For the calculation of (A.24) the numerical computation of

d

ds
H(s)

∣∣∣∣
s=0

=

∫ ∞

t=0

tλe(λe
−µt−λ−µ2t)/µdt (A.25)

is required.

A.4 CCDF of busy period in infinite server queues

Daley provided an integral description of the CCDF of busy period (FX(x)) for M/G/∞
system [32]

FX(x) =F S(x) +

∫ x

t=0

FX(x− t)e−λF̃S(t)λ
[
F S(t)− F S(t)

]
dt, (A.26)

whereF̃ S(t) =
∫ t

u=0
F S(u)du. (A.26) is an implicit expression which can be calculated

numerically, e.g., with Algorithm A.1.
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Algorithm A.1: Numerical calculation ofFX(x)

FX(x) := p roc ( x , ∆t )
FX(0) = F S(0) ;
f o r u = ∆t t o ⌊x/∆t⌋ stepBy∆t

N = ⌊u/∆t⌋ ;
FX(u) = F S(u)+

+
∑N

n=1 FX(u− n∆t)e−λF̃S(n∆t)λ
[
F S(n∆t)− F S(u)

]
∆t

end
r e t u r n FX(u) ;

end proc

The PDF ofX can be calculated numerically from the CCDF, e.g., with Algorithm A.2.

Algorithm A.2: Numerical calculation offX(x)

fX(x) := p roc ( x , ∆t )
K = ⌊x/∆t⌋ ;

fX(x) =
FX((K−1)∆t)−FX(K∆t)

∆t

end proc

Fig. A.2 illustrates the CDF and PDF of the busy period for an M/M/∞ queue, using
exp{λ = 1} arrival times, exp{µ = 2} service times, and∆t = 0.005 step-size for the
numerical calculation.

(a) CCDF (b) PDF

Figure A.2: CCDF and PDF of the busy period of M/M/∞-type Markov chain (λ = 1,
µ = 2, ∆t = 0.005).
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A.5 Calculation of the CCDF and PDF of SA period

Based on the results of Theorem 2.3.3, the CCDF and PDF of the SA period can be calculated
using Algorithms A.3 and A.4, respectively.

Algorithm A.3: Numerical calculation ofFG(x)

FG(x) := p roc ( x , ∆t )
FG(0) = 1 ;
f o r u = ∆t t o ⌊x/∆t⌋ stepBy∆t

K = ⌊u/∆t⌋ ; N = ⌊(u− T )/∆t⌋ ; M = ⌊T/∆t⌋ ;
FG(u) = FX(u− T )−

−
∑N

n=1

∑M
m=1 λe

−λm∆tFG((K − n−m)∆t)dFX(n∆t)(∆t)2

end
r e t u r n FG(u) ;

end proc

Algorithm A.4: Numerical calculation offG(x)

fG(x) := p roc ( x , ∆t )
K = ⌊x/∆t⌋ ;

fG(x) =
FG((K−1)∆t)−FG(K∆t)

∆t

end proc

Fig. A.3 illustrates the CDF and PDF ofG with parametersλ = 2 µ = 1, T = 1, and
∆t = 0.005.

(a) CDF (b) PDF

Figure A.3: The CDF and PDF of the SA period withλ = 2 µ = 1, T = 1, and∆t = 0.005.
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A.6 Detailed results of the analysis

UFA HIP and E-E HIP architectures have been compared in all four scenarios. For the
estimation of computational latencies of signalling processes, the same processor types were
assumed at the UE and GW as in our testbed. RVS was supposed to run on the same hardware
as the GW. For the load of network segments, the chosen performance indicators were the
signalling loads in terms of HIP process rate and data rates.

A.6.1 Comparison of UFA HIP and E-E HIP architecture under fixed
input parameters

(a) Scenario 1 (b) Scenario 2

Figure A.4: CPU load on the UE grouped by signalling functionsand the required HIP
procedure types.

Fig. A.4 shows the mean CPU load at the UE grouped by signallingfunctions, i.e., termi-
nal attachment (TA), session establishment (SE), handover(HO), RVS update (RV), rekeying
(RK) and delegation of signalling rights (DR). For each function, the upper horizontal bar
represents the UFA HIP while the lower one shows the performance of the E-E HIP archi-
tecture. The HIP signalling procedure types that enforce these functions are also illustrated
using different colours. This notation is used in the following figures as well.

UFA HIP proves to be less demanding in terms of computations at the UE under each
function. E.g., session establishments induce HIP updatesat the UE in UFA HIP, while BEX
in E-E HIP (see the upper and lower bars under the SE function). In UFA HIP one handover
event induces two mandated update procedures initiated by the source GW toward the UE in
the name of the target GW (see Fig. 2.6). The UE acts both timesas the responder during
which the it has to verify the delegation certificate chain ofthe target GW. In E-E HIP the
UE initiates the update procedures toward every active CN (i.e., three UEs in our scenarios).
In UFA HIP, the serving GW of the UE is in charge of receiving location updates from the
HIP peers of the UE. Hence the incoming location updates are hidden for the UE, not as in
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E-E HIP (see bars under the HO function). In UFA HIP, the GW is responsible for updating
the RVS, hence there is zero CPU load at the UE under the RV function. On the other hand,
in E-E HIP, location updates toward the RVS are initiated by the UE.

Rekeying (RK) causes the following load. In UFA HIP UEs have oneSA pair established
with the GW they are currently associated with. In E-E HIP, a UE establishesNSEs+ 1 SA
pairs on average with CNs and the RVS.

The mean value of SA period, furthermore, the proportion of SA periods with respect to
periods without SA, depend on the arrival rate of the sessions and the service times between
the given pair of nodes.

If λ̂ ·E(G) > 0.999, it means that SA periods almost cover the overall time. Thisoccurs,
e.g., in case of the UE-GW SA pairs in UFA HIP in our scenarios.In that case the rekeying
rate can be calculated as

λRK =

{
λ̂B ·

(
E(GB)
TKEY

− 1
)
, E(GB)

TKEY
≥ 1

0, E(GB)
TKEY

< 1

Otherwise, the second part of the right hand side of (2.35) gives the mean number of rekey-
ings within an SA period.

(a) Scenario 1 (b) Scenario 2

(c) Scenario 3 (d) Scenario 4

Figure A.5: Overall CPU load on the UE grouped by the required HIP procedure types.

Fig. A.5 shows the aggregated mean CPU load at the UE. The results show that UEs
are less loaded by HIP signalling procedures in case of UFA HIP, i.e., UFA HIP results in
48− 68% gain compared to E-E HIP depending on the scenario.

Fig. A.6 presents the overall mean CPU load of the GW. The highest computational
overhead on the GW is caused by Scenario 2, where the mobilityrate of the users is tenfold
compared to the other scenarios.

Fig. A.7 presents the mean CPU load of the RVS. The IP address ofthe UEs are registered
to the RVS during terminal attachment and handover events (RV). Furthermore, rekeying of
SA pairs ending at the RVS is also an important part of the load(RK). In E-E HIP, the UEs
establish HAs directly with the RVS during the terminal attachment (TA), and rekey the SA
pair at eachTKEY period (RK). In case of UFA HIP the GWs have pre-established SA pairs
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(a) Scenario 1 (b) Scenario 2

(c) Scenario 3 (d) Scenario 4

Figure A.6: Overall CPU load on the GW grouped by the required HIP procedure types.

(a) Scenario 1 (b) Scenario 2

Figure A.7: CPU load on the RVS grouped by signalling functions and the required HIP
procedure types.

with the RVS, hence the result under RK function contains the CPU load for the rekeying of
these SAs.

The mean mobility rate increases tenfold in Scenario 2. The load caused by RVS updates
increases only fivefold in E-E HIP, not tenfold as in UFA HIP. This phenomenon occurs
because location updates at the RVS are not only triggered when the UE changes its IP
address, but also whenTRVS lifetime expires. The mean rate of RVS update procedures is
given by (2.37). IfTRVS = 1 h, andγ is increased from0.01 to 0.1 min−1, then the right-
side of the equation increases around fivefold. The expectedincrease to the tenfold is true if
TRVS >> 1

γ
.

Fig. A.8 shows the overall mean CPU load at the RVS.1000 ms means that one core of
an Intel P4 3 GHz dual core CPU from our testbed would be fully utilized by HIP proce-
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(a) Scenario 1 (b) Scenario 2

(c) Scenario 3 (d) Scenario 4

Figure A.8: Overall CPU load on the RVS grouped by the requiredHIP procedure types.

dures. In Scenarios 1, 3 and 4 the CPU load of RVS remains below the capacity of one CPU
core in UFA HIP. In E-E HIP architecture the HIP signalling requires at least 3, 4 or 10 CPU
nodes in these scenarios, respectively. The decrease of rekeying lifetime has a drastic influ-
ence on the load of RVS in case of E-E HIP scenario. Higher mobility rate in Scenario 2
causes a high increase in the load of CPU resources of the RVS inUFA HIP. This happens
due to the fact that location changes of UEs are signalled by mandated location update pro-
cedures initialized by the target GW (i.e, delegate of UE). These require the verification of
the delegation certificate chain of the UE at the RVS.

(a) Scenario 1 (b) Scenario 2

Figure A.9: Overall signalling process rate in the “source”ANs grouped by signalling func-
tions and the required HIP procedure types.

Fig. A.9 presents the overall load of the source access network (source AN) by HIP
signalling in terms of procedure rate (using the unit [1/s]). Source AN means the access
network where an UE is staying before handover.
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It is interesting to examine the update procedure rates due to handovers (HO). By chang-
ing from Scenario 1 to Scenario 2, the mean mobility rateγ increases tenfold from1.6666E-04
to 1.666E-03 sec−1.

In UFA HIP one handover induces two update procedures in the first and second phases
of HO in the source AN, as illustrated in Fig. 2.6. Hence, the overall process rate due to
handovers in the source ANs isNUEs·γ ·2 that is333.3 and3333 sec−1 in case of Scenarios 1
and 2, respectively. In E-E HIP the HO process rate can be calculated asNUEs ·NSEs· γ, i.e.,
the UE must update separately each HIP peer. The mean update rates between end nodes
due to handovers are500 and5000 sec−1 in case of Scenarios 1 and 2, respectively.

The results under delegation of rights (DR) include the sum ofthe mean rates of re-
delegation of rights by the UE to the GW (rate of event C in Fig.2.13) and the initial delega-
tion of rights from the UE to the first serving GW during the terminal attachment phase, i.e.,
Nα̇.

(a) Scenario 1 (b) Scenario 2

(c) Scenario 3 (d) Scenario 4

Figure A.10: Overall signalling data rate in the ANs groupedby the required HIP procedure
types.

Fig. A.10 presents the overall mean signalling load in the ANs in terms of signalling data
rate ([Mbps]). UFA HIP proves to perform better in all scenarios. The ANs are10% to 54%
less loaded compared to E-E HIP in terms of process rate ([1/s]). In terms of data rate, UFA
HIP proves to have even more gains in the ANs compared to E-E HIP architecture.

Fig. A.11 illustrates the overall load of the core transportnetwork in the segments be-
tween GWs and the RVS in terms of signalling procedure rate ([1/s]). The same phe-
nomenon occurs regarding RVS update procedure rates (RV), as described in Fig. A.7. I.e.,
in case of UFA HIP the overall mean rate of RVS update procedures can be calculated as
M 1

TRVS
+NUEsγ. In case of E-E HIP, (2.37) characterizes the mean data rate.

Fig. A.12 shows the load of the core transport network in the segments between GWs in
terms of signalling procedure rate ([1/s]).

In UFA HIP, session establishments infer either HIP BEX or HIPUPDATEw/CERT pro-
cedure between GWs depending on the existence of SA pair between the GWs (SE). In case
of higherTUAL (see Scenario 3), the probability of having an SA between theGWs when a
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(a) Scenario 1 (b) Scenario 2

Figure A.11: Overall signalling process rate in the transport network, in the segments be-
tween the GWs and the RVS, grouped by signalling functions andthe required HIP proce-
dure types.

session establishment request arrives is higher than in other cases. The session establishment
rate is the same for both architecture types.

An interesting phenomenon is that comparing the two architecture types the proportion of
the overall mean rates of update procedures due to handovers(HO) in the network segments
between the GWs is not constant. In case of E-E HIP architecture the mean rate of update
processes due to handover isNUEs ·NSEs· γ. In case of UFA HIP, the update processes have
three main roots, i.e., the signalling between the source and target GWs, and the two phases
of the HO procedure. The mean rate of update procedures between the source and target
GWs isγ ·NUEs. One process covers the exchange of minimum five update packets (i.e., an
embedded update procedure within another update procedure[J7]). The mean process rate of
the second phase of HO isNUEs·min(M,NSEs) ·γ ·

M−1
M

≈ NUEs·NSEs·γ. The mean process
rate of the first phase of HOs is determined by the probabilitythat the target GW already has
SA pairs with the peers of the UE. The latter process rate isNUEs · min(M,NSEs) · γ · M−2

M
·

e−λGW pairs·(1/µ+TUAL ). The ratio of the HO process rates in UFA HIP compared to E-E HIP can
be given as

λHO updates,UFA

λHO updates,E-E
≈
1 +NSEs(1 + Pno SA)

NSEs

=
1 + 3(1 + [0, 1])

3
=

[
4

3
,
7

3

]
(A.27)

[
4
3
, 7
3

]
represents a closed interval between4

3
and 7

3
. Pno SA is the probability that there is no

SA between the target GW and the CN of the UE (or the CN’s delegateGW) and can be
calculated as

Pno SA bw. GWs=
E(GC)

E(GC) + E(GC)
=

λ̂C

λC

, (A.28)



146 APPENDIX A. BACKGROUND FOR CHAPTER 2

(a) Scenario 1 (b) Scenario 2

(c) Scenario 3 (d) Scenario 4

Figure A.12: Overall signalling process rate in the transport network, in the segments be-
tween GWs, grouped by signalling functions and the required HIP procedure types.

using the notations in (2.18) and (2.19).
Fig. A.13 presents the overall signalling load in the core transport network (i.e., GW-RVS

and GW-GW segments) in terms of signalling data rate ([Mbps]).
The load of network segment between the GWs is higher in case ofUFA HIP than in

case of E-E HIP. The difference is more outstanding in terms of packet or data rate due
to the fact that the certificate chains conveyed in mandated update procedures increase the
required number and size of update packets for UFA HIP. In Scenario 3, due to high lifetimes
the architectures perform very similar in terms of process rate (Fig. A.12c). The higher the
mobility rate of UEs is the higher the difference is between the two architectures. In Scenario
2 UFA HIP results in70% more load in the core transport network in terms of process rate
(Fig. A.12b), or from another aspect,4.7 times more load in terms of data rate (Fig. A.13b).
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(a) Scenario 1 (b) Scenario 2

(c) Scenario 3 (d) Scenario 4

Figure A.13: Overall signalling data rate in the core transport network grouped by the re-
quired HIP procedure types.

A.6.2 Comparison of UFA and E-E HIP architecture under running
input parameters

Next, the overhead of the two signalling schemes are compared under running input param-
eters.

Fig. A.14 illustrates the mean CPU load at the UE, GW and RVS in terms of milliseconds
under increasing number of GWs (M = 2..1E07). We note that this induces linearly growing
mobility rate for the UEs, as defined in Table 2.2.

These figures make possible the comparison of the scalability of UFA HIP and E-E HIP
architectures with respect to HIP signalling. All figures show the required CPU time on
the left y-axis, the number of GWs on the x-axis and the ratio ofthe performance of UFA
HIP with respect to E-E HIP using a wide dotted line on the right y-axis. Depending on the
scenario, the performance of UFA HIP at the UE is between21% and56% of that of E-E
HIP. See Fig A.14a for Scenario 1.

Looking at the plot of the GW (Fig. A.14b), the horizontal line signals full utilization of
an Intel P4 3GHz CPU core. As the number of GWs increases, the mean CPU load at the
GW decreases.

Regarding the RVS (Fig. A.14c), asM and, consequently, the mobility rate increases, the
load of the RVS increases. It depends on the scenario that at which number of GWs one Intel
P4 3GHz CPU core is fully utilized by the RVS function. Full utilization of this capacity
unit is indicated by the bold horizontal line at1 second. E-E HIP requires more than one
CPU core in every scenario. In the interval[2, 1E+03] UFA HIP performs lower than10% of
E-E HIP in terms of the CPU load of RVS. By increasingM over [1E+02, 1E+03], the gain
of UFA HIP is decreasing. Depending on the scenario at certain value ofM in the interval
[1.5E+04, 1.5E+05], UFA HIP causes the same CPU load at the RVS as E-E HIP (UFA:E-E
ratio is1). For higher values ofM , UFA HIP performs worse than E-E HIP. In UFA HIP we
experience10− 20% higher CPU load whenM = 1E+08. However it should be noted that
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(a) Scenario 1, UE (b) Scenario 1, GW

(c) Scenario 1, RVS

Figure A.14: Overall CPU load at the UE, GW and RVS in function of the number of GWs
(M ).

settingM so high represents an unrealistic situation, where the number of GWs is hundred
times the number of attached UEs.

Fig. A.15 presents the overall signalling load in the accessnetworks and transport net-
work in function of the number of GWs in terms of signalling data rate ([Mbps]). In the
ANs, asM increases the performance ratio of UFA HIP compared to E-E HIP is growing
from 35− 39% to 47%, depending on the scenario.

In terms of data rate in the core transport network, UFA HIP causes less network load
than E-E HIP whenM is lower than[1E+02, 1E+04]. For increasing values ofM , the ratio
of data rates increases to760%.

We can see that UFA HIP performs worse regarding the load of the core transport network
whenM reaches a higher value than a certain value from the interval[1E+02, 1E+04].
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(a) Scenario 1, AN (b) Scenario 1, TN

Figure A.15: Overall signalling data rate in the ANs and TN infunction of the number of
GWs (M ).

The maximum value ofM , where UFA HIP performs better than E-E HIP, depends on
the scenario. The results show that too much distribution has a negative effect on the perfor-
mance gains of UFA HIP, mainly appearing in the core transport network and at the RVS,
and has a small negative influence on the access network load.The load of the core trans-
port network is the most relevant among these issues. Therefore, core transport network load
should be considered during the selection of distribution level of UFA HIP. The minimum
value ofM should be determined mainly based on the maximum allowable GW load.

(a) Scenario 1, UE, E-E (b) Scenario 1, RVS, E-E and UFA

Figure A.16: CPU load at the UE and RVS in function ofTUAL andTKEY.

Fig. A.16 presents the mean CPU load of the UE and RVS caused by HIP signalling under
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increasing rekeying lifetime (TKEY = 3h..1 day) and different unused association lifetime
values (TUAL = {0, 5, 15, 60,∞} min). By increasing the value ofTUAL , the SA periods
become longer. This leads to the reduction of overall BEX ratein the system. On the other
hand, longer SA periods increase the number of rekeyings as well. Hence, the influence of
TUAL andTKEY on the overall performance seems to be an interesting optimization question.

In the intervals taken into consideration, the influence of both parameters is however
very small on the UE load. A very small reduction of CPU load canbe seen whenTUAL is
set to higher values. In E-E HIP architecture (Fig. A.16a), if TUAL → ∞ then the CPU load
of the UE caused by BEX procedures becomes0 because in steady state the UEs have an
established SA pair with all possible HIP peers. However, inthis case the load of rekeying
and location updates will become very high, particularly whenTKEY is low andγ is high.

If TUAL = 1 h then the CPU load of the UE is∼ 0.15 (approximately0.15) ms in case
of E-E HIP. In UFA HIP the same performance indicator is∼ 35% of that of E-E HIP.TKEY

has very small influence on the performance ratio in the considered interval.
TKEY may have strong influence on the load of RVS in case of E-E HIP because every UE

has an SA pair with the RVS. In UFA HIP only the GWs have SA pairs with the RVS. This
means hundred times more SA pairs to rekey in E-E HIP, assuming our input parameters. The
ratio between the load of RVS in case of UFA HIP compared to E-EHIP hence is mainly
influenced by the changes of load in E-E HIP, and increases from 18% (or 71% in Scenario
2) to36% (or 98% in Scenario 2). Fig. A.16b illustrates this ratio in case of Scenario 1.

(a) Scenario 1, AN (b) Scenario 1, TN

Figure A.17: Overall mean signalling data rate in the ANs andTN in function ofTKEY and
TUAL .

Fig. A.17a presents the overall mean data rate in all access networks caused by HIP
signalling under increasing rekeying lifetime and different unused association lifetime values
in E-E HIP in case of Scenario 1, and highlights the ratio of UFA HIP (∼ 39%). The
same conclusions hold as for the load of the UE. These runningparameters have very small
influence on the load of the ANs. The different values ofTUAL cause noticeable variation in
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the overall signalling data rate only in case of Scenario 4, however in that case the lifetimes
are set to very low values that should not happen in practice.

Fig. A.17b presents the overall mean data rate in the core transport network caused by
HIP signalling under running rekeying lifetime and different unused association lifetime val-
ues in E-E HIP. The influence ofTUAL is small on the performance overhead. The influence
of TKEY is very small whenTKEY > 3 h. However, forTKEY < 3 h, the performance over-
head increases suddenly. The influence ofTKEY andTUAL is small on the signalling data rate
in the core transport network. Depending on the scenario, ifTUAL = 1 h, the performance
ratio (UFA:E-E) is between1.4 and4.6.

(a) UE (b) GW

Figure A.18: Mean number of HIP Host Associations and IPsec SAs in the UE and GW.

The number of HAs and SAs stored in the UE and GW are also shown in Fig. A.18
under increasing unused association lifetime values (TUAL = [300..1E10]s). These plots
represent Scenario 1, but all scenarios show similar results. The number of states converge
to a maximum value that is related with the number of all possible peers of UE, GW or RVS.

One SA pair means two SA database entries. In case of UFA HIP the UE has one SA
pair with the GW. In case of E-E HIP, the number of SA pairs increases asTUAL grows. The
maximum number of SA pairs equals with the number of UEs. Additionally, each UE has
one more SA pair with the RVS. The number of HAs is the same in both architectures. As
the value ofTUAL increases, the number of HA entries increases in the UE. The maximum
value of HA entries in an UE equals with the number of all possible peer UEs and the RVS.

The GW has to store HA entries for all direct and delegated HAs. All CNs of the dele-
gated UEs establish HAs with the delegate of the UE, i.e., theserving GW. In our network
model,100 UEs are served by a GW, each having maximum1E+06− 1 peers.

The mean CPU load in the UE is also investigated in Fig. A.19 under running dele-
gation lifetime (TDEL = 5..60 min) and different maximum delegation chain length val-
ues (L = {1, 2, 3, 10}). These two parameters highly influence the mean length of del-
egation chain of an UE at its serving GW at a given instant. This in turn influences the
number and size of packets in mandated update procedures. The delegation lifetime be-
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(a) Scenario 1 (b) Scenario 2

Figure A.19: CPU load in the UE in function of the maximum length of delegation chain (L)
andTDEL.

tween GWs is taken into consideration separately form delegation lifetime between UEs and
GWs, assuming that GWs might trust each other better (or in a different way) than the UEs
(TDELgw = TDEL or 1 week).

As L is increasing, the CPU load at the UE is slightly growing. The influence ofL is
mainly visible in the high mobility scenario (Scenario 2). If L = 3 then the performance ratio
between UFA and E-E HIP decreases from[0.7, 0.9] to 0.4 asTDEL is increasing, depending
on the scenario.

(a) Scenario 1 (b) Scenario 2

Figure A.20: CPU load in the GW in function of the maximum length of delegation chain
(L) andTDEL.

Fig. A.20 shows the mean CPU load in a GW caused by HIP signalling under increas-
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ing delegation lifetime (TDEL = 5..60 min) and different maximum delegation chain length
values (L = {1, 2, 3, 10}). The figures show two cases for the delegation lifetime between
the GWs,TDELgw = TDEL or 1 day. The cases whereTDELgw is set to a constant high value (1
day) perform slightly better than those whereTDELgw = TDEL. The influence of the value of
L is small on the load of GW, the differences betweenL = 1 andL = 10 are visible mainly
in the high mobility scenario (Scenario 2). The influence ofTDEL value is high below1000
sec.

(a) Scenario 1 (b) Scenario 2

Figure A.21: Overall signalling data rate in the ANs in function of the maximum length of
delegation chain (L) andTDEL.

Fig. A.21 shows the overall mean data rate in the access networks caused by HIP sig-
nalling under increasing delegation lifetime (TDEL = 5..60 min) and different maximum
delegation chain length values (L = {1, 2, 3, 10}). At TDEL = 1 h, the ratio between UFA
and E-E HIP is45% and42% for L = 1 andL = 10, respectively. The load of the ANs is
slightly increased by higherL values. The load of the ANs is decreasing whenTDEL is in-
creasing.TDEL < 1000 sec has a drastic effect because for smaller values the load of the ANs
grows suddenly.

Fig. A.22 shows the overall mean data rate in the core transport networks caused by HIP
signalling under increasing delegation lifetime (TDEL = 5..60 min) and different maximum
delegation chain length values (L = {1, 2, 3, 4, 5, 10}).

The influence ofL andTDEL is small in the considered intervals. AsTDEL grows, that
enables the development of longer delegation chains, whichmeans more update messages
within the mandated update procedures. This causes the steps in the plots of Scenario 2 for
L = {4, 5, 10}. Depending on the scenario, different ratios (i.e.,[1.4, 4.7] for L = 3) of
signalling data rates are achieved in UFA HIP compared to E-EHIP.

The same key performance indicators are analysed under increasing RVS lifetime (TRVS =
[5 min..1 day]). Fig. A.23 shows the signalling load of access and transport networks in case
of Scenario 1. In case of UFA HIP the load of the network remains constant in the consid-
ered interval ofTRVS. In E-E HIP architecture forTRVS lower than5000 sec, the load of the
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(a) Scenario 1 (b) Scenario 2

Figure A.22: Overall signalling data rate in the core transport network in function of the
maximum length of delegation chain (L) andTDEL.

(a) core transport (b) ANs

Figure A.23: Signalling load of the network segments in function of TRVS.

RVS, the ANs and the core transport network are heavily influenced byTRVS. Hence,TRVS

should be set to an enough high value during network configuration.



Appendix B

Background for the evaluation of the
performance overheads of L3 security
control in mobile IP networks

B.1 Summary of MIPv6 and IKEv2 signaling schemes

B.1.1 Mobile IPv6 handover execution scheme

The main signaling protocol steps triggered by a movement ofa mobile node (MN) to a new
IP-domain are illustrated in Fig. B.1.
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Figure B.1: MIPv6 signaling when the MN moves to a foreign IP-domain.

B.1.1.1 Home registration

The home registration consists of a Binding Update (BU) and Binding Acknowledgment
(BA) message exchange between the MN and the HA. This is needed for basic mobility
support.

155
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The standard recommends the usage of IPsec extension headers and the Encapsulating
Security Protocol (ESP) protocol in transport mode to protect the MIPv6 signaling between
the MN and the Home Agent (HA). It must use at least a non-null authentication algorithm
which provides data origin authentication, connectionless integrity and optional anti-replay
protection. The MN and HA must establish two SAs, one in each direction. The key man-
agement for the SAs can be done in the following ways: (1) static key distribution: keys are
distributed off-line, for each MN-HA relation. This must besupported. If Internet Key Ex-
change protocol version 1 (IKEv1) is used with pre-shared authentication key, then it must
be used in aggressive mode. (2) Internet Key Exchange (IKEv2): dynamic key management
may also be supported, in a way as described in [130].

B.1.1.2 Route Optimization

MIPv6 supports route optimization (RO) to bypass the HA-MN tunnel and to make a direct
communication between the MN and the CN. To achieve this, the CNtakes part in mobility
management, i.e., it registers routing exceptions for the MN to source route the packets
sent originally to the Home Address (HoA) to the Care-of-Address (CoA). The routing
exceptions are stored in the binding cache of the CN for a shortlife-time.

In order to countermeasure the threats regarding and originating from malicious binding
updates, the binding update procedure must be protected. Infact, the MN has to provide
correct authorization data in the BU, which can be obtained via the Return Routability (RR)
procedure.

The RR is run before sending the BU to the CN, resulting in in the generation of binding
management key (Kbm) at the MN and CN. The key is then used to generate an HMAC
code, i.e., HMAC_SHA1, for the authentication and integrityverification of BUs sent by the
MN. The HMAC is sent within the BU, and checked by the CN. After successful verification
a Binding Acknowledgment (BA) is sent back to the MN, and the Binding Cache Entry is
created in the CN.

Return Routability procedure. The RR procedure gives assurance to the CN that the right
MN is sending a BU. The RR checks that the locator (i.e, CoA) where the Binding Update
comes from is really possessed by the claiming identity (i.e., HoA). RR does not protect
against on-the-path attackers. The elements of RR are the following:

• Secret key of the CN (Kcn): it is used internally by the CN to produce nonces for the
MN.

• Nonces: fresh nonces are generated in given intervals by theCN. Nonces are stored
locally and internally by the CN. The CN also maintains indicesfor the nonces, and
send these indices within the “test” messages. The MN sends back the indexes in the
replies. Nonce indices are for indicating cases when the CN refreshes nonce and still
gets messages having HMAC signature calculated with previous nonces. Nonces and
nonce indices change also when the CN refreshes Kcn.

• Keygen tokens: the CN generate two keygen tokens based on Kcn and the fresh nonce.
It uses a HMAC_SHA1 algorithm to compute them. The keygen tokens do not have
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to be stored locally in the CN, because they can be recalculated when needed. The
keygen tokens are sent in two different ways, i.e., directlyand indirectly through the
HA to the MN. If the MN receives them, it can generate the Binding Management Key
(Kbm) used to authenticate the Binding Update.

• Cookies: The home init cookie is sent by the MN to CN in Home Test Init. The care-of
init cookie is sent in the Care-of test init message from the MNto the CN. Cookies
ensure that parties, who have not seen the requests from the MN, can not spoof replies
to the MN. Aim of RR procedure is that the CN obtain some assurance about that the
MN is addressable with its CoA and HoA. It accepts BU only at this case. Instructs
the CN to direct it traffic from HA to CN directly. The RR tests whether the Home
Test and Care-of Test messages, addressed to the CoA and HoA arefinally routed to
the same MN. MN must give the proof to have received the tokensin the two parallel
messages. The MN has to combine the two tokens into one Kbm, and use Kbm to sign
the BU.

B.1.2 IKEv2

IKEv2 performs SA negotiation, rekeying, and mutual authentication between two peers. In
this paper, we focus on its use in the context of MIPv6 signaling, as further described below.

B.1.2.1 IKEv2 in a Mobile IP Environment

In a mobile IP environment the IP address of the MN can not be used as an identifier since
it may change. The migration of SAs between multiple IP addresses must be solved. More-
over, mobile service providers aim to authenticate the users instead of their devices, and they
intend to move the role of authentication from the HA to an Authentication, Authorization
and Accounting server (AAA). IKEv2 supports carrying of Extensible Authentication Proto-
col (EAP) methods that adapts well to these requirements. Itcarries authentication methods
that may require the interaction of the trusted user where the user may be authenticated based
on the identifier of the selected authentication method (e.g., the EAP identifier for EAP-MD5
or certificate information in case of certificate-based EAP-TLS). Another difference of the
mobile scenario compared to traditional static topologiesis that while in a traditional sce-
nario the main role of IKEv2 is to authenticate the peers once(at least once per day [131] ),
and then negotiate and rekey more often the SAs (at least every 8 hours for IPsec SAs [131]
), now the IKEv2 reauthentication of the users becomes more important for the providers.
RFC 4478 [65] recommends an IKEv2 reauthentication lifetimebetween five minutes and
one day. We suppose that for mobile service authorization (MSA), the HA would require
reauthentication of the user using a reauthentication lifetime of maximum eight hours and
that IKEv2 reauthentication always anticipates SA rekeying. Consequently, we did not in-
clude separate SA rekeying processes (i.e., CREATE_CHILD_SA)in our analysis.

B.1.2.2 IKEv2 Negotiation Process

Figure B.2 presents the IKEv2 negotiation process that we analyzed in Section 3.2. The
first two blocks, i.e., IKE_SA_INIT and IKE_AUTH, are responsible for the key agreement
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HA MSA-AAAMN

HDR, N(COOKIE), SAi1, KEi1, Ni
HDR, SAr1, KEr, Nr

HDR, SK{IDi, CERTREQ, SAi2,TSi2, 

TSr2, [N(USE_TRANSPORT_MODE)]}

HDR, SK{IDr, CERT, AUTH, 

EAP-req TLS-start}

DAR(EAP-res Identity)

DAC(EAP-req TLS-start)

HDR, SK{EAP-res(TLS-1)} DAR(EAP-res(TLS-1))

DAC(EAP-req#1(TLS-2,3,4,5,6))HDR, SK{EAP-req#1(TLS-2,3,4,5,6)}

HDR, SK{EAP-res} DAR(EAP-res)

DAC(EAP-req#2(TLS-2,3,4,5,6))

HDR, SK{EAP-res} DAR(EAP-res)

DAC(EAP-req#3(TLS-2,3,4,5,6))

HDR, SK{EAP-res#1(TLS-7,8,9,10,11)} DAR(EAP-res#1(TLS-7,8,9,10,11))

HDR, SK{EAP-req#2(TLS-2,3,4,5,6)}

HDR, SK{EAP-req#3(TLS-2,3,4,5,6)}

DAC(EAP-req)HDR, SK{EAP-req}

HDR, SK{EAP-res#2(TLS-7,8,9,10,11)} DAR(EAP-res#2(TLS-7,8,9,10,11))

DAC(EAP-req(TLS-12,13))HDR, SK{EAP-req(TLS-12,13)}

HDR, SK{EAP-res} DAR(EAP-res)

HDR, SK{AUTH}

HDR, SK{N(AUTH_LIFETIME), AUTH, SAr2, 

TSi2, TSr2, [N(USE_TRANSPORT_MODE)]}

DAA(EAP-success, MSK)HDR, SK{EAP-success}

HDR, SK{[N(USE_TRANSPORT_MODE)], 

SAi3,Ni,TSi3,TSr3}

HDR, SK{[N(USE_TRANSPORT_MODE)], 

SAr3,Nr,TSi3,TSr3}

HDR, SAi1, KEi1, Ni
HDR, N(COOKIE)

HDR, SK{D(PROTO_ESP, SPI_values)}

HDR, SK{D(PROTO_ESP, SPI_values)}
HDR, SK{D(PROTO_IKE, SPI_value)}
HDR, SK{D(PROTO_IKE, SPI_value)}
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Notations:

EAP-req#{no.}: EAP fragment

TLS-1: Client Hello

TLS-2: Server Hello

TLS-3: Certificate

TLS-4: Server Key Exchange

TLS-5: Certificate Request

TLS-6: Server Hello Done

TLS-7: Certificate

TLS-8: Client Key Exchange

TLS-9: Certificate Verify

TLS-10: Change Cipher Spec

TLS-11: Finished

TLS-12: Change Cipher Spec

TLS-13: Finished

Figure B.2: IKEv2 (re)authentication with EAP-TLS, SA generation and deletion

and derivation of session keys, authentication of the IKEv2peers (MN and HA) and the
AAA server, and the negotiation of one IPsec SA pair. The third block may be present if
another IPsec SA pair must be created based on the selected MIPv6 protection policy. The
fourth block, i.e., INFORMATIONAL, performs the deletion ofold IPsec and IKEv2 SA
pairs when the new SAs have been established after an IKEv2 reauthentication. We assume
the use of a TLS authentication method that applies DHE key agreement with RSA signed
certificates at both sides.



Appendix C

Background for the suitability analysis of
signaling schemes in Mobile IP networks

C.1 Message numbers of UFA HIP and PMIP procedures

Table C.1 the number of signaling messages of different control procedures in UFA applica-
tion scenarios.

C.2 Calculation details of the suitability analysis of HIP
and IKEv2-based authentication schemes

C.2.1 Criteria tree

Figure C.1 illustrates the criteria for the suitability analysis of HIP and IKEv2-based authen-
tication schemes.

C.2.2 Criteria weight definition functions

This part describes how to define the weights of each branch ofthe criteria tree. The final
criteria weights can be calculated by multiplying the weights of the branches on the path
from the root to the leaf-criteria.

C.2.2.1 Direct weight assignment

Direct weight assignment should be used when few (e.g., 2 to 4) criteria fall under one branch
of the criteria tree. In that case decision makers assign importance values to the criteria and
the criteria weights are calculated using sum normalization. (C.1) describes the calculation
of criteria weights.

cnormi =
D∑

d=1

Pd∑D
j=1 Pj

·
Ci,d∑M
i=1 Ci,d

(C.1)
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Table C.1: Number of signaling messages.
Network part 1.1 1.2 2.1 2.2 3.1 3.2

Messages causing service interruption delay
dL2,conf 1 1 1 1 1 1
I,VII 3 3 10 10 3 3
II,VI 0 2 3 5 0 2
III 2 2 2 2 2 2
IV 0 0 3 3 0 0
V 0 0 0 0 0 0
Average number of messages for one L2/L3 (re-)attachment
dL2,conf 1 1 1 1 1 1
I,VII 25 28 27 29 27 29
II,VI 14 14 16 16 16 16
III 10 10 10 10 10 10
IV 0 0 0 0 0 0
V 2 0 8 6 8 6
Average number of messages for one session establishment
dL2,conf 0 0 0 0 0 0
I,VII 10 4 13 7 13 7
II,VI 2 0 5 3 5 3
III 0 0 0 0 0 0
IV 5 2 6 3 6 3
V 0 0 0 0 0 0
Average number of messages for one handover preparation
dL2,conf 1 1 1 1 1 1
I,VII 19 13 26 20 25 19
II,VI 8 7 11 10 14 13
III 17 9 17 9 16 8
IV 6 0 9 3 6 0
V 0 0 0 0 0 0

Messages causing handover preparation delay
dL2,conf 0 0 0 0 0 0
I,VII 12 6 12 6 17 11
II,VI 8 5 8 5 14 11
III 13 5 13 5 12 4
IV 6 0 6 0 6 0
V 0 0 0 0 0 0
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Extra functionalities, 0.2070

Minimize the effects of IP change
(due to mobility, renumbering etc)0.3765

May support multipath communication
(dynamic registration of interfaces and IP addresses)

0.3707

May support the QoS management of
 signaling and data traffic

0.2528

Minimize deployment cost, 0.2785

Minimize changes in the UE

0.2447
Minimize changes in the core network

0.1455

Minimize changes in the gateway0.1098

Minimize configuration in the UE
0.2447

Minimize configuration in the core network

0.1455

Minimize configuration in the gateway

0.1098

Minimize performance cost, 0.2070

Minimize computational cost on the 

0.2231

Minimize memory consumption on the 0.1011

Minimize real-time service interruption
due to full re-authentication

0.4927

Minimize the number of control packets in the

0.1831

UE
0.5782

GW0.2444

AAA server
0.1775

UE0.4769

GW
0.2599

AAA server

0.2633

RAN and backhaul network0.6529

aggregation and core network

0.3471

High security, 0.3075

Must support mutual authentication

0.1119
Must protect the GW against DoS attack

0.1236
Must resist MiTM attacks

0.1119
Must resist replay attacks

0.1119

Must protect data traffic0.0918

Must protect signaling traffic
0.1014

Should support perfect forward secrecy

0.0918

May support non-repudiation of attachment

0.0753

May protect host identity

0.0682

May protect user identity (IMSI)

0.1119

Figure C.1: Criteria tree used for ranking the authenticationmethods.
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cnormi is the local criterion weight for the given branch of the criteria tree.Pd is the impor-
tance of the decision maker, and can be any non-negative realnumber.Ci,d is the importance
of the criterion assigned by decision makerd, and can be any non-negative real number.D is
the number of decision makers.M is the number of criteria branching from the same parent
criterion.

C.2.2.2 Logarithmic difference based weight assignment

When the number of criteria belonging to the same parent criterion is high, direct local
weight assignment becomes difficult. In this case it is simpler for the decision maker to make
pairwise comparisons of the criteria and calculate the finalweights based on the pairwise
preference values.

Logarithmic difference assignment is one possible way to make pair-wise comparison.
In this case a difference∆i,j,d between criteriai andj is assigned by decision makerd to
each pair of criteria under the same branching. (C.2) gives the subjective preference ratio
ri,j,d calculated from the difference values:

ri,j,d = 2γd·∆i,j,d (C.2)

2γd is the progression factor of the geometrical scale.γd typically falls under the interval
[0.5, 3]. If e.g., γd = 1, then∆i,j,d = 1, ∆i,j,d = 0, ∆i,j,d = −1 mean that criterioni is
twice more important, has the same importance or half important than criterionj, respec-
tively. Changing the progression factor may change the granularity of steps in the pairwise
preference ratio values.

Local criteria weights for a branching are calculated using(C.3).

ci =
D∏

d=1

M∏

j=1

2
γd·∆i,j,d·pd

M (
M∑

k=1

D∏

d=1

M∏

j=1

2
γd·∆k,j,d·pd

M )−1 (C.3)

ci is the local criterion weight for the given branch of the criteria tree.pd is the weight of the
decision maker d, and can be any non-negative real number.∆i,j,d is the relative difference
between criteriai andj assigned by decision makerd. γd is the exponent of the progression
factor of the geometric scale that influences the subjectivepreference ratios.D is the number
of decision makers.M is the number of criteria falling under the given branch of criteria tree.

C.2.3 Grade assignment functions

The grade assignment function for real-time service interruption delay is specified by (C.4).

g(Pj) =





4 Pj ≤ 50ms
3 50ms < Pj ≤ 100ms
2 100ms < Pj ≤ 150ms
1 150ms < Pj ≤ 300ms
0 Pj > 300ms

(C.4)

Pj is the authentication delay of the method. The constraints are the packet delay budgets
specified by TS 23.203 [70] for different guaranteed bit-rate (GBR) service types:50ms
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for real-time gaming,100ms for conversational voice,150ms for live (interactive) video
streaming,300ms for buffered video streaming. For higher than 300ms authentication delay,
it is impossible to guarantee seamless service continuity for real-time GBR services when
break-before-make inter-GW handover occurs. Hence, the methods falling into this interval
obtain zero grade in use cases where GBR services are present.

(C.5), (C.6) and (C.7) specify lower-the-better type grade assignment function applied in
case of comparing the alternatives to EAP-AKA.

b =
Pr

2γi·Ll
(C.5)

f(x) =





0, if 0 ≤ x < b⌈
Ll + Lr +

1
γi
· log2(

x
Pr·2γi·Lr

)
⌉

,

if b ≤ x < Pr · 2
γi·Lr

Ll + Lr, if x ≥ Pr · 2
γi·Lr

(C.6)

g(Pi,j) = |f(Pi,j)− (Ll + Lr)| (C.7)

Parameters:Pi,j is the performance of alternativej under criterioni. 2γi is the progression
factor of the geometrical scale for criterioni. Pr is the performance value of the reference
alternative. Using these functions the obtained grades will fall in the interval of integer
values[0, Ll +Lr]. The grade obtained for the reference valuePr isLr. Ll gives the number
of steps additional to the grade obtained inPr in the interval of performance values[0, Pr].
Lr gives the number of steps of the grade function in the interval (Pr,∞), additional to the
grade obtained inPr. Table C.2 summarizes the values of the parameters under our criteria
resulting from real measurements.

Table C.2: Parameters of (C.5) for different criteria.
Criterion γi Ll Lr Pr

CPU utilization on UE 1 3 2 2.48E08⋆,†

CPU utilization on GW 1 3 2 2.37E08⋆

CPU utilization on AAA 1 3 2 4.84E06⋆

Mem. utilization on UE 1 3 2 117.8 kB
Mem. utilization on GW 1 3 2 121.2 kB
Mem. utilization on AAA 1 3 2 1142 kB
Num. of pkts. in RAN, backhaul1 3 2 11

Num. of pkts. in core 1 3 2 5
⋆ measured in terms of CPU clock cycles,

† Figure C.2 illustrates this function.

(C.8) gives the grade assignment functions under the deployment criteria.

g(Pi,j) =

{
1 Pi,j = 0
0 Pi,j > 0

(C.8)

C.2.3.1 Meaning of the grades under security criteria.

Table C.3 summarizes the meaning of the grades under securitycriteria.
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Table C.3: Meaning of the grades under security criteria.
Must support mutual authentication:

0: not supported.
1: weak pre-shared key based authentication.
2: strong authentication of self-certifying HIs, but lack of identity authorization within the protocol.
3: strong mutual authentication of user identities based oncertificates or a 3GPP AKA-based procedure.

Must protect the GW against DoS attacks:
0: not supported.
1: puzzle-challenge based DoS protection. The attacker might have high computational capacities, hence
it is hard to set the good difficulty level of the puzzle. The GWhas less control on the access authorization
than in case of cookie-based authorization.
2: support of cookie-based DoS protection. The GW controls directly which peer to authorize by the
distribution of cookies.

Must resist MiTM attacks:
0: Not supported.
1: MiTM attacks are prevented by the mutual authentication of entities, the freshness and cryptographic
binding of key material to entities, symmetric-key based signature protection on control messages.

Must resist replay attacks:
0: not supported.
1: weaker resistance to replay attacks (in case of DEX). The UE does not contribute to the freshness of
the messages and key material, hence replaying R1/R2 messages results in HIP/IPsec state establishment
in the initiator.
2: both peers contribute to the freshness of the communication by selecting random nonces from a large
enough interval.

Must protect data traffic:
0: not supported.
1: all methods negotiate IPsec transport, containing encryption, integrity protection, message origin au-
thentication, and anti-replay protection.

Must protect control traffic:
0: not supported.
1: all methods provide confidentiality, integrity protection, message origin authenticity at least.

Should support perfect forward secrecy:
0: perfect forward secrecy is not provided in case of DEX, because it uses static DH key generation.
1: perfect forward secrecy is guaranteed, due to ephemeral DH key exchange, i.e., fresh DH key is
negotiated.

May support non-repudiation of attachment:
0: digital signature of the entities is not contained in the control message sequence.
1: digital signature of the host or user identities is provided using TLS certificates in IKEv2 with EAP-
TLS, or the host private key in HIP BEX. Note: non-repudiation also requires secure logging of the
control messages with safe time-stamps.

May protect HI:
0: not supported.
1: HI is sent encrypted. HIP BEX must use the BLIND privacy extension [132].

May protect user identity (IMSI):
0: not supported.
1: user identity (IMSI) is sent in an encrypted block in EAP orHIP control messages.
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Figure C.2: Performance grade assignment for the UE side under computational cost crite-
rion.

C.2.4 Calculation of the terminal scores

(C.9), (C.10) and (C.11) describe the calculation of the terminal scores of the methods under
each criterion.

t
(1)
j =

M∏

i=1

N∏

k=1





2
γi(vi,j−vi,k)ci

mi ,
if {vi,j , vi,k} ∈ Ga

1,
if vi,j ∈ Ga & vi,k ∈ Gr

0,
if vi,j ∈ Gr

, j=1..N

(C.9)

mi =





1 , if |{j|vi,j ∈ Ga}| = 0
|{j|vi,j ∈ Ga}| , otherwise

, i=1..M

(C.10)

t
(2)
j =

∏M
i=1 t

ci
i,j , j=1..N (C.11)

i is the index of criteria under the same parent criterion.j is the index of different alternatives
to rank, i.e., the authentication methods.M is the number of criteria under the same parent
criterion. N is number of alternatives.ci is the local weight of a criterion within a selected
branch of the criteria tree.mi is the number of alternatives that obtained enough good grades
under criterioni so that these alternatives should not be rejected. If every grade is acceptable
under criterioni, thenmi = M . vi,j or vi,k is the grade of alternativej or k under criterion
i. Ga is the set of acceptable grades.Gr is the set of grades leading to the rejection of the
alternatives.ti,j is the terminal score of alternativej under criterioni. t

(1)
j is the terminal
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score of alternativej under a criterion where the sub-criteria are the leaves of the criterion
tree, i.e., under the sub-criteria grades had been assignedto the methods.t(2)j is a generic
expression to calculate the terminal score of alternativej under a criterion that is the parent
of other criteria.

C.3 Experts participating in the criteria weight definition

In the suitability analysis of signaling schemes for the Ultra Flat Architecture (Section 4.3)
the following five persons contributed to the definition of weights, independently:

• Philippe Herbelin, R&D strategic manager, France Telecom Orange Labs,

• Khadija Daoud, mobile network architect, France Telecom Orange Labs

• Pedro Neves, researcher, Portugal Telecom Innovacao in theBroadband Networks
group,

• László Bokor, engineer, Mobile Innovation Centre

• Zoltán Faigl, engineer, Mobile Innovation Centre

The weights of the decision makers were different dependingon the criteria types to be com-
pared. In most of the cases Philippe Herbelin got the highestweight, e.g., 15 or 10, and the
others got lower weight, e.g., 5. The experts expressed their preferences using either direct
weight assignment, when less than 4 criteria had to be compared, or pairwise comparison of
criteria using logarithmic differences, when more than 3 criteria had to be compared. When
logarithmic differences had to be determined by the experts, the implication of the possible
values on the performance ratios was preliminary explainedto them.

In the suitability analysis of new authentication schemes for future 3GPP EPC (Sec-
tion 4.4) the following persons were asked:

• Jose Costa-Requena, Senior research manager, Aalto University.

• Philippe Herbelin, R&D strategic manager, France Telecom Orange Labs.

• Andrei Gurtov, Principal scientist, Aalto University.

• Sándor Imre, DSc, full professor, Department of Networked Systems and Services.

• Zoltán Faigl, engineer, Mobile Innovation Centre.

• László Bokor, engineer, Mobile Innovation Centre.

• Jani Pellika, engineer, Centre of Wireless Communications, University of Oulu.

In this analysis all experts had the same weight. They were interviewed about their choices,
and their opinion was summarized in Section 5 of [J6].

The usability aspects of the results coming from the suitability analysis are discussed in
Section 6.2.
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Mathematical background for the
evaluation of ranking aggregation
techniques

D.1 Measures of bivariate relationships between random
variables

If both variables are on interval scale and there is no distinction between dependent and in-
dependent variable, the Pearson product-moment correlation coefficient (Pearson’sr) is used
to measure the strength of relationship between them.r is 0, 1 or -1 in case of independence,
total positive and total negative correlation, respectively. Pearson correlation is unduly influ-
enced by outliers, unequal variances, non-normality, and non-linearity.

In order to describe the association between categorical (nominal or ordinal) variables,
the contingency table must be introduced. In case of two variables, the rows and columns
of the contingency table refer to the different categories of the variables. The cells of the
table include the common occurrences or frequencies of the values of the two variables.
The contingency table can be used to test the independence ofthe variables and to create
association measures. If the variables are independent then the frequency value in a cell
should be the product of the marginal frequencies of the two variables.

In our work we used two kind of variables for each ranking aggregation method. Dichoto-
mous variables were defined to indicate whether a specific alternative wins or not. Ordinal
variables were introduced to indicate the rank of the specific alternative. Table D.1 illustrates
these contingency tables.

When the variables are categorical, Pearson’s Chi-square (χ2) test can be used to de-
cide whether the variables are independent. LetR1 andR2 be categorical variables giving
the rank of a specific alternative resulted by ranking aggregation method 1 and 2. Let us
haven observations of (R1,R2) tuples.wij denotes the observed counts of joint categorical
responses,n indicates the number of observations.pij is the expected probability of the re-
sponse calculated from the marginal observed frequencies.Let Oi+ (andO+j) denote the
column sums (and row sums) of the contingency table.pij is calculated asOi+ =

∑J
j=1 wij,

O+j =
∑I

i=1 wij, pij =
Oi+

n
· O+j

n
. Eij denotes the expected counts in celli, j in case of in-
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Table D.1: Contingency tables including the number of occurrences of joint (a) winning
indicators or (b) ranks of a specific alternative. The row andcolumn indexes indicate the
different categories given by each ranking aggregation method.

0 1
0 110 3
1 2 422

(a)

1 2 3
1 53 7 0
2 5 44 3
3 0 2 42

(b)

dependence ofR1 andR2, or in case of homogeneity of their distributions, therefore can be
calculated asEij = npij. The Chi-square statistic is defined as

χ2 =
I∑

i=1

J∑

j=1

(wij − Eij)
2

Eij

. (D.1)

If the χ2 statistic is zero or near zero, then the variables are independent. On the other
hand, the higher is its value, the greater is the association. The maximal value of theχ2 test
function depends on the number of samples and the degree of freedom of the possible vari-
ations. Therefore other association measures have been derived fromχ2 statistics, which
intend to narrow down the possible values in the interval[0, 1], to obtain a metric similar to
the correlation between numerical variables. Such association measures are theφ coefficient,
Pearson’sC (or contingency) (denoted byCo) and the Cramer’sV coefficient. A more com-
plex association measure for nominal variables is the Cohen’sκ coefficient, which measures
inter-rater agreement by examining the level of concordance of variables referred to the case
of independence. These coefficients are calculated as

φ =

√
χ2

n
(D.2)

Co =

√
χ2

χ2 + n
(D.3)

V =

√
χ2

n(b− 1)
(D.4)

κ =

∑n
i=1 Oii −

∑
i = 1nEii

n−
∑

i = 1nEii

. (D.5)

b indicates the minimum of the dimensions of the contingency table (the minimum of the
sizes of the codomains ofR1 andR2).

If the value of these coefficients is0 then the variables are independent, and the greater is
the value, the stronger is the association between the variables.φ can be greater than1 if one
of the dimensions of the contingency table is greater than 2.V can never be higher than1.
Co can never reach1. κ measures the difference of the expected and observed countsin the
diagonal of the contingency table, i.e., when the raters agree. For interpretation ofκ, Landis
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and Koch [133] characterized the values< 0 as no agreement,0− 0.2 as slight,0.2− 0.4 as
fair, 0.4− 0.6 as moderate,0.6− 0.8 as substantial, and[0.8, 1] as almost perfect agreement.

If both variables(R1, R2) are on ordinal scale and there is no distinction between de-
pendent and independent variables, then the following measures can also be used. A similar
measure to Pearson’sr is Spearman’s Rho (ρ) rank correlation coefficient.ρ is calculated
by applying the Pearson correlation formula to the ranks of the data rather than to the actual
data values themselves (i.e., terminal scores in our case).In so doing, many of the distortions
that plague the Pearson correlation are reduced considerably.

ρ =

∑n
i=1(R1,i − R̄1)(R2,i − R̄2)√∑n

i=1(R1,i − R̄1)2
∑n

i=1(R2,i − R̄2)2
(D.6)

ρ is +1, if there is a perfect agreement,−1 if there is a complete disagreement between the
two sets of ranks, and is near0 in case of independence.

Let denote by(R1,i, R2,i) and (R1,j, R2,j) two observations, wherei and j denote the
index of the observation. Now let us examine all possible pairs of observations in the follow-
ing. Fromn observations, there are

(
n
2

)
combinations of pairs of observations. The relation-

ship betweenR1 andR2 can be the following in terms of monotonicity. If (R1,i > R1,j and
R2,i > R2,j), or (R1,i < R1,j andR2,i < R2,j) is true then the two ranking methods are con-
cordant, i.e., the ordering preference of the compared methods is congruent. If (R1,i > R1,j

andR2,i < R2,j), or (R1,i < R1,j andR2,i > R2,j) is true then the relationship between
R1 andR2 is discordant, i.e., there is disagreement between the ordering preferences of the
methods. The pair is called tied inR1 (orR2) if the two observations are equal inR1 (orR2,
respectively), but they are different inR2 (or R1, respectively). By counting the number of
pairs that are concordant (denoted byP ), discordant (denoted byQ), tied inR1 (denoted by
Z1) and tied inR2 (denoted byZ2), the strength of monotonicity between the two ranking
methods can be defined. Goodman-Kruskal’s Gamma (Γ), Somer’s D (DR1|R2 andDR2|R1),
Kendall’s Tau a (τa), Tau b (τb) or Tau c (τc) apply the approach of counting concordant,
discordant and optionally the tied pairs. These measures are calculated as

Γ =
P −Q

P +Q
(D.7)

DR1|R2 =
P −Q

P +Q+ Z1

(D.8)

DR2|R1 =
P −Q

P +Q+ Z2

(D.9)

τa =
P −Q(

n
2

) (D.10)

τb =
P −Q√

(P +Q+ Z1)(P +Q+ Z2)
(D.11)

τc =(P −Q)
2b

n2(b− 1)
. (D.12)

All fall in the interval [−1, 1]. WhenR1 andR2 are independent thenΓ is 0. Γ = 0 does
not necessarily mean the independence of variables becauseit is 0 in any case whenP = Q.
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Γ only counts the observation pairs showing monotonic relationship (concordant and discor-
dant), and shows that how much greater is the probability of concordant pairs over discordant
pairs.D is an asymmetric measure.DR1|R2 asks that whenever there is difference between
the ranks given by the second method (i.e.,R2,i 6= R2,j), how much does it influence the
monotonicity of the decisions.τa shows that how much greater is the probability of con-
cordant pairs over discordant pairs when we take into consideration all possible observation
pairs. τb is the geometrical mean of two asymmetricD, i.e., τb =

√
(DR1|R2 · DR2|R1). It

should be used when the direction of causation betweenR1 andR2 is unknown. It can reach
+1 or −1 only when the two dimensions of the contingency table are equal. τb equals 0 un-
der statistical independence for both square and non-square tables.τc is a variant ofτb for
larger tables. It equals the excess of concordant over discordant pairs, multiplied by a term
representing an adjustment for the size of the table.

D.2 Methodology of hierarchical clustering

Hierarchical clustering [134] groups data over a variety ofscales by creating a cluster tree.
It has three main steps: generation of dissimilarity matrix, generation of hierarchical binary
cluster tree or dendrogram, and division of objects to clusters.

First, we must find the dissimilarities between every pair ofobjects in the data set. Given
a matrix of sizen× 2 containing the observations of two random variables, the distance be-
tween the objects can be calculated by considering each pairof observation, i.e.,

(
n
2

)
pairs

of observations. There exist several algorithms that calculate the distance of objects, e.g.,
the Eucledian distance, Minkowski metric, Chebychev distance, etc. We notice that mono-
tonicity measures between ordinal variables apply the sameapproach, hence we can define
custom distance measures, e.g.,1− Γ, 1− τc etc.

Another type of distance calculation is when we consider only the sequence of obser-
vations instead of every combination of pairs of observations. One minus the Spearman’s
rank correlation (i.e.,1 − ρ) is such a dissimilarity measure. After calculating the distances
between each pair of objects, we get the dissimilarity matrix, which includes the distance
values in the lower triangle of a matrix of sizeK × K, whereK denotes the number of
ranking methods.

The second step of hierarchical clustering consists of the grouping of the objects into
a binary, hierarchical cluster tree. We link pairs of objects that are in close proximity into
binary clusters. As objects are paired into binary clusters, the newly formed clusters are
grouped into larger clusters until a hierarchical tree is formed. At each step of linkage those
two objects are selected which are at minimum distance. The linked objects can be be either
a simple object or one of the previously formed largest, distinct, aggregated clusters.

The distance between simple objects are given by the dissimilarity matrix, but the the
distance between two clusters, or a simple object and the cluster, must be determined in
some way. Several algorithms exist for the calculation of distances between clusters, called
cophenetic distances. These algorithms consider the distance of each possible pair of objects,
located in the first and second cluster, respectively. Such algorithms are, e.g., the unweighted
average distance, which calculates the average of the distances between the objects, shortest
(or minimum) distance, furthest (or maximum) distance.
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Hierarchical binary cluster trees can be illustrated by dendrograms, presented in Fig-
ures 5.2–5.4. In a dendrogram the horizontal axis represents the indices of the objects in the
original data set. The links between objects are represented as upside-down U-shaped lines.
The height of the U on the vertical axis indicates the distance between the objects. When ob-
jects from the original data set are linked into a binary cluster, then the height indicates the
distance of objects in the dissimilarity matrix. In case of linkage between clusters, the height
of the U-shaped line indicates the cophenetic distance.

In order to verify the accuracy of cluster tree with the original distances, the cophenetic
correlation should be used. The cophenetic correlation, denoted byrc, measures the accuracy
of the obtained cophenetic distances (heights) in the tree compared with the original distances
in the data. Let denote bydi,j the distances in the dissimilarity matrix between objectsi and
j, andhi,j the height of the link which links into one cluster the two objects.d andh indicate
the mean of these values for alli andj wherei < j ≤ K. rc is defined as

rc =

∑
i<j(di,j − d)(hi,j − h)

√∑
i<j(di,j − d)2

∑
i<j(hi,j − h)2

. (D.13)

The closer the value ofrc is to1, the more accurate is the cluster tree.
The third and last step of hierarchical clustering is the definition of distinct, well-separated

clusters for the objects based on the binary hierarchical cluster tree. Several approaches exist
for this task. One way to determine the natural cluster divisions in a data set is to compare the
height of each link in a cluster tree with the heights of neighboring links below it in the tree.
A link that has approximately the same height as the links below it indicates that there are
no distinct divisions between the objects joined at this level of the hierarchy. A link whose
height differs noticeably from the height of the links belowit indicates that the objects joined
at this level in the cluster tree are much farther apart from each other than their components
were when they were joined. Such link can indicate the borderof a natural division in a data
set. Another way is to cut the tree or dendrogram horizontally at certain height, and define as
many cluster as many vertical lines in the dendrogram were crossed by the horizontal line.
All leaves linked at or below this height form one cluster. Wecan also specify the number
of clusters we want. In that case the tree is examined top-down, and cut horizontally at that
height where desired number of clusters will be formed.
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