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Chapter 1
Introduction
There has been a great technological advancement in the IT (Information Technology) and
ICT (Information and Communications Technology) domains in the past decade. The technological advancements within IT made various impacts on industrial (physical) systems
resulting in the so-called Cyber-Physical Systems (CPS).
CPS are highly evolved feedback systems that use networking between sensing, decision making and actuation. These systems are present in numerous areas such as medical,
traffic control, automotive, energy production, robotics, etc. Beside technological advances
to process the data, industrial systems are getting interconnected to achieve higher level
functionality such as interoperability, distributed processing and loose coupling, resulting
in Collaborative Automation Systems (CAS). When systems are integrated to System-ofSystems (SoS) through the Service oriented Architecture (SoA) concept, they form Local
Automation Clouds [1]. The different system terms and their relations are visualized in
Figure 1.1. The trend of connecting components of automation systems through ICT is
achieved by IoT (Internet of Things) technologies, in which case collaborative automation is
also referred to as automation IoT.
The integration of ICT technologies (such as WSNs) in automation systems brings up a
lot of security concerns. Industrial systems have more strict safety and reliability requirements than ICT systems. These systems often fulfill (functional and human) safety critical
applications, where maintaining safety objectives is crucial. Security threats coming from
ICT technologies can impact the safety properties of the systems. Analyzing the risk of safety

Figure 1.1: System relation terminology
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violation by exploited security vulnerabilities is a new area of research [2]. Former techniques
exist for ICT systems to perform security risk analysis. There are various safety analysis
methods available for physical systems. Still, there is no standardized method working for
industrial CPS yet that considers both security and safety objectives.
Nowadays many industrial IoT applications use vision-based robotic systems. These
utilize computer vision, technologies that are just becoming mature to be used for automation
and real-time applications for positioning and navigation [3].
The first part of my dissertation focuses on modeling and analysis of security
and safety of automation IoT including designing and verifying applications. In
the second part I solve some of the problems of real-time visual localization, and
verify the solution through a concrete application I have created.
Chapter 2 of this summary presents the objectives which have motivated my research. In
Chapter 3 I detail the methodology I have applied in my research work to get novel results.
In Chapter 4 I describe the two thesis groups comprised of several theses expressing the
results of my work:
Thesis 1 is about securing automation IoT that means assuring both safety and security.
I propose a combined safety and security analysis approach for the Automation IoT domain
that is able to simplify the process.
Thesis 2 concentrates on vision guided navigation for robotic systems. I studied the
applicability of state of the art methods for mobile visual localization. I developed a mobile
localization system and shown a scalability issue of such a system, to which I presented a
solution.
Finally, Chapter 5 describes the application of the results and potential future work.
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Chapter 2
Research Objectives
My research is motivated by the new challenges introduced by the transformation of the
industrial domain due to the trends of ICT. Among these new challenges my dissertation
concentrates on identifying safety and security concerns and address some of the issues. I
start with a high-level overview to identify gaps and continue in deeper analysis, propose
and validate methods. My research also includes real application use-cases in the context.
Specifically the main objectives are the following:
• Investigate the security challenges of the automation IoT domain and provide a methodology to identify vulnerabilities;
• Provide a security assurance solution for automation IoT;
• Investigate safety and security properties of automation IoT systems, show the problems with traditional safety and security analysis methods in automation IoT, and
provide a solution;
• Analyze the security issues of an actual industrial IoT application scenario, vision-based
navigation of autonomous systems;
• Provide a comparative analysis of state of the art visual detection algorithms in the
context;
• Provide a solution for the scalability issue of visual positioning.
• Design a visual positioning system, and analyze the performance of the proposed solution;

4

Chapter 3
Methodology
My dissertation concentrates on identifying and filling gaps in Collaborative Automation
Systems using ICT technologies.
• I have defined the security requirements of the automation IoT context;
• I have performed case studies: in Thesis 1 to identify the properties of IoT automation
systems, to identify its safety critical nature and that security and safety properties
are interrelated and to determine vulnerabilities of autonomous systems;
• I have defined methods: in Thesis 1 to structure IoT automation systems for security
analysis and to combine safety and security analysis; in Thesis 2 to evaluate algorithms
for mobile visual localization and to solve their scalability issue;
• I have performed assessments: on the vulnerabilities of IoT automation systems in
general; on the vulnerabilities of the industrial usage of M2M communication and on
the vulnerabilities of vision guided robotic systems;
• I have implemented: an authentication and authorization service for IoT automation
systems and a scalable vision guided mobile localization system;
• I have verified: the operation of the authentication and authorization service in the
Arrowhead framework; the combined safety and security analysis approach in an industrial use case and the correct and scalable operation of the mobile localization system
in field tests.
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Chapter 4
New Results
4.1

Security and Safety assurance in automation IoT

Thesis 1 - I have introduced the specific safety- and security-related requirements
for the automation IoT domain. I have indentified security gaps and provided
a solution to assure security. I have provided a combined approach to perform
security and safety assessment that reduces the needed effort compared to other
solutions [C1, C2, C3, C4, A1, B1, B2, B3, B4, A2].
Assuring security is one of the main challenges for the Internet of Things. The heterogeneity of IoT raises a lot of security concerns such as how to keep privacy and maintain
trust and confidentiality. I have found that conventional ICT technologies has a huge impact on the industry and consequently IoT is taking foothold in industrial systems where
it is used to enable automation scenarios. The Internet of Things (IoT) concept is adapted
by Cyber-Physical Systems (CPS), driving industrial (automation) systems towards CyberPhysical Production Systems (CPPS). CPSS connects industrial systems and the CPS with
manufacturing optimization and automation capabilities [4].

Figure 4.1: Security requirement priorities in CPS
Automation systems have different security requirements than IT systems, expressed by
the so-called CIA objectives. These objectives are prioritized differently in ICT and Industry
as shown in Figure 4.1 [5].
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Table 4.1: Security related standards and guidebooks
Standard name
Content
ISO 27001
Information security management systems
(ISMS)
ISO 27005
Information security risk management
NIST Special Publication Guide for Conducting Risk Assessments
800-30
SAE J3061 guidebook
Cybersecurity Guidebook for Cyber-Physical
Vehicle Systems
Common Criteria (CC)
Common Criteria for Information Technology Security Evaluation
ISO/IEC 15408
Evaluation criteria for IT security
ISA/IEC 62443
Industrial Automation and Control Systems
Security
In Automation systems, as Industrial systems, safety is most important. IoT however
involves security issues that may effect the safety properties of the systems. Therefore both
needs to be considered with equal care.

4.1.1

Security issues in multi-cloud automation IoT

Thesis 1.1 - I have defined a method to perform security analysis specific for the
Automation IoT infrastructure [C1, C2].
There are numerous standards dealing with security analysis, assurance and management
topics. First I have performed an overview of these, shown in Table 4.1.
In Europe, standards of ISO are the most extensive. ISO 27005 [6] generally describes the
information security risk management process that starts with risk identification, followed
by risk analysis, risk assessment and finally, risk treatment.
The industrial sector is not aided with security standards to the same extent as the IT
domain. The ISA/IEC 62443 family of standards is being developed from the ISA 99 US
standard family jointly by ISA (International Society of Automation) and IEC (International
Electrotechnical Commission). These target Industrial Automation and Control Systems
(IACS) security.
Although there is no standardized, generally agreed layered structure for automation
IoT systems, the upcoming reference architecture models for Industry 4.0 are layered. This
supports my view that such structure is beneficial when describing security issues.
I defined the following four layered division to analyze the security of automation IoT
systems:
1. Sensors and actuators layer: refers to the security of IoT hardware elements;
2. Networking layer: refers to the security of the interconnection of IoT hardware;
3. Data processing layer: refers to the logic which receives and organizes data from IoT
hardware;
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Table 4.2: Security threats in automation IoT and their possible mitigation
Layer

Threat type

Mitigation

Sensors
and Actuators

Tampering

tamper-resistant packaging

Denial of Service

spread-spectrum techniques

Denial of Service

active firewalls, passive monitoring (probing), traffic admission control, bi-directional
link authentication

Man-in-the-Middle

encryption, authorization

Backdoor attack

properly configured firewalls on all system
entry point

Social Engineering

educating employees to security awareness

Exhaustion

traffic monitoring

Malware

malware detection

Client app.

anti-virus filtering

Communication
channel

proper authentication, authorization, integrity verification

Integrity

testing

Modifications

validation

Multi-user access

process planning and design

Data access

traceability

Networking

Data processing

Application

4. Application layer: refers to the logic that processes the data and configures the IoT
hardware.
I have surveyed various automation use-cases, performed threat analysis specific to automation IoT along with the described layers and suggested mitigation possibilities. Table 4.2
summarizes this work. I have found that securing the sensors and actuators layer is crucial
for assuring safety. There, tampering and denial of service types of attacks are most common. This latter is also present in the networking layer. I have also found that there are
vulnerabilities of wireless sensor network nodes used in IoT that cannot be solved directly,
only at higher layers due to the simplicity of these devices.
There are a handful of existing methods to analyze system security with. A number of
them are based on Threat Analysis and Risk Assessment (TARA), such as ETSI’s Threat,
Risk, Vulnerability Analysis (TVRA) [7] that is a qualitative method. I have chosen ETSI
TVRA as a starting point, because it is a simple qualitative method that is compliant to
Common Criteria, an international standard for security evaluation. The TVRA method can
determine security risk based on the likelihood and impact measures of identified threats.
For security risk assessment, I have adopted the ETSI TVRA approach with modifications
to make them more applicable to automation IoT [B1].
In this method, risk assessment determines threat criticality based on the likelihood of
exploitation, and the resulting impact. The likelihood measure depends on (i) the difficulty
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of executing a successful attack and (ii) the motivation an attacker may have behind it. The
impact of the attack is based on (i) its scale or scope that affects communication security of
the network, and (ii) the possibility of detecting and recovering from effects of the attack.
Detectability and Recoverability expresses how difficult is to detect a threat and recover
from the effects of the attack. I have changed the detectability and recoverability levels. In
the standard the levels were: low, moderate and high, but I’ve found these confusing so I
suggest new terminology. The assessment levels are shown in Figure 4.2.

Risk
Likelyhood
Unlikely
Possible
Likely

Impact

Minor
Major
Critical

Minor
Moderate
Significant

Difficulty

Motivation

Scale

None
Solvable
Strong

Low
Moderate
High

Node
WAN
EN

Detectability &
Recoverability
Easy
Moderate
Hard

Figure 4.2: Elements of risk assessment, based on ETSI TVRA [7]
Using the presented method, I have identified new vulnerabilities of vision guided autonomous vehicles and performed safety and security risk analysis with the described methodology. I assigned the values to the different terms based on my knowledge of the technologies,
experience and research.

4.1.2

Assuring security in multi-cloud automation IoT

Thesis 1.2 - I proposed a distributed authentication and authorization solution
for multi-cloud automation IoT environments based on certificate hierarchical
mapping [B1, B2, A1, A2].
Providing security in the service level was a focus of my research since the first definitions
of the Arrowhead framework [A1]. The Arrowhead framework defines a Service Oriented
Architecture (SOA) for integrating collaborative automation systems through embedded
networking devices. Systems communicating using the services of the Arrowhead framework
form a system of systems called an Arrowhead local cloud. Local clouds satisfy certain
criteria regarding these systems, such as security levels, real-time behavior, physical or logical
closeness. In a local cloud there can be an arbitrary number of Systems that can provide and
consume Services from one another. In the system-of-systems concept, local clouds need to
be able to exchange information securely, this is called intra-cloud communication. Security
is provided by assuring that security objectives (confidentiality, integrity, availability, nonrepudiation, access control) are met. This requires proper authentication, authorization and
encryption:
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Trusted Certificate
Authority

Master Certificate

Cloud A

Cloud N

Cloud A Certificate

System 1

Cert

System X

System X

System X

System 1 Certificate
Service

Service

Figure 4.3: Multi-cloud certificate hierarchy
• Authentication is a way a party can be identified without doubt that it is who it
claims to be, e.g. the party can prove its identity and gain trust. The party should be
able to assign this property to all the data it creates, verifies or vouches for. Authentication can be used to provide information integrity and non-repudiation;
• Authorization is a way to control (based on identity) (a) which operations a party is
permitted to execute, (b) which resources it is able to access. Authorization is bound
to the identity that authentication provides. Authorization makes access control
possible;
• Encryption is used to provide confidentiality, but it is also a tool that aids authentication and authorization.
In an automation cloud environment such as Arrowhead, communications can be subject
to an extensive amount of threats. Assuring security in distributed architectures is not as
trivial as in centralized systems: the roles for authentication and authorization (AA) are not
bound to one single entity but are to be taken up by everyone.
I proposed a distributed AA approach based on the chain-of-trust model. I
defined a certificate hierarchy (depicted in Figure 4.3) that fits into to System-of-systems
hierarchy of the Arrowhead framework. Each capable Arrowhead System may be provided
with a certificate. Also the authorization system in each Local Cloud acts a Certificate
Authority (CA) that issues and signs these System certificates. This CA is the root of the
trust chain within its Local Cloud, and has its own certificate signed by a parent CA. This
entity also possesses the Certificate Revocation List defined in the standard: certificates that
have been invalidated and therefore not to be accepted.
In general, master certificate can be signed by a well-known trusted CA (such as Comodo or GlobalSign) and issued to the domain owner (e.g. the project consortia). This
administrator entity then can issue and sign Local Cloud certificates for operators in its own
application process for establishing new Local Clouds. Within these new Clouds then the
Authorization System realizes the CA tasks and owns the cloud certificate.
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If system A wishes to communicate with system B, first they exchange their signed certificates. Then their validate each other’s identity by generating random data and encrypting
it with the public key of the other. Let A’s certificate be expressed as follows:
certA {IA , pkA , certCA , sign[IA , pkA ]prkCA , h[...]}

(4.1)

where:
• IA is A’s identity information;
• pkA is the public key of A;
• certCA is the certificate of the certificate authority that signed A’s certificate;
• sign[IA , pkA ]prkCA is the signed public key of A by CA’s private key;
• h[...] is the hash of the previous data to assure message integrity.
When B receives A’s certificate, it performs the following actions to validate it:
• Check if the signature (hash) of the message is valid;
• Check if the certCA chain contains a certificate of which B trusts. Through the forward
signing of the chain it then accepts A’s certificate;
• Check if the signature of A’s identity and public key are valid.

Figure 4.4: Authorization sequence
11

Table 4.3: Validation of the requirements of the authorization service
Requirement Validation
Confidentiality Authorization token is encrypted with the
consumer’s public key, making sure that only
it can decrypt it.
Integrity
Token is signed by the authorization CA,
which verifies that it created it, the signature can be verified with the public key of
the CA. Also an encrypted hash is provided
therefore tampering can be detected.
Security
The token can be transmitted and used anyrequirements Availability
time before its expiry, and can be verified
without the need of the CA.
Authentication The token contains the provider’s certificate
and a signature of the provider, also signed
by the CA.
Authorization The CA verifies the consumer and checks for
authorization rights before issuing the token.
Loose coupling The token can be used and verified without
the need to contact the CA.
Abstraction
The token does not contain any additional
information of the consumer which is not
meant to be public.
SOA
The token can be re-used within its period of
requirements Reusability
availability if the provider allows it.
Statelessness
The token contains all the necessary authorization information in its own, it can be read
and processed every time the same way.
B then generates a challenge (random data), encrypts it with A’s public key and sends
it to A along with its certificate. ’A’ performs the same validation steps as above. The
challenge response method makes it possible for the parties to establish a temporary session
key that they can use to encrypt data for the session.
If an Application System in a local cloud requires a signed certificate (e.g. during its
deployment procedure), it needs to generate a private-public key pair and submit a Certificate
Signing Request (CSR).
To provide security in the Arrowhead framework I proposed an application level Authentication & Authorization architecture (AA) based on the X.509 PKI infrastructure which
works both intra- and inter-cloud.
The security system has three main roles:
• Sign certificates and maintain revocation list;
• Access control: maintain access control rules and assure only those can access services
who have permission to do so;
• Communicate authorization rules securely: issue proof that access is granted, e.g. the
12

party is authorized to access the requested service.
The operation scenario of the authorization service is depicted in Figure 4.4. A Consumer
system would like to use a service of the service provider system. After orchestration the
orchestrator sends a token generation request to the authorization service. The service
checks the authorization table and if the consumer is allowed to access the requested service
a token is generated. The token is sent back to the consumer through the orchestrator. The
consumer then constacts the provider and sends the token. The provider first verifies the
signature then decrypts the token with it’s own private key.
A token contains the following data:
• The time of issuing;
• The consumer who requested the token;
• The service the consumer requested access to;
• The result of authorization (access approved or denied);
• Date of expiry.
This methodology reduces Provider-side authorization and admission control to a stringbased validation of the the Consumer’s identity. This identity is contained and verified in its
certificate. This requires that Application Systems implement and evaluate this process at
every single inbound Service request. This approach fulfills all the requirements for security
and SOA which are listed and validated in Table 4.3.

4.1.3

Combined safety & security assessment methodology for Automation IoT

Thesis 1.3 - I have created a methodology for assessing safety and security together in the automation IoT domain. [B3, B4]
Security and safety had been two different aspects in industrial systems. There were
security and safety critical applications that operate with different criticality requirements.
There was no requirement to interconnect two such different systems until recently.
Security is a property that expresses the ability to maintain confidentiality, integrity
and availability of the system and its assets.
Safety is a property that guarantees that the system cannot cause damage to life, health,
property, or environment. Nowadays with the commodity hardware and software used in
CPPS, in order them to be safe they have to be secure [8]. Safety is one of the attributes of
dependability that is defined as "the ability to deliver service that can justifiably be trusted".
Safety is the "absence of catastrophic consequences on the user(s) and the environment" [9].
Functional safety is a very important aspect of equipment which are in contact withand therefore can impact human life. Nowadays, as more and more functionality is being
automatized, maintaining safety becomes a requirement.
The key terminology in the safety context are the following:
• Failure: an event when a system component, module or service deviates from it’s
correct operation;
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Table 4.4: Data related failure modes and affected DFD elements
Element
Fault type
Processing Data External Data
Node
Store
Entity
Flow
Missing Data (e.g. lost message)
x
x
Incorrect Data (data is inaccurate, spurious or corx
x
rupted)
Timing of Data (obsolete data)
x
x
Extra Data (already processed data arrives)
x
x
Halt/Abnormal Termination (process hangs or
x
dead-locked)
Omitted Event (event does not take place)
x
Incorrect Logic (preconditions are inaccurate)
x
Timing/Order (events occur in the wrong order)
x
x
x
• Error: the state of the system which leads to failure;
• Fault: the cause of the error;
• Failure mode: the way the failure occurs;
• Failure effect: the consequence of the failure.
Although well-suited and proven analysis methods exist in the IT domain, the different
aspects of industrial IoT pose new and more strict requirements. There have been previous
efforts to combine safety and security analysis for Industrial Control Systems, summed up
in [2]. Generic recommendations for security and safety co-engineering are summarized in
[10]. Exceeding these, my work specifically addresses the automation IoT domain.
In automation systems, security objectives such as availability and integrity are of the
utmost importance – however, due to the connections with the physical world, assuring
safety and reliability are just as critical. Similarly, there are established techniques to assure
safety and reliability in the IT domain, but they do not consider new challenges introduced
by this wide connectivity. Security threats can have impact on the safety and reliability of
the system, therefore these are no longer completely independent properties.
Following this finding, a combined approach would be beneficial especially for the IoT
Automation domain, that allows the analysis of the complete data path – from the industrial
M2M communication to the Internet and cloud connectivity –, and considers threats, failures
and their impact.
Knowing from experience, performing detailed safety and security analysis on an automation IoT use-case is a very time-consuming task. Performing a combined methodology
extends this task further. I showed that security and safety analysis can be automated using
a common model and risk analysis guidelines thereby reducing the time and effort.
In order to identify hazards in equipment which can lead to safety risk, risk assessment
methods such as Failure Modes and Effects Analysis (FMEA) and its extension with criticality assessment (FMECA) can be used. FMEA is a popular risk assessment method. The
process is to break down the system into smaller elements (to the desired detail), identify
failure modes, determine possible causes and analyze their effect (impact).
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System
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Threat
catalog

Based on
FMEA
Failure
catalog

Combined
catalog
Impact
Assessment

Survey

Likelihood
Assessment

Risk
Assessment
Risk on Safety and Security Objectives
Figure 4.5: Combined Risk Assessment Process
There can be infinite number of failure modes defined, but the ones that have relevance
always depend on the context. Where there are no safety critical components, there is not
much point to perform risk analysis. Also, different components are affected differently to
failure modes. That is the reason there is no general approach to identify relevant failure
modes. In my work I intend to define the possible failure modes related to communication
systems.
I have created a mapping between the list of failure modes of software components and
the elements of the DFD that are prone to that failures. This mapping, shown in Table 4.4 is
similar to how STRIDE defines what kind of threat affects which diagram component. This
makes it possible to use a single system model for the safety and the security assessments and
automate the process. This can also facilitate the exchange and cooperation between safety
and security experts and to avoid differences based on different system representations.
I have used the threat modeling technique of Microsoft and the STRIDE approach for
threat generation and ETSI TVRA for risk assessment. The system is modeled as a Data
Flow Diagram (DFD) and threat catalog is generated based on pre-defined element-threat
mapping. The idea is that a vulnerability is only possible due to an interaction between
DFD components. The components between the endpoints of a data flow determine what
kind of vulnerability may be exploited in that flow.
Similarly as security threats are generated by STRIDE I have contributed to defining a
mapping for safety threats. The combined method assembles the threat catalog based on
the data flows connecting components and the constraints of those. This realization implies
that we can use the same system model and automate the process of both security and safety
assessments. The impact and risk levels of safety threats are harder to quantify as there can
be dangers to humans involved.
The STRIDE threat generation process puts threats into different categories according
to what security objectives are affected. During risk assessment for each threat the risk
level can be calculated separately for all the objectives. These objectives can however be
amended with safety related ones, which solves the threat ranking issue and the fact that
certain security threats can have impact on safety. This is what I have followed in the
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combined analysis method, which is depicted in Figure 4.5.
The advantages of this combined assessment include (i) saving effort by handling the
commonalities of separate assessments at once; (ii) utilizing the combined catalog for raising
awareness on issues that has high impact or likelihood on both areas, and (iii) supporting multi-dimensional decision making by decreasing the problem space through tackling
security, safety, reliability and privacy issues, as well.

4.1.4

Verification of the combined safety and security assessment
methodology

Thesis 1.4 - I have performed complete safety and security assessments in two
automation IoT use-cases to verify the presented combined methodology [B4,
C3, C4].
The first use case was an automotive system for the testing car engines that was integrated
into the Arrowhead framework. Its purpose was to collect system status data that is used
to optimize its maintenance cycle, predict and increase system availability. These devices
needed to be integrated in an Arrowhead automation cloud, so that the information can be
sent to the system maintainer who could schedule maintenance.
The challenge in adopting a legacy system to meet the needs of IoT and collaborative
automation was to handle the increased attack surface without completely re-designing the
existing system. There was no standard way to follow for system adoption. This resulted in
a sequential process of safety and security risk analysis and system re-design.
During the first assessment I have identified the most critical assets. These are the
configuration and test data on the test system, and the data in the backend, which must be
kept confidential.

Figure 4.6: Automotive System Generic Threat Model
Figure 4.6 shows a simplified high level data-flow model of the analyzed use-case created
in the Microsoft Threat Modeling Tool. The original system was quite complex, but it cannot
be presented here due to confidentiality reasons.
This model can be divided in two major parts, the local network and the cloud/backend
network; these are outlined by red striped rectangles, called trust boundaries, in order to
express a separation of security requirements. The other form of expressing separation of
trust is a red striped line crossing data flows, in this case the Internet as the communication
channel.
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Figure 4.7: Vision based localization system threat model
The combined method assembles the threat catalog based on the data flows connecting
components and the constraints of those.
For the safety risk assessment, a basic risk assessment approach was utilized according to
IEC 60812. It was not possible to calculate the probability exactly like for hardware elements,
but each element and its Failure Modes were discussed with domain experts and estimated
a quantitative likelihood. In order to simplify the cooperation with the security experts,
a similar approach for impact assessment was adopted. The Scale level describes whether
a Failure Mode only effects part of one installation or multiple installations, recoverability
was adapted to include Detectability. Due to the connected risk, a safety-impact leads
automatically to a risk-rating of critical.
Risk analysis is usually performed by filling out a table of the threats called threat
catalog with the assessed properties. The threat generation resulted in 74 security and 47
safety threats. I have defined constraints for the motivation and scale values for components
which can reduce the size of the catalog:
• Communication links between components withing the same trust boundary are less
likely to be attacked because tampering the components from within is much easier;
• Communication links with weak or no encryption is much likely to be exploited, there
is a higher chance of security attacks such as spoofing, tampering, DoS which can cause
faults if the component is susceptible for data and timing related failure modes;
• Databases containing high-value information are a viable target for security attacks,
unless they properly isolated, encrypted, and integrity checks are distributed;
• Databases themselves are not safety-critical, unlike the components which depend on
the data these contain.
Considering these constraints and expert knowledge I have reduced the number of threats
and completed the assessment. Table 4.5 shows the most critical safety and security threats
found as the results of the assessment.
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Table 4.5: Result of combined risk assessment
Element
Threat name Type Diff. Mot. LH Scale Detect. Safety
Safety
Security
Impact
Risk
impact
Database
Improper data Inter- None High
Ly Whole
Low
Sign
protection
ception
NW
Database
Spoofing
Masqu- None High
Ly Whole
Low
Sign
erade
NW
Database
Error in config. Incorr.
Uly Whole
Low
Crit
Crit
Data
NW
Adapter - Incorr. timing Timing
Ly Node
Low
Mod
Maj
test system
comm.
Adapter - Msgs. transm. Extra
Poss Node
Low
Crit
Crit
test system twice → undef. data
comm.
system state
Crit=Ctitical, Detect=Detectability, Diff=Difficulty, LH=Likelihood, Ly=Likely, Maj=Major, Mot=Motivation
Mod=Moderate, Uly=Unlikely, Sign=Significant

Security
Risk
Crit

Crit

-

-

-
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The second use-case was a vision guided navigation solution. First I created a general
model of such solutions, shown in Figure 4.7. Beside visual sensors an autonomous vehicle
may be equipped with GNSS (Global Navigation Satellite System) receiver and IMU (Inertial
Measurement Unit). Combining these can increase precision and reliability. The IMU itself
cannot be used for navigation because it’s output drifts in time due to its bias.
I relied on the previously presented layered architecture model for the security analysis.
Accordingly, I have divided a vision guided autonomous system into four layers, from bottomup the first is the sensors and actuators layer, followed by the communication layer, the data
processing layer, and finally the application layer.
The risk on safety is determined from the security risk and the possible safety impact.
When during the attack, it is possible to take precise control of the vehicle, the impact is
considered high, otherwise it is low.
I performed the security and safety risk analysis with the described methodology, and
the result are summarized in Table 4.6. I assigned the values to the different terms based on
my knowledge of the technologies, experience and research.
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Layer
Sensor
Sensor

Sensor

Sensor
Communication
Communication
Application

Threat
name
Hardware
tampering
Visual
manipulation
Device
displacement
GPS jamming
Denial of
Service
Deauthentication
Marker
placement

Minor

Minor

Major

Safety
Risk
Minor
Easy

Impact
Security
Risk
Significant Critical
Module

Result of security risk assessment
LikelyScale
Detecthood
ability
Likely
Device
Moderate
Possible

Table 4.6:
Difficulty Motivation
High
Moderate

Minor

Solvable
Solvable

Minor

Easy

Moderate

Significant Critical

Moderate

Significant Critical

Critical

Minor

Major

Major
Hard

Moderate

Major

Moderate

Minor

Minor

Likely

Moderate

High

Possible

Infrastructure
Infrastructure
Device

Module

Solvable

Moderate

Likely

Likely

Solvable

High

Likely

Moderate

Solvable

Moderate

None

None

Infrastructure
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4.2

The challenges in vision guided autonomous systems

Thesis 2 - I have investigated the area of mobile vision based localization that is
increasingly used for autonomous navigation. I have demonstrated a scalability
issue and provided hierarchical clustering search method to solve this problem.
[A3, A4, C5, C6]
The next generation industrial and manufacturing systems, Cyber-Physical Production
Systems (CPPS) require increased automation in manufacturing and logistical tasks. Precise
robots have been available for some time, but the new goals require more context awareness
and adaptability that is not possible with simple sensors. This can be solved by using visual
recognition, a task enabled by computer vision (CV). There are considerable processing
requirements for this technology to become usable for real-time applications. There is a new
application area called Vision Guided Robotic Systems.
Recently computer vision have been applied in automation scenarios in safety critical environments. Such are autonomous ground vehicles (AGV), unmanned aerial vehicles (UAV)
and self-driving cars which operate in environments close to humans and can possibly have
impact on human safety either directly (direct contact) or indirectly (such as by operating
industrial control systems).

4.2.1

Comparative study of mobile visual search algorithms

Thesis 2.1 - I have created a comparative study of popular visual feature detection
algorithms and defined simple metrics that can be used for fast visual search.
[A3][C5]
Many computer vision applications are based on visual features, including object detection, robot navigation, augmented reality, and 3D reconstruction. A comparative study of
visual feature detection algorithms and descriptors has been given in [11].
My first research topic in this subject focused on mobile visual search, or in other words,
image retrieval based on visual features. My approach was to use a photo created by the
smart phone’s camera to find the location of the device. By extracting visual features it
is possible to make comparisons of images to find similarities. Let’s assume that we have
mapped the environment by taking images in different locations and created a dataset where
we have also stored the location the images were taken. Then if we want to find the position
of an input image we can query the dataset for resemblances. Using these it is possible
estimate the position where the input image was made at.
The task of mapping the environment, extracting visual features and storing these in a
database has to be performed a priory. For position estimation we need to calibrate the
camera and store its parameters.
Acquiring position from images is a process of involving several steps, depicted in Figure 4.8. First, an image is created, visual features are extracted and compared to the model
(images in database) to find the most similar image. Two images are compared by matching
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Figure 4.8: Mobile visual positioning process overview
(pairing) their features one-by-one. For a feature its pair will be its nearest neighbor, if their
distance is within a threshold. The distance measure depends on the algorithm, but most
commonly Euclidean (L2) distance is used.
Feature detection is a process demanding task, although processing power of mobile
devices has evolved a great deal in recent years. Therefore I have investigated how this task
can be distributed between the mobile device and a central server.
I have set up a test environment in MATLAB to evaluate the visual search performance
of different algorithms. I have defined several metrics to rank the search results. The test
scenario is based on images of two kinds: marker images and test images. Markers should be
taken close to a single object from front and from several different angles. These are stored
in a database. Test images are taken farther from the marker object in different angles. The
task is for each test image to find the marker image (or images) which depicts the same
object (or objects).
First during the test, the features of all the marker and test images are extracted by each
algorithm. The goal is to find the best matching marker to each test image, so each scene
image feature list is matched to all the markers’ feature list.
There are different measures for the quality of a match. Mobile search needs to be fast
therefore I have selected some basic metrics, and based on these I have inherited the following
eight different metrics:
• M1: absolute number of matched features (m);
• M2: number of matched features divided with the number of features of the matched
marker image (m/fm );
• M3: number of matched features divided with the number of features of the matched
test image (m/fs );
• M4: number of matched features divided with the number of features of image having
more (m/max(fm , fs ));
• M5: number of matched features divided with the number of features of image having
less (m/min(fm , fs ));
• M6: number of matched features divided with the average number of features of the
images (m/((fm + fs )/2));
• M7: average of feature scores (mean([sc])). The mean can only be calculated when
there have been matched points. Otherwise I assign the match the lowest score possible;
• M8: average of M7 scores within a marker group (mean(mean([sc]i )), i ∈ gm ).
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Figure 4.9: Test environment setup, calculating metric scores

(a) Evaluation results, matching
performance of the different metrics

(b) Comparison of average single
feature detection and matching times

The method of gathering data and constructing metrics is visualized in Figure 4.9.
The algorithms and metrics are evaluated in a test scenarios. The purpose of this is
to assign the test images to groups. My test dataset consisted of 28 marker and 24 test
images taken at 11 different locations. In the test scenario I performed brute force matching
between each test and marker image and calculated the match scores with all the metrics
and algorithms.
For a good metric we can expect that matching a marker image and test image that are
in the same group will be given higher scores by the metrics, than images in different groups.
I have tested how successful the group selection is based on selecting the best score of
the matching, for all algorithms and metrics. The results are shown in Figure 4.10a.
To make the evaluation of the algorithms complete, we need to consider their time complexity. From the above results we know that the SURF and MSER algorithms are the most
promising. Therefore I have evaluated whether these algorithms are superior in terms of
speed as well. The results showing the average detection and matching times for a pair of
images are depicted in Figure 4.10b.
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4.2.2

Mobile absolute visual positioning solution

Thesis 2.2 - I have designed and implemented a visual localization system that
demonstrates the usability of mobile devices for the task. [A4]
A purely visual based localization solution has two phases: environment mapping and
localization. Based on the research I presented in the previous section I realized a solution
for the second phase. It works on a map created in the first phase. A mobile user runs an
application which determines his/her position by taking photos in the mapped environment.
The photos are sent to my application that determines the position of the user. My goal was
realize a working solution that is scalable and has a response time within 1s.
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Figure 4.11: Operation of the absolute positioning system
First in the offline-phase the environment is mapped. The mapping is based on a Structure From Motion (SFM), with an approach called Visual Odometry (VO) [12]. In this phase
a sparse 3D point structure is built of the environment. In the localization (online) phase
the task is to find the location of the camera (device) from an input (query) image.
The steps of position calculation are shown in Figure 4.11. Localization is based on
absolute pose estimation that needs 3D-2D projections. These are stored in the model. 3D
points are acquired through matched 2D feature points from similar images in the model.
The inputs of the system are the query image and the model (map). This latter consists
of four different datasets, namely, the {Ir } images used to construct the model, the {pn }
three dimensional, distinct map points, the {un,r } projections, where un,r is the measured
projection (i.e. original feature location) of the pn map point on the image Ir and the δn,r
feature descriptor (in our case SIFT descriptor) for the measured projection un,r . The map
is constructed to minimize the sum
X

kIr(p) (pn ) − un,r k2

(4.2)

n,r
(p)

where Ir (pn ) is the projection of the map point pn onto the image Ir by the projection
model of Ir . The process of minimize this sum is called bundle adjustment.
The main steps are:
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1. Feature detection: Comparison of images is possible with visual features. A list of
feature descriptors represents the images and allows to compute geometrical similarities
with a method called matching (or pairing);
2. Mapping: is based on a sparse three dimensional point model of the target environment.
The model is constructed from detailed images and videos of the target area recorded by
common smartphones and cameras. The method is based on classical SfM (Structure
from Motion) methods;
3. Quantization and search: create a lightweight representation of images which can be
compared much faster than through pairwise matching;
4. Establish point pairs: The model built includes a 3D point cloud, and the structure
which maps these to feature points as different projections on the cameras represented
by the model images. For the query image we can get 3D points by matching to model
images;
5. Feature matching and filtering: it is the process of finding the corresponding features
of two images. A good pair represents the same point of an object from different
viewpoints;
6. Pose estimation: solving the Perspective-n-Point (PnP) problem with Random Sample
Consensus (RANSAC);
7. Optimization: minimizing the reprojection error with bundle adjustment.

4.2.3

Applying hierarchical clustering for optimizing mobile visual
search

Thesis 2.3 - Based on the requirements and the evaluation results, I have successfully applied hierarchical clustering that solves the scalability issue of mobile
visual search. I have validated this method in field test scenarios. [C6]
A visual feature detection algorithm detects visual features on an input image. Then
these features are each described in a vector format. Since an image can have hundreds
of detected features, for a large dataset it is not always feasible to store all the features.
Different ways to reduce the complexity of image matching have been developed. One of
them is known as the Bag of Features (BoF) method [13].
In the previous section I have presented a comparative study of the performance of feature
detection algorithms using brute-force pairing. This does not scale well in a real application
therefore I examined hierarchical clustering for comparing images.
First a BoF vocabulary is constructed by clustering features into predetermined number of
bins and creating a histogram about the number of features in each bin. From the histogram,
a vector representation of the features is created that can be compared usually calculating
L1 or euclidean distance. Instead of matching n × m features between two images, only the
distance of two vectors need to be computed.
With hierarchical clustering scalable search can be achieved. However, the application is
time-critical therefore we need to find the balance between precision and the processing time
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needed. There are certain parameters which can be adjusted, so I defined tests to investigate
the effect of these:
• clustering branching factor (L);
• clustering tree max level (K);
• minimum (imin ) and maximum (imax ) images from the database to be retrieved and
matched;
• minimum required 3D points (Nmin );
• maximum reprojection error (emax ).
Algorithm 4.2.1 Fast mobile visual localization algorithm using feature quantization
Input: Iˆ query image, M : {{Ir }, {pn }, {un,r }, {δn,r }} , r = 1 . . . R, n = 1 . . . N , the
model, VocM
K,L vocabulary, {br } BoF descriptors of the model images
Output: E extrinsic matrix
ˆ
1: {ûn̂ , δ̂n̂ } = detectFeatures(
 I), n̂ = 1 . . . N̂
M
2: b̂ = cluster {û}, VocK,L
3: s : list(s1 , s2 , . . . , sr ) = bofMatch(b̂, {br }), si ∈ N [1, R], si 6= sj ∀i 6= j
4: Q := {}
5: for i = 1 to i = imax (≤ R) do
6:
{m,j,i , m,,j,i } = matchAndFilter({δ̂n̂ }, {δn,s(i) }), j = 1, . . . , J (≤ N̂ )
7:
for j = 0 . . . J do
8:
if pm,,j,i ∈ {pn } then
9:
{Q} := {Q} ∪ {pm,,j,i , ûm0 }
j,i
10:
end if
11:
end for
12:
if |{Q}| ≥ Nmin then
13:
E = estimatePose({Q})
14:
e = calcError({Q}, E)
15:
if e ≤ emax then
16:
return E
17:
end if
18:
end if
19: end for
Using these parameters the algorithm is formally described in Algorithm 4.2.1.
The model that I have used for the tests contains 442 images made around one of the
floors of the university building. The hierarchical clustering tree was created with 458864
descriptors aggregated from of the model images’ features.
The first test case is for investigating the retrieval performance of hierarchical clustering
with different K, L parameter values. I compared the ordered list of the scores given by
the BoF search to the similarity measure we can retrieve from matching, represented by
the number of matched and filtered features. I compared the difference of element orders
(inversions) between the two ordered lists and calculate the mean and variance.
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I performed the calculations with K, L parameters ranging from 2 to 10, for each of the 22
query images. In each case I did the normal matching with all the model images as well as a
BoF matching resulting in similarity scores, from which an ordered list can be put together.
Then for each element in the match list I check what is the position of that (model image)
index in the BoF match list and accumulate this difference in positions for each list elements
and query images. The results are depicted in Figure 4.12a. Matches that did not have any
matched points after filtering were not taken into account. The average speed of the BoF
descriptor calculation is shown in Figure 4.12b
The goal of this test were to find out which of the K, L parameters of the hierarchical
clustering give the best retrieval performance. We can see that the lowest values belong to
the K = L = 6 configuration.
The other side of the performance comparison is investigating the processing time. This
consists of two main elements: the first is calculating the BoF descriptor, the second is
matching this to the descriptors of the model images.
According to the results, hierarchical clustering based BoF descriptors prove to be very
satisfactory both in precision and speed. The need for feature matching did not cease
however, but the required number can be reduced considerably.
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Chapter 5
Application of the results and future
work
Combined safety & security assessment methodology was developed in the Arrowhead project.
It was driven by an industrial use case, integration of an automotive monitoring device into
the Arrowhead framework and optimizing their maintenance schedule. The process had multiple iterations. The engineers presented their concepts of the system, and we have performed
safety and security assessments, separately at first. We have evaluated the results with the
experts, and gave recommendations, based on which they modified the design. During multiple iterations not only did the system become mature, reliable and secure, but the combined
methodology did also evolve. At last, the combined methodology was tested on the final
version of the system. In the future, I intend to make the methodology more customizable
and readily adaptable to specific use cases to decrease the manual effort needed to perform
assessments.
The mobile absolute positioning system was developed in the Organic localization project
(PIAC_13-1-2013-0226). My contribution, which is a functioning application on its own, is
one of the core elements of the system. By solving the presented scalability issues, absolute positioning is performed close to real-time. The working system was demonstrated in
the project. Although the developed methods are promising for fulfilling vision based localization, they require pre-mapping the environment. In the future I intend to investigate,
how real-time mapping algorithms (such as variations of SLAM) can be incorporated to this
system to make it more adaptive to changes in the environment and to minimize mapping
effort.
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