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1 Motivations

Modeling is considered as one of the most elementary discipline in engineering. Its purpose is

to overcome complexity, increase understandability or ease design. When engineering complex

and critical cyber-physical systems (like cars or aircrafts), the model-based systems engineering
(MBSE) follows this concept by envisioning a process starting form the design of detailed system

models through several well-defined abstraction and refinement steps. MBSE enables to detect

design flaws early and automatically derive source code, documentation or configuration artifacts

from high-quality system models. The adoption of MBSE by system integrators (like airframers

or car manufacturers) has been steadily increasing in the recent years [WHR14].

Large-scale systems engineering projects are often carried out collaboratively to meet the

aggressive delivery schedules while still maintaining a high standard of system correctness and

safety. Collaborative modeling involves multiple engineers working together to develop system

models concurrently. Modeling artifacts are traditionally developed either in an offline or online

manner. In offline collaboration, engineers check out an artifact from a repository into a local copy

and commit local changes to the repository in asynchronous (long) transactions. In online collab-
oration, engineers may simultaneously edit a model in short synchronous transactions which are

immediately propagated to all other users. This strategy is similar to online collaborative office

tools like Google Docs[GDocs].

As a common industrial practice, system integrators frequently outsource the development

of various components to subcontractors in an architecture-driven supply chain where the col-

laboration between cross-organizational teams is facilitated by sharing models stored in model

repositories [Roc+15]. However, effective collaboration is hindered by numerous factors.

Cross-organizational collaboration introduces significant challenges to protect the respective

Intellectual Property (IP) of different parties. For instance, the detailed internal design of a compo-

nent needs to be revealed to certification authorities, but it needs to be hidden from competitors

who might supply a different component in the system. Furthermore, certain critical aspects of

the system model may only be modified by domain experts with appropriate qualifications.

Access control is a process that grants/denies permission for resources when users attempts

access them based on access control policies. Access control management is responsible to manage

policies which are enforced during access control. Due to the lack of model-level access control

management support for cross-company collaboration in existing modeling repositories, very

strict infrastructure-level security policies are in place at companies, which prevent effective

collaboration.

Effective collaborative development requires to prevent interference between teams poten-

tially making updates to the same portion of the system model; ensure that local changes do not

cause global inconsistencies; provide views of the system that are relevant to teams.

For code artifacts, these questions have traditionally been addressed by partitioning the code

and assigning portions to different teams using file-level locking and textual merging techniques

followed by testing/verification procedures such as integration testing or model checking.

Unfortunately, such traditional approaches for managing concurrent code development do

not naturally extend to concurrent model-driven development. Partitioning into fixed model

fragments is difficult due to the interconnected, graph-like nature of models. Fixed fragments

are inflexible when faced with varying modeling tasks. Conflict avoidance techniques such as

locking – that allows modifications only by the owner of the lock – lead to over-locking due to

the high degree of interdependence between parts of a model. This significantly limits the de-

gree of concurrent development and does not scale with the increasing number of collaborating

teams. Model merging and conflict detection can be complex tasks, relying on comparing graphs

instead of strings, and the interdependence within a model makes conflicts easy to introduce and

hard to resolve. Finally, some model verification and validation techniques are too complex to be

executed frequently, making quality control an expensive afterthought.
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While traditional VCS frameworks provide efficient support for handling text-based design

artifacts, theirmodel-level counterparts require sophisticated techniques. Furthermore, the seam-

less integration of a collaboration layer with existing toolchains is a key industrial need.

2 General Collaboration Scenario

Figure 1 depicts a general scenario to develop complex system designs collaboratively which

introduces the key concepts related to collaboration used throughout the thesis. Similarly to

traditional software development, models are stored in a version control system (VCS) on the

server side from and a local copy of the model is edited by collaborators on client-side.

Figure 1. Overview of a general collaboration scenario

1. First, a collaborator with specific rights initiates a checkout action to download a local copy

of the model. This step includes access control to ensure that collaborators access to those

artifacts they are allowed to.

2. Before introducing modifications into the local copy of the model, collaborators can place

locks to prevent contradicting modifications on model introduced concurrently by other col-

laborators.

3. System engineers usually introduce changes via views of the models representing only rele-

vant aspect of the complex system design.

4. Changes are uploaded to the server by initiating a commit action. This step includes access

control to ensure that collaborators modify only those artifacts they are allowed to. If the

changes satisfies the access control policies, they can be accepted or rejected by the server. A

commit is rejected if locks are violated (e.g. another collaborator’s lock prevents the accep-

tance) or conflicts occurred (e.g. another collaborator concurrently modified the same param-

eter and it was not protected by locks).

5. If conflicts occurred during the commit, the collaborator who initiated the commit has to
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execute a merge process on client side to eliminate conflicts between their local copy and

latest version of the model in the VCS.

3 Overview of Challenges and Objectives

3.1 Challenges

Access Control in Collaborative Modeling An increased level of collaboration in a MBSE

process introduces additional confidentiality challenges to sufficiently protect the intellectual

property of the collaborating parties, which are either overlooked or significantly underestimated

by existing initiatives (e.g. [CJC11; Tol16; Mar+14; EMFStore; Gen; Obeo], etc). Existing practices

aim to restrict access to the files that store models that often result in inflexible fragmentation of

models. In industrial practice, automotive models may be split into more than 1000 fragments,

which poses a significant challenge for tool developer. This can be solved by fine-grained access

control, where each model element and its features can have its own set of permissions. On the

other hand, large industrial models can havemillions of model elements, thus explicitly assigning

permissions to each of them, as well as maintaining the permissions after changes to the model,

would be labor-intensive and error-prone, and would make it difficult to understand the system

of privileges.

Challenge C-I How to specify and enforce high-level access control policies during collab-

orative modeling in a scalable way?

Conflict Prevention and Resolution Enabling a high degree of concurrent edits for collab-

orators is required to make the traditionally rigid development processes more agile. The in-

creasing number of collaborators concurrently developing artifacts increases the probability of

introducing conflicts. Conflicts occur when different collaborators modify the same part of the

system model in a contradicting manner (e.g. a collaborator modifies a part that another one

deletes). Conflict avoidance techniques such as locks [Kra+06; Alt+08; EMFStore; CDO; Tol16]

try to prevent conflicts by letting the users request that certain engineering artifacts should be

made unmodified by all other participants for a duration of time. But it usually leads to unnec-

essary preventions (locks) which significantly limits the degree of concurrent development and

does not scale with the increasing number of collaborating teams.Model merging aims to resolve

the conflicts, but, it can be complex tasks as the interdependence within a model makes conflicts

easy to introduce and hard to resolve. Most merging approaches [EMF-Comp; EMF-Diff; Wes14;

RC13; Bro+09] are semi-automated as they use a two-phase process: (i) first, they apply the non-

conflicting operations and then (ii) let the user prioritize and select the operation to apply in case

of two conflicting changes.

Challenge C-II How to provide fine-grained conflict prevention and automatized conflict

resolution strategies?

Bidirectional Synchronization of ViewModels Views are key concepts of domain-specific

modeling in order to provide specific focus of the system to the engineerswith various knowledge

and expertise by abstracting the unnecessary details of the underlying model. Usually, these

views are represented as models themselves (view models), computed from the source model.

On one hand, the efficient forward propagation of changes from the source model to the views

is challenging [Son+11; CJC11; Xio+07; Kol09], as recalculating the view from scratch has to be

avoided to achieve scalability. On the other hand, the efficient backward propagation of complex

changes from one or more abstract viewmodels to the underlying source model resulting in valid
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and well-formed models is also a challenging task [Sch94; Gho+15; Bru+15; QVT] which requires

to limit the propagation to a well-defined part of the source model to achieve scalability.

Challenge C-III How to derive and incrementally maintain view models and trace back

complex changes to the underlying source models?

3.2 Objectives

In my thesis, I propose a secured collaboration framework to address the challenges. The com-

plexity of challenges implies additional objectives to be addressed.

Objective O-I Fine-grained access control management

To address C-I, a generic modeling language will be used to capture fine-grained access

control policies which needs to be evaluated efficiently in online and offline scenarios. Con-

flicting access control rules shall be handled where the results should provide a consistent

modeling artifact.

Objective O-II General secure collaboration scheme

To address C-I, a provenly secure collaborative architecture shall include the enforcement

of high-level fine-grained access control policies.

Objective O-III Conflict resolution and handling

To address C-II, a fine-grained property-based locking technique will be proposed to avoid

conflicts during concurrent modification of models. An automated three-way model merge

technique will be proposed to resolve conflicts when locking is unimpressive.

Objective O-IV Synchronization of view models

To address C-III, a novel bidirectional synchronization of view models will be proposed

where the forward incremental synchronization is achieved by unidirectional derivation

rules while the backward propagation of changes is generated using logic solvers.

4 Research Method

All the presented challenges are driven by industrial needs. In this thesis, I propose novel concepts

and algorithms in the field of collaborative modeling to address these challenges. Algorithms

and concepts are illustrated and evaluated on case studies carried out in multiple EU projects.

I positioned my contributions wrt. state-of-the-art. Scalability evaluation has been carried out

for all approaches. The thesis can be categorized as applied research in software engineering.

The output of the research is software prototype implementation - which is a major output in

mainstream software engineering research.

Offshore Wind-turbine Control Systems A case study of development offshore wind tur-

bines extracted from MONDO EU FP7 project[Bag+14]. Offshore Wind Turbine Control Systems

where of different artifacts and algorithms for controlling a wind turbine are specified and con-

nected to sensors and actuators to actually operate the physical system.

Engineers develop the model in offline manner. Each user can download a model file contain-

ing those model elements that he is allowed to see. The user can then view, process, and modify

his downloaded model file locally. A group of users may participate in online collaboration on

the offshore platform to concurrently fine-tune the behavior of the system. Each user sees a live

view of those parts of the model, that he is allowed to access. Changes need to be propagated
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on-the-fly but they may be contradicting which could cause unexpected behavior. On one hand,

it is necessary that the system model is consistent and well-formed all the time. On the other

hand, the collaboration tool has to reject a modification immediately when it violates a security

requirement.

TeleCare Systems TeleCare systems offer remote supervision for health care of elderly and

physically less able people by collecting and process data from several sensors available in their

home. A remote health care system is developed in the Concerto project [Conc] where sensor
devices collect measurement results and report them to the GP’s offices.

Employees (like nurses and other health care workers) are responsible for configuring Tele-

Care systems, but they may not qualified for setup such complex measurements. To ease the

complexity of configuration, dataflow and event ordering views are used. A dataflow captures

where to send certain type of data, while event ordering view defines the order of events includ-

ing the trigger of measurements and reports.

5 Summary of the Research Results

The overview of the new scientific results are discussed in the following sections whereas Fig-

ure 2 depicts their dependencies with the corresponding challenges and objectives. At end of

each section, I state my own contributions and emphasize their relations to the co-authors’ con-

tributions; I describe the uniqueness of the contributions related to the state-of-the-art; finally, I

present the industrial application of the contributions.

Figure 2. Overview of the contributions, objectives and challenges

5.1 Fine-grained Access Control Policies

To address O-I, a parameterizable fine-grained policy language is proposed to define concise

access control rules and be able to fine-tune the resolution of conflicting rules. Rules can permit,

obfuscate or deny permissions of read or write for model asset (object, link or slot) selected by a

graph query. Default permissions are assigned to the rest of model assets.

Deterministic application of the access control rules is defined to obtain the same effective

permissions after every execution where all internal consistency rules are taken into account.

During the process of conflict resolution, our approach maintains a set of permission set. The

initial permission set is obtained from rules and defaults. Then direct and indirect consequences

of the access control rules are propagated in permission set (e.g. in slot should be visible, its owner
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object should be visible as well). Our approach results in a conflict-free effective permission

set where exactly one read and one write permissions is assigned to each model asset without

exception.

Contribution 1 I proposed a domain-customizable modeling language to capture fine-

grained access control policies and I realized a framework to efficiently evaluate the policies

in online and offline scenarios. [j1], [j2], [c7], [c8], [c12],
1.1 Access Control Language. I proposed a rule-based access control language to de-

scribe high-level and fine-grained policies in both online and offline scenarios. Rules

may allow, obfuscate or deny read and/or write permissions of model parts identified

by graph patterns. [j1], [c7], [c8], [c12],
1.2 Read and Write Dependencies. I analyzed read and write dependencies implied by

high-level access control policies as read and write permissions of a model part may

depend on other model parts implied by internal consistency rules. [c12]
1.3 Deriving Effective Permissions. I implemented a prototype framework to derive

a set of effective permissions from access control policies in the context of models

providing batch and incremental evaluation to support offline and online collaboration,

respectively. [c8], [c12]
1.4 Evaluation. I evaluated the scalability of the proposed prototype framework on a case

study of offshore wind turbine controllers. [c8], [c12]

Related Contributions. The algorithm and its formalization to derive effective permission

based on the proposed language is the contribution of Gabor Bergmannwhereas my contribution

are the definition of policy language, dependency analysis, implementation of the algorithm and

its evaluation. Istvan Rath introduced fine-grained access control as an extra protection layer for

modeling tools used in collaborative modeling on top of traditional version control systems.

Uniqueness. The approach allows system engineers to capture high-level policy rules instead

of explicitly assigning permissions for each of them where the result of effective permission

provides consistent model. Effective permission set can be incrementally reevaluated if a modi-

fication occurred in the model.

Application. The proposed concepts are applied by IncQuery Server[Heg+18] product which

can provide additional incremental query evaluation services including change impact analysis,

validation, ad-hoc queries as well as fine-grained access control management to several model

repositories (e.g. NoMagic’s Teamwork Cloud, OpenMBEE MMS).

5.2 Provenly Secure Collaborative Architecture

To addressO-II, bidirectional model transformations are defined to (i) derive filtered views (front
models) for each collaborator from the original model (gold model) containing all the information

and to (ii) propagate changes introduced into these views back to a server in both online and

offline scenarios. Access control policies consist of rules that allow, obfuscate or deny read and/or
write permissions of model parts identified by graph patterns.

A collaboration scheme between the clients of multiple collaborators and exactly one server

is described to support fine-grained access control in offline scenario. The server stores the gold

models and the clients can download their specific front models. Modifications, executed by a

clients, are submitted to the server and they are accepted if write permissions are successfully

checked. Right after the submission, the changes are propagated to the other front model while

read permissions are enforced. Finally, clients can downloaded their updated front models.
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Figure 3. MONDO Offline Collaboration - Architecture

The scheme (depicted in Figure 3) is realized by extending SVN [SVN] using its hooks. The

server and clients are realized as a gold repository and multiple front repositories, respecively. The
gold repository contains gold models, but it is not accessible to collaborators. Each collaborator is

assigned to a specific front repository containing a full version history of the frontmodels. Change

propagations are maintained between the repositories. As a result, each collaborator continues

to work with a dedicated VCS as before, thus they are unaware that this front repository may

contain filtered and obfuscated data.

Contribution 2 I formalized the enforcement of high-level fine-grained access control poli-

cies and realized provenly secure collaborative architecture the enforces such policies. [j1],
[j2], [c7], [c6], [c9], [c10], [c14]
2.1 Formalization of Bidirectional Rules for Secure Views. I formalized transforma-

tion rules to derive secure front models with respect to the read and write permissions.

[j2], [c14]
2.2 Secure Collaboration Scheme. I formalized a collaboration scheme as communicat-

ing sequential processes (CSP) to enforce high-level access control policies. I specified

correctness criteria and proved the correctness of the scheme. [j2]
2.3 Realization of Secure Collaboration. I realized the collaboration scheme in case

of offline scenarios by extending an existing version control system to enforce fine-

grained access control while collaborators can use off-the-shelf tools. [j1], [c6]
2.4 Evaluation. I evaluated the scalability of the proposed architecture on a case study of

offshore wind turbine controllers. [j2], [c9], [c14]

Related Contributions. The bidirectional transformation to enforce access control rules is

the contribution of Gabor Bergmann whereas the concept of the common architecture to support

both online and offline scenarios is the contribution of Istvan Rath.

Uniqueness. The provenly correct collaboration scheme is able to enforce fine-grained access

control policies of modeling artifacts over existing version control system in case of offline sce-

narios. The scheme and its realization is demonstrated in MONDO Collaboration Framework as

an integration with SVN[SVN].
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Application. A usability evaluation of the prototype implementation of the proposed collab-

oration schema has been carried out by industrial partners IK4-Ikerlan and UNINOVA within the

evaluation phase of MONDO project in the context of (1) a wind turbine case study (with small

models but many users) and (2) a building informationmodel (with models over 100,000 elements

but fewer users). The number of concurrent users working on different views of the same model

and the time for propagating changes and notifications among the concurrent users were eval-

uated both in offline and online cases, and the engineers could successfully collaborate in both

cases. An experience report on wind turbines control applications development is also presented

in [Góm+17] by IK4-Ikerlan.

5.3 Property-based Locking and Automated Model Merge using DSE

To addressO-III, property-based locking is introduced to provide fine-grained conflict reduction

while DSE-Merge is proposed to handle conflicts implied by concurrent editing.

Figure 4. Behavior of Property-Based Locks

The concept of property-based locking (depicted in Figure 4) is described where collaborators

request locks specified as a property of the model which need to be maintained as long as the

lock is active. Hence, other collaborators are permitted to carry out any modifications that do

not violate the defined property of the lock. The realization of property-based locking strategy

is proposed as a common generalization of existing fragment-based and object-based locking

approaches. Complex properties are described as graph patterns to express structural (and at-

tribute) constraints for a model where the result set, i.e. the matches of graph pattern, can be

calculated by pattern matchers or query engines. Only those modifications are allowed that do

not change the result set of a list of queries.

DSE-Merge is proposed that exploits guided rule-based design space exploration (DSE) to au-
tomate the three-waymodel merge. Three-waymodel merge is applied to DSE problem (depicted

in Figure 5) where the initial model consists of the original model O and two difference models

(∆L and∆R); the goal is that there are no executable changes left in∆L and∆R; operations are
defined by change driven transformation rules to process generic composite (domain-specific)

operators; and constraints may identify inconsistencies and conflicts to eliminate certain trajec-

tories. The output is a set of solutions consisting of (i) the well-formed merged modelM ; (ii) the
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Figure 5. Architecture of DSE Merge

set of non-executed changes ∆L′
,∆R′

; and (iii) the collection of the deleted objects stored in

Cemetery.

Contribution 3 I proposed a fine-grained property-based locking technique to avoid con-

flicts and an automated three-way model merge technique to resolve conflicts. [c4], [j1], [c5],
[c7], [c6], [c9], [c13], [c16]
3.1 Fine-grained Property-based Locking. I proposed a property-based locking tech-

nique as generalization of traditional fragment-based and object-based locking tech-

niques which captures fine-grained locks as graph patterns and exploits incremental

query engines to maintain and evaluate locks. [j1], [c5], [c7], [c6], [c16]
3.2 Automated Model Merge using DSE. I formalized an automated three way model

merge technique by adapting rule-based design space exploration to derive consistent

and semantically correct merged models. [c4], [c9], [c6], [c13]
3.3 Generic Scalability Benchmark. I proposed a scalability benchmark for model

merge by adapting an existing performance benchmark for model queries. [c13]
3.4 Evaluation. I evaluated the scalability of the automated model merge and I compared

the effectiveness of fine-grained property-based locking and traditional locking strate-

gies for conflict prevention on a case study of offshore wind turbine controllers. [c5],
[c13]

Related Contributions. The novel concept of property-based locking has been carried out

in an international collaborative work [c16] with Marsha Chechik, Fabiano Dalpiaz, Jennifer

Horkoff and Rick Salay where my contributions are the first adaption and implementation in a

real practical setting and its evaluation in the context of MONDO EU FP7 research project. The

concept of using DSE for merging purposes is the contribution of Istvan Rath, whereas Viatra

DSE implementation, on which DSE Merge relies, is the contribution of Akos Horvath [Hor13],

Abel Hegedus [Heg14] and Andras Szabolcs Nagy[Abd+14]. Systematic evaluation of the effi-

ciency of the DSE Merge technique from the user point of view is the contribution of Ankica

Barisic[Bar+18] supported by MPM4CPS EU COST Action.

Uniqueness. Our property-based approach is general and can be used for both implicit locking

of subtrees and set of elements or explicit locking of a certain element and its incoming and

outgoing references. In addition it extends these lock types with the definition of properties to

provide less restrictive locking for the collaborators.
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The closest to our merge approach are [DRE14] and [Man+15], but we rely on state-based

comparison, apply a guided local-search strategy (vs. [Man+15]), detect conflicts at runtime and

allow complex generic merge operations (vs. [DRE14]). Internally, we uniquely use incremental

and change-driven transformations to derive the merged models. Finally, we reported scalabil-

ity of merge process for models which are at least one order of magnitude larger compared to

[DRE14] and [Man+15].

Application. The efficiency of the DSE Merge technique has been systematically evaluated

from the user point of view using a experimental software engineering approach. The empirical

tests included the involvement of the intended end users (i.e. engineers), namely undergraduate

students, which were expected to confirm the impact of design decisions. In particular, we asked

users to merge the different versions of the same model using DSE Merge when compared to

using Diff Merge. The experiment showed that to use DSE Merge participant required lower

cognitive effort, and expressed their preference and satisfaction with it.

5.4 A Novel Technique of Bidirectional Synchronization of View Models

To address O-IV, an approach is introduced where view models are conceptually equivalent to

regular models and they are defined using a fully declarative, rule based formalism. Precondi-
tions of rules are defined by graph patterns, which identify parts of interest in the source model.

Derivation rules then use the match set of a graph pattern to define elements of the view model.

Informally, when a new match of a query appears then the corresponding derivation rule is

fired to create elements of the view model. When an existing match of a query disappears, the

inverse of the derivation rule is fired to delete the corresponding view model elements.

View models derived by a unidirectional transformation are read-only representations, and

they cannot be changed directly. To tackle this problem, we propose an approach (depicted in Fig-

ure 6) to automatically calculate possible source model candidates for a set of changes in different

view models. First, the possibly impacted partition of the source model is need to be identified

by observing traceability links to restrict the impact of a view modification. Then the modified

viewmodels and the query-based view specification are transformed into logic formulae. Finally,

multiple valid resolutions of the source model are generated using logic solvers corresponding to

the changes of view models and the constraints of the source model from the users can manually

select a proper solution.

Figure 6. Overview of backward change propagation

Contribution 4 I proposed a novel technique of bidirectional synchronization of viewmod-

els where the forward incremental synchronization is achieved by unidirectional derivation

rules while the backward propagation of changes is generated using logic solvers. [c15],
[c11], [c17], [c18], [e19]
4.1 Incremental Forward Synchronization. I formalized a fully forward incremental,
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unidirectional synchronization technique of view models allowing chaining of views

where the object of view model depend on the match set of the precondition of deriva-

tion rules. [c15], [c18], [e19]
4.2 Change Impact Analysis. I analyzed the impact of changes in underlying source

models in case of backward propagation. The impacted part is added to the logic solver

as additional constraints to calculate minimally modified source model candidates.

[c15], [c11]
4.3 Realization of Forward Synchronization. I realized the incremental and forward

view synchronization technique where elementary derivation rules are captured by

graph patterns and the reactive synchronization process uses the Viatra EVM. [c15],
[c18]

4.4 Evaluation. I evaluated the scalability of the proposed approaches on case studies

from the avionics and the health-care domain. [c15], [c18]

Related Contributions. The query-based forward synchronization from an arbitrary model

to its notional model for visual presentation is the contribution of Zoltan Ujhelyi[Ujh16], whereas

my contribution generalizes his approach to view models. Introducing backward change prop-

agation are shared contributions with Oszkár Semeráth[Sem19]. The transformation of the pre-

conditions described by graph patterns and the impacted parts to first order logic is the contribu-

tion of Oszkár Semeráth whereas my contribution is the impact analysis for selecting changing

parts.

Uniqueness. Definition of a view model is unidirectional, while the forward propagation of

the operation-based changes are live, incremental and executed automatically that also maintains

explicit traces. At backward propagation, using partitioning as an additional input of the logic

solver improves scalability issues and limits the impact of changes to a well-defined part of the

source model.

Application. The proposed forward incremental view synchronization and chaining of such

view models are applied by Embraer[c18] to provide functional architecture model and its graph-
ical representation as view models derived from low-level Simulink models. Backward change

propagation is used by the CONCERTO project for the synchronization of certain views and the

underlying systems in the TeleCare domain.

6 Tooling

The prototype implementation of the proposed concepts are developed within theMONDOCol-

laboration Frameworkwhereas the view model synchronization is the fundamental approach

of the Viatra Viewers component.

6.1 MONDO Collaboration Framework

The MONDO Collaboration Framework
1
aims to extend traditional version control systems

with advanced secure collaborative modeling features such as fine-grained model-level access

control, property-based locking, automated model merge in both offline and online collaboration

scenarios.
2

1

Source code of the framework can be found at the following link: https://github.com/FTSRG/
mondo-collab-framework

2

Screencast demonstration of the framework can be found at the following link: https://youtu.be/Ix3CgmsYIU0
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Compared to traditional file-based collaborative version control systems (e.g. SVN, Git), we

provide an extra layer of fine-grained server-side access control and locking that flexibly decou-

ple model hierarchy from permissions. Compared to model repositories (e.g. CDO[CDO], EMF-

Store[EMFStore], MetaEdit+[Tol07]), our collaboration framework is transparent, i.e. it does not

require any modifications to existing front-end (single-user) modeling tools.

6.2 Viatra Viewers

The goal of theViatraViewers component is to help developingmodel-driven user interfaces by

filling and updating model viewer results with the results of model queries. The VIATRAViewers

component can bind the results of queries to various viewer components such as JFace Viewers

or GraphViewers.[VVi]

The implementation of Viatra Viewers uses the proposed forward incremental synchro-

nization approach. In this case, the view model is defined as a notion model consisting of items,
edges, containment edges and formatting settings, while the source model can be any be EMF

model. Then the notational view model can be used as the input of one of the available render-

ers that displays the model using e.g. JFace[JFace] viewers, Zest[Zest] or yFiles[YFiles] for Java

graph visualization engines.

7 Future work

For each contribution, we identify several research topics for further investigation as follows:

Fine-grained Access Control Management We plan to (i) extend the security language

with preselected sets of policy options (such as the resolution strategies of XACML)

and accompanying “design patterns” on how policies should be constructed (ii) inves-

tigate incrementality of conflict resolution algorithms with respect to policy changes.

General Secure Collaboration Scheme We would like to (i) address the limitations of the

current state providing distributed VCS, handling ordered lists during the transfor-

mation and providing more detailed feedbacks to the users, (ii) investigate the possi-

bilities of building correspondence relations between the original model and filtered

copy of it dedicated to a certain collaborator, and (iii) realize our collaboration scheme

with other frameworks (e.g. Git, GenMyModel) and with support for continuous in-

tegration and review / change request management systems.

Conflict Reduction and Handling We plan to improve our model merge technique by

further search strategies to better exploit the dependencies between rules and con-

straints and compare it with other search-based merge techniques [Man+15]. In case

of property-based locking, we plan to extend our evaluation with respect to under-
locking and investigate the use of incremental pattern matchers to support on-line

collaboration where the collaborators work with short transactions of modifications

and the response time needs to be immediate.

Synchronization of View Models Wewould like to (i) prioritize the synthesized solutions,

(ii) improve the calculation of the sourcemodel by callingmultiple solvers tominimize

the size of the solution or (iii) to use SAT/SMT solvers as replacement of the Alloy

Analyzer used currently in our approach.

8 Conclusion and Practical Benefits

Current dissertation is focused on developing (i) a modeling language to capture high-level ac-

cess control policies (ii) a general secure collaboration scheme that guarantees that high-level

access control policies are respected during collaboration and it can be integrated into existing
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version control systems (e.g. SVN) to support offline scenario; (iii) automated merging and fine-

grained locking to enhance the efficiency of conflict resolution and prevention upon concurrent

modification of the models; (iv) derivation and incremental maintenance of view models to pro-

vide specific focus of the designers by abstracting from unnecessary details of the underlying

system model.

Practical Benefits Key benefits of our secure collaborative modeling framework for MBSE

include the following:

Collaboration of heterogeneous stakeholders Our framework supports collaborative

modeling between engineering teams of different companies (e.g. an integrator and its

subcontractors) while protecting their intellectual property with the secure storage

of the gold model.

Extra layer of access control Model-level fine-grained access control using secure views

injects an extra layer of protection on top of existing protection offered by the under-

lying repository.

Validation of access control policies Access control rules support the consistent assign-

ment and maintenance of permissions for large models and enable the systematic

validation of access control policies (e.g. to ensure export control regulations or in-

vestigate a security breach).

Compliance with SCM practices Access control policies can be defined for modern SCM

practices to collaborate along multiple branches, formal change request, etc.

Smooth integration with existing tools Our framework extends existing server-side

repositories while keeping client-side modeling tools intact, thus engineers may con-

tinue using existing collaborative tools.

As such, powerful existing collaboration practices used in software engineering can be com-

plemented when collaborating over models.
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