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1 Introduction 

Network security hardly needs introduction. As computer networks permeate our lives to an ever 
increasing degree, reaching out to people who know less and less about how they work, their 
security and safety is becoming critically important. 

In this dissertation, I introduce two network security algorithms and a new graph centrality 
measure. 

The first algorithm, WANDA, allows networks to autonomously or collaboratively detect 
outbreaks of scanning worms. Its most compelling features are ease of implementation, resource 
efficiency, the very low number of false positives (thanks to per-service suspicion thresholds) and 
the ability to work from NetFlow data or the connection tracking table of a stateful firewall. 

The second algorithm, RESPIRE, leverages existing TCP connection tracking features of 
firewalls to quickly detect SYN floods, identify the attack sources and enact appropriate filtering 
rules. In contrast to other proposed SYN mitigation solutions, it is sufficient if RESPIRE is 
deployed on or near the victim. It avoids the drawbacks of syncookies [39], has a small memory 
footprint and relatively low CPU usage. 

Finally, I propose a new graph centrality measure, called the lobby index and determine its 
distribution in various kinds of generated as well as real-world graphs. Computing the lobby 
index of a node only requires local knowledge (specifically, the degrees of all neighbours) and can 
be performed very cheaply. 

Centrality measures try to capture numerically the “importance” of a graph node from the 
perspective of network flows with certain properties. Several established centrality measures exist, 
but most of them require global knowledge of the entire graph to compute (e.g. closeness, 
bridgeness or eigenvector centrality); additionally, none of them seem to be really applicable to 
how an infection spreads through a scale-free computer network [36]. The lobby index assigns 
high numbers to nodes that are well-connected, thus in a good position to distribute an 
immunising agent (or an infection!) as well as to prevent an infection from spreading through 
them, thereby protecting the parts of the graph that are reachable through them. One challenge 
in immunising scale-free graphs is that once the infection reaches the very well connected “rich 
club”, containment is next to impossible. There are proportionally fewer nodes with a high lobby 
index than nodes with high degrees, but these are mostly “gateways” into the rich club; hence, 
immunising them is promising. 

While it still remains to be established whether the lobby index can live up to this particular 
promise, others have already found interesting applications for it in e.g. vehicular ad-hoc networks 
as well as in ordering search results. 

2 Research Objectives 

The body of existing research related to the topics of this dissertation is massive, making a 
thorough review in this dissertation summary impossible; the dissertation itself evaluates related 
work in approximately 25 pages. To summarise: Ínew network defence mechanisms proposed by 
researchers often either require invasive changes to existing infrastructure to implement ([19], [43], 
[45], [47]); or are algorithmically or mathematically complex, making them hard to implement 
correctly ([18], [40], [45]); or have significant resource requirements ([19], [41], [42], [47], [49]); or 
require some sort of global cooperation on the scale of the entire Internet ([40], [19], [45], [52], 
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[53]); or are patented ([34]); or ignore important aspects of reality ([44]); or only partially solve the 
problem they’re supposedly addressing ([46], [48], [49], [50], [54]); or solve one problem at the cost 
of introducing others ([39], [51], [46]). This tends to make them less than practical. While the 
efforts they represent are important and useful in the long term, I sought to arrive at solutions 
that could be implemented locally, immediately. 

I purposely didn’t obtain any patents on the new solutions I discovered. 
I intended in particular to invent an effective defense against attacks that were still widely 

used and for which no really effective countermeasure existed, and to increase the resilience of 
networks against self-replicating malware (worms). 

As far as worms and SYN attacks are concerned, I set out to come up with simple and 
resource efficient algorithms that could be deployed on or near network devices with very few 
changes to existing infrastructure. The ease of software implementation (i.e. algorithm and data 
structure simplicity) was more important than optimisations. The algorithms had to have a small 
memory footprint and they had to be able to work with network data that would be readily 
available in most networks. 

I also wanted to leverage cooperation between several networks (in cases where such 
cooperation is possible), without depending on it. 

Additionally, I attempted to find ways to make the underlying architecture of the Internet, 
or, more specifically, scale-free overlay networks, more resistant to attacks: the lobby index (see 
third thesis) measures the “importance” of network nodes, in a way – or so I hope to prove – that 
immunising nodes with higher lobby indices first helps contain epidemics better. 

3 Research Methods 

Security efforts often take one of two approaches: either an almost purely scientific one, where an 
abstract and simplified model is used to devise the solution to a perceived security problem. Such 
solutions typically look very promising on paper but are sometimes hard to implement or 
impractical. On the other hand, the people who actually maintain and run the networks and 
services often see security issues first-hand, and they attempt to patch them in ad-hoc, frequently 
imperfect or suboptimal ways that are difficult to review formally or to generalise. 

I believe both approaches have unique advantages, and I attempted to combine them, 
leveraging my own operational experience to this end. I tried to identify specific security problems 
a network administrator faces and solve them in ways that are not only practical and feasible but 
as well-suited for scientific analysis and verification as possible. 

Additionally, I discovered that in some cases, such as centrality measures relevant from an 
immunisation perspective [36], basic research into the model underlying the security issue at hand 
had not yet been completed to a sufficient degree, and I attempted to partake in the efforts to 
remedy the situation. 

I started from problems I was able to observe “in the wild” frequently. The fact that I 
encountered them so often implied that they were widespread issues that probably plagued others 
as well. It turned out that while researchers had already attempted to tackle the problems, the 
results were less than perfect for one reason or another; however, it looked possible to either 
improve them or to combine them in new ways in order to provide a better or more practicable 
solution. 

I then set out to devise such improved or more realistic solutions and attempted to verify 
them in at least one of several ways: 
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• Formally, if feasible. Formal analysis is a good way proving or disproving purported 
properties of algorithms, or establishing bounds on measurable properties. Sometimes, 
though, the models in question are so complex that a formal analysis can’t be performed 
within a reasonable time frame. I used formal analysis to prove that RESPIRE reacts faster 
to floods with higher intensity; likewise, formal mathematics helped me determine the 
distribution of the lobby index in scale-free graphs. 

• By implementing them in a simulator. It is often still feasible to simulate complex systems 
that defy formal analysis. Simulations are the tool of choice if a real-world implementation 
would be too costly or administratively difficult. Parameter spaces can be explored 
systematically by scripting the simulations; it is also possible to artificially introduce events 
that would be rare in reality. For example, it would have been difficult to implement 
WANDA for a real-world distributed experiment and even more difficult to arrange for an 
actual worm to infect some of the thousands of computers taking part in the experiment; all 
this could easily be done in a simulator. I also didn’t have hundreds of real class C networks 
to launch SYN floods against RESPIRE from (nor the bandwidth to transport more than 
100,000 SYN packets per second); therefore, this experiment had to be carried out in a 
simulator as well. 

• Finally, I strove to implement prototypes and put my methods to the test in the real world. 
Such experiments can draw attention to considerations that simulations neglected, or 
highlight incorrect assumptions in simulation scenarios. In the case of RESPIRE, it would 
have been very difficult to predict analytically whether the CPU time saved by avoiding the 
cryptography involved in syncookies would outweigh the cost of running RESPIRE 
(especially as the impact of CPU context switches and so on would have had to be 
considered); therefore, I resorted to measurements. 

4 New Scientific Results 

4.1 WANDA (the Worm ANomaly Detector Algorithm) 

Network worms have been a constant threat to computers for the past decade. In the early 2000s, 
one remotely exploitable vulnerability after the other was found in widely used desktop software; 
and if that were not enough, worm authors could (and still can) always rely on the curiosity and 
gullibility of users to get them to run malicious code. 

According to [37], “there is an increasing ineffectiveness of traditional malicious code detection 
technologies, such as anti-virus software, to detect and block new worms”; further, “The financial 
impact of viruses from 1995 to 2004 has grown from $500 million to $16.7 billion.” 

By 2005, when WANDA was published, defending against such worms had become critically 
important. As noted above, our then-current defence mechanisms were not up to the task of 
stopping network worms, evidenced by the fact that new ones managed to infect tens of 
thousands of computers (and to cause millions of dollars of damage) every month. 

Antivirus programs still primarily rely on payload signatures to detect malware. Even if 
antivirus vendors were to begin creating and distributing signatures for a new worm just minutes 
after the first infection (which they can’t), the worm would have time to infect a substantial part 
of the Internet. For example, Sl@mmer infected the great majority of all existing vulnerable 
systems within 10 minutes and had an early doubling rate of 8.5 seconds [34]. No signature release 
process can hope to match this speed. 
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All this leads to the conclusion that there is no apparent way to win the worm war on the 
desktop front by any feasible means1. Therefore, if something is to be done about worms, it must 
be done in the network, and without relying on the centralised distribution of content signatures. 
Worm defence in the network also appears to be more viable because network devices are fewer in 
number and typically better managed than desktop computers. 

I propose an algorithm, called WANDA for “Worm ANomaly Detector Algorithm”, that can 
help severely limit the ability of even new and unknown worms to infect other computers. It 
should be noted that while no new scanning worms have appeared recently, there is no reason 
why one couldn’t surface tomorrow; therefore, WANDA is still useful in potentia even if the 
threat it was designed to counter is temporarily not manifest. 

Thesis 1. I devised an algorithm that allows an autonomous network to detect scanning 
worms without relying on payload signatures of any kind, solely based on their network 
behaviour. I devised a distributed version of this algorithm that allows several (sub)networks to 
detect scanning worms cooperatively, thereby improving confinement efficiency and reaction time 
while decreasing the memory requirements of each detector. Both algorithms isolate and 
quarantine infected network nodes without interfering with legitimate traffic (except where 
legitimate traffic involves the same ports that the worm attacks), thus containing the worm. I 
used simulations to prove the effectiveness of WANDA. Additionally, I assert that WANDA can, 
with small alterations, be used to detect portscans and network sweeps as well. 

4.1.1 Autonomous detection 

Thesis 1.1. I devised the Worm Anomaly Detector Algorithm, WANDA, which has advantages 
over other worm confinement proposals. 

Publications: [C6]2[C7][C8]. 
The principal advantages of autonomous WANDA over other approaches (reviewed in detail 

in the dissertation) are: autonomous operation (that is, no dependency on global or distributed 
deployment); no requirement for millions of unused IP addresses (darknets); no requirement for 
invasive network infrastructure changes (NetFlow traffic data, easily obtained from virtually all 
COTS routers and many switches, is sufficient input for WANDA; it can also easily be integrated 
with a connection tracking firewall); resource efficiency; and ease of implementation. 

WANDA’s operation can be summed up, in simplified form, as follows; please see Appendix 
A of the dissertation for a pseudocode realisation. 

It is the very act of spreading from one node to the other that can be spotted by looking at 
network traffic [18]. At the time of this research there were, from a network perspective, two 
fundamentally different ways in which a worm could actively spread3. One of them was mailing 
themselves to many different addresses via an SMTP smarthost; the other involved connecting to 
many different network addresses, either to exploit an exploitable weakness in software running 
on the remote computer, or to deliver, via SMTP, an email message that contains the worm 
directly (instead of through the smarthost). 

Detecting a scanning worm boils down to the following: detecting if a host or subnet tries to 
connect to one of at most a few dozen well-known ports on many different remote systems. 

In order to detect this, we need to keep track of the rate of new/different addresses being 
connected to on each well-known destination port. This can be done using an approach similar to 
the one used in MULTOPS [35], by utilising a 256-ary “counting tree” that exploits the 
hierarchical nature of IP space, much like in RESPIRE (explained in Thesis 2). 
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The algorithm relies on one such counting tree for each TCP/UDP port being monitored. 
This tree keeps track of the rate of new addresses being contacted by the aggregated set of hosts 
in the monitored subnet, by creating node A→B→C→D if a host connects to the IP A.B.C.D 
and tracking the rate of node additions. If the subnet aggregate new destination rate exceeds a 
threshold for a given port p, WANDA creates a separate destination counting tree for each 
monitored traffic source that communicates on port p in order to identify the specific hosts that 
are responsible for the suspicious aggregate behaviour. (Please refer to the dissertation for a more 
detailed explanation.) 

If a host exceeds its individual new destination rate threshold, it is presumed infected and 
further traffic from it to port p is filtered (preferably at the switch level). 

The algorithm as described above is primarily useful for detecting worms within the 
monitored network that try to infect other internal or external hosts. A very similar approach can 
be used to detect worms that try to infect the network from the outside. Using the algorithm 
discussed previously, we track the rate at which connections to different internal addresses are 
attempted by the aggregated set of all external hosts on each of the monitored well-known ports4; 
or the rate at which different external addresses attempt connections to such a port on any 
internal address. If either rate significantly exceeds the known normal rate (corrected for seasonal 
effects and known trends), it is reasonable to suspect a worm outbreak. 

The main difference between the case when the worm is on the inside and the case when it 
comes from the outside is how we can react. In the latter case, it is pointless to identify individual 
infection sources. Instead, it is sufficient to identify the class C networks the worm attacks 
originate in (which means that the counting tree can be one level less deep). We can block 
incoming connections to the infection port from these networks, or even altogether until human 
intervention; however, if the port pertains to some important public service (such as HTTP), the 
trade-off between service availability and the possibility of malware infection must be considered. 
Human staff must be alerted in either case. 

4.1.2 Distributed detection 

Thesis 1.2. I proposed a distributed version of the autonomous WANDA and showed, using 
simulations, that it decreases reaction time compared to the autonomous mode; additionally, I 
assert that it reduces the typical memory requirement of a single WANDA node, compared to the 
case where a single autonomous detector is used to analyse the same traffic. 

Publications: [C7][C8]. 
WANDA makes heavy use of an arbitrary suspicion threshold (related to the rate at which 

new servers are being contacted from the monitored subnet); choosing the right threshold can be 
difficult. 

Another problem is that for large, busy internal networks with several thousand hosts, much 
memory (tens or even hundreds of megabytes) may be needed to hold the data structures the 
algorithm uses. 

Both of these problems can be extenuated by distributing the detection algorithm to several 
IDS nodes that each keep track of only a portion of all traffic. If the internal network is 
hierarchical, a natural choice would be to equip each smaller subnet with an IDS; if not, the scope 
of each IDS can be chosen arbitrarily. 

Detection speed can be improved by making the suspicion threshold “fuzzy”: essentially, 
introducing two discrete levels of suspicion, each with its own threshold. One is called the red 
alert threshold; some appreciable fraction of this threshold is the yellow alert threshold. When 
going to yellow alert, the IDS initiates a vote5 on whether to go to red alert; if a pre-determined 
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amount of IDS nodes are at yellow alert for the service (port) in question, the entire network can 
go to red alert even if the red alert threshold hasn’t been reached yet anywhere. The assumption 
behind this approach is that worm outbreaks will in many cases not be isolated; thus, if several 
subnets exhibit the same slightly anomalous behaviour, it is safer to assume that a worm attack is 
in progress than if only one subnet is misbehaving, which could just be caused by a single errant 
user or application. 

At yellow alert, the IDS can already begin tracking the traffic of individual hosts (instead of 
whole subnets) on the suspected infection port; thus, infected systems can be identified faster once 
the conditions for a red alert are met. Additionally, since in many cases the per-host new 
destination rate threshold can be lower than the per-subnet threshold, individual suspicious hosts 
can already be found and blocked6. While this logic wasn’t implemented in the simulator 
discussed below (only the two distinct alert levels and the voting were, with the advanced logic 
only making it into [C8]), it is easy to see that it could have decreased the reaction time of 
WANDA. 

The memory footprint and CPU cost is naturally reduced if each IDS only has to track a 
fraction of all hosts on the internal network. 

4.1.3 WANDA simulations 

Thesis 1.3. Using simulations, I showed that both the autonomous and the distributed version 
of WANDA can effectively contain scanning worms. 

Publications: [C7][C8]. 
In order to demonstrate that the algorithm is useful (i.e. that the predicted traffic anomaly is 

there and can be detected; and that worm traffic can be subsequently filtered), I ran simulations. 
Please note that it was not the purpose of the simulations published in [C7] and excerpted here to 
thoroughly explore the parameter space of WANDA: instead, a single, typical, realistic scenario, 
biased slightly against WANDA, was simulated in order to a) prove the effectiveness of the 
algorithm and b) compare the performance of the autonomous and distributed modes. 

Before describing the setup, let me introduce two shorthand notations: let U[x;y] denote a 
uniformly distributed random variable between x and y and let exp(x) denote an exponentially 
distributed random variable with an expected value of x. 

The simulation scenario was set up so that it would resemble a small campus network with a 
few thousand computers. The computers would be organised into 20 subnets and would engage in 
simulated legitimate activity, while a simulated worm would try to infect the services running on 
the same port. The parameters of legitimate traffic were set so that clients could be expected to 
talk to a relatively high number of different servers. Thus, the suspicion threshold had to be high, 
which increased reaction time. 

The simulated campus network consisted of 20 “internal” subnets: one with 50 and one with 
200 computers. The other 18 each had U[100; 240] computers. The packet transit delay was 
exp(0.01) seconds. I only simulated TCP traffic related to the infection port. 

The simulated topology was flat: each outbound data packet from an internal network passed 
through exactly one IDS when bound for an external address and two IDS nodes when bound for 
a different internal network. I simulated three scenarios: one where the IDS was inactive; one 
where the IDS nodes were autonomous; and one where they co-operated. 

I introduced one copy of a generic worm (similar to Code Red, MyDoom, Sasser etc.) into 
two internal subnets after the first four simulated hours had elapsed. The simulated worm 
behaved like a Poisson process with a parameter of 10 minutes; when active, it tried to infect 
U[0; 20] randomly chosen addresses from a randomly chosen class C network in one go. It 
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alternated between trying to infect external and internal networks (some real worms, e.g. Code 
Red 2 and Nimda, behaved in a similar manner). Each attacked computer stood a 20% chance of 
being up and running a vulnerable implementation of the attacked service at the time of attack. 
This is very generous; no network worm ever infected even close to 20% of the Internet. 

In order to simulate legitimate traffic, every computer in every internal network also ran a 
legitimate client modelled as an on-off source that was inactive for exp(1) hour. When active, it 
“worked” for exp(5) minutes, during which it accessed U[0; 8] different remote servers simulta-
neously and then paused for exp(1) minute. 

The simulation ended after eight hours of simulated time. 
Figures 1 and 2 show data gathered from a specific simulated internal network with 200 

nodes. The seemingly random blue plot shows how many different servers were contacted by 
nodes in this subnet during each minute. The grey line at the bottom shows the number of 
infected computers in the subnet. The dashed lines mark the computed threshold value for 
blocking traffic in Figure 1 and the threshold values for the yellow and red alert levels in Figure 2, 
where the IDS nodes worked in their distributed cooperative mode. The events used to “train” the 
IDS in the beginning were the same in both cases; however, we can observe different behaviour 
after the worm has been introduced. Note that in Figure 1 traffic is strong even towards the end 
of the simulation, whereas in Figure 2 this is not the case, because fewer total infections have 
taken place. 
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Figure 1. Simulation results of the scenario where the IDSes worked autonomously 
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Figure 2. Simulation results of the scenario where the IDSes worked in distributed mode 

 
Figure 3 shows how many computers were infected in each subnet at the end of the 

simulation. The total number of infections is lowest in the cooperative case. There were 3598 
infected systems (in fact, all simulated internal nodes7) when no IDS was used; 370 when the 
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IDSes worked autonomously; and only 238, less than 7% of the no-IDS case, with WANDA 
running in the distributed mode. 

There were no false positives; that is, no uninfected client was firewalled off, thanks to the 
automatic adjustment of the alert threshold. This is not a result of tweaking the variables – the 
first set of common-sense values that came to mind was used. 
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Figure 3. Number of worms in each subnet 

4.1.4 Detecting portscans 

Thesis 1.4. I assert that WANDA can, with small alterations, be used to detect portscans and 
network sweeps as well. 

Publications: [C7]. 
The traffic anomaly detected by WANDA as described previously is very similar to the one 

caused by port scanning. In fact, the worm carries out a degenerate form of port scanning; instead 
of trying to connect to several different ports of the same IPs, it tries to connect to the same port 
on several different IPs. The detection algorithm can be modified to detect portscans8 in addition 
to worms, at the cost of a larger memory footprint9. 

In order to detect incoming portscans, we need to store the {destination IP, destination 
port}10 tuple of each new incoming connection that our session tracking doesn’t account for (thus 
excluding, for example, FTP data connections), and track the rate at which new tuples appear. If 
the number of different internal {IP, port} pairs contacted in the last time unit exceeds a 
threshold, a portscan is possibly in progress. The size of the data structure used to track the {IP, 
port} pairs (a slightly modified version of the tree from before could be used, where each leaf has 
a bit-field to track individual ports) is bounded, because we can stop counting once the threshold 
is reached. 

Networks that try to reach few ports and few addresses are probably legitimate; networks 
that reference few ports but many addresses are sweeping for particular services; networks that 
reference many ports but few addresses are carrying out a classic portscan; finally, networks that 
access many addresses and many ports are probably trying to portscan several different 
destinations at the same time. 

The memory footprint can be reduced by first only tracking incoming traffic by class B (or 
even class A) networks and only tracking individual class C networks if their parent class B or 
class A exceeds our suspicion threshold. 

Of course, detecting incoming portscans is, in most cases, futile as nothing useful can be done 
once the portscan has been detected (even raising alerts is of dubious usefulness). Detecting 
outgoing portscans makes more sense, because we stand a realistic chance of finding and 
apprehending the actual culprit, especially if address spoofing has been prevented. 
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The detection algorithm is the same as the one we used for incoming portscans, only instead 
of tracking the incidence rate of new internal {destination IP, destination port} tuples, we track 
the rate of new such external tuples. 

4.1.5 False positives with WANDA 

Extreme usage burstiness of a particular service may cause false detection; for example, if a user 
suddenly decides to run an Internet survey to determine the distribution of name server software 
in use, we may wrongly decide to block their DNS traffic. This probably can’t be helped; the user 
would need to make prior arrangements with network management to prevent being identified as 
a worm. An important point here is that the behaviour of such a user is extreme; thus mis-
identifying it as a worm is not in the same class of false positives as mis-identifying a regular web 
browsing session would be. 

Another likely-looking case of false positive detection would be peer-to-peer files-haring 
activity, provided the application uses a well-known port (possibly in order to bypass firewall 
restrictions). 

4.1.6 Speculations and future work 

Based on the simulation results and knowledge of the algorithm, it is possible to speculate on the 
effects of adjusting simulation parameters. For example, reaction time (and thus confinement 
efficiency) could be improved if the suspicion threshold could be lower: while that is not possible 
for web browsing, the typical usage patterns of other protocols, like e.g. SMTP, POP3, SOCKS, 
remote desktop or SSH would likely permit the threshold to be lower. 

If the chance of vulnerability had been lower, the worm could have infected fewer systems 
before it was confined. 

If unsuccessful connection attempts had been assigned a greater weight (e.g. counted twice), 
the suspicion threshold would have been reached (and thus the worm confined) sooner. 

Common sense suggests that the size of each monitored subnet only impacts the effectiveness 
of WANDA if each host in the subnet talks to a different set of remote servers: in such a case, if 
the subnet is very large, a small number of worm instances keeping a low profile may be able to 
“hide” in the aggregate traffic. 

Better simulations using published simulators that mimic the scanning and infection 
behaviour of existing worms could be carried out (indeed, some pertinent results were published 
in [C8]). This would allow WANDA to be more directly compared with different detectors. the 
parameter space could be explored experimentally as well as analytically (similar to e.g. [19] or 
[34]; work on this had been started in 2006 but had to be abandoned due to lack of resources); 
and, of course, WANDA could be put to the test in the wild. 

An interesting avenue of further research would be investigating the feasibility of internet-
wide WANDA deployment with voluntary participation of autonomous systems, no central 
authority, and a friend-to-friend network being established by detectors, all running in their 
distributed mode. This overlay network (which would likely be scale-free) could be used to 
efficiently transmit alert status changes and detected infection ports. 
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4.2 The RESPIRE (Resource Efficient Synflood Protection for 
Internet Routers and End-systems) Algorithm 

The denial of service attack referred to as SYN flooding, while old and well-known, is still being 
perpetrated on the Internet today (see e.g. [38] for a relatively recent example that was reported 
in the news). It is a type of resource depletion attack where the attacker attempts to fill the TCP 
backlog queue of the victim with half-open connections (connections in the “SYN RECEIVED” 
state), thereby preventing it from accepting legitimate connection requests. 

Thesis 2. I propose an algorithm that allows a firewall to protect itself or servers behind it 
against TCP SYN attacks by identifying attacking subnets and automatically blocking their 
traffic without also blocking non-attacking subnets. Services protected by RESPIRE continue to 
be reachable from non-attacking subnets as long as the SYN attack doesn’t deplete the 
bandwidth of the protected site. Using a simulation I demonstrated that the RESPIRE algorithm 
quickly and effectively isolates attackers and filters attacking traffic without interfering with 
legitimate traffic to a statistically significant extent. I determined the reaction time and resource 
requirements (as a function of implementation parameters) of the RESPIRE algorithm 
analytically. I assert that RESPIRE nullifies some of the disadvantages over SYN cookies. I 
measured and compared the CPU usage of RESPIRE and SYN cookies. 

Thesis 2.1. I devised the Resource Efficient Syn-flood Protection for Internet Routers and 
End-systems algorithm, as an improvement over and complement to the well-known syncookie 
algorithm. 

Publications: [B1][J3][J4][C1][C2][C3][C4][C5]. 
A server has a plethora of useful information it can use to determine whether it is under a 

SYN flooding attack; for example, it might be if any of the following conditions are met: 
• the number of incoming SYNs per second exceeds a threshold (can also happen during 

legitimate traffic peaks); 
• a TCP backlog queue gets filled, so it has to start sending syncookies (can also happen during 

legitimate traffic peaks); 
• the number of half-open connections exceeds a threshold (can also happen during legitimate 

traffic peaks); 
• the average age of half-open connections exceeds a threshold (can also happen due to packet 

loss); 
• there is a disproportional difference between the number of SYN ACK packets sent out and 

connection-finalising ACK packets received. This is the indicator RESPIRE is based on. 
Please see Appendix B of the dissertation for a pseudocode realisation of RESPIRE; what 

follows below is a textual explanation. 
Once we decide that we are indeed under a SYN attack, we need to isolate the sources of the 

attacking SYN packets. Historically, it used to be possible to forge just about any source address 
on a packet, so isolating the sources would not have been possible. By now, however, many 
networks have reverse path filters or are using other mechanisms to filter packets that are obvious 
fakes; therefore, an attacker can typically only forge addresses within one (or a handful of) class C 
network(s). I note and acknowledge that RESPIRE fails if the attacker can spoof any source 
address. 

The typical attack scenario today is that the attacker has access to a number of computers 
compromised previously and now under his control – commonly referred to as “drones”, “bots” or 
“zombies” – in several subnets around the world, and instructs all of them to launch a (SYN) 
attack in concert, effectively mounting a distributed denial of service (DDoS) attack. To make 
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filtering the packets more difficult, the drones use spoofed addresses, but every address is within 
the same netblock as the real address of the drone; otherwise, the edge router of the netblock 
would discard the packets. Countering such an attack is possible by filtering the SYNs coming 
from the netblocks the drones reside in. 

During a SYN flood, the ratio of the number of outgoing SYN ACK packets to the number of 
incoming handshake-finishing ACK packets is necessarily much larger than one. Most SYN ACK 
packets that go unacknowledged are sent to the attacker; thus, we can identify the attacker by 
finding the subnets with the most outgoing SYN ACKs per incoming connection-finalising ACKs. 

We can address this problem by storing the counters in an efficient, dynamically expandable 
hierarchical data structure that exploits the hierarchical nature of IP space: a 256-ary tree11, like 
the one MULTOPS [35] uses. The root of the tree contains two counters and 256 pointers. 

One of the counters, ο, counts the SYN ACK packets leaving the system. The other counter, 
ι, counts the valid ACK packets (ones that finish TCP handshakes) entering the system12. If the 
ratio of ο to ι exceeds the value of the parameter ρ, we assume that an attack is in progress and 
being expanding the tree. ρ must be chosen such that this does not happen under normal 
circumstances. 

Once the node A→B→C exists, has at least some minimum number of SYN ACK packets 
associated with it and the ratio of its counters exceeds ρ, A.B.C.0/24 is assumed to be an 
attacking subnet and no further incoming SYN packets are accepted from it for δ seconds. δ 
should be chosen so that it is slightly longer than the typical flood is expected to be. 

Once every τ seconds we check if the tree contains suspicious nodes (with counter ratios in 
excess of ρ). If so, we zero their counters. We remove all non-suspicious nodes from the tree 
(except the root node). 

A comparison with SYN cookies 

Daniel J. Bernstein proposed a partial solution to the SYN attack problem which he called 
“syncookies” [39]. Syncookies work by sending a carefully crafted, cryptographically strong ISN 
back to the client in the SYN ACK packet, so that the ACKed sequence number in the final 
ACK packet is enough to validate the connection. No state is established and no memory used 
until the final ACK arrives. 

Syncookies ensure that, because no memory need be allocated until the final ACK is received, 
the server is able to reply to all incoming SYN packets with SYN ACK packets (CPU speed and 
upstream bandwidth being the only bottlenecks), thus being able to continue serving legitimate 
clients even when under attack. 

Syncookies have some drawbacks, each of which is eliminated or extenuated if syncookies are 
combined with RESPIRE. 

1. Thousands of incoming SYN packets per second mean thousands of outgoing SYN ACK 
packets per second, to a possibly innocent third party whose address the SYN flood appeared to 
come from. If the server has asymmetric bandwidth, with significantly smaller upstream than 
downstream, the victim will deplete its own upstream bandwidth with its SYN ACK packets and 
thus be unable to transmit legitimate traffic. Common traffic shapers will further exacerbate the 
situation by favouring ACK (and thus SYN ACK) packets in the upstream queue. 

RESPIRE identifies attacking subnets and blocks their SYN packets; thus, SYN ACKs will 
not be sent to them. 

2. A problem occurs when the connection-finalising ACK packet is lost. Normally, the server 
would resend the SYN ACK packet, which would cause the client to ACK it again; but if 
syncookies are used, there is no local state associated with the half-open connection, hence 
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resending a SYN ACK is impossible. This can result in a situation where the client believes it has 
established a TCP connection with the server, whereas the server does not. If the application 
layer protocol requires the server to talk first (e.g. SMTP), a long client-side timeout may have to 
expire before the connection is retried, because the client just assumes that the server is slow to 
send its initial message. 

3. A connection established using syncookies cannot use large windows and can only use a 
fixed set of Maximum Segment Size (MSS) values.  

4. Syncookies take time to compute: Bernstein suggests using the Rijndael algorithm to 
generate the ISN, which may be too expensive. The computational overhead can be further 
increased if the attackers also send forged ACK packets; these must be validated individually, 
which requires cryptographic operations. 

After RESPIRE has blocked the attacking subnets, syncookies need not be sent, so that 
problems 2-4 do not arise. 

4.2.1 RESPIRE simulations 

Thesis 2.2. Using simulations, I demonstrated that the RESPIRE algorithm quickly and 
effectively isolates attackers and filters attacking traffic without interfering with legitimate traffic 
to a statistically significant extent. 

Publications: [B1][J4][C1][C5]. 
I simulated an SMTP server that served thousands of clients from all around the world. This 

server itself was presumed to use syncookies and thus be largely resilient against SYN attacks (see 
the dissertation for further details). The server saw 62.8 active connections and 12.6 new 
legitimate connection requests per second on average. 

I also simulated 8 attackers that flooded the server with SYN packets in a distributed 
manner. The attackers used spoofed source addresses that were uniformly distributed across an 
entire subnet. The subnet mask was chosen randomly between 16 and 24. Each attacker 
performed one prolonged SYN attack. The rate of the forged SYN packets ranged from 160 to 
100,000 per second. This can be said to be representative of existing, real-world SYN attacks13. 

Table 1 summarizes the activities of the attackers. The first column shows the time in 
seconds, counted from the beginning of the simulation, when the attacker started flooding, and 
the second column shows when he stopped. The last column, flood rate, is the number of forged 
TCP SYN packets emitted by the attacker each second. 

First packet Last packet Subnet Flood rate 
80.780 357.949 171.85.128.0/17 41274 
239.046 254.177 92.221.110.0/23 91938 
764.754 903.272 96.0.112.0/20 58563 
890.803 2009.153 191.81.250.0/23 82013 
1229.573 2498.843 90.143.64.0/18 39586 
2039.08 3568.49 210.183.128.0/19 40932 
4060.253 4310.985 181.255.128.0/17 88895 
4729.277 4975.907 219.152.14.0/23 31267 

Table 1. Attacker activity 

Figure 4 shows the rate of the SYN attack messages that reached the server and successfully 
established half-open states there, while Figure 5 shows the rate of the SYN attack messages that 
were blocked by the server (firewall) after identifying the attack (note that the scales of the 
figures are different). The figures show that a new incoming SYN attack can succeed only for a 
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short time period because RESPIRE always blocks it almost immediately (observe that there are 
no plateaus in Figure 4). Figure 5 is also proof that RESPIRE can resist and defend against SYN 
attacks with high packet rates (in excess of 140,000 pps). 
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Figure 4. Rate of unfiltered SYN packets vs. time 
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Figure 5. Rate of blocked SYN messages vs. time 

Figure 4 only shows the rate of the SYN messages; please refer to Table 2 for the exact start 
and end of the SYN attack, the number of SYN messages that got past the defense system, and 
the reaction time (the time needed to block the attack). All timing parameters are expressed in 
seconds. 

First packet Last packet Accepted SYNs Reaction time 
80.780 81.409 22191 0.629 
239.046 239.057 505 0.011 
764.754 764.799 1920 0.045 
890.803 890.814 505 0.011 
1229.573 1229.817 6766 0.244 
1790.814 1790.82 505 0.06 
2039.08 2039.189 3535 0.101 
2129.699 2129.864 6767 0.165 
2939.157 2939.270 3535 0.113 
4060.253 4060.446 13231 0.193 
4729.277 4729.298 505 0.021 

Table 2. RESPIRE filtering reaction time 

The simulation demonstrates that the proposed defense system has good reaction time even 
in the case of very distributed SYN attacks, coming from spoofed /17 subnets (1st and 10th row). 

I also carried out feasibility studies to estimate the resource overhead. Figure 6 shows the 
number of tree nodes that are allocated in the simulation to track the new connection requests. In 
the figure you can see 11 spikes at the moments the 11 attacks took place. Naturally, when the 
system was under attack, more and more nodes were created to isolate the source of the attack. 
When the attacks were identified, the allocated nodes were removed, and only the root node 
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remained. Even in the case of the attacks with the large /17 subnets the number of allocated 
nodes did not exceed 166, which is insignificant. 
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Figure 6. Number of allocated nodes vs. time 

I also investigated the number of blocking rules that were installed to stop the incoming SYN 
attacks. Figure 7 shows the number of blocking rules activated in the simulated scenario as a 
function of time. 
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Figure 7. Number of blocking rules vs. time 

The number of blocking rules does not depend on the algorithm used to discover the attacks 
if all sources of the attacks are revealed; it only depends on the number and size of the subnets 
the attacks are coming from. Knowing the real attack sources and measuring the number of 
blocking rules is proof that the algorithm does not block more than the class C nets the attacks 
originate from. 

4.2.2 RESPIRE resource requirements 

Thesis 2.3. I determined the reaction time and resource requirements (as a function of 
implementation parameters) of the RESPIRE algorithm analytically. 

Publications: [B1][J3][C2][C3][C4]. 
In order to avoid memory exhaustion attacks against RESPIRE, the total number of tree 

nodes must be limited. One node occupies around 2k on a 64bit architecture and 1k on a 32bit 
architecture. The maximum number of nodes that could be created if no limit were enforced is 
16777216 + 65536 + 256; thus, the total amount of memory used by the tree structure could 
increase to up to about 32.5 gigabytes, which is impractical to store and manage. 

The number of nodes to be created depends on the number of subnets that exhibit suspicious 
behaviour, i.e. the number of subnets under the control of an attacker. If we assume an unrealistic 
case where 200 different class C networks are used to flood the victim, and these all reside in 
different A blocks, only 600 nodes would need to be allocated, adding up to slightly more than 
one megabyte in size even if the memory to hold the pointers is statically allocated. Nevertheless, 
limiting the size of the tree is a wise precaution; a possible approach is discussed in the 
dissertation. 
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It can be shown easily that the reaction time of the algorithm decreases as flood intensity 
increases. Let Δt be the time the attack begins after the counters have been initialised. If we treat 
the flood as a Poisson process14 with parameter ψ  and legitimate SYN traffic as a different 
Poisson process with parameter λ , then, in order for the attack to be detected, the following two 
conditions must be met: 

( )
ρ

λ
ψλ

≥
∆

+∆
t

t  and ( ) µψλ ≥+∆t . 

The first inequality is independent of Δt, thus the attack is detected15 as soon as at least μ 
SYN ACK packets have been sent, where μ is a RESPIRE parameter that determines how many 
SYN ACKs have to be sent to a destination before it can be blocked. Hence, the time needed to 
find the attacking subnet at a given level of the tree can be written as:  

ψλ
µ

+
=∆

level
levelt  

Where levelλ  is the intensity of legitimate SYN traffic that is associated with level, i.e. that 
comes from the same class A, B or C network as the attack. 

Thus, the greater the attack intensity, the lower the reaction time. 

4.2.3 RESPIRE measurements 

Thesis 2.4. I determined that RESPIRE has lower CPU usage than syncookies, using 
measurements. 

Publications: [B1]. 
Using a Linux implementation of RESPIRE, I compared the CPU cost of RESPIRE to 

syncookies by measuring the time the CPU spent in the “softIRQ” state (which includes the time 
spent processing received packets) under a SYN flood if a) no protection was enabled, b) if 
RESPIRE was used; c) if syncookies were used and d) if both RESPIRE and syncookies were 
enabled. Table 3 summarises my findings. In the first experiment, the flood rate was about 
16Mbps (around 32kpps), and there were 500 simulated attacking class C subnets. 

As long as traffic is insignificant, the kernel spends less than 10ms/s (10 milliseconds of CPU 
time during each second of real time) processing packets. 

During a flood, without protections, backlog maintenance costs 45-75 ms/s because the kernel 
needs to try to insert each new connection into the backlog, determine if some existing entries 
should be evicted or SYNACKs resent, etc. 

Enabling RESPIRE but not syncookies results in a temporary SoftIRQ spike of approx. 
50ms/s (this accounts for the time it takes to construct the tree structure). After a few seconds, 
the first batch of attackers is blocked; as we’re not using syncookies, not all attacking subnets 
receive enough SYN ACKs to be blocked. From this point on, SoftIRQ usage drops to about 20-
25ms for the rest of the flood, mostly because the kernel needn’t assemble reply packets. 

Enabling syncookies but not RESPIRE saves about 10ms compared to the unprotected state, 
because – apparently, and this is surprising – generating the cookies costs less CPU time than 
maintaining the backlog data structure (which needn’t be performed now). 

Enabling RESPIRE as well as syncookies reduces the time spent in SoftIRQ to about 20 
ms/s, which is closer to the 8 ms/s baseline than it is to the 45 ms/s cost of facing the flood 
unprotected. 
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No protection, during flood 45-75 ms 
SYN cookies, during flood 35-75 ms 
RESPIRE, during flood 25-50 ms 

SYN cookies + RESPIRE, during flood 20 ms 
No protection, no flood (baseline) 8 ms 

Table 3. Soft IRQ time, per second 

The dissertation contains further details and charts. 
I conducted additional experiments with different attack bandwidths and default network 

settings on the victim (as opposed to the slightly optimised settings used in the first experiment); 
the results are summarised in Figures 8 through 11. Attack bandwidths increased from ca. 8Mbps 
(ca. 16 kpps) to ca. 16Mbps (ca. 32 kpps) and then to ca. 32Mbps (ca. 64 kpps). The charts now 
show the time spent in softirq code and also the percentage of idle CPU time (x axis: time in 
minutes; y axis: softIRQ time in ms/s and percent respectively). Table 4 summarises the results 
numerically. 

 16kpps 32kpps 64kpps 
RESPIRE+syncookies 14 29 100 

RESPIRE 18 34 119 
syncookies 38 44 190 

no protection 36 60 200 
Table 4. Average SoftIRQ CPU usage (ms/s) vs. flood intensity 

 
Figure 8. CPU load under attack; no defenses enabled. Average softirq load caused by 

each attack: 36ms, 60ms and 200ms respectively. 

 
Figure 9. syncookies enabled, RESPIRE disabled. Incurred average load was 38ms, 44ms 

and 190ms respectively. 
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Figure 10. RESPIRE enabled, syncookies disabled. Incurred load was 18ms, 34ms and 

119ms respectively. 

 
Figure 11. Both RESPIRE and syncookies enabled. Incurred average load was 14ms, 

29ms and 100ms respectively. 

Based on these measurements, I was able to draw the following conclusions: 
• Somewhat unexpectedly, the largest amount of softirq time was needed when no protection 

was enabled; additionally, the TCP service under attack becomes unavailable while the flood 
lasts. 

• RESPIRE scaled well. Enabling it resulted in substantial CPU time savings in the steady 
state (after the attacks were filtered). The service was reachable again after about 10-20 
seconds into the attack. 

• Syncookies guarantee service availability even under attack, but require a significant amount 
of CPU time because they involve cryptography. The maximum attack bandwidth this 
specific victim could cope with was around 33Mbps with syncookies and 38Mbps with 
RESPIRE.  

• Enabling both syncookies and RESPIRE resulted in the lowest average load and guaranteed 
service availability while eliminating the outgoing SYN+ACK flood that would otherwise 
have reduced the useful upstream bandwidth of the victim. 

4.2.4 Recent advances 

Since 2004, when I first published RESPIRE, others have proposed different ways of dealing with 
SYN floods. These are enumerated in some detail in the dissertation; I will just briefly introduce 
some of them here. 

Kompella et al., in [56] (published just a few months after RESPIRE [C1]), improve on the 
SYN-FIN ratio counter idea ([52]) and propose “partial completion filters” which avoid keeping 
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separate state (counters) for each source or destination IP and instead aggregate the SYN/FIN 
traffic of several sources or destinations in a way similar to RESPIRE, albeit without connection 
tracking (to improve scalability), which makes false positives more likely. 

Al-Duwairi and Manimaran’s idea [55] is to co-opt greylisting (commonly used to fight spam 
in SMTP) to TCP. They realised that since legitimate clients retry connections that time out 
anyway, a simple way of filtering floods is to drop the first SYN packet of every connection (when 
a flood is in progress), then see how quickly it is retransmitted. 

Nandivada and Palsberg describe a timed automata based abstraction that can be used to 
validate SYN defense mechanisms semi-formally [57]; that is, it is possible to determine whether a 
SYN flood (which is also modeled using a timed automaton) can cause the timed automaton 
representing the TCP implementation of the server to enter a “bad” state (one where it drops 
connections). 

4.3 The lobby index, a novel centrality measure for graphs 

Understanding the topology of complex networks (or graphs) is required to implement efficient 
ways of dealing with them. Questions related to topology arise in many different applications: for 
example, when immunising network nodes [20], the order in which nodes are immunised has a 
decisive impact on the scale of the epidemic we’re trying to contain [21]. 

An especially interesting sub-class of random graphs are so-called scale-free graphs, because 
many real-world networks are scale-free (examples include acquaintance networks; the Internet 
AS graph; the graph created by websites linking to each other; the graph created by people e-
mailing each other; as well as the networks of co-authorships in research communities). 

Much of the previous work on immunisation in scale-free networks (e.g. [20] and [21]) focused 
on physical immunisation, where e.g. a set of doctors would inject a set of humans with some 
vaccine to prevent the spreading of a disease. The idea is that diseases spread most easily to other 
humans the infected people have social contact with; thus, immunising the people who have social 
contact with the highest number of other people should be a priority. 

The problem becomes different when we consider scale-free computer related networks (such 
as a F2F – friend-to-friend – file-sharing network16). The immunising agent wouldn’t be a doctor 
but a piece of software that can be replicated; it could spread through the network. What nodes 
should we strive to immunise first? What neighbours should we prefer to immunise next? 
Assuming initial immunisation has some fixed per-node cost, it may be prudent to immunise a 
relatively low number of nodes that have high reach: that is, many well-connected neighbours. 
How many such nodes are there and how can we conceptualise having “high reach”? 

I wanted to find a network centrality measure that wouldn’t require global knowledge to 
compute for a given node but that would nevertheless allow the “reach” of a node to be assessed 
quantitatively. I was hoping that such a centrality measure would help organise the immunisation 
of scale-free networks using self-replicating agents more efficiently. 

Part of the motivation came from Borgatti, who in [36] laments that “there are no [centrality] 
measures appropriate for infection and gossip processes, which I would regard as extremely 
important.” 

Thesis 3. I devised a new centrality measure for graphs, called the lobby index, which is 
defined for each node as the largest l such that the node has at least l neighbours with degrees of 
at least l. I determined the distribution of the lobby index in generated as well as a real-life scale-
free graph: the Internet AS graph. I also determined the Spearman rank correlation between the 
lobby index and several established centrality measures. I showed that if the node degrees are 
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independent and α−≈≥ kkxP ))(deg(  for all nodes x (as in Barabási-Albert graphs) then 
2α−≈≥ kkxlP ))(( . 

Thesis 3.1. I defined the lobby index and determined its distribution in BA graphs [22]. 
Publications: [J1][J2]. 
I define the lobby index for each node as the largest l such that the node has at least l 

neighbours with degrees of at least l. 
Theorem. If the node degrees are independent and α−≈≥ kkxP ))(deg(  for all nodes x (as 

in Barabási-Albert graphs) then 2α−≈≥ kkxlP ))(( . 
Proof. Let us use the notation lk=P(l(x)=k) for the distribution of the l-index, and let 

Gk=P(deg(x)≥k)=1-Fk. Let c be an arbitrary positive constant. 
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Using partition of unity and conditional probability. We now have to investigate the 
probability of a node having k links such that the corresponding neighbours have a degree ≥ k and 
l other neighbours whose degrees are < k (given that it has k + l neighbours in total). This is a 
restatement of l(x)=k. 

Let us first develop a lower estimate for lk. 
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The Stirling formulas have been used for ( )α−Γ k  and k!; 0 < Θ < 1. 
Considering the upper estimate: 
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Introducing a new variable we obtain 
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where the Stirling formulas have been used as in the case of the lower estimate. 
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Thesis 3.2. I determined the distribution of the lobby index in generated as well as a real-life 
scale-free graph: the Internet AS graph. I also determined the Spearman rank correlation between 
the lobby index and several established centrality measures. 

Publications: [J2]. 
Generated scale-free networks. I generated 50 20,000-node Barabási (BA) graphs [22] with 10 

new links each step, starting with 10 initial nodes. The degree distribution passed the preliminary 
test and has α = 1.96, i.e. a 1.96-fat tail. As Figure 12 shows, the empirical distribution of the 
lobby index has 145.ˆ =η  while the theory predicts η = 5.76. 

 
Figure 12. log-log plot of l-index distribution in BA graph 
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Figure 13. log-log plot of l-index distribution in GBA graph 

I used the generalized Barabási model (GBA) [23] which can provide an arbitrary α > 1. I 
generated 50 graphs of 10 000 nodes each with the proposed algorithm and obtained networks 
with an average α of 1.9186, which would imply η = 5.60; I observed 285.ˆ =η . 
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Figure 14. log-log plot of l-index distribution in AS graph 

The Internet AS graph. The graph created by the interconnections between the various 
Autonomous Systems of the Internet has already been investigated thoroughly by others (see e.g. 
[24] and its bibliography). It turned out that it not only has a scale-free degree distribution but 
displays the rich club phenomenon as well: high degree nodes are more densely interlinked than 
expected in a BA graph. I obtained AS graph data from CAIDA [25] and determined the 
exponent of the tail of the degree distribution and compared it with the exponent of the tail of the 
empirical distribution of the l-index. I found that α = 1.61; additionally, η = α (α + 1) = 4.20 
and 144.ˆ =η is estimated from the empirical distribution of l. 

y = -2.6427x + 3.8965

R 2 = 0.8485

-9

-8

-7

-6

-5

-4

-3

2.5 3 3.5                             4

 
Figure 15. log-log plot of l-index distribution in IG graph 

The IG model. Mondragón et al. proposed [24] a modification of the Barabási network model, 
the Interactive Growth (IG) model to generate scale-free networks which exhibit the rich club 
behaviour. In each iteration, a new node is linked to either one or two existing nodes (hosts). In 
the first case the host node is connected to two additional peer nodes using the preferential 
attachment scheme, while in the latter case only one of the involved (randomly chosen) hosts is 
connected to a new peer. I implemented this algorithm and again compared the exponents 
extracted from sample data. In this case the network size was 3000; the probability of one host 
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was 0.4 and that of two hosts was 0.6. The log-log fit of the degree distribution tail yielded α = 
1.23, η = 2.74 and 452.ˆ =η  given by the empirical distribution of l. 

The place of the lobby index among other centrality measures. The lobby index lies 
somewhere between the closeness, betweenness and eigenvector centralities. A strong correlation 
with degree centrality is out of the question in the light of Glänzel’s observation17 [26]: 

( ) ( ) 1
1
+≈ αxcxl deg .  

In order to gain a better picture of the behaviour of the lobby index I determined the 
Spearman rank correlation between these centrality measures in the AS graph. 

 l closeness betweenness eigenvector 
l 1 0.652 0.768 0.604 
closeness 0.652 1 0.500 0.972 
betweenness 0.768 0.500 1 0.479 
eigenvector 0.604 0.972 0.479 1 

Table 5. Spearman rank correlation between centrality measures 

The correlations in Table 5 indicate that the l-index contains a well-balanced “mix” of other 
centrality measures: it is slightly closer to the three “classical” centralities than they are to each 
other (the quadratic mean of the three correlations in bold is 0.638 while the quadratic mean of 
the correlations in italic is 0.678). 

For biological networks the Spearman correlation between the closeness and eigenvector 
centrality is high [27]; high Pearson correlation can be observed in other networks as well [28]. 
One centrality measure can sometimes be used to approximate the other, which is not the case 
with the l-index for the AS graph, but has happened in other types of networks (see below). This 
can potentially save copious amounts of computation time given the simplicity of the calculation 
of the l-index. 

5 Applicability of Results 

In this work, two new network defence algorithms and a new graph centrality measure (the lobby 
index or l-index) are proposed. 

The first algorithm, WANDA, is an effective measure against network worms that rely on 
remotely exploiting software flaws in order to spread. Such worms need to connect to a large 
number of remote computers and try to infect each; this is the network behaviour the algorithm 
identifies. 

The algorithm can be implemented directly and used to combat network worms immediately. 
Its simplicity makes it particularly appealing for embedded devices like firewall appliances; more 
complex variants (discussed in the dissertations) could be deployed on commodity PCs acting as 
firewalls. A compelling feature of WANDA is that it can use NetFlow data to analyse traffic. 
NetFlow, or something similar, is generally available in every large network; thus, WANDA could 
be deployed without placing additional equipment in the traffic path. The existing routers and 
switches could provide one or several WANDA monitoring nodes with NetFlow data, which 
WANDA would process and then cause appropriate traffic filters to be installed by way of an 
arbitrary remote management protocol the switches or routers support. 

The distributed version of WANDA is appropriate for large campus networks where 
centralised traffic analysis would be prohibitively expensive; in addition to making it possible to 
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use WANDA at all, the distributed version can even prevent infections from spreading from one 
campus subnet to the other. 

In addition to stopping worm outbreaks, WANDA can be adapted to discover and identify 
portscans, which are often the sign of potentially malicious behaviour. 

Alas, in retrospect, I now see that I chose the publication venue for WANDA poorly. I had 
had high hopes for the then new EC2ND conference, but it has remained regrettably obscure, 
which explains why there are independent inventions of similar systems but no citations. For 
example, Cisco now implements an anomaly detector [60] that, while it is unclear whether it 
utilises WANDA-like data structures, detects “scanners”, defined as “a source IP address that 
generates events on the same destination port (in TCP or UDP) for too many destination IP 
addresses.” In a similar vein, Kamaguchi [61] proposes a system for “Worm Detection Based on 
Anomaly Connection Tree” which is also based on connection destination counting. 

The RESPIRE algorithm helps servers and firewalls defend against SYN floods by identifying 
the source address blocks of the floods. SYN floods are a type of DoS attack; they can be used to 
temporarily disable TCP based network services by exhausting limited resources on the server. 

The existing Linux implementation of RESPIRE had been deployed on hub.irc.hu, then one 
of Hungary’s busiest IRC (Internet Relay Chat) servers, between 2005 and June 2007. IRC is 
notorious for attracting the attention of attackers, and indeed, during the time RESPIRE was 
used, several SYN floods were detected and filtered. One of the most distributed attacks logged 
occurred in early February 2007; the attacker used 70 class C subnets and sent approximately 
52,000 SYN packets each second. In contrast, the server normally saw an average of about only 
150 legitimate connection attempts per second (not all of which were related to IRC). None of the 
SYN floods succeeded in making the IRC service unavailable to legitimate clients. 

In 2007, RESPIRE had to be disabled on hub.irc.hu because the existing implementation 
wasn’t SMP safe and the server received an additional CPU. Work on an improved version is 
pending. 

As with WANDA, the simplicity of the algorithm allows it to be run on even the simplest 
SOHO routers (provided they have stateful packet filters; nowadays many do). Coupled with 
syncookies, RESPIRE can make TCP servers highly resilient against SYN floods while avoiding 
most drawbacks (e.g. flood bouncing or the computational cost of cryptography) of syncookies. 

As far as citations go, RESPIRE suffered almost the same fate as WANDA (again, at least 
partly due to my poor choice of venues); I am aware of but two independent citations, [58] (which 
cites [C1] only for the explanation of the SYN attack itself) and [59]. 

The lobby index represents an interesting new way of discovering “special” nodes in graphs, 
especially scale-free graphs. It quantifies how “important” a node is (in the sense of its ability to 
reach many other nodes quickly); its most compelling feature is that it only requires local 
information to compute, whereas other useful centrality measures typically require the entire 
graph (or a large part of it) to be known and processed. 

Since the publication of [J2], other researchers have found uses for the lobby index that I 
hadn’t anticipated; for example [29] states that in vehicular ad-hoc networks (VANETs), the 
lobby index and betweenness centrality are useful in identifying “quality nodes” that are eligible 
for special roles; however, computing the lobby index of a node doesn’t require global knowledge 
of the graph, which Pallis et al. note is a significant advantage. 

In [30], Loulloudes et al. go on to say that “for geocasting applications, nodes with high lobby 
index are ideal for carrying out the rebroadcasts so as to spread the message to many recipients 
with as few rebroadcasts as possible.” 
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Others have found uses for the lobby index in the field of search result ranking (for WWW 
pages as well as, perhaps surprisingly, yeast proteins) [31]. Significantly, it was found that the 
lobby index is similarly or even better suited for search result ranking than eigenvector centrality, 
but, as it is a local metric, it is much easier to compute. 

Applications in scientometrics have also been found (see e.g. [32] and Error! Reference 
source not found.). 

6 Acknowledgements 

I would like to thank, in no particular order, Alen Bicskei (for his help with the RESPIRE 
implementation for Linux as well as his work on the performance measurements); Judit Gyimesi 
(for her input regarding the formal analysis of RESPIRE as well as her work on the predecessor of 
WANDA); Jukka Koskinen of the Tampere University of Technology (for useful ideas and 
discussions); my co-authors and supervisors; CAE Engineering (my employer; for allowing me to 
keep being involved in academia); Ericsson and the EU (for funding much of my work); and, 
finally, many members of the department staff at BME TMIT (for help and encouragement; you 
know who you are). 

7 Published Results 

Book chapters 

[B1] András Korn: Software Mechanisms to Combat SYN Floods, In: Thomas S Clary (ed.), 
Horizons in Computer Science Research. Volume 1, New York: Nova Science Publishers 
Inc., 2010. pp. 171-192., ISBN: 978-1-60876-972-8 

Journal papers 

[J1] András Schubert, András Korn, András Telcs: Hirsch-type indices for characterizing 
networks, Scientometrics 78:(2) pp. 375-382. (2009), DOI: 10.1007/s11192-008-2218-1 

[J2] A Korn, A Schubert, A Telcs: Lobby index in networks, Physica A - Statistical 
Mechanics and its Applications 388:(11) pp. 2221-2226. (2009), DOI: 
10.1016/j.physa.2009.02.013 

[J3] András Korn, Judit Gyimesi, Dr. Gábor Fehér: Analysis of RESPIRE, a novel approach 
to automatically blocking SYN flooding attacks, Híradástechnika Selected Papers 2005/6, 
pp. 44-50 

[J4] Gyimesi Judit, Korn András, Fehér Gábor: SYN-áradatok automatikus szűrése a 
RESPIRE algoritmussal, Híradástechnika 2004/9, pp.40-47 

Conference papers, posters 

[C1] András Korn, Gábor Fehér: RESPIRE – A Novel Approach to Automatically Blocking 
SYN Flooding Attacks, Proceedings of Eunice 2004 (Advances in Fixed and Mobile 
Networks) 10th Open European Summer School and IFIP WG6.3 Workshop, June 14-
16, 2004, Tampere, Finland, pp. 181-187 

[C2] Gyimesi Judit, Korn András: A SYN-áradat-szűrő RESPIRE algoritmus analízise, HTE-
BME diákkonferencia, 2004. május 18., Budapest 



 26 

[C3] Gábor Fehér, Judit Gyímesi, András Korn: Analyzing RESPIRE, a Novel Defense 
against SYN Floods, Ericsson International High Speed Networking Workshop, 
Budapest, May 17-18, 2004, pp. 110-114 

[C4] Judit Gyimesi, András Korn: The analysis of RESPIRE, a novel algorithm for Defense 
against SYN Floods, Polish-Czech-Hungarian Workshop on Circuit Theory, Signal 
Processing, and Telecommunication Networks, September 20-21, 2004, Budapest, 
Hungary 

[C5] Korn András, Dr. Fehér Gábor, Gyimesi Judit, SYN-elárasztás elleni védekezés a 
RESPIRE algoritmus segítségével, NetWorkShop 2005, Szeged, 2005. március 30 – április 
1. 

[C6] Judit Gyimesi, Gábor Fehér, András Korn: Distributed Intrusion Detection Systems 
against Worms, Ericsson International High Speed Networking Workshop, Mátraháza, 
May 23-24, 2005, pp. 59-61 

[C7] András Korn, Gábor Fehér: Zero Hour Outbreak Prevention Using Traffic Anomaly 
Detection, Proceedings of the First European Conference on Computer Network Defence, 
pp. 219-228, 2005, Springer, ISBN 1-84628-311-6 

[C8] Fehér Gábor, Korn András: New Simulation Results for WANDA, the Worm ANomaly 
Detector Algorithm, poster 91., Ericsson High Speed Networking Workshop, 
Balatonkenese, May 23-24, 2006. 

Lectures 

[L1] András Korn: Statistics based anti-DDoS strategies (invited lecture at Tampere Univ. of 
 Tech., oral only), 2005. 

8 Other Publications 

[1] Dr. Fehér Gábor, Korn András, Szentgyörgyi Attila, Szűts Péter Lóránt et al.: 
Biztonságos vezetéknélküli szuperhálózat, Kommunikáció 2005. 

[2] András Korn, Gábor Fehér, et al.: Implementing a Secure Campus-wide Infrastructure 
for WiFi Access, Ericsson International High Speed Networking Workshop, Mátraháza, 
May 23-24, 2005, pp. 68-70 

[3] A. Korn, Benchmarking Terminology and Methodology for Resource Reservation 
Capable Routers, Transcom 2001, Žilina, Slovakia, 25-27 June 2001, pp 169-172 

[4] G. Fehér, A. Korn: Performance Profiling of Resource Reservation Protocols, IFIP 9th 
Conference on Performance Modelling and Evaluation of ATM & IP Networks 2001, 
Budapest, Hungary, June 27-29, 2001, pp. 205-217 

[5] Fehér G., Korn A., Garantált minőségű hálózati szolgáltatások jelzésrendszereinek 
analízise, Magyar Távközlés, 2001/2. 

[6] Attila Szentgyörgyi, András Korn: Outsourcing Security Services for Low Performance 
Portable Devices, Proceedings of the Second European Conference on Computer Network 
Defence, December 14-15, 2006, University of Glamorgan, UK, pp. 23-32, Springer, ISBN 
1-84628-749-9 

[7] Korn András: Extrém rendszeradminisztráció: djbware és társai, VIII. GNU/Linux 
szakmai konferencia, 2006. november 24., Budapest, pp. 73-96 (invited tutorial) 

[8] G. Fehér, I. Cselényi, K. Németh, A. Korn, RFC4483: Benchmarking Terminology for 
Resource Reservation Capable Routers, July 2007, IETF RFC, 
http://tools.ietf.org/html/rfc4883 

http://tools.ietf.org/html/rfc4883


 27 

[9] G. Fehér, I. Cselényi, A. Korn, Benchmarking Methodology for Routers Supporting 
Resource Reservation, Expired January 2002, Internet Draft, 
http://www.ietf.org/proceedings/02mar/I-D/draft-ietf-bmwg-benchres-method-00.txt 

[10] Korn András: Unix/Linux kiszolgálók üzemeltetése, az azonos című 5 kredites választható 
tárgy elektronikus jegyzete  
https://unixlinux.tmit.bme.hu/ 

[11] Korn A., djbdns – DNS, BIND nélkül, Networkshop 2002, Eger (invited tutorial) 
[12] A. Korn, P. Váry, I. Cselényi, G. Fehér, Benchmarking Methodology for Reservation 

Capable Routers, Poster, HSN Workshop Spring 2000 
[13] G. Fehér, A. Korn, G. Kovács, K. Németh, B. Szabó, I. Cselényi, A Performance 

Comparison of Boomerang and RSVP on QoS IP Routers, Poster, HSN Workshop Fall 
1999 

[14] Korn András: Javaslatok az Elender Informatikai Rt. dial-up Internethozzáférés-
szolgáltatása biztonságának javítására, technical report commissioned by Elender RT, 
2000., 28 pages 

[15] Korn András, Bicskei Alen, Szentgyörgyi Attila, Szüts Péter Lóránt: Kurrens 
hálózatbiztonsági technológiák, technical report commissioned by T-Com PKI, 2005. 

[16] Korn András: Ismerkedés a Snort hálózati behatolásjelző rendszerrel (mérési utasítás, 
BME TMIT), 2004. 

9 References 

[17] Judit Gyimesi: Opportunities of Distributed Intrusion Detection Systems and Applying 
Them Against Worms, in: Proc. of Transcom 2005, Žilina, Slovakia. 

[18] Cliff C. Zou, Weibo Gong, Don Towsley, Lixin Gao: The monitoring and early detection 
of internet worms, IEEE/ACM Transactions on Networking (TON), v.13 n.5, p.961-974, 
October 2005; doi:10.1109/TNET.2005.857113 

[19] Jiang Wu, Sarma Vangala, Lixin Gao, Kevin Kwiat: An Effective Architecture and 
Algorithm for Detecting Worms with Various Scan Techniques, In: Proceedings of the 
Network and Distributed System Security Symposium 2004 (NDSS 2004) (Feb. 2004). 

[20] Hu, Ke; Tang, Yi: Immunization for scale-free networks by random walker, Chinese 
Physics, Volume 15, Issue 12, pp. 2782-2787 (2006). 

[21] Weidong Pei, Zengqiang Chen and Zhuzhi Yuan: Random walk immunization strategy 
on scale-free networks, Journal of Control Theory and Applications Volume 7, Number 2, 
151-156, DOI: 10.1007/s11768-009-6187-6 

[22] Albert-László Barabási, Réka Albert, Hawoong Jeong: Mean-field theory for scale-free 
random networks, Physica A 272 (1999) pp. 173-187. 

[23] P.L. Krapivsky, S. Redner, F. Leyvraz, Physical Review Letters 85 (2000) pp. 4629-4632. 
[24] Shi Zhou, Raúl J. Mondragón: Accurately modeling the internet topology, Physical 

Review E 70 (2004) pp. 066108; DOI: 10.1103/PhysRevE.70.066108, arXiv:cs/0402011v4 
[25] Skitter AS Links Dataset,  

http://www.caida.org/data/active/skitter_aslinks_dataset.xml, retrieved  January 
2008. 

[26] Wolfgang Glänzel: On the h-index – A mathematical approach to a new measure of 
publication activity and citation impact, Scientometrics 67 (2006) pp. 315-321. 

[27] Dirk Koschützki, Falk Schreiber: Comparison of Centralities for Biological Networks, in: 
German Conference on Bioinformatics, 2004, pp. 199-206. 

http://www.ietf.org/proceedings/02mar/I-D/draft-ietf-bmwg-benchres-method-00.txt
https://unixlinux.tmit.bme.hu/
http://www.caida.org/data/active/skitter_aslinks_dataset.xml


 28 

[28] Chang-Yong Lee: Correlations among centrality measures in complex networks, 
arXiv:physics/0605220v1 

[29] George Pallis, Dimitrios Katsaros, Marios D Dikaiakos, Nicholas Loulloudes, Leandros 
Tassiulas: On the Structure and Evolution of Vehicular Networks, In: MASCOTS 2009 
(17th Annual Meeting of the IEEE International Symposium on Modelling, Analysis and 
Simulation of Computer and Telecommunication Systems). London, UK, 2009, pp. 1-10. 

[30] Nicholas Loulloudes, George Pallis, Marios D. Dikaiakos: The Dynamics of Vehicular 
Networks in Urban Environments, technical report (134p), 2010, arXiv:1007.4106v1 

[31] Monica G. Campiteli, Adriano J. Holanda, Paulo R. C. Soles, Leonardo H. D. Soares, 
Osame Kinouchi: Hirsch index as a network centrality measure, 2010, arXiv:1005.4803v2 

[32] Sebastian K. Boell and Concepción S. Wilson: Journal Impact Factors for evaluating 
scientific performance: use of h-like indicators, Scientometrics 82: (3) 613-626. (2010), 
DOI: 10.1007/s11192-010-0175-y 

[33] Lutz Bornmann, Rüdiger Mutz, Sven E. Hug, Hans-Dieter Daniel: A multilevel meta-
analysis of studies reporting correlations between the h index and 37 different h index 
variants, Journal of Informetrics 5 (2011) 346–359, doi: 10.1016/j.joi.2011.01.006 

[34] Stuart Staniford: Containment of scanning worms in enterprise networks. Journal of 
Computer Security, 2003, vol. 85, pp. 99. URL:  
http://www.its.bth.se/staff/apo/courses/telesystem/literature/paper_f9_1.pdf (retrieved 
15 August 2011) 

[35] Thomer M. Gil, Massimiliano Poletto: MULTOPS: a data-structure for bandwidth 
attack detection, in: Proceedings of the 10th Usenix Security Symposium, August 2001. 

[36] S. P. Borgatti: Centrality and network flow, Social Networks 27 (2005) pp. 55–71. DOI: 
10.1016/j.socnet.2004.11.008 

[37] Check Point Software Technologies Ltd: The Impact of Worms and Viruses, URL: 
http://www.checkpoint.com/securitycafe/readingroom/internal_security/impact_of_wo
rms_viruses.html, retrieved 2011-08-15 

[38] SPAMFigher News: Attack on Baidu.Com Using Syn Flooding, URL: 
http://www.spamfighter.com/News-6425-Attack-On-BaiduCom-Using-Syn-
Flooding.htm, 29 September 2006 (retrieved 15 August 2011) 

[39] Daniel J. Bernstein, “SYN cookies”, 1996, http://cr.yp.to/syncookies.html (retrieved April 
6, 2009) 

[40] Cliff Changchun Zou, Weibo Gong, Don Towsley, Lixin Gao: The monitoring and early 
detection of internet worms, IEEE/ACM Transactions on Networking (TON), v.13 n.5, 
p.961-974, October 2005; doi:10.1109/TNET.2005.857113 

[41] Michael Vrable, Justin Ma, Jay Chen, David Moore, Erik Vandekieft, Alex C. Snoeren, 
Geoffrey M. Voelker, Stefan Savage: Scalability, Fidelity, and Containment in the 
Potemkin Virtual Honeyfarm, In: Proceedings of the 2005 Symposium on Operating 
Systems Principles, October 2005. 

[42] Niels Provos: A virtual honeypot framework, in: Proceedings of 13th USENIX Security 
Symposium, August 2004. 

[43] Matthew M. Williamson: Throttling Viruses: Restricting Propagation to Defeat Mobile 
Malicious Code, in: Annual Computer Security Applications Conference, 2002. 

[44] David Whyte, Evangelos Kranakis, P.C. van Oorschot: DNS-based Detection of 
Scanning Worms in an Enterprise Network, in: Proc. of 12th Annual Network and 
Distributed System Security Symposium (NDSS 2005); URL: 

http://www.its.bth.se/staff/apo/courses/telesystem/literature/paper_f9_1.pdf
http://www.checkpoint.com/securitycafe/readingroom/internal_security/impact_of_wo
http://www.spamfighter.com/News-6425-Attack-On-BaiduCom-Using-Syn
http://cr.yp.to/syncookies.html


 29 

http://www.isoc.org/isoc/conferences/ndss/05/proceedings/papers/whytednswormv2.pdf 
(retrieved 15 August 2011); DOI: 10.1.1.73.7306 

[45] Vincent H. Berk, Robert S. Gray, George Bakos: Using Sensor Networks and Data 
Fusion for Early Detection of Active Worms, in: Edward M. Carapezza (ed.): Sensors, 
and Command, Control, Communications, and Intelligence (C31) Technologies for 
Homeland Defense and Law Enforcement, pp. 92-104, ISBN 0-8194-4930-X, SPIE, 2003 

[46] Mariusz Burdach: Hardening the TCP/IP stack to SYN attacks. URL: 
http://www.symantec.com/connect/articles/hardening-tcpip-stack-syn-attacks, 
September 10, 2003; updated 2 November 2010 (retrieved 15 August 2011) 

[47] CERT Coordination Center, Denial of Service Attacks, URL:  
http://www.cert.org/tech_tips/denial_of_service.html, last changed June 4, 2001 
(retrieved 6 April 2009) 

[48] Livio Ricciulli, Patrick Lincoln, and Pankaj Kakkar: TCP SYN Flooding Defense, in: 
Proc. Comm. Net. and Dist. Systems Modeling and Simulation Conf. (CNDS' 99), 1999. 

[49] T. Darmohray and R. Oliver: Hot spares for DoS attacks, The Magazine of USENIX and 
SAGE, vol.25, no.4, p.3, July 2000. 

[50] Christoph L. Schuba, Ivan V. Krsul, Markus G. Kuhn, Eugene H. Spafford, Aurobindo 
Sundaram, Diego Zamboni: Analysis of a Denial of Service Attack on TCP, in: 
Proceedings of IEEE Symposium on Security and Privacy, May 1997. 

[51] Steve Gibson: G.E.N.E.S.I.S., Gibson's ENcryption-Enhanced Spoofing Immunity 
System, http://www.grc.com/r&d/nomoredos.htm, last updated January 7, 2008 
(retrieved April 21, 2009) 

[52] Haining Wang, Danlu Zhang, Kang G. Shin: Detecting SYN Flooding Attacks, in: 
Proceedings of IEEE InfoCom, 2002, pp. 1530-1539, ISSN: 0743-166X; DOI: 
10.1109/INFCOM.2002.1019404 

[53] Jelena Mirković: D-WARD: DDoS network attack recognition and defence, Ph.D. thesis, 
Computer Science Department, University of California, Los Angeles, June 2003. 

[54] Yuichi Ohsita, Shingo Ata, Masayuki Murata: Detecting Distributed Denial-of-Service 
Attacks by analyzing TCP SYN packets statistically, in: Proceedings of GlobeCom 2004, 
Vol. 4, pp. 2043-2049, ISBN: 0-7803-8794-5, DOI: 10.1109/GLOCOM.2004.1378371 

[55] Basheer Al-Duwairi, G. Manimaran: Intentional Dropping: A Novel Scheme for SYN 
Flooding Mitigation, in: Proc. of Infocom 2005, vol. 4, pp. 2820-2824, ISSN: 0743-166X, 
DOI: 10.1109/INFCOM.2005.1498569 

[56] Ramana Rao Kompella, Sumeet Singh, George Varghese: On Scalable Attack Detection 
in the Network, in: Proc. of IMC’04, October 25–27, 2004, Taormina, Sicily, Italy. 

[57] V. Krishna Nandivada, Jens Palsberg: Timing Analysis of TCP Servers for Surviving 
Denial-of-Service Attacks, in: Proc. of 11th IEEE Real Time and Embedded Technology 
and Applications Symposium, 2005 (RTAS 2005), pp. 541 – 549; DOI: 
10.1109/RTAS.2005.54 

[58] Usman Tariq, ManPyo Hong, Kyung-suk Lhee: A Comprehensive Categorization of 
DDoS Attack and DDoS Defense Techniques, in: Advanced Data Mining and 
Applications, Springer, 2006. pp. 1025-1036. (Lecture Notes in Computer Science); ISBN: 
978-3-540-37025-3 

[59] Jukka Koskinen (ed.): Palvelunestohyökkäyksen havaitseminen ja torjuminen, university 
course material of the Technical University of Tampere, Finland, 2006. URL:  
http://www.cs.tut.fi/kurssit/TLT-3700/dos-seminaari.pdf (retrieved 15 August 2011) 

http://www.isoc.org/isoc/conferences/ndss/05/proceedings/papers/whytednswormv2.pdf
http://www.symantec.com/connect/articles/hardening-tcpip-stack-syn-attacks
http://www.cert.org/tech_tips/denial_of_service.html
http://www.grc.com/r&d/nomoredos.htm
http://www.cs.tut.fi/kurssit/TLT-3700/dos-seminaari.pdf


 30 

[60] Cisco Systems, Inc.: Implementing Cisco Intrusion Prevention Systems, Volume 2, 
Version 6.0, 2007; URL: http://www.scribd.com/doc/55431632/28/Anomaly-Detection-
Overview (retrieved 1 September 2011) 

[61] Nobutaka Kawaguchi: Detection of Hit-List Worms based on Propagation Behavior, 
PhD dissertation, February 2008; URL:  
http://iroha.scitech.lib.keio.ac.jp:8080/sigma/bitstream/handle/10721/2455/document.p
df (retrieved 1 September 2011) 

[62] David Moore, Colleen Shannon, Jeffrey Brown: Code-Red: a case study on the spread 
and victims of an internet worm, Proceedings of the 2nd ACM SIGCOMM Workshop on 
Internet measurement, November 06-08, 2002, Marseille, France; DOI: 
10.1145/637201.637244 

[63] David Moore, Vern Paxson, Stefan Savage, Colleen Shannon, Stuart Staniford, Nicholas 
Weaver: Inside the Slammer Worm, IEEE Security and Privacy, v.1 n.4, pp. 33-39, July 
2003; DOI: 10.1109/MSECP.2003.1219056 

[64] Cliff C. Zou, Don Towsley, Weibo Gong: On the performance of Internet worm scanning 
strategies. Technical Report TR-03-CSE-07, University of Massachusetts ECE Dept., 
November 2003.  

                                           
 
 
 
1 An example of an unfeasible solution would be a whitelist of programs that can be run, but that 

would be next to impossible to maintain and would be very inflexible. 
2 WANDA is based on the idea behind RESPIRE (described in Thesis 2). The first worm detector 

based on RESPIRE was published by Judit Gyimesi (while working under my supervision) in [17]. 
[C6], to which my contribution was marginal, describes essentially the same algorithm; I cite it here 
because it is a different realisation of the same idea as WANDA. WANDA is not based directly on the 
algorithm described in [17] and [C6], although sharing the underlying idea makes it necessarily similar 
in some ways. WANDA as described in this dissertation was first published in [C7] and is my own 
work. 

3 It is also possible, and has become increasingly common recently, for worms to spread semi-
passively, by waiting for the victim to access an infected website using a vulnerable browser. Such a 
worm would have two different “stages”: one stage infects websites, the other client systems. I did not 
consider such worms because the historic high-profile worms of the time when WANDA was published 
(MyDoom, Sasser, Code Red [62], Sl@mmer [63] etc.) were all single-stage worms that spread by 
exploiting remote vulnerabilities in a scripted fashion [64]. 

4 In a controlled (e.g. corporate) environment, we have a priori knowledge of the distribution of 
services, so it is sufficient to keep track of connections to the ports actually in use. There is no 
compelling reason to worry about worms that spread by exploiting weaknesses in software we do not 
have. 

5 I would suggest broadcasting this state change, while keeping track of the states of other detector 
nodes; thus the “vote” can be conducted autonomously, without querying the other nodes and incurring 
round-trip delays. However, this approach may not scale well to thousands of nodes, especially if state 
changes occur frequently. 

6 Doing this from the beginning would negate the memory savings of only tracking subnet 
aggregate traffic before the yellow alert threshold is reached. 

7 The 20% chance of being vulnerable was applied for each infection attempt separately. 
8 In general, the usefulness of detecting portscans is debatable; ideally, an attacker shouldn’t be 

any closer to breaking into a system after a successful portscan than before. Furthermore, portscans 
can be arbitrarily slow and arbitrarily distributed, so that it is a theoretical impossibility to detect all of 
them while avoiding false positives. 

http://www.scribd.com/doc/55431632/28/Anomaly-Detection
http://iroha.scitech.lib.keio.ac.jp:8080/sigma/bitstream/handle/10721/2455/document.p
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9 Depending on implementation specifics, hundreds to thousands of kilobytes for a class C subnet. 
10 The “port” field is assumed to contain a protocol identifier, so that TCP and UDP ports are not 

lumped together. An explicit “protocol” field has been omitted for brevity. 
11 Other data structures that trade storage and CPU efficiency for better accuracy and reaction 

time could also be used; one alternative is visited briefly in the dissertation. However, choosing a 
suitable data structure is an exercise in engineering, not research. 

12 Please note that the algorithm is presented in simplified form for brevity. Please consult the 
dissertation for full details. 

13 RESPIRE had been deployed on a real server that had received real SYN attacks, the most 
powerful of which used 70 class C subnets and had a sustained packet rate of 52 kpps. 

14 Due to the law of rare events, this approximation is valid: there are many flood sources that 
each individually send or don’t send a SYN packet in each instant; the network aggregates these into a 
single point process. 

If the flood intensity is so high that it amounts to a bandwidth attack, SYN packet arrivals can be 
almost uniformly distributed; but as the analysis only depends on the number of arriving packets being 
proportional to elapsed time, this need not concern us. 

15 If the intensity of legitimate traffic exceeds the intensity of the flood, it is conceivable that the 
counter ratios will never exceed ρ and that the attack thus goes undetected. However, there is little 
reason to be concerned about such a puny DoS attack anyway. 

16 The currently more popular peer to peer networks can also exhibit scale-free behaviour. 
17 This formula can be used to estimate the lobby index of a node based on its degree; it also 

provides us with a way to assess whether its known actual lobby index is “high”, “medium” or “low”. 


