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1 Introduction
The first electronic computer, the Electronic Numerical Integrator And Computer (ENIAC)
was developed in 1943 at the University of Pennsylvania to calculate artillery firing tables.
It contained around 17500 vacuum tubes and weighed about 27 tonnes. Since then, smaller
computers have been constructed, whose performance is increasing. Gordon Moore, co-
founder of the Intel Corporation examined the number of transistors that can be placed
inexpensively on an integrated circuit in 1965. He found that this number had doubled
every second year. In his paper, he examined the time interval between 1958 and 1965 [1].
However, the trend—called Moore’s law—has continued for more than half a century and
is not expected to stop in the next five years. The law is represented in Fig. 1

Figure 1: One illustration of the Moore’s law. Horizontally the years, vertically the number
of transistors in a CPU are represented. The points are for different CPU’s between 1971
and 2011. The line represents the prediction by the Moore’s law. Source: [2].

Capabilities of many electronic devices are following the Moore’s law, for example
processor speed, memory capacity, etc. We can observe a continuous size decrease in the
field of integrated circuits as well. The growth in the performance of the processor is due
to putting more and more transistors on the microchip of same size. This requires smaller
transistors, which can be achieved if we are able to draw thinner lines onto the surface of a
semiconductor wafer. The big question is how long this trend can continue? We will reach
the limit of our technology and will not be able to place more transistors on an integrated
circuit. Researches offer different solutions for this problem like using parallel computers,
DNA-technology or computer science based on quantum mechanics.

If we want to place more transistors on an integrated circuit of a given size, the size of
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transistors have to be decreased until they will be represented by one or few atoms. In that
case, the classical Ebers-Moll equations are not valid anymore, and quantum mechanical
equations have to be used instead. Information technology based on quantum mechanical
models is called quantum computing.

In classical information theory, the smallest unit is the bit. In digital computers,
the voltage between the plates of a capacitor represents a bit of information: a charged
capacitor denotes bit value 1 and an uncharged capacitor bit value 0. The smallest unit
of the quantum informatics is the quantum bit (or qubit). One bit of information can be
encoded using two different polarizations of light or two different electronic states of an
atom. However, if we choose an atom as a physical bit, then apart from the two distinct
electronic states the atom can be also prepared in a coherent superposition of the two
states according to the rules of quantum mechanics. Therefore the atom is both in state
0 and state 1. Quantum computers use quantum states which can be in a superposition
of many different numbers at the same time. In long distance communication photons
are used as carriers of quantum bits. The channel can be a wired optical cable or the
free-space. The problem is caused by No Cloning Theorem (NCT). According to NCT,
copies can not be made of a non classical state, which means it is impossible to copy an
electron spin based quantum bit to a photon based quantum bit without destroying the
original quantum bit[3].

A quantum computer manipulates qubits by executing a series of quantum gates, each
being a unitary transformation acting on a single qubit or pair of qubits [4]. In applying
these gates in succession, quantum computers can perform complicated unitary transfor-
mations to a set of qubits in some initial state.

The qubits can then be measured, with this measurement serving as the final computa-
tional result. This similarity in calculation between a classical and quantum computer af-
fords that in theory, classical computers can accurately simulate quantum computers. The
simulation of quantum computers on classical ones is a computationally difficult problem
because the correlations among quantum bits are qualitatively different from correlations
among classical bits, as first explained by John Bell. Take for example a system of only
a few hundred qubits, that in simulation would require a classical computer to work with
exponentially large matrices (to perform calculations on each individual state, which is also
represented as a matrix), meaning it would take an exponentially longer time than even
with a primitive quantum computer.

An example of a simple two-state quantum system is the spin of a spin-1/2 particle
such as an electron. Its basic states, spin-down and spin-up, may be relabelled to represent
binary zero and one, i.e. |0〉 and |1〉, respectively. The state of a single such particle is
described by the wave function

|ψ〉 = α|0〉+ β|1〉, (1)

where
|α|2 + |β|2 = 1. (2)

The squares of the absolute values of complex coefficients (|α|2 and |β|2) represent the
probabilities for finding the particle in the corresponding states. For example, |ψ〉 =
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0.6|0〉 + 0.8|1〉 means that we get 0 as result after the measurement with a probability of
0.36, and we get 1 as result after the measurement with a probability of 0.64. Generalizing
this to a set of k spin-1/2 particles we find that there are now 2k basis states (quantum
mechanical vectors that span a Hilbert space) which equals telling that there are 2k possible
bit-strings of length k. The Hilbert space was originally described by David Hilbert in [5].

In the last years, quantum theory has appeared in satellite communications offering
answers for some of nowadays’ technical questions. In my thesis I dealt with selected
possible connections between quantum and space communications. The history of space
communications started more than 50 years ago. The humankind entered into the space
age in the International Geophysical Year, with the successful launch of the first human-
made satellite, the Sputnik 1 on October 4, 1957 [6]. The little equipment with weight
of 83.6 kg changed our view about space forever. After less than 12 years the first man
landed on the Moon. In the ’70s, spacecrafts were launched to explore the far universe (the
Voyagers, the Pioneer 10, 11), and currently the Voyager 1 is the farthest human-made
object from the Earth [7].

In the 80’s the Russian space station, the MIR was constructed. Now we have the
International Space Station (ISS) orbiting around the Earth, and the US National Aero-
nautics and Space Administration, the Chinese Space Agency, the Indian Space Agency
as well as European Space Agency would like to go to the Moon or the Mars and beyond
that. But the exact date for that human space flight is still uncertain.

The first communication satellite was the Sputnik 1, which was equipped with a radio-
transmitter. The first American communication satellite was the Signal Communications
Orbit Relay Equipment (SCORE), which broadcasted a Christmas greeting from US Pres-
ident Eisenhower in 1958. The engineers were able to create larger and larger satellites,
like the XM–3 commercial radio satellite with mass of 2800 kg in 2005. However, the
miniaturization appeared in this field like the Hungarian Cubesat, the Masat–1 with mass
of 1kg [8]. In 2011, a Sprite prototype chip was attached to the ISS with a mass of 10
grams [9].

Until now thousands of satellites have been launched, and we have many applications
which are based on satellite communication. The global navigation, weather forecast,
remote sensing, telecommunication, emergency alert systems are just a few examples. We
have used satellite communication for many years, and nowadays we know its limits. This
is why it is worth to examine the possible connection between the satellite communication
and the quantum based communication.
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2 Motivation
Although quantum computers are going to be the tools of the far future, there are already
algorithms existing to solve problems which are very difficult to be coped with traditional
computers [4]. As another application, the quantum computation science can play a key
role in the field of cryptography. In present classical cryptographic methods, the key ex-
change is generally based on public key methods. The security of modern cryptographic
methods like asymmetric cryptography, relies heavily on the problem of factoring inte-
gers. In the future, if quantum computers become reality, any information exchange using
current classical cryptographic schemes will be immediately insecure. Current classical
cryptographic methods are not able to guarantee long-term security. Other cryptographic
methods, with absolute security must be applied in the future. The quantum cryptography
gives more secure solutions for communication problems than the classical cryptographic
methods.

One of the interesting communication problems is how a secret key can be shared for
secure communication between different parties. This is the so-called key distribution. The
first quantum cryptography protocol, the Bennet-Bassard 84 Protocol (BB84) was intro-
duced in 1984, and offered a solution for secure key distribution based on quantum theory
principles like No Cloning Theorem [10]. The first free-space Quantum Key Distribu-
tion (QKD) experiment was performed in 1991 [11]. The free-space quantum communica-
tions can be extended to ground-to-satellite or satellite-satellite quantum communications,
which could be an ideal application for global quantum cryptography [12].

One of the primary requirements of long-distance and free-space quantum communica-
tions is the capability of the effective transmission of quantum states in non-ideal, noisy
environments. The free-space and satellite quantum channels are possible ways to increase
significantly the distance limit of current quantum communication systems. To exploit the
advantages of free-space quantum channels, it will be necessary to use space and satel-
lite technology. The free space optical technology has been combined successfully with
entangled pairs and satellite communications.

Due to the lack of efficient quantum repeaters, the optical QKD is limited to a distance
of approximately 100 km presently. However, free-space quantum cryptography makes
possible to transmit the photons in long distances. One of the main advantages of the
usage of space for future quantum communication is the loss-free and distortion-free op-
tical communication. In the space, the communication between satellites can exploit the
advantages of vacuum, where the noise of the channel can be negligible. Entanglement can
be used in satellite communication to enhance the security level of key agreement process,
and to realize a more secure communication compared to faint pulse QKD technology [13].

3 Research objectives
Quantum computing is a future and emerging technique. It offers promising applications
and solutions for our present and future communication systems. However, there are still
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many questions which need to be answered, especially if one would like to use it in space
communication. In my thesis I deal with three types of problems.

Problem 1. Sending classical information through a noisy quantum channel. The
classical bits will be encoded into qubits according to an encoding scheme. At the end
of the communication the quantum bits need to be decoded into classical bits using a
decoding scheme. A noiseless quantum channel is usually assumed in most basic quantum
algorithms. However, from the engineering point of view, there will be noise during the
communication. There are many quantum error coding methods to ensure a successful
quantum communication, but these are based on redundancy. My goal was to investigate
if it is possible with the theory and power of quantum computing to create a communication
system in which quantum bits are used, but there is no need for quantum redundancy?

Problem 2. Limitations of the quantum algorithms possibly used in space communi-
cations. The design process of quantum communication system has recognizable steps:
coding classical information into quantum bits or start right with a quantum bit, applying
different transformation, sending the information (classical or quantum) through a chan-
nel (classical or quantum), applying different transformation, performing a measurement
if classical information is needed. From mathematical point of view, the channel itself is
an abstract transformation, which performs an identity transformation in an ideal case, or
causes errors and decoherence in real world. But for engineers, the properties of the quan-
tum channels are very important. For the quantum satellite communications a quantum
channel with a length of 300–36,000 km is needed. My goal was to investigate how the
performance of quantum algorithms will be affected if the physical layer is changed from
optical fiber to the free-space, and the length of the channel increases dramatically?

Problem 3. Information spreading in mobile ad hoc communication systems. The
structure and the elements of the nowadays used communication network are changing
from a central-based one to a distributed one. New services have appeared which are based
on self-organizing. There are different classical techniques for this type of system, but still
many questions can be raised. Type A The first type of questions arise from the view
of quantum computing. What can the quantum computing do in such an environment?
What type of quantum algorithm can be used to offer better solution than the classical
one? And how is it needed to be used? Type B The second type of questions are from
the viewpoint of space communications. How can the methods of the ad hoc environment
applied in the classical space communications, especially in a communication system which
may exist one day on the surface of a distant planet?

4 Methodology
I used the general mathematical framework for quantum mechanics to describe and prove
my approaches. I worked in the Hilbert-space and used the Dirac notation [5], [14]. Ana-
lytical solutions were applied for constructing error coding methods to support redundancy-
free approaches in Problem Set 1. I used a physical model to study the free-space quantum
channel in satellite communication in Problem Set 2. The model is based on elements
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described by Andrews et al. [15], Lante et al. [16]. To calculate the turbulence strength, I
used the Hufnagel-Valley 5/7 model [17]. I used analytical methods for studying quantum
algorithms which can possibly be used in space communications. I used numerical analysis
in Problem Set 3.

5 New Results

5.1 Redundancy-free quantum communication

Quantum based systems could be the next steps in improving satellite communications.
The actual implementation of quantum cryptography systems would be invaluable, allow-
ing for the first time the practical possibility of one-time-pad-encrypted, undecipherable
communication, which will offer an essentially new degree of security in future satellite
communications. They offer secure key distribution protocols, more efficient coding and
communications methods than the classical solutions. However, the classical error coding
methods could not be used in a quantum channel, which is required for the quantum com-
munication. There are many quantum error coding algorithms which are based on some
redundancy. However, a channel with zero redundancy error correction can be constructed.

The transmission of classical information over satellite quantum channel with no prior
entanglement between the sender and the recipient is illustrated in Fig. 2. The sender’s
classical information denoted by Ai encoded into a quantum state |ψA〉. The encoded
quantum states are sent over the satellite quantum channel. Because of the possible channel
error, Bob receives |ψA〉

′
. In the decoding phase, Bob performs quantum transformations

on |ψA〉
′
and finally measures, the outcome of the measurement is the classical information

Bi.

Thesisgroup 1 I constructed a redundancy-free error correction method for quantum
channels using eigenvalues and eigenvectors of the channel matrix. I constructed an error
correction method to correct an unknown quantum state sent over a quantum channel with
certain success probability.

Thesis 1.1 [B2] [J3] [C6] [C8] I constructed a redundancy-free error correction method for
transmitting classical information over a quantum channel. The channel applies a unitary
transformation with probability p, and an identity transformation with probability 1−p. For
the necessary coding and decoding transformations, I used the eigenvectors of the channel
matrix.

The goal is to construct a communication channel, which is an error-free channel for the
classical communication. However, it does not mean that there is a need for an error-free
quantum channel as well. The aim is that the quantum error appearing in the quantum
channel does not have any effect on the original classical information which was encoded
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Figure 2: Transmission of classical information through the satellite quantum channel. We
encode the classical information into a quantum bit, then we send the quantum bit over
the quantum channel. At the end, we have to decode and measure it to get back a classical
information.

Figure 3: The channel model. It transforms a unitary transformation with probability p,
and an identity transformation with probability 1 − p. C transforms the input bits into
special quantum code, D has to decode the quantum code. A measurement is performed
to get back the original classical bits.

into the quantum bit. The quantum channel is represented in Fig. 3. It transforms a
unitary transformation with probability p, and an identity transformation with probability
1−p. It is obvious that this will not be a mutually unambiguous transformation in quantum
domain, however, if the initial classical bits are coded into qubits using a special encoding
transformation denoted by C, one can construct such a transformation denoted by D which
produces the same classical values after the measurement.

The two eigenvectors of the unitary quantum channel are

|u0〉 =
[
u00
u01

]
(3)

and
|u1〉 =

[
u10
u11

]
. (4)
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I showed that the matrix C can be described as follows

C =

[
u00 u10
u01 u11

]
. (5)

Using this matrix C, the redundancy-free coding algorithm can be written as follows:

Step 1. Encode the classical bits into the basis of eigenvectors of the known unitary matrix
U of the quantum channel (denoted by transformation C).

Step 2. Send the quantum bits through the quantum channel.

Step 3. Produce the inverse of matrix C (denoted by transformation D).

Step 4. Perform a measurement with measurement operators P0 = |0〉〈0| and P1 = |1〉〈1|

The proof of this thesis is detailed in the dissertation.

Thesis 1.2 [B2] [J4] [C10] [C14] [C16] I constructed an error correction method to correct
an unknown quantum state sent over a quantum channel with certain success probability.
In this method, the communication parties send an arbitrary quantum state over the chan-
nel which causes an error modeled by a rotation. I described how the error can be corrected
using an unknown pilot quantum state.

I show how a given type of error can be corrected with certain probability. The quantum
channel rotates the quantum bit with an angle θ ∈ [0, 2π). The correction of the damaged
quantum states is not possible in a classical representation, since the error correction
of qubits is realized by unitary rotations. In current quantum error correction methods,
several qubits are needed to be sent over the quantum channel to restore the original qubit.

I present a pilot qubit based implementation of an error-correction method which allows
to restore the original quantum bit with certain probability. Several qubits are used for
the decoding, however, Alice and Bob must set up the pilot qubits only once before the
communication. After the initial setup, the pilot qubits can be used for all qubits sent over
the specified quantum channel because the channel is considered to be constant during the
communication. This has a great significance for the satellite communications, for which
this type of method can be used.

In Fig. 4 the communication process is represented. The two communications parties
are the sender Alice and the receiver Bob. Alice’s original qubit is denoted by |ψA〉. The
error of the quantum channel is modeled by a unitary transformation, which is denoted
by Uθ. Bob tries to read the sent quantum state, but he does not know the properties of
the noise on the quantum channel. Bob must perform a transformation D to restore the
original quantum bit. What type of transformation is needed? In order to read the sent
quantum bits correctly, Bob must perform D = U †θ transformation. However, Bob received
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Figure 4: Overview of the communication process

an unknown quantum state so this is not a simple task and can be performed only with a
certain probability.

Bob will use pilot qubits for the correction. In classical systems, the pilot bits help
in the coherent communication. The two communication parties agree on the pilot bits,
or these bits are well-defined by the protocol. Because these symbols and the specific
multiplexing scheme are known at the receiver, Bob can use them for channel estimation,
receiver adaptation, and optimal decoding. In the GSM system, 26 pilot bits are placed
in the middle of every packet [18]. The North American TDMA uses pilot symbols at the
beginning of each packet [19]. The Wideband Code Division Multiple Access (WCDMA)
and CDMA-2000 system transmit pilot bits and data bits simultaneously during the com-
munication [20]. However, the pilot bits can not be used easily in the quantum systems,
because the current state of the channel can not be measured. With the circuit illustrated
below, a pilot-based quantum communication can be constructed without measuring the
pilot quantum bits.

The algorithm consists of two main parts, an initialization process and the communi-
cation process.

1. During an initialization process, Alice sends pilot quantum bits through the quan-
tum channel, and Bob receives |ω〉 states. Because the channel performs a unitary
transformation on the quantum bit, the error of the channel will be encoded into the
quantum state |ω〉. Bob uses |ω〉 in the error correction. The channel is considered
to be constant during the communication, which means Alice must send the pilot
qubits only once before the communication.

2. During the communication process, Alice sends data qubit |ψA〉 over the quantum
channel. Bob receives a damaged qubit |d〉 from Alice and tries to correct it. In
current quantum error correction methods, Bob needs several redundant qubits from
Alice to restore the original qubit. However, in this approximation, Bob does not
need redundant qubits from Alice, because he uses pilot qubits to restore the original
quantum bit.
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Figure 5: Bob uses Hadamard (H), Pauli-X (X) and Controlled NOT transformation during
the error correction. The control qubit corresponds to the received damaged qubit |d〉. The
target qubit is equal to the pilot qubit |ω〉.

In Fig. 5 the error correction circuit is illustrated. On the upper wire, Bob has the
damaged qubit |d〉. On the lower wire, Bob has the pilot qubit |ω〉 on which he performs
a Hadamard and a Pauli-X transformation (denoted by H and X). After that, Bob uses a
Controlled NOT (CNOT) transformation, and performs a measurement on the lower wire.
After the measurement, he will have the original qubit |ψA〉 with a probability of p = 0.5.

The proof of this thesis is detailed in the dissertation.

Thesis 1.3 [B2] [J4] [C10] [C14] [C16] I generalized the previous case. I presented an
error correction solution using unknown l-length pilot state ⊗li=1|2i−1ω〉 for correction of a
damaged qregister |d1〉⊗ . . .⊗|dn〉. I showed how the unknown l-length pilot quantum state
⊗li=1|2i−1ω〉 can be constructed from a single pilot state |ω〉 without any knowledge about
the pilot state.

If Bob receives an n-bit length damaged string |d1〉 ⊗ . . .⊗ |dn〉, he can correct it with
the l-length pilot quregister |ω〉⊗ |2ω〉 . . .⊗|2l−1ω〉 simultaneously, as it is shown in Fig. 6.

The algorithm can be written as follows:

Step 0. During the initialization process, Alice sends pilot qubits through the quantum
channel.

Step 1. During the communication process, Alice sends the n-length quantum string
through the quantum channel.

Step 2. For the error correction, Bob performs Hadamard, Pauli-X and CNOT transfor-
mation, using an l-length pilot quregister ⊗li=1|2i−1ω〉.
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Figure 6: The correction of an n-length multi-qubit damaged string |d1〉 ⊗ . . .⊗ |dn〉 with
an l-length pilot quregister ⊗li=1|2i−1ω〉.

Step 3. Bob performs a projective measurement and gets the original quantum bits sent
by Alice with probability p = 1− (1/2)l.

The determination of ratio between the data qubits and pilot qubits depends on the
physical properties of the quantum channel, and the characteristic of the error of the
channel. The number of the pilot qubits can be chosen to be several orders of magnitude
lower than the number of the data qubits. The two parts of the protocol can be applied
during the transmission of the same message, sending the |ω〉 pilot qubits followed by n
data qubits in the same message.

Bob is able to construct the different angles from the unknown pilot states |ω〉, no
other information is required for Bob. For the error correction, only ⊗li=1|2i−1ω〉 pilot
quregister can be used. The generation of the other (intermediate) pilot states between
these pilot states are unavoidable for the generation. The construction of the final pilot
qubit is illustrated in Fig. 7.

The proof of this thesis is detailed in the dissertation.
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Figure 7: The generation of pilot states for the error correction. The different angles are
constructed from the unknown pilot states |ω〉, no other information is required for Bob.

5.2 Quantum protocols in space communication

Photon based quantum bits need to be used in quantum satellite communications. The goal
was to investigate in the viewpoint of our current available technology how the performance
of two selected quantum algorithms will be affected if the physical layer is changed from
optical fiber to the free-space.

Thesisgroup 2 I analyzed the space–Earth and Earth–space quantum communications.
I built a quantum channel model for the space communications to analyze different engi-
neering scenarios which could be feasible in the space communications. I took our current
technology into account, and I analyzed the free-space superdense coding the free-space BB84
in various environments.

Since the current implementation of quantum cryptography protocols is based on pho-
tons, the exact description of the atmosphere’s optical properties should be known. A
model was created which describes the behavior of weak laser pulses to analyze the com-
munication process over a satellite quantum channel.

Thesis 2.1 [B3] [J1] [J6] [C11] [C12] [C15] I used a physical optical free-space quantum
channel model to examine the limits of the superdense coding in satellite communications.
From the calculations based on the optical losses I can conclude that deep space links and
uplinks (or any scenario involving an uplink) cannot be realized with superdense coding. I
showed that the current practical applications are highly limited.

The model of the free-space quantum communications is based on the properties of
recently-used single-photon sources, the loss caused by the gases of the atmosphere, on the
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aerosols and optical turbulence of the atmosphere. In space–space links — i.e., between two
satellites — photons can miss Bob’s detector because of diffraction induced beam spreading
and the pointing error of Alice’s apparatus. In ground–space or ground–ground links, when
the atmosphere is part of the free space channel, optical turbulences further spread the
beam, and even cause long term beam wonder. The turbulence strength is calculated from
the Hufnagel–Valley 5/7 model [17]. Additional losses occur when the light is scattered or
absorbed, either by individual molecules of air or by aerosols (floating droplets of liquids
or solid grains). The density of these scattering or absorbing centers varies as the function
of altitude, and for the sake of simplicity the problem can be handled as individual layers
of air on each other.

I used the model to examine the algorithm’s performance and limits in various environ-
ments. From the results, I can conclude that the superdense coding in a best case scenario
is only worthwhile in clear weather, at low zenith angles and with large detector mirror
sizes. Broadly speaking, in downlinks the transmittance is less effected by climate or season
than by the weather, and the effect of the zenith angle is less severe if the detector mirror
is big. Selected results for downlink calculations are shown in Fig. 8, for uplink in Fig. 9.
Labels indicate Bob’s detector diameter in meters. Alice’s aperture size is fixed as 0.2 m,
the satellite is orbiting at 300 km.

Thesis 2.2 [B1] [J2] [J6] [C11] [C12] [C14] [C15] With the same quantum channel model,
I examined the BB84 quantum key distribution protocol’s performance in different weather
conditions and with different zenith angles and detector mirror diameters. I showed that
satellites at Low Earth Orbit can produce secure keys even at large zenith angles and hazy
weather. I calculated the achievable bitrate of BB84 for a given physical parameter set.

I also studied the BB84 quantum key distribution protocol performance in downlinks.
My results show that satellites at Low Earth Orbit can produce secure keys even at large
zenith angles and hazy weather (visibility ranges of 23 km and 5 km were examined). The
QBER according to the calculation is shown in Fig. 10. Labels over the graphs indicate
Bob’s detector diameter in meters. Secure key generation is possible even in hazy weather
and large zenith angles.

The calculations regarding the bitrate at which distilled secure key can be generated
yields that if weak laser pulses are fired at the rate of 1 MHz, bitrates in the approximate
range of 10–20 kbps can be achieved depending on the weather conditions, zenith angle
and detector mirror diameter. The results are shown in Fig. 11. Labels over the graphs
indicate Bob’s detector diameter in meters.

The proof of this thesis is detailed in the dissertation.
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Figure 8: Transmittances in Earth-space commu-
nication (downlink) at midlatitude summer and for
two different weather conditions. Alice aperture
size: 0.2 m, orbit at 300 km. Clear weather: visi-
bility of 23 km, hazy weather: visibility of 5 km.

Figure 9: Transmittances in Earth-space commu-
nication (uplink) at midlatitude summer and for
two different weather conditions. Alice aperture
size: 0.2 m, orbit at 300 km. Clear weather: visi-
bility of 23 km, hazy weather: visibility of 5 km.
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Figure 10: QBER in space–Earth communication
at midlatitude summer for two weather conditions.
Alice aperture size: 0.2 m, orbit at 300 km. Clear
weather: visibility of 23 km, hazy weather: visibil-
ity of 5 km.

Figure 11: Bitrates of secure key generation rate
in space–Earth communication at midlatitude sum-
mer for two weather conditions. Alice aperture size:
0.2 m, orbit at 300 km. Clear weather: visibility of
23 km, hazy weather: visibility of 5 km.
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5.3 Quantum and classical information dissemination in mobile ad
hoc networks

5.3.1 Quantum information dissemination in mobile ad hoc networks

Modern networks have an increasing complexity and the Future Internet has to be suitable
for handling the near future’s service demands. The autonomic communication could
help to gain over these issues. Several projects and proposals try to deal with these
issues and provide solutions for that kind of communication. In one vision, the traditional
ISO/OSI layered approaches to networking and Internet lose meaning, and the ecology
of self-organizing and self-adaptive components will be able to create any needed suite of
services. However, quantum computing can offer better solutions than the classical one.

Thesisgroup 3 I dealt with information dissemination in classical systems. I con-
structed a real biologically inspired non-deterministic network model which is based on
quantum mechanics, allowing the elements to use quantum level communication and quan-
tum searching. I constructed a special information dissemination algorithm called SPIO
which can collect and exchange data on the surface of a distant planet.

Thesis 3.1 [J5] [C2] [C4] [C9] I constructed a real biologically inspired non-deterministic
network model which is based on quantum mechanics. The main element of the model is
the quantum mechanical based Quantum Autonomic Communication Element (QACE).

The QACE model has two communication layers, a classical-level and a quantum-level
communication layer. The two layers use two different communication methods, and the
quantum-level is hidden from the classical layer. The QACE’s classical level describes
the QACE and network interacting, using the classical communication layer. The QACE
uses the classical layer to perceive the network environment through the data and infor-
mation sent by other network components in the CASCADAS framework, and to execute
the given instructions. The lower layer of the QACE represents the non-deterministic
quantum probabilistic decisions. The quantum level evolves dynamically, representing bi-
ological organizations. This quantum level interacts with classical level. In Fig. 12 the
QACE’s classical and quantum mechanics based layer is illustrated. The quantum level is
represented by the dashed frame, the classical level is represented by the upper part.

The basic concept of the QACE controller is shown in Fig. 13. The logical part of the
QACE is represented by block F , which interacts either with the QACE network environ-
ment or with other functional elements. The logical block also performs the measurement
on the output states, by block M . The description of the blocks is the following:

block F (classical unit): description of network state and environment with classical
information. Input: classical information, output: classical information.
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Figure 12: The QACE’s classical and quantum mechanics based layer.

block U (quantum unit): unitary transformation on an internal quantum system based
on internal state of the QACE. Later, the block U also will represent the quantum
searching algorithm, using an initial n-length quantum register instead of a single
qubit system. Input: classical and quantum information, output: quantum informa-
tion.

block M (classical output): determined by the classical and quantum units of the QACE.
The classical output depends on the internal unit F affected by the environment, and
the internal quantum unit U (applied on an internal quantum system) which injects
quantum influences to the result. Input: classical and quantum information, output:
classical information.

The model is detailed in the dissertation.

Thesis 3.2 [J5] [C5] [C9] I showed how the QACE’s quantum searching algorithm could
find an optimal logical path from network node A to node B, using the effects of quantum
mechanics.

In the searching problem, the QACE wants to find a logical path from a given network
node A to network node B in the network environment, while no data source available
tells how to achieve the goal. The problem can be stated as a searching problem in an
unsorted database. The QACE must accumulate experience by itself and becomes more
intelligent through learning from its CASCADAS network environment. The QACE has
to find the shortest path in the network from a given network element to a given network
component, determined by the classical network command. The QACE puts the initial
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Figure 13: The basic concept of the QACE controller

input network command into a quantum register, and it applies the quantum searching.
The searching process is based on the classical input command, and the QACE’s internal
state. The internal state describes the actual network state, and the quantum searching
algorithm seeks for the best solution, which describes the shortest path between the network
elements. I made a numerical analysis in which the performance of classical ACE and
QACE is compared.

The detailed algorithm is described in my thesis. From the results it can be seen, that
the QACE module can help to realize the performance of biologically inspired networks
such as CASCADAS, and the overall performance of autonomic communication systems
and future internet services. The QACE module can be used to speed up dramatically
network controlling and it can be integrated efficiently into classical architectures.

5.3.2 Classical information dissemination in mobile ad hoc networks on the
surface of a distant planet

Based on current trends, in the next few years there could be a lot of devices placed on
the surface of different luminaries like planet Mars instead of sending one or two expensive
space-probes. If there are many cheap instruments on the surface of a planet, it is worth
using ad hoc networks. For such a network, energy efficient and robust solutions are crucial.
There is a need for a local and automatic coordination because of the far distance and the
delays appearing in the interplanetary communication.
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Figure 14: Comparison of the performance of classical and quantum ACE for a given
parameter set.

Thesis 3.3 [J5] [J7] [C1] [C3] [C7] [C13] I proposed a classical information dissemination
algorithm called SPIO for the space communications. The SPIO can collect and exchange
data on the surface of a distant planet and transfer it back to Earth. I showed for a given
parameter set that it performs better in terms of energy consumption than the nowadays
used point-to-point protocol, when thousands of sensors are placed on the surface of a distant
planet.

I showed an ad hoc approach in the domain of space communication. If we build up a
network from a lot of cheap measuring devices which were settled down on the surface of
a planet, then the energy efficiency and robustness will be the two main parameters since
charging or repairing the devices manually are not possible. I introduced an information
dissemination protocol for space environment and showed its limits in the domain of energy
consumption.

There are three different communication scenarios in SPIO. The first one is the sensor-
mobile unit communications, the second one is the advertisement of satellite-contact node
and the third one is the mobile unit–mobile unit communication.

Sensor–mobile unit communication Between sensors and mobile units SPIO, a 2-
stage protocol is used. The first step is a short request sensor data message (REQSD),
which is periodically sent by the mobile units and contains the ID of the mobile unit.
When a sensor receives a REQSD message, it broadcasts its measured data and clears its
memory.
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Figure 15: Messages of SPIO, focusing on the satellite-contact-marking advertisement
process

Satellite communication marking When a node marked itself as a satellite-contact
node, it has to advertise this fact to its neighbors to avoid the collision during the satellite
transmission. For this it uses an advertisement message (ADVS ), which contains its identi-
fication number (ID) and a random number. With the help of this number, the nodes can
distinguish the different satellite-marking advertisement from the same unit. A sample is
illustrated in Fig. 15.

Mobile unit–mobile unit communication Between mobile units, SPIO uses a 3-stage
handshake protocol. This protocol allows to avoid broadcasting in the communication
network every time. The first and second step use short control messages; the broadcasting
of the data only happens in the third step, and only when it is needed. The overhead is
decreased, because the broadcasting of the message happens only upon a request nearby.
This protocol uses three message types. The advertisement messages (ADVM ) are sent
periodically, and they contain the list of measured data that the sending unit has. If the
units in the neighborhood are interested in the advertised message, they send a request
packet (REQM ). In the response, the mobile unit sends the required DATA packets. The
communication scheme is illustrated in Fig. 16.

The detailed protocol is described in the dissertation.
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Figure 16: Messages of the SPIO, focusing on the communication between mobile units.

6 Application of New Results
The results from the first areas can be applied in the field of quantum error correction, and
can be useful for future quantum space communications. The studied limits of the quantum
algorithms can be applied in feasibility studies for quantum satellite communications. The
results from the third domains can be applied in mobile ad hoc networks and can be
interesting for possible space communication protocols.
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Acronyms
ACE Autonomic Communication Element

BER Bit Error Rate

BIONETS Biologically Inspired autonomic Networks and Services

BB84 Bennet-Bassard 84 Protocol

CASCADAS Component-ware for Autonomic Situation-aware Communications and Dy-
namically Adaptable Services

CDMA Code Division Multiple Access

CNOT Controlled NOT

ENIAC Electronic Numerical Integrator And Computer

ESA European Space Agency

GEO Geostationary Earth Orbits

GSM Global System for Mobile Communications

ISS International Space Station

LEO Low Earth Orbits

MEO Medium Earth Orbits

NASA National Aeronautics and Space Administration

NCT No Cloning Theorem

QACE Quantum Autonomic Communication Element

QBER Quantum Bit Error Rate

QKD Quantum Key Distribution

SPIO SPace adapted IObio

PPP Point-to-point Protocol

RSA stands for the algorithm described by first Rivest, Shamir and Adleman

SCORE Signal Communications Orbit Relay Equipment

TDMA Time-Division Multiple Access

WCDMA Wideband Code Division Multiple Access
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