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1 Introduction

Reliable communication network design serves as an important issue for service providers

among the rapidly changing and emerging technologies. It is particularly critical

when an all-optical backbone is in place due to its high data rate along each fiber

and transparency in the data plane. The transparency - lack of O/E/O conver-

sion at the intermediate nodes - enables very high data rates exceeding 10 or even

40 Gbps [39] [13]. There has been an increasing interest in providing high data-

rate services such as video-conferencing or multimedia internet access recently. The

rapidly increasing thirst for bandwidth and the spread of multicast technology pro-

vide new challenges for engineers. The persistent change of the underlying technology

(e.g. Wavelength Division Multiplexing (WDM) networks) always requires new de-

sign goals and methodologies. However, the main design goals and Quality of Service

(QoS) requirements of the network are permanent: low capital expenditure (CAPEX)

and operational expenditure (OPEX), throughput efficiency, and survivability.

Faults possibly cause the disruption of a connection if the users’ data is carried

only along one path in the network, which might not be sufficient to fulfill the required

QoS parameters defined in the Service Level Agreement (SLA) contracted between the

service provider and customers. Survivability - the capability of a network to recover

ongoing connections disrupted by a failure of a network component - has emerged to

be the most important aspect in designing the control and management planes for

next-generation networks [22]. In circuit switched and virtual circuit switched mesh

networks, like the extensively deployed wavelength-division multiplexing networks,

one of the key quantifiable properties of survivability is the end-to-end availability

provided by the network to the connection during its lifetime. In WDM networks

each optical fiber carries a large number of wavelength channels modulated at even

40 Gbps, thus a short transport level interruption may lead to an enormous loss of

application data. Availability refers to the probability of a reparable system to be

found in the operational state at some time t in the future. End-to-end connection

availability refers to the case when the source and destination nodes are connected

by at least one path of operating edges and nodes, given that the connection was

established at time t = 0.
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Providing optical backbone network services high connection availability is es-

sential for service providers, as they gain more profit from higher rates on reliable

transfer. In the SLA, the operator declares the minimal service conditions able to

carry the customer’s data in the network for a given charge. The customer states

his/her required bandwidth - if it is known - and chooses one of the QoS service

classes offered by the provider. If the SLA is violated by the service provider, mil-

lions of dollars have to be paid for the customers. Thus, precise modeling of the

network and choosing the proper failure management techniques is critical in service

backbone networks.

Failure management tasks in reliable optical networks can be categorized in the

following three phases:

(i) protecting the connections against failures (pre-designed protection),

(ii) fast and precise localization of the failed element(s),

(iii) restoring the disrupted connections (dynamic restoration).

In order to provide different QoS classes, the service providers have to choose from

a bunch of methods the proper one for their network, which built on a general high

network availability can be used for service differentiation between users.

2 Research Objectives

The main goal of the dissertation is to propose methods to support efficient protection

and failure localization design in networks, i.e. to support phase (i) and (ii) of optical

failure management. The proposed methods exploit the merits of the Shared Risk Link

Group (SRLG) concept and provide the most flexible network design approaches,

while both QoS parameters defined by the customers in the SLA and operational

premises are considered.

In the first part of the dissertation I proposed a novel generalized dedicated

protection framework. The introduced mathematical model breaks with the con-

cept of concentrating on implementation issues, e.g. like the 1 + 1 protection, which

seeks for the solution in the form of a link / SRLG disjoint path pair between the
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source and the destination nodes of the connection. The proposed generalized ded-

icated protection framework obtains the protection structure from the result of the

optimization problem, thus, provides a more flexible protection design to each QoS

class for the operators. In order to make the novel approach able to support a wide

range of networks, the goal is to investigate the applicability of the novel model in dif-

ferent available operational capabilities at the network nodes, e.g. decompose/merge

incoming signals, or combine linearly incoming signals.

In the second part of the dissertation I proposed theoretical results and

practical approaches to support all-optical fault localization. Rapid fail-

ure detection (less than 50 ms) in the optical layer is essential for fast restoration of

the disrupted connections in multi-layer networks, before the slow failure reparation

mechanisms of the upper layers are activated [29]. For the most beneficial localiza-

tion design, it is worth to localize only those failures which are necessary to ensure

the required QoS level declared in the SLA. For this important scenario there are no

satisfactory approaches in the literature for general network topologies. Thus, in the

dissertation new approaches are introduced to provide efficient and scalable solutions

for the failure localization problem using freely routed supervisory lightpaths in the

spare capacity of the network.

3 Methodology

The theoretical results in the theses (e.g. computational complexity) were obtained

through analytical methods, using the results of graph theory and computational com-

plexity theory.

I have implemented the proposed algorithms in C++ using the LEMON [2] net-

work optimization library. Extensive simulations were conducted to validate the pro-

posed methods, compared with approaches proposed in the literature. To obtain

an optimal solution for the NP-complete problems I have followed the well accepted

approach in the literature [23], i.e. I have formulated the problems as an Integer

Linear Program [32]. To solve the ILPs I have used the commercially available solver

CPLEX [1].
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4 New Results

In survivable telecommunication network design failure dependencies between link

failures have to be considered [24] in order to get an accurate network model, thus,

satisfy the high QoS requirements of mission-critical applications. However, at the

graph representation level, the layered structure of the WDM optical network, the

topology layout (e.g. physical location of the cables, common threats for multiple

fibers) is lost. One of the possible ways of handling dependent multiple failures in

optical networks is to use Shared Risk Link Groups (SRLG) [10]. SRLG expresses

statistical dependencies between failures, that is, a group of network elements (i.e.,

links, nodes, physical devices, software/protocol identities, etc, or a mix of them)

possibly subject to the same risk of single failure. In practical cases an SRLG may

contain several seemingly unrelated and arbitrarily selected network elements. For

instance, two links belong to the same SRLG if they share the same tunnel or conduit.

Based on the observations at AT&T [26] a link may belong to over 100 SRLGs, each

corresponding to a separate fiber group.

Links belong to the same SRLG type because they are in the same physical hier-

archy, which is related to the fiber topology (more generally the physical resources)

of the optical network including the lightpaths built on top of this physical topology,

or logical hierarchy, which is related to the geographical topology of the network.

The failure dependencies of the links cannot be obtained automatically from the net-

work [6]. The mapping of links and different types of SRLGs is in general defined

by network operators based on the definition of each SRLG type. Each QoS class

corresponds to a given list of SRLGs (failure pattern) F , against which the connec-

tion have to be resilient, or have to be unambiguously localized. The SRLG list F

can be get from a central database just before routing of failure localization design is

performed.

We used in the algorithm design for fault management of optical networks the

most widespread SRLG lists F in the literature proposed for survivable telecommu-

nication network design. These lists contain statistically the most probable [30] failure

scenarios f ∈ F , namely:

(1) F contains all single-link failures,
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(2) F contains all single- and dual-link failures (dense-SRLG scenario),

(3) F contains all single-link failures and multiple-link failures adjacent to a common

node (sparse-SRLG scenario).

Without loss of generality, in optical networks virtual circuit-switching is per-

formed, thus, the disruption of an SRLG may cause the outage of the connection.

The restoration of the connection may result in an intolerably long outage, which

does not meet the QoS requirements declared in the SLA. It is critical that the ser-

vice provider is aware of all failures in F , talking either phase (i) or phase (ii) of

optical failure management.

4.1 The Generalized Dedicated Protection (GDP) Approach

The restoration of the connection for applications with high QoS requirement (e.g.

remote surgery) may result in an intolerably long outage, which does not meet the QoS

requirements declared in the SLA. With such applications in the network protection

approaches have to be used to ensure the survivability of the connection, i.e. the

connection have to survive all failures in the SRLG list F corresponding to the

QoS level declared in the SLA. Thus, above the resources used in the failure less state

of the network (working resources), also protection resources (wavelengths, switches

etc.) have to be reserved in advance for the connection. Protection resources are only

used if failure occurred along the working resources which cause the disruption of the

connection.

Spare resources can be shared (shared protection) [15] among the customers, i.e.

spare resources can be used to provide protection to multiple working paths. In the

case of single link failure resilient network design, a straightforward idea is to share

the protection resources among users with disjoint working paths (a single link failure

affects at most one of the working paths). However, after the failure has occurred,

signaling is required between the upstream and downstream nodes of the path or the

segments affected by the failure to reserve the protection resources. Thus, for the

price of efficient resource utilization service recovery time is long. The complexity of

shared protection lies firstly in the signaling efforts in case of a failure, and secondly,
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Figure 1: Basic role of an arbitraty node v in the network regarding to the situations
between the incoming and outgoing signals

in computing the appropriate working and shared protection paths during connection

setup.

In dedicated protection the backup resources are dedicated to a single working

lightpath, thus, they can be reserved and configured at connection setup (hot stand-

by) and used till the connection is torn down. Dedicated protection is favored for

its simplicity compared to shared protection. In dedicated protection the stringent

timing requirements (50 ms) of optical layer restoration can be satisfied. Dedicated

and shared protection schemes have their main differences in the amount of spare

resources reserved for a connection, the signaling complexity, and the recovery time

of the traffic after a failure occurred. The service provider’s goal is to maximize the

number of customers to gain more income, while minimizing the total resources allo-

cated for a single user but still maintaining the required QoS level. Thus, dedicated

protection is the widely deployed protection approach in optical backbone networks.

Protection approaches, which are resilient against all failures f ∈ F defined by the

network operator are called resilient solutions. Furthermore, each OXC is configured

accordingly to the solution at connection setup (switching matrix, merging signals,

etc.) and this configuration is robust against all failures in f ∈ F ; i.e. it remains un-

changed even after a failure occurred. We are rather interested in resilient and robust

(R&R) solutions because they require a constant number of messages in the control
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Table 1: Notation list for the Generalized Dedicated Protection (GDP) Problem

Notations Description

I = {G,D,F} instance of the routing problem
G = (V,E) the undirected (or directed) graph representation of the topology

with nodes V and edge set E
ce cost function defined on edge e ∈ E
ke free capacity along link e ∈ E (in OC-192)

D = (s, d, b) source, destination and requested bandwidth, respectively, of the
dynamically arrived traffic demand

F shared risk link groups or failure patterns against the connection
needs to be resilient

Gf = (V,Ef) SRLG graph obtained by removing the failed edges
in f ∈ F from G

XI the set of feasible resource reservations yI for the instance I
yI = {H,R} a feasible solution containing the graph H

and the configuration map R
be the reserved capacity along link e ∈ E in the solution (in OC-192)

plane after a failure occurs, which is essential to maintain scalability, simplicity, and

rapid restoration time of 1 + 1 protection.

The operations the optical cross connects (OXCs) can perform in dedicated pro-

tection approaches are summarized in Figure 1. In the case the source node is allowed

to split the signal, the destination node is allowed to switch between signals, but the

intermediate nodes are restricted to transmitting the signal is the widely deployed

1 + 1 or dedicated path protection. In 1 + 1 the signal is sent in parallel along two

(SRLG or link)-disjoint routes (i.e. at most one path is affected by an SRLG failure)

from the source node to the destination node. In 1 + 1 protection, an optical split-

ter used at the sending side, while switching takes place on the protection resources

only at the destination node if it experiences the degradation of the signal quality

on the working path. Further, if any node along the working path is allowed to split

the signal or switch between incoming copies of the same data, but the intermediate

nodes along the protection paths are restricted to transmit the signal is called dedi-

cated segment (or link) protection [11] or partial path protection [31] [38]. Although
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with the application of segment protection high availability (the most important QoS

parameter in circuit-switched networks) can be achieved by the connection, because

of its high resource consumption it is not frequently used in practice.

All of the previously introduced R&R methods in the literature define the node

roles before the exact protection structure is known. However, this approach cannot

be fit well into the protection design of the corresponding QoS parameter. On the

other hand, the proposed Generalized Dedicated Protection approach in the disser-

tation can better explore the design space of optical protection, as the node roles are

decided just after the protection subgraph is known (i.e. as the result of the optimiza-

tion problem). The online version of the routing / resilience problem is assumed, i.e.

traffic demands arriving and getting served sequentially, without knowledge of future

incoming requests, thus, each connection is protected individually.

Thesis 1 (B1, J3, C1, C2, C3, C6, C7). I have introduced a novel general mathemat-

ical model for dedicated protection. I have proved that the complexity of the problem

is NP-complete, thus, an Integer Linear Program and a fast, yet efficient heuristic

is introduced to solve the routing problem. I have proved that with the application of

network coding the problem is polynomial-time tractable.

Let I = {G,D,F} denote an instance of the proposed GDP problem.

• Each connection is routed promptly after the request arrives in the ingress

network entity at time t at which the actual topology is denoted by G = (V,E).

On each edge e ∈ E a non-negative cost function (c : E → R+) is defined, and

the free capacity (k : E → R+) is given. The free capacity is the function of

the connections built up and torn down until t.

• A traffic demand D = (s, d, b) contains the source s and destination node d,

and the bandwidth requirement (b ∈ N), e.g. assuming SDH/SONET networks

given in OC-192 (10 Gbps) units.

• Finally, the set of failure patterns (or SRLGs), denoted as F , is given. For each

SRLG, a failure a subgraph is created: ∀f ∈ F : Gf = (V,Ef ), where Ef is

obtained by removing the edges in f from E. We assume that each SRLG in F

is protectable, i.e. each Gf is s− d connected.
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Figure 2: A possible LP solution H = (V,E) ∈ XI for the instance I = {G =
(V,E),D = {s, d, 2},F = {(j1, r1), (j2, r2), (j3, j4)}} containing the butterfly graph
with recievers r1 and r2. On each link be = 1, the data sent on each BU is denoted
by a and b.

Let the set XI contain a set of feasible solutions yI = {H,R} for the problem

instance I. Each solution is actually:

• a subgraph H = (V,E), where the capacity along each edge is set to ∀e ∈ E : be,

which is the flow value in the solution. The maximum flow in H = (V,E) and

∀Hf = (V,Ef) with capacity values be between s and d is ≥ b, where Ef is

obtained by removing the failed edges in f from H .

• The other part of a GDP solution is the configuration map R, which gives the

cross-connections in the switching matrix and grooming settings of the OXCs

in H .

An example is presented in Fig. 2, where the existence of a feasible configuration

map R is only guaranteed if the network nodes are able to combine linearly the

incoming signals. Let us consider H = (V,E) obtained in Fig. 2(a) which is resilient

against the SRLG failures F = {(j1, r1), (j2, r2), (j3, j4)}. One can easily check that

the presented configuration R is robust against all failures, and only the decoding

matrix at the destination node need to be updated upon failures, i.e. x = {H,R} ∈

XI . However, if network coding is not allowed, we have to configure a or b instead of

a⊕b on the corresponding edges, without loss of generality b. In this case, after SRLG

(j1, r1) failure occurs as shown in Fig. 2(b), there exists an s− d cut in the network

for the a part of the data. It is not possible to recover the data at the destination
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node without reconfiguration of node j3 and signaling in the control plane. As the

goal of the algorithm design was to keep the simplicity and rapid restoration time of

1 + 1, a non-robust solution is not treated as a valid GDP solution. Changes, which

leaves the switching matrix unchanged, or nodes can perform locally in a distributed

manner are allowed similarly to other dedicated protection methods, e.g. switching

between the same copies of incoming data based on incoming signal quality like in

1 + 1 or change the decoding matrix at the destination node based on the failure

pattern f in network coding.

Each feasible solution yI ∈ XI is assigned with a cost g(yI) corresponding to the

reserved bandwidth in the network as follows:

g(yI) =
∑

∀e∈E

ce ·
be
b
, (1)

where be ≤ ke is the OC-192 units used along link e ∈ E by the connection in

H = (V,E). For the sake of simplicity, in the dissertation the cost is divided by b.

However, the cost function can be used as well without the division. The objective of

the GDP algorithms is to find a feasible solution, which minimizes the cost in Eq. 1.

The applied notations are summarized in Table 1.

Based on the optical equipments available at the network nodes, three different

GDP problems can be formulated. First, if the a feasible GDP solution is sought in

the form of non-bifurcated flows (on all used links b capacity is reserved, node roles

(a)-(c) in Fig. 1) is called Integer (or non-bifurcated) GDP (IGDP). Second, if

bifurcation of network flows is available at the nodes (i.e. on the used links arbitrary

< b capacity can be used, (a)-(e) are allowed) is called Bifurcated GDP (BGDP).

Finally, as the most general case GDP with Network Coding (GDP-NC) is

defined, where all possible node roles in Fig. 1 are allowed in the solution. The

algorithms proposed in the dissertation for the GDP problem are summarized in

Table 2.

Thesis 1.1 (C3, C6 ). (Complexity analysis) I have proved that the non-bifurcated

IGDP problem is NP-complete for both in undirected and directed graph. I have proved

that an R&R BGDP problem contains IGDP as a subproblem, thus, without network

coding the computational complexity of the GDP problem is NP-complete.
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Table 2: Proposed algorithms for the different GDP problems (Dijkstra Heuristic
(DH), Bacterial Evolutionary Algorithm (BEA), Bifurcated Flow Routing (BFR))

IGDP BGDP GDP-NC

optimal solution ILP - LP
heuristic solutions DH, BEA BFR -

I have proved the claim of the theorem analytically. Using directed graph rep-

resentation Karp-reduction to the Directed Steiner Network [12], in the undirected

model Karp-reduction to the Steiner Forest [12] problem is shown. The only dif-

ference between the two graph models lies in the approximability of the problem.

Although the undirected representation has a constant factor approximation (namely

near 2-approximation [18]), it is not known for the directed case.

Note that a resilient IGDP solution is always robust. However, this is not true for

the BGDP problem (shown in Fig. 2). In a BGDP solution each fragment of user’s

data have to be R&R against all failures in F , i.e. a BGDP problem contains IGDP

as a subproblem.

An optimal bifurcated solution can have lower cost than an optimal non-bifurcated

if in the G = (V,E) topology ∃e ∈ E : ke < b. Investigating the same problem

instance with modified traffic demand (I∗ = {G,D∗ = (s, d, 1),F}), it can be shown

that if an optimal solution y∗I∗ exists where in H = (V,E) ∀be > 0 : ke ≥ b, than

there exists a non-bifurcated optimal solution y∗I for I = {G,D = (s, d, b),F}. As an

R&R optimal bifurcated solution cannot have lower cost than g(y∗I), the sufficient

and necessary condition can be formulated on the existence of the non-bifurcated

optimal solution.

Thesis 1.2 (C3, J3 ). (Optimal algorithm) I have given sufficient and necessary

condition on the existence of an optimal non-bifurcated GDP solution. I have formu-

lated the non-bifurcated GDP problem as an Integer Linear Program (ILP). I have

proposed an iterative algorithm for the BGDP problem in the case when the optimal

solution is bifurcated, which uses the ILP formulation proposed for IGDP iteratively.

As both the IGDP and BGDP solutions are NP-complete, it is not probable to

find a generally efficient algorithm. Thus, I have followed the well accepted approach
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in the literature and formulated the IGDP problem as an Integer Linear Program

(ILP). Based on the previous observations made on the existence of an optimal non-

bifurcated solution, an iterative algorithm (Bifurcated Flow Routing, BFR) is

proposed to find a feasible BGDP solution. The BFR algorithm, based on the avail-

able free capacity on the links calls the ILP formulation on modified problem instances

to get a bifurcated solution. As the optimal solution of IGDP and BGDP are the

same non-bifurcated solution with light traffic load, the merits of BGDP can only be

demonstrated if the traffic load (in Erlangs) increase. Thus, extensive simulations are

conducted on hundreds of randomly generated topologies with LEMON [2] and on the

COST 266 [20] European reference optical backbone network (which are used in all

thesis as the input topology of the simulations). Assuming dynamic traffic demands,

there is no significant advantage of BGDP in blocking probability in comparison with

IGDP (shown in Fig. 4). Thus, the application of bifurcated flows is possible, where

the equipments are available in the network. However, investment in deploying the

necessary technology for bifurcating flows (without network coding) is not suggested.

Thesis 1.3 (C1, C2, C3). (Fast heuristic solution) I have proposed a fast, yet ef-

ficient heuristic approach to find a feasible IGDP solution based on Dijkstra’s shortest

path finding algorithm [8]. I have constructed an input type, on which I have proved

that the heuristic approach does not approximate the optimal IGDP solution.

Because of the high computational complexity of the ILP, there is a need for a

fast yet efficient heuristic approach (Dijkstra Heuristic, DH), which provides a

feasible (not necessary optimal) IGDP solution rapidly. Simulations are conducted

to demonstrate the merits of the heuristic, i.e. it approaches the optimal solution for

a wide range of inputs. On the other hand, in some cases, it is far from the optimal

solution.

I gave an example to demonstrate, that the solution of DH can grow extremely

high with a special F SRLG list applied on the G = (V,E) topology shown in

Fig. 3 with traffic demand D = (s, d, 1). The solution given by DH for the problem

instance are the links labeled with w1 and di, while the optimal solution are the w1

and pi links. In this construction, the optimal solution g(yI) obtained with DH is

g(yI) = |F| · g(y∗I) + 3.

As the performance of DH is highly influenced by the order of SRLGs considered
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Figure 3: General structure of the Gk = (V,E) family of graphs for the non-
approximability of the Dijkstra Heuristic.

in the algorithm (seen in the previous example), I have investigated the performance

of DH with different SRLG orders. Although the g(yI) solution is approaching the

optimal g(y∗I), the growth in computational time required by the algorithm is not

worth the gain witnessed in resource consumption. Thus, DH is chosen as the main

heuristic approach to find a feasible IGDP solution.

Furthermore, as one of the main contribution of the DH algorithm, it can be used

as the building block of several heuristic and meta-heuristic approaches, for example:

• Ameta-heuristic approach is proposed to find quasi-optimal solutions for IGDP [C7].

Based on the observations made on the simulations results, the proposed (Bacterial

Evolutionary Algorithm, BEA) for problem instances containing large net-

works and long F SRLG lists seem to be efficient.

• The optimal ILP, as well the DH method can be used for finding bifurcated

solution (ILP is replaced with DH in BFR, called (BFR∗)). However, this

approach is only worth if there is no optimal non-bifurcated solution in the

network, because of its heuristic nature.

Thesis 1.4 (B1, C6 ). (Extension with network coding) I have shown that the

polynomial-time solvable linear programming (LP) relaxation of IGDP is resilient but

not robust GDP solution without network coding. Using the network codes proposed

in [17][16] two possible robust codings are shown for the resilient LP solutions, thus, I

have shown that an R&R solution for the GDP-NC problem can be found in polynomial

time.
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The thesis investigates that how can the most general GDP problem, GDP-NC

lower the solution cost in Eq. (1) if more complex devices are available at the network

nodes ((a)-(f) roles in Fig. 1 are allowed). Role (f) can be treated as at each OXC

optical devices performing algebraic operations are available [21]. Network coding

capable nodes can perform basic linear operations on the data transmitted. For

the sake of explanation, we assume that the addition operation in Figure 1(f) is over

Galois Field GF (2), then the combination of incoming signals is the simple Exclusive-

OR (XOR) operation. However, in general case more complex arithmetic operations

need to be performed (e.g. addition and multiplication over Galois Filed GF (2m)).

I have shown that GDP-NC is polynomial-time solvable with the application of

network coding. The example in Fig. 2 demonstrates that a minimal cost bifurcated

solution is resilient, but not robust without network coding. Although the Linear

Programming (LP) relaxation of the ILP proposed for the IGDP problem provides

a resilient solution, other techniques have to be applied to make it robust. I have

modified the input of the network coding problems proposed in [17][16] for robust mul-

ticast, that the resulted coding scheme is a robust solution for the resilient H = (V,E)

subgraph obtained by the LP. While [17] provides a robust codes for all inputs ow-

ing to the general code structure, the widely used random coding [16] does this only

with high probability (asymptotically 1). However, the application of random net-

work codes is well accepted in the literature. Extensive simulations were conducted

to demonstrate the merits of the proposed GDP-NC approach. Owing to the coding

equipment available at the network nodes, GDP-NC can slightly outperform its previ-

ously reported counterparts in terms of resource consumption and running time. On

the other hand, even assuming dynamic traffic, GDP-NC significantly outperforms

all IGDP and BGDP approaches in blocking probability, shown in Fig. 4. We observe

from the figure that the 1+1 protection, which decides the node roles in advance has

decent performance for inputs with type (1) SRLG list. However, inputs containing

type (3) F SRLG list have significantly blocking because of the lack of SRLG-disjoint

path pairs, while the GDP approaches are well suited also for this scenario.

In the simulations the cost function presented in Eq. (1) is a joint optimization for

the working and protection edges. On the other hand, the GDP approaches presented

in the dissertation works as well if the working path is calculated in advance (with a
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Figure 4: Steady state blocking probabilities for type (1) and type (3) SRLG lists in
the 37-node COST266 European reference network [20].

slightly modified input). The GDP use a general mathematical model and the node

roles (in Fig. 1) are decided as the result of the optimization problem, thus, the trap

situations – which is present in most of the dedicated protection approaches, e.g. 1+1

– is avoided [37]. One can easily check, that if an arbitrary I GDP instance has a

feasible solution with working path W1, than it has a feasible solution with any other

W2 working path as well, thus, the selection of the working path does not influence

the existence of a feasible solution.

4.2 Failure Localization in All-Optical Backbone Networks

In core optical networks the main failure cause is the outage because of cable cuts [30].

A failure at the optical layer (such as a fibercut) may trigger alarms in the network

as well as other upper protocol layers [7]. It is reported that a single fiber-cut with

16 disrupted wavelengths could lead to hundreds of alarms in the network [19]. This

not only increases management cost of the control plane, but also makes the failure

localization difficult.

Real-time and instant localization of fiber cut is a critical task for achieving a fast

and failure-dependent traffic restoration in a distributedly controlled all-optical mesh

networks in order to fulfill the stringent (50 ms) QoS requirements of mission-critical

applications. The upper layer protocols owing to the slow convergence cannot be used

for this purpose [5]. Although failure localization techniques in opaque SONET/SDH
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networks are able to meet the timing requirement, but they are operating in a point-

to-point manner, furthermore O/E/O conversion is performed at each node. Thus,

these methods cannot be adopted into all-optical (transparent) networks.

Fast failure localization has been considered as a very difficult job due to the

transparency in the optical domain along with various design requirements [7, 28].

The main challenge in survivable transparent optical network design is to generate as

few alarms in the control plane as possible (scalability) and to use as few monitoring

device as possible in order to reduce the administrative cost, while unambiguous

failure localization is maintained.

Deploying supervisory lightpaths is the cutting-edge research direction in all-

optical failure localization. A supervisory lightpath can form a cycle or a simple

or non-simple path in the spare capacity of the network. A detailed comparison and

descriptions can be found in [33]. In the dissertation the most general monitoring

structures are investigated, namely the monitoring trails (m-trails) which are non-

simple path in the network with the Euler-property, and bidirectional monitoring

trails ((bm-trails) which are arbitrary connected subgraphs in the network.

The status of the supervisory lightpath is monitored only at the receiver (Optical

Channel monitoring) of the lightpath. Without loss of generality, the device that

monitors the health of a certain part of the network is called a monitor (e.g. opti-

cal power monitor), which generates an alarm if it detects any status change from

the monitoring result. An alarm is broadcast in the control plane via a link state

protocol if any irregularity is identified along the lightpath. The main research goal

is to minimize the number of supervisory lightpath deployed in the spare capacity

of the network while keep the bandwidth consumption of the m-trails in a moderate

amount. In the dissertation centralized-flat fault localization is considered, i.e. the

failure manager identifies the faulty elements in the network from the received alarms,

and notifies all routing entities in the network.

Fig. 5 shows an example of bm-trail solution for localizing any single link failure,

where a link code matrix (A) is shown in Fig. 5(c). The A matrix keeps the link

code of each link (e.g., link (3, 4) is assigned a link code 1010), which further defines

how the four bm-trails (i.e., t1, t2, t3, and t4) should be routed in the topology to

achieve Unambiguous Failure Localization (UFL). Here, tj has to traverse through
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Figure 5: Fast link failure localization based on bm-trails.

all the links with the jth bit of the link code as 1 while avoiding to take any link

with the jth bit of its link code as 0. By reading the status of the four bm-trails, any

link failure can be unambiguously localized. For example, the unexpected darkness

of t1 and t3 the corresponding monitors generates an alarm signal, which depicts the

failure of (3, 4) at the central network manager.

In general, an effective monitoring structure allocation method must satisfy the

following two requirements, either in a single step or one after the other:

(R1): Every SRLG should be uniquely coded.

(R2): Each monitoring structure must be an eligible fragment of network topology

in which a lightpath can travel along from the transmitter to the receiver.

In addition to (R1) and (R2), there could be some other constraints due to specific

user design premises, such as the length limitation due to the deployment of optical

generators/retransmitters, the locations of monitoring nodes [4, 36], and use of work-

ing lightpaths (i.e., live connections) for failure state correlation [4, 25]. Without loss

of generality, this study focuses on (R1) and (R2), which are the fundamental for a

bm-trail UFL solution. Nonetheless, we claim that our approach can easily tackle

any additional requirement imposed upon the proposed bm-trail allocation problem.

An integer linear program can be developed that satisfies both (R1) and (R2) in

a single step [35, 34]. In particular, [34] is the first study that suggested to using

freely routed open-loop un-directed supervisory lightpaths (called m-trail) for single-

link SRLG failure localization. Both studies formulated the supervisory lightpath
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Table 3: Proposed (b)m-trail solutions for different F SRLG lists, the ones in paren-
thesis are not my work ((Random/Greedy Code Swapping (RCS/GCS), Link Code
Construction (LCC), Adjacent-link Failure Localization (AFL)))

(1) single link failure (2) dense-SRLG (3) sparse-SRLG

optimal solution (ILP) ILP ILP
heuristic soluitons (RCS) (GCS), LCC AFL, LCC

allocation problem into Integer linear programs (ILPs), which is unfortunately subject

to intolerably long computational time even in very small topologies. Thus people

have turned to the design of heuristics in solving the problem.

The previously reported solutions can be divided into two categories according to

their design principles. The first one manipulates an accumulation mechanism such

that (R2) is ensured at the beginning, while the goal of the heuristics is to satisfy

(R1) [14, 4, 3]. In the second design category, (R1) is intrinsically ensured at the

beginning while leaving (R2) as a goal [27].

The studies in [4, 3] set their goal in minimizing the number of monitoring locations

(MLs). In [14] the authors conducted an in-depth theoretical bound analysis on the

minimum number of permissible probes (like bm-trails) required for localizing a failed

SRLG with up to d arbitrary links.

The approach taken in [27] is the first study following the second design principle,

where the code uniqueness of each link (as defined in (R1)) is first guaranteed, while

an algorithm was given for the formation of each monitoring structure in the context

of m-trail. A superb performance was witnessed in [27] by employing random code

assignment (RCA) and random code swapping (RCS) for localizing any link failure.

One can observe that the localization of type (1) F SRLG list is well investigated

in the literature. On the other hand, only a few work – all of them following the first

design principle – considers multiple-link failure localization [14, 4], including type

(2) and type (3) F SRLG lists. However, the first design category cannot explore the

design space provided by the extremely flexible structure of (b)m-trails, thus, leave a

large space to improve. In the dissertation novel failure localization approaches are

proposed for localization of type (3) F SRLG lists, where the code assignment (R1) is

solved first, while the monitoring structure formation is conducted in a second step.
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Table 4: Notation list for the M-trail Allocation Problem (MAP)

Notations Description

G = (V,E) the undirected (or directed) graph representation of the topology
with nodes V and edge set E

aTe link code vector of e ∈ E
A link code matrix formed from row vectors aTe , ∀e ∈ E

a(e1, e2, . . . , ed) function, returns the bitwise OR of link code vectors aTei, 1 ≤ i ≤ d
ACT alarm code matrix, the row corresponding to SRLG{e1,e2,...,ed} is

defined with the function a(e1, e2, . . . , ed)
ae,j jth bit position in link code aTe
a{e},j jth bit position in the alarm code of SRLG{e}

L = {G,F} instance of the failure localization problem
XL the set of feasible monitoring solutions yI for the instance I

yL = {A} a feasible A link code matrix that ensures alarm code uniqueness

in ACT and each column corresponds to a single trail

The summary of the proposed algorithms is presented in Table 3.

Thesis 2 (J1, J2, C4, C5, C8). I have introduced the theoretical principles as well as

practical algorithms for unambiguous sparse-SRLG failure localization with monitor-

ing trails. I have proved that the complexity of unambiguous SRLG failure localization

is NP-complete, thus, Integer Linear Programs for code assignment and monitoring

structure formation are introduced. Necessary and sufficient conditions are formulated

as the basis of unambiguous code assignment. Based on the sufficient conditions, fast,

yet efficient heuristic approaches are introduced for sparse-SRLG failure localization,

including node failures.

Let L = {G,F} denote the input of the M-trail Allocation Problem, where G =

(V,E) represents the topology of the network, while the F list of SRLGs is given for

the provided QoS class.

Let XL denote the feasible solutions yL = {A} for the problem instance L. A

feasible (b)m-trail solution contains the lightpaths to deploy, or the A matrix equiv-

alently, as each column in A corresponds to exactly one (b)m-trail. The

mapping between an m-trail solution and the corresponding A matrix is shown in
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Figure 6: Mapping between the physical monitoring structure (A) and custom-defined
logical SRLGs.
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Fig. 6. As the second design principle is followed in the dissertation, the A matrix is

chosen as a feasible output of the problem, which fits well in to the design principle.

Each feasible solution yL ∈ XL is assigned with a cost g(yL) corresponding to the

reserved bandwidth in the network as follows:

g(yL) = monitoring cost+ bandwidth cost = 1000 ·#m-trail+ CL, (2)

where CL denotes the sum of the length of the m-trails. Note that the length of an

m-trail is the number of links traversed (i.e. reserved wavelength channels) by the

m-trail without loss of generality. The goal of the presented algorithms is to minimize

the cost function in Eq. (2). Without loss of generality, the target of the m-trail design

problem is to minimize the weighted sum of monitoring cost and bandwidth cost. The

monitoring cost generally accounts for additional fault management complexity in

terms of the number of m-trails. The bandwidth cost reflects the additional bandwidth

consumption for monitoring, which is measured in terms of the total cover length of

an m-trail solution (i.e., the sum of the length of each m-trail in the solution). As

both the topology and SRLG list F are static information and change rarely, thus,

the supervisory lightpaths need to be deployed once at network design, and can be

recomputed if either the topology or the SRLG list is changed. The applied notations

during the m-trail design are summarized in Table 4.

Note that an SRLG is a logical entity assigned to one or a set of links corresponding

to a failure event, while any monitoring technique is on physical links. Although in

the problem of localizing type (1) SRLG lists A = ACT, it is not true for multi-link

SRLGs. Thus, the mapping between the code of each link in A and the code of each

logical SRLG in ACT becomes a non-trivial problem. In the scenario of multi-link

SRLGs with an arbitrary number of links, the alarm code of a multi-link SRLG

should be the bitwise OR of the codes of all links in the SRLG. An example

is given in Fig. 6, which shows that the failure of logical entity SRLG{(1,2),(2,3)} will

trigger alarms of the m-trails traversing through link (1, 2), (2, 3) or both. Therefore,

the code for an SRLG should be a function which returns the OR of the corresponding

rows A of all the links in the SRLG:

a(f1, f2, . . . , fd) = aTf1OR aTf2OR . . . OR aTfd. (3)
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Trivially, for a single-link SRLG f1, we have:

a(f1) = aTf1. (4)

With Eq. (3) and Eq. (4), the code uniqueness in ACT of all the SRLGs in F

can be ensured if the OR of link codes of each SRLG is distinguished from that of

all the other considered single-link and multi-link SRLGs in the network. Because of

the dependency between the link codes and alarm codes, localizing type (2) and type

(3) SRLGs is a more complex problem than single link failure localization.

Thesis 2.1 (C8). (Complexity analysis) I have proved that unambiguous SRLG

failure localization version of the M-trail Allocation Problem is NP-complete.

I have proved the claim of the theorem analytically, with a Karp-reduction to the

Hitting Set [12] problem. Thus, there is not probable a generally efficient method in

the case if the graph is not connected and not all single-link SRLGs are localized.

However, optimal failure localization on general graph structures, when the SRLG

list F contains non-overlapping SRLGs is an open problem.

Thesis 2.2 (C4, C5, J2). (Optimal algorithms) I have introduced the constraints

for SRLG code assignment as well as (b)m-trail formation. Based on the scenario

under consideration, four different Integer Linear Programs can be constructed.

We have seen that owing to the extra complexity caused by the dependency be-

tween link codes and SRLG alarm codes the problem of unambiguous SRLG failure

localization is NP-complete. Thus, similarly to Thesis 1.2, ILP formulations are pre-

sented for finding the optimal A matrix. I introduce the constraints for localizing

type (2) and type (3) F SRLG lists (using the constraints for type (1) SRLGs pre-

sented in [34]). In the case of type (2) SRLGs, codes with special structure, namely

Combinatorial Group Testing (CGT) [9] codes are applied. Although the CGT codes

have special property to deal with the dependency of link codes and alarm codes

their optimality is not proved. Thus, in this case the ILP performs optimal CGT

code assignment, which is not necessary optimal in terms of Eq. 2. The constraints

for m-trail and bm-trail formation are presented. As a result, using the proposed

constraint the ILP for four different problems can be constructed. The presented
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Figure 7: Different rules on the link codes in the graph-representation of two SRLGs.

methods were validated through simulations using random topologies generated by

the LEMON library. Similarly to the ILP proposed for type (1) SRLGs the methods

are really slow and works only for small topologies in reasonable time. Therefore,

for unambiguous failure localization of arbitrary optical networks efficient heuristic

approaches are required to get a feasible A matrix rapidly.

Thesis 2.3 (J1, C8). (Sufficient conditions for code assignment) I have given

a strict sufficient and a permissive necessary and sufficient condition for unambiguous

code assignment.

The theorems were proved analytically. For the clear presentation, I have intro-

duced an auxiliary graph to demonstrate the SRLG alarm codes, which have

to be constructed for each SRLG pair. Each node in the auxiliary graph corresponds

to an edge in the SRLG, while two nodes are connected iff ∃aj : ae1,j = ae2,j = 1.

With this representation, restrictions can be made on the code properties in A as

shown in Fig. 7, which are sufficient to ensure code uniqueness in ACT. The suffi-

cient conditions are the basis of the heuristic algorithms presented in the thesis, and

can be the foundation of further algorithm design. In comparison with Fig. 7(a), the

permissive rule allows more densely meshed auxiliary graphs, thus, we expect the

methods built on this rule will result lower cost solutions than the ones using the

strict condition.

Thesis 2.4 (J1). (Strict heuristic solution) I have proposed a novel graph parti-

tioning algorithm based on the strict sufficient condition. I have introduced a heuris-

tic (Adjacent-Link Failure Localization) for unambiguously localize SRLGs containing

adjacent-link failures using the partitioning approach.

23



The proposed AFL approach first partitions the network in an (R0) step based

on a strict sufficient condition on the link codes (see Fig. 7(a)). In each partition

the dependency between the SRLG codes is removed, and in each partition arbitrary

UFL method proposed for unambiguous single link failure localization can be applied

to form the supervisory lightpaths. In particularly, in the thesis the AFL algorithm

uses the RCA+RCS [27] method inside the partitions to perform (R1) and (R2) in

order to form m-trails. It was proved analytically from the method that the results

obtained independently inside the partitions can unambiguously localize all SRLGs

in the considered SRLG list. Furthermore, simulations were conducted on random

topologies to demonstrate the merits of the proposed algorithm. An example is shown

in Fig. 8.

Thesis 2.5 (C8). (Permissive heuristic solution) I have proposed a heuristic

approach (Link Code Construction) based on the permissive necessary and sufficient

condition using bm-trails for unambiguously localizing SRLG failures, including node

failures.

Previously, efficient localization of node failures using supervisory lightpaths was

an open problem. The presented Link Code Construction, LCC algorithm (and

with a slight modification the AFL approach) using the flexibility of bm-trails can

deal with this problem. In order to localize the failure of the monitoring node of

the bm-trail, a signaling structure was introduced. As LCC is based on the pairwise

comparison of the SRLGs it suffers from its O(SRLG2) complexity. However, it can

be used in scenarios when type (1) and type (3) F SRLG lists with few SRLGs

(including node failures) are considered.

In Fig. 8 the performance of the algorithms based on the strict and permissive

conditions (Fig. 7) in terms of the number of m-trails is presented on two different

type (3) SRLG lists. It is observed that LCC owing to the weaker sufficient condition

outperforms AFL, which meets our expectation. Furthermore, LCC outperform all

previously reported counterparts when node failures are considered.
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Figure 8: The number of bm-trails versus network nodes, where the proposed LCC,
AFL and link-based monitoring is denoted by ◦, +, and △, respectively.

5 Application of the Results

The dedicated protection approach presented in Section 4.1 instead of implementa-

tion questions uses a mathematical formulation of the dedicated protection problem.

The general formulation enables the network operator to provide the most flexible

routing structure for the QoS needs of the customer. Thus, in comparison with the

dedicated protection methods in the literature, GDP can significantly reduce the re-

served bandwidth while full protection against all failures in F is maintained. The

proposed algorithms can be used in the protection design of any dynamically switched

optical networks. Based on the equipments available at the network nodes the GDP

provides protection solutions for a wide range of networks.

The results in Thesis 2.3 in Section 4.2 form the basis of code assignment in failure

localization, which can be used as the basis of code construction for other research

fields. There is a lack of efficient methods for failure localization in all-optical networks

for type (3) SRLG lists. The algorithms in the thesis fills this gap, thus, they can be

used in the fault management of optical networks designed for this failure scenario.

Using the most general monitoring structures – the bidirectional monitoring trails –

the complexity of failure localization can be significantly reduced with the application

of the proposed failure localization approaches.

The developed simulation framework will be publicly available and can be used

for implementing protection methods and failure localization approaches. Integrated
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in the lemon routing module of the LEMON C++ library the methods can form the

basis of further research and algorithm design.
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continuous support.

References

[1] CPLEX. http://www.ilog.com/products/cplex/.

[2] Lemon: A c++ library for efficient modeling and optimization in networks. Tech-
nical report, http://lemon.cs.elte.hu.

[3] S.S. Ahuja, S. Ramasubramanian, and M. Krunz. SRLG Failure Localization in
All-Optical Networks Using Monitoring Cycles and Paths. In IEEE INFOCOM
2008. The 27th Conference on Computer Communications, pages 181–185, 2008.

[4] S.S. Ahuja, S. Ramasubramanian, and M.M. Krunz. Single-link failure detection
in all-optical networks using monitoring cycles and paths. IEEE/ACM Transac-
tions on Networking (TON), 17(4):1080–1093, 2009.

[5] T.Y. Chow, F. Chudak, and A.M. Ffrench. Fast optical layer mesh protection us-
ing pre-cross-connected trails. IEEE/ACM Transactions on Networking (TON),
12(3):539–548, 2004.

26



[6] G. Das, D. Papadimitriou, W. Tavernier, D. Colle, T. Dhaene, M. Pickavet, and
P. Demeester. Link State Protocol data mining for shared risk link group detec-
tion. In Computer Communications and Networks (ICCCN), 2010 Proceedings
of 19th International Conference on, pages 1–8. IEEE, 2010.

[7] P. Demeester, M. Gryseels, A. Autenrieth, C. Brianza, L. Castagna, G. Sig-
norelli, R. Clemenfe, M. Ravera, A. Lajszczyk, D. Janukowicz, et al. Resilience
in multilayer networks. IEEE Communications Magazine, 37(8):70–76, 1999.

[8] EW Dijkstra. A note on two problems in connexion with graphs. Numerische
mathematik, 1(1):269–271, 1959.

[9] D. Du and F. Hwang. Combinatorial group testing and its applications. World
Scientific, 2000.

[10] Georgios Ellinas, Eric Bouillet, Ramu Ramamurthy, Jean-Francois Labourdette,
Sid Chaudhuri, and Krishna Bala. Routing and restoration architectures in mesh
optical networks. Optical Networks Magazine, pages 91–106, January/February
2003.

[11] A. Fumagalli and L. Valcarenghi. IP restoration vs. WDM protection: is there
an optimal choice? Network, IEEE, 14(6):34–41, 2000.

[12] M.R. Garey, D.S. Johnson, et al. Computers and Intractability: A Guide to the
Theory of NP-completeness. WH freeman San Francisco, 1979.

[13] Konstantinos N. Georgakilas, Kostas Katrinis, Anna Tzanakaki, and Ole B. Mad-
sen. Impact of Dual-Link Failures on Impairment-Aware Routed Networks. In
Transparent Optical Networks, 2010. Proceedings of 2010 12th International Con-
ference on. IEEE, 2010.
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