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Introduction

Its simplicity and the high bandwidth provided at low cost made Ethernet an attractive technology in various network deployments. Since its invention in the 1970s,
Ethernet has proved that it can adapt to evolving requirements. It was originally
developed to provide connectivity in local area networks (LAN) and has become the
de facto standard for enterprise networking. Ethernet is now evolving from the enterprise to the carrier. Nevertheless, as a LAN technology, Ethernet did not offer
the resilience that is required in carrier grade service networks to provide quality of
service guarantees to the customers.
One of the most important carrier grade requirements is resilience. Carriers have
got used to the failover performance and robustness of Synchronous Optical Networks
(SONET) and Synchronous Digital Hierarchy (SDH) networks, hence they expect similar performance from a packet network too. Spanning Tree Protocol (STP) provides
failure handling in Ethernet networks from its early ages, which does not meet carrier
requirements as its convergence time is in the order of ten seconds. The Rapid Spanning Tree Protocol (RSTP) [1] and the Multiple Spanning Tree Protocol (MSTP) [2]
provides significantly faster failover by design, nonetheless, they cannot assure the
50 milliseconds (ms) carrier grade failover. RSTP and MSTP are distance vector
protocols, therefore, the count-to-infinity problem [3] may appear during restoration
from a failure. Other fault handling methods specified for Ethernet [4, 5, 6] are
specifically designed for ring topologies thus cannot be applied in networks having
arbitrary topology. Another approach is to rely on a centralised entity for fault handling as proposed by Sharama [7], which may decelerate failover and may be a single
point of failure. Therefore, new algorithms and protocols were needed to meet carrier
grade requirements in Ethernet networks and make it applicable even in metro scale
networks.
A recent development in Ethernet networks is the introduction of a link state
control protocol instead of the formerly used distance vector protocols. Thus network
utilisation and transmission bandwidth can be increased compared to that of spanning
tree protocols. The ISO/OSI Intermediate System to Intermediate System (IS-IS) [8]
routing protocol is a suitable basis for defining the new control for Ethernet networks
because it supports the handling of MAC addresses and it is defined based on Type,
Length and Value (TLV) structures. There are two recent standards addressing this
problem space: the IEEE 802.1aq Shortest Path Bridging (SPB) [9] and the IETF
Transparent Interconnection of Lots of Links (TRILL) [10, 11], both rely on IS-IS.
As SPB is specified by IEEE 802.1, it preserves the 802.1 architecture and it is
compatible with all other 802.1 standards. Therefore, SPB uses standard 802 frame
formats; it has Operations, Administration and Maintenance (OAM), the scalability
and data centre solutions specified by 802.1, etc. As opposed to this, TRILL specifies
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a new frame format, i.e. introduces a new data plane which implies the need for new
hardware. Furthermore, TRILL is limited to customer Ethernet services [10] because
it is specified assuming IEEE 802.1Q-2005 [2] thus it is not compatible with any
amendments to [2], i.e. with IEEE 802.1 standards published after 2005. Therefore,
TRILL has no OAM, it has scalability issues and it is not compatible with recent
data centre standards, which is summarised e.g. by Eastlake [12], who is the chair
of the TRILL Working Group. Due to the above differences, SPB is applicable in
a much wider space of networking scenarios. Nevertheless, the introduction of link
state control in Ethernet networks implies serious problems to be solved, e.g. loop
prevention. Therefore, SPB has to implement extensions to IS-IS in order be able to
use it for the control of Ethernet networks.
The spreading use of connectionless networks, e.g. the Internet Protocol (IP)
and Ethernet, as transport for connection oriented services raise the need for Quality
of Service (QoS) solutions. IP is often used in the transport of a Radio Access
Network (RAN). The QoS requirements (delay, loss and jitter) of the real-time traffic
of Universal Mobile Telecommunication System (UMTS) Terrestrial Radio Access
Network (UTRAN) are stringent. For example the total UTRAN delay for voice
traffic has to be below 7 ms. UTRAN has to implement Connection Admission
Control (CAC) in order to be able to meet the QoS requirements. The CAC has to
take into account the characteristics of UTRAN in order to be able to decide whether
or not a new connection can be admitted without disrupting ongoing connections.
The CAC has to be adapted to the applied transport technology in order to utilise
network resources.
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Research Objectives

The objective of this dissertation is to find algorithms and protocols that make Ethernet an applicable transport technology for metro scale networks keeping its advantages
that made it attractive for campus and enterprise. A further aim is to define algorithms that help to provide QoS assurances in UTRAN deployed on IP transport.
The following bullets summarise the objectives of the Theses.
• Define and evaluate methods and algorithms to ensure that an Ethernet network
comprised of standard IEEE 802.1Q-2005 bridges in its core is able to provide
the 50 ms carrier grade failover. That is, the new methods or algorithms can
only be implemented in edge nodes or in a management system. Based on the
physical topology of the network, forwarding paths have to be determined such
that they are able to tolerate at least a single link or node failure. Furthermore,
a method for detecting and handling failure events has to be also provided.
(Thesis 1)
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• Propose and evaluate algorithms extending existing link state protocols thus
making them applicable for the control of Ethernet networks. The main goal
is to provide loop prevention for a link state protocol controlling an Ethernet
network. (Thesis 2)
• Define a Connection Admission Control algorithm for UTRAN using IP as transport network, such that the CAC is able to take advantage of Weighted Fair
Queuing scheduling implemented in transport network nodes. Furthermore,
define a CAC algorithm taking into account finer granularity than traffic aggregates thus able to guarantee QoS for voice flows. (Thesis 3)
Beyond the research objectives, I aimed to contribute to IEEE 802.1 standardisation with my results related to Shortest Path Bridging.

3
3.1

New Results
Resilient Ethernet

Carrier grade networks require fast failure handling, the requirement for the failover
time is 50 ms. The spreading of Carrier Ethernet implies the need for enhancements
to networks comprised of IEEE 802.1Q-2005 standard bridges as they cannot guarantee the required failover time. I have proposed and then evaluated enhancement
techniques in order to provide 50 ms failover time in a bridge network.
Thesis 1 I have defined a resilient Ethernet architecture for networks comprising
standard IEEE 802.1Q-2005 bridges in their core and implementing the proposed new
functionality in their edge nodes. I have shown that the proposed architecture is able
to meet the 50 milliseconds carrier grade failover requirement.
I proposed the resilient Ethernet architecture illustrated in Figure 1, where the
core of the network comprises manageable IEEE 802.1Q-2005 standard Ethernet
bridges (B1-B4), which support Virtual LANs (VLAN). Multiple predefined trees
are statically set up across the network to serve as either primary or alternative paths
thus provide connectivity. Each of the trees (T1-T3) is identified by a VLAN Identifier (VID). The trees are fault tolerant, i.e. they provide connectivity despite of the
breakdown of a network component. In the event of a failure, the edge nodes have to
stop forwarding frames to the affected trees and redirect traffic to unharmed trees.
That is, the new functionality is only added to the edge nodes (EB1-EB4).
The edge nodes have to implement a fault handling mechanism, which includes
the monitoring of the availability of the trees and traffic redirection in case of a failure
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Figure 1: An example for the resilient Ethernet network
event. The trees have to be designed such that at least one tree survives the failure
event against which the network is aimed to be protected. An algorithm is needed to
calculate the fault tolerant trees, which requires accurate knowledge of the physical
topology of the network.
Thesis 1.1 I have defined a lightweight distributed fault handling protocol to be implemented in the edge nodes of the resilient Ethernet network and I have shown by
means of measurements that the proposed protocol provides the 50 ms carrier grade
failover. [J3, C7, P16]
My proposed Failure Handling Protocol (FHP) is implemented in the edge nodes
of the network as illustrated in Figure 1. FHP relies on a few broadcast messages to
detect failures and to provide fast reaction to them. The three broadcast messages
and the corresponding roles of the edge nodes are the following:
• Keep Alive (KA) messages are broadcasted periodically by one or more edge
nodes referred to as emitter over each VLAN-tree according to a predefined
time interval TKA . If the KA messages are received by all other edge nodes,
then the VLAN-tree is alive and operational.
• Failure message is issued by an edge node having notifier role when a KA
message does not arrive over a VLAN-tree within a pre-defined detection interval
TDI . Thus the notifier informs all the other edge nodes on the breakdown of
the given VLAN-tree.
• Repaired message is issued by the notifier that detected the failure when a KA
message arrives over a previously failed VLAN-tree. Thus the notifier informs
all the other edge nodes about the reparation of the broken VLAN-tree.
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An example for the edge node roles is indicated in Figure 1. In order to avoid
broadcast storms, primary and secondary notifier s are distinguished. The TDI of primary notifier s is smaller than that of secondary notifier s, which is the only difference
between the two types of notifier s. The operation of the protocol is specified by the
flowcharts in Figure 2 for the two types of node roles.
Failover time is an important performance indicator of resilience approaches. The
upper bound of the failover time of my proposed architecture is
TF ≤ TKA + TDI + Ttr + Tpr ,

(1)

where Ttr and Tpr are the worst-case end-to-end transmission and packet processing
delays in the network, respectively. Assuming that RT T ∼ 2(Ttr + Tpr ) and TDI =
RT T , the failover time is TF ≤ TKA + 1.5 · RT T , where RTT is the Round Trip Time.
That is, the failover time depends on the size of the network. Besides the network
specific delays, the failover time can be controlled by TKA , of which smallest value is
3 ms in practice. Further guidance for the configuration of the protocol is given in
[D].
The operation of the protocol has been verified in a prototype implementation.
The measurements confirmed that the failover time can be maintained below 50 ms.
In order to be able to use the FHP, a proper connectivity structure is needed, which
can be provided by tree topologies in case of Ethernet networks. Nonetheless, even
determining the number of trees needed to handle a single link failure is NP-complete
as proven by Čičić [13, 14].
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5

§ l ¨
spanning trees are needed in order
Thesis 1.2 I have shown that at least k = l−n+1
to provide protection against a single link failure in a topology comprised of n nodes
and l links. [C8]
Remark : The lower bound is closer to the results provided by tree computation
algorithms than the upper bound.
The resilient architecture relies on redirecting the traffic from one tree to another
if a tree breaks down because of a failure event. In order to be able to perform traffic
redirection in case of a link failure, there has to be at least one tree that survives
the failure event thus provides connectivity. That is, for each link, there has to be a
spanning tree not containing that particular link. Determining the minimal number
of spanning trees meeting this requirement is an NP-complete problem.
Let n denote the number of nodes and l denote the number of links comprising
topology G = (N, L), where |N | = n and |L| = l. The lower bound for the number
of spanning trees necessary for link protection can be then calculated as:
»

¼
l
k=
.
l−n+1

(2)

An upper bound on the number of trees needed in order to provide tolerance
against a single link failure was given later by Čičić in [15], which also gives results
of a heuristic algorithm. Table 1 provides a comparison of the lower bound provided
by Equation (2) and the results published by Čičić [15] for random generated 16node topologies. The table also shows results provided by Algorithm 1.3-1, which is
described in the next thesis. The results provided by the algorithms are not integer in
the table because they were obtained as the average of several runs of the algorithms.
The upper bound provided by Čičić [15] is the Largest Minimal Cycle (LMC) in the
topology, thus the table provides the average LMC of the different 16-node topologies.
As the table shows, both algorithms provide results closer to the lower bound
than to the upper bound. Further results published by Čičić [15] show even larger
gap between the upper bound and heuristic results. Thus, the lower bound provides
more accurate picture on the characteristics of the topology than the upper bound.

Table 1: Number of trees required for handling a single link failure in 16-node networks
Average node degree
Upper bound of Čičić [15]
Average of heuristic algorithm of Čičić [15]
Average of Algorithm 1.3-1
Lower bound: Equation (2)
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4
4.6
2.6
2.4
2

4.4
4.5
2.5
2.18
2

4.8
4.2
2.2
2.16
2

Besides having an estimate on the number of required spanning trees, the spanning
trees themselves have to be determined.
Thesis 1.3 I have defined an algorithm that determines spanning trees for a given
input topology in order to provide protection against any single link or node failure,
which is based on heuristics. I showed by means of extensive simulations on random
topologies that the difference between the number of trees generated by my algorithm
for link protection and the lower bound was 1 for the majority of the up to 50-node
topologies evaluated. I have also defined an accurate physical topology discovery algorithm for heterogeneous Ethernet networks that provides the input necessary for
spanning tree computation; and I have evaluated its operation by means of measurements. [C3, C8, P11, P15]
The VLAN-tree topologies used for frame forwarding have to be fault tolerant in
order to be able to handle failure events. The aim is to have at least a spanning tree
that remains complete despite of the breakdown of a single network element, i.e. a
node or a link. Thus, the requirements for the trees are the following for the two
types of failures:
R1 Link failure – For each link, there has to be a spanning tree that does not include
that particular link.
R2 Node failure – For each node, there has to be a spanning tree where that particular
node is a leaf, i.e. its degree is one.
If these constraints are fulfilled, then there is at least one tree for each failure that
is not affected, thus able to provide the forwarding among network nodes.
My algorithm computes the VLAN-trees that meet the above requirements. The
construction of the VLAN-trees is split into two phases according to the two types
of failures aimed to be handled. The algorithm aims to be forward looking as much
as possible in order to minimise the number of trees both for link and node failures.
Despite Phase 1 algorithm only addresses link failures, the trees are constructed in
order to be able to handle node failures as well or at least do not deteriorate the computation of node protection trees if possible. Furthermore, in each step the algorithm
makes a decision taking into account potential further steps. In order to implement
the forward looking behaviour, a number of attributes are taken into account, which
makes the description space consuming. For the detailed description of the algorithm
please refer to [D]. A high level description of the algorithm is as follows:
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Algorithm 1.3
Phase 1 – Algorithm 1.3-1 : Determining spanning trees for link protection
Step 1.: Select the Central node, which is the highest degree node.
Step 2.: Construct the first tree from the Central node such that include all possible
links but reserve a link for the second tree at each node if possible. Thus, the first tree
becomes a star-like topology originated from the Central node, furthermore, allowing
to form a disjoint tree if it is possible.
Step 3.: Construct further trees until link failure handling criterion R1 is met. The
further trees are also constructed from the Central node. Nodes not yet leaf in any
former tree are connected by a single link if possible thus aiding tree construction for
node protection. Nonetheless, the key goal that the algorithm addressees in this step
is to avoid including a link in the tree under construction if that link is included in
all former trees. If it is not possible, then another tree is needed.
Phase 2 – Algorithm 1.3-2 : Determining spanning trees for node protection
Step 4.: Construct further trees until node failure handling criterion R2 is met. The
tree under construction is determined such that the branching points are the nodes
that are leaf in a former tree. The nodes that are not yet leaf in any tree are connected
by a single link to the tree under construction. If it is not possible, i.e. a non-leaf
node becomes a branching point in order to make the tree spanning, then another
tree is needed.
A key characteristic of the algorithm is that it minimises the number of the trees
providing fault tolerance, which is illustrated e.g. in Table 1. Algorithm 1.3-1 always
provided either the ceil or the floor of the average value shown in the table. Algorithm 1.3 was also evaluated by means of extensive simulations on random topologies
comprising 5 to 50 nodes having average degree from 2.5 to 5. The results showed
that Algorithm 1.3-1 provided as many trees for link protection as the lower bound or
only a single additional one for the topologies where the average degree of the nodes
was 2.8 or larger. Note, that a two-connected topology with the average degree of 2
is a ring topology.
Accurate knowledge of the physical topology is essential for determining the
VLAN-trees. Therefore I defined an algorithm that is able to discover the entire
physical topology among Ethernet bridges from multiple vendors even if they do not
implement standard features in support of topology discovery. The algorithm requires
that the manageable bridges implement some basic standards: STP or RSTP, VLAN
tagging, Simple Network Management Protocol (SNMP) [16], Bridge MIB [17], MIBII [18] and Interface MIB [19]. The algorithm consists of the following steps:
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Algorithm 1.4
Step 1 – LLDP discovery: Discovery of the topology segment that implements the
Link Layer Discovery Protocol (LLDP) [20], which is the standardized support for
topology discovery.
Step 2 – Node discovery: After the LLDP discovery, the Network Management System (NMS) implementing the topology discovery algorithm issues a broadcast ping
message to the sub-network broadcast address and waits for the replies in order to
discover the manageable nodes that do not support standard topology discovery.
Step 3 – Spanning tree discovery: Based on the ping messages and replies, the links
comprising the spanning tree that carries management traffic among non-LLDP bridges
are determined by the NMS.
Step 4 – Inactive link discovery: The links span among non-LLDP bridges and not
included in the spanning tree are then finally determined. The NMS logs-in the nonLLDP bridges and turns down the ports not yet included in the physical topology
database. The NMS then receives an SNMP message from both ends of these inactive
links. The topology database then becomes complete with the inactive links. Note
that turning down and up a link that is not part of the spanning tree neither causes
re-convergence in the spanning tree protocol nor disturbs user traffic.
The measurements on various, up to 12-node mesh topologies in a test network
comprising bridges of five vendors showed that the algorithm is accurate. For the
detailed description of the algorithm and the measurements please refer to [D].

3.2

Enhancements to Shortest Path Bridging

Frames are often forwarded along a roundabout path in Ethernet networks controlled
by a spanning tree protocol. Therefore, the IEEE 802.1aq Shortest Path Bridging
(SPB) [9] standard is introducing a link state protocol for the control of Ethernet
networks and aims to make frame forwarding more efficient by using the shortest path.
For the support of multicast forwarding, SPB implements shortest path forwarding
by means of source rooted Shortest Path Trees (SPT), i.e. each bridge has its own
SPT for frame transmission. Nevertheless, the existing link state protocols require
extensions in order to be applicable in SPB, e.g. because they do not provide loop
prevention, which is crucial in Ethernet networks.
Thesis 2 I have shown that a loop prevention mechanism is needed in link state
controlled Ethernet, then I have defined loop prevention algorithms that can be implemented as extensions to IS-IS and thus applicable in the control protocol of the IEEE
802.1aq Shortest Path Bridging architecture. I have proved that the proposed algorithms prevent the appearance of loops. I have evaluated the effects of the proposed
9

algorithms on network convergence time by means of extensive simulations in realistic
topologies.
Loop free operation at all times is an absolute requirement in Ethernet networks.
Therefore, SPB has to incorporate a mechanism that prevents loops irrespective of
the number of link state updates in progress and the order of their arrival and inclusion in the link state computation at a bridge. Note that there have been some
loop prevention mechanisms proposed for IP Fast Re-Route (IPFRR). However, as
summarised by Shand [21] none of these is a pure control protocol approach being
able to handle multiple topology changes in a reasonable time. Thus they are not
applicable in SPB.
The application of a loop mitigation mechanism was proposed for SPB in order
to treat transient loops. Reverse Path Forwarding Check (RPFC) can be applied to
audit the port of arrival of a frame in order to ensure that it arrives on the port lying
on the shortest path from the source. Note that RPFC is referred to as ingress check
in the SPB specification [9].
Thesis 2.1 I have shown that Reverse Path Forwarding Check fails to prevent the
appearance of forwarding loops. [S7]
Remark : The counter example I provided is referred to as Farkas loop e.g. by
Allan et al. [22].
All stable forwarding topologies are loop free both in Ethernet and IP networks,
however, loops may occur during topology transients. Figure 3 shows an example
topology transient, where a loop occurs despite of RPFC, i.e. ingress check
The figure shows only part of a topology, there might be further nodes connected
to B, C, D or E. Nevertheless, the figure shows all the links connecting the nodes
depicted in the figure and also indicates the cost of each link. The solid line links
are active in the SPT of node A but the dash dot line links are inactivated, e.g. by
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New topology view
Frame forwarding

frame discarding implemented by RPFC. The little arrows show the direction of frame
forwarding on the SPT of node A.
There is a topology change in the initial stage of the example: the physical connection between A and B is cut and a new physical connection appears between B
and E at the same time. The initial and the final topologies are loop free as illustrated
in the figure. The link between A and D is not used in the initial topology; and the
link between C and D is unused in the final one. However, a loop is formed during
the transient if nodes A, B and E are aware of the change thus have an updated
view on the topology but nodes C and D have an outdated view. The loop appears
even if RPFC is applied. As a consequence of the loop, multiple copies of a multicast
or broadcast frame may be spread towards other nodes connected to B, C, D or E
as shown by the little arrows. Note that the Time To Live (TTL) field applied in
IP packets is a weaker loop handling technique than RPFC, because TTL does not
prevent the appearance of loops but it provides means to live with them.
As the existing methods do not provide satisfactory solution for loop prevention
in link state controlled Ethernet networks, there is a need for a new and efficient
mechanism.
Thesis 2.2 I have defined the Neighbour Synchronisation loop prevention algorithm
and I have shown that it ensures loop free operation in link state protocol controlled
networks if neighbours having mismatch in their topology view drop packets instead of
forwarding them to each other. [J2, S6, P7]
Remark : Neighbour Synchronisation is an add-on to an existing link state protocol
for providing loop prevention.
If a link state protocol is used for the control of the network, then transient loops
may appear because of network nodes having different views on the physical topology
after a topology change. Therefore, I have proposed the Neighbour Synchronisation
algorithm for preventing transient loops, where neighbour nodes implement a handshake mechanism in order to make sure that they have the same view on the topology.
Furthermore, they do not exchange data frames in case of a topology mismatch. The
Neighbour Synchronisation fits very well into standard link state protocols, e.g. IS-IS.
The verification of matching topology databases can be implemented by exchanging
a digest on the topology database.
The topology database synchronisation is performed between neighbours and it
is independent of the synchronisation between another pair of nodes. Therefore,
different ports of the same node may have different synchronisation states. The state
of a port of a node can be modelled by the two-state state machine illustrated in
Figure 4. The names of the states reflect whether or not the node is synchronised
with its neighbour connected through the given port.
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Figure 4: Node port state machine
The port is in Sync if the topology digest of the peering node is the same as the
own topology digest, otherwise it is in Non-Sync. The port remains in Sync until the
node is not notified about any topology change or the peering node does not send a
topology digest differing from the locally stored one. If any of these two happens, then
the state of the port changes to Non-Sync. The port remains in Non-Sync as long
as the two neighbours have mismatching digests. As soon as they have a matching
digest again, the port moves to the Sync state. If the state of the port is Non-Sync,
then it blocks data communication to its neighbour connected through the given port.
Data communication only operates if the port is in Sync state.
I showed by an indirect proof that the Neighbour Synchronisation algorithm prevents loops, please refer to [D] for the details of the proof. The basis of loop prevention
is that the Neighbour Synchronisation mechanism ensures that there is no trespassing between different topologies, which is illustrated in Figure 5. Node A belongs to
topology k because it only received the LSPs describing topology k. As opposed to
this, node B belongs to topology k+1 as it has received one or more LSP on topology
information which differs from topology k. As the topology view of A and B are
different, the link between them is blocked by the Neighbour Synchronisation.
If a packet to be forwarded to B received by A on topology k, then A may perform
two actions on the packet. A either drops the packet or stores it in a buffer and
forwards it to B when they belong to the same topology again. If buffering is applied,
then a packet may pass through a topology update, e.g. from topology k to k+1.
If a packet is able to pass from one topology to another, then it may be forwarded
multiple times through the same node.

topology k+1

k

buffer

A

blocked

dr

op

topology k

B
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Figure 5: Topology separation
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Thesis 2.3 I have shown that the Neighbour Synchronisation algorithm provides optimal loop prevention even if buffering is applied instead of packet dropping because it
ensures that each packet gets to its destination such that it is transmitted by a node
at most k+1 times if there are no more than k topology changes in the network.
If packets are buffered instead of dropping meanwhile the neighbours are not in
synch and forwarded as soon as they have the same topology view, then the same
packet may be transmitted multiple times by the same node due to a very unlikely
series and coincidence of events, for which an example is given in [D]. An optimal loop
prevention algorithm minimises the number of times a packet transmitted through a
node even in such unlikely cases.
Definition 2.1. The state of a packet towards its destination is defined by (X, D),
where
– X is the number of topology changes in the network minus the number of topology
updates the packet has passed through and
– D is the distance to the destination in the number of hops remaining to the destination within the current topology.
Lexicographic order can be applied for the states:
(X1 , D1 ) > (X2 , D2 ) ≡ (X1 > X2 ) ∨ (X1 = X2 ∧ D1 > D2 ).

(3)

That is, state 1 is greater than state 2 if the packet in state 2 has been passed through
more topology updates than the packet in state 1 or if the packets in both states are
within the same topology and the distance in state 2 is smaller than the distance in
state 1.
Neighbour Synchronisation ensures that the state of a packet is always strictly
decreasing, i.e. either X or D decreases in the state of a packet following a former
one, otherwise the two states are the same. The reason for this is that no packet can
be exchanged between nodes being in different topologies as shown in Figure 5. Nodes
only exchange data packets if they have the same topology view, i.e. they are part
of the same topology. Within a particular topology, each packet is always forwarded
along a tree and transmitted by a node only once, which decreases the distance to
the destination at each hop.
Due to buffering, a packet may move from a topology to a more recent one if the
node storing the packet is updated to a more recent topology. If there are k topology
changes in the network, then a packet may be passed to an updated forwarding topology at most k times. Thus, a packet may be forwarded at most along k+1 topologies.
Therefore, the Neighbour Synchronisation method ensures that a packet is forwarded
at most k+1 times by a node, thus it provides optimal loop prevention even in case
of strange and unlikely constellation of events.
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Suspending packet exchange between neighbours adds some delay to network convergence time after a change in the topology.
Thesis 2.4 I have shown by means of extensive simulations on real and artificial
network topologies that the Neighbour Synchronisation loop prevention algorithm only
increases the convergence time within the range of milliseconds. Measurement results in a test implementation with standard parameter settings showed that the effect
of Neighbour Synchronisation on network convergence is negligible compared to the
convergence time. [S1]
The operation of the Neighbour Synchronisation algorithm was analysed in a
simulator developed in OMNeT++ 4.0 [23], which is a discrete event object oriented
C++ simulator environment. The bridge architecture was implemented according to
the IEEE 802.1Q [2] specification in the INET framework of OMNeT++. IS-IS was
then implemented as a Higher Layer Entity of the bridge architecture along the ISO
specification [8]. The Neighbour Synchronization handshake was then implemented
using IS-IS Hello PDUs.
The simulation analysis was performed on six topologies: the 22-node AT&T [24],
the 37-node COST266 [25] reference topology, a 50-node German backbone network
Germany50 [24] and an artificially constructed topology comprised of multiple rings
thus referred to as Rings. In addition, 100-node (R100) and 150-node (R150) random topologies were used. IS-IS parameters were fine tuned to eliminate artificial
delays, e.g. the delay between becoming aware of a topology change and starting the
Dijkstra computation. Thus, it was possible to detect the effect of the Neighbour
Synchronisation.
Table 2 shows the average of hundred simulation results for each scenario. Comparing convergence time results with and without the Neighbour Synchronisation, it
can be seen that the difference is roughly 1 ms in case of a link failure. The difference
varies more in case of a node failure, the additional delay to the average value is
between 1 ms and 10 ms. That is the Neighbour Synchronisation algorithm does not
deteriorate network convergence.
The operation of the Neighbour Synchronisation algorithm was also evaluated by
means of measurements in a prototype network comprised of six Debian GNU/Linux
PCs. The prototype uses the ISIS routing daemon called isisd from the quagga open
source routing suite [26]. The Neighbour Synchronisation algorithm was implemented
in the quagga daemon. All the IS-IS parameters were set to their smallest value
allowed by the standard [8] during the measurements.
The convergence time was investigated with and without the Neighbour Synchronization loop prevention algorithm. The convergence time was measured from the
14

Table 2: Average convergence time after a failure event [ms]

without Nbr Sync
with Nbr Sync

without Nbr Sync
with Nbr Sync

AT&T
7.980
9.008

Link failure
COST266 Germany50 Rings
18.632
35.432
77.331
19.615
36.019
78.336

R100
163.648
164.734

R150
394.811
395.758

AT&T
9.339
10.202

Node failure
COST266 Germany50 Rings
21.044
37.629
86.904
29.319
44.809
95.342

R100
164.490
165.333

R150
395.140
396.746

reception of the first notification of the link failure until the last FIB update associated with the topology change has been completed in the network.
The average convergence time of twenty measurement results without loop prevention was 2.03 seconds. Neighbour Synchronisation increased the average convergence
time to 2.1 seconds, i.e. the difference is two orders smaller than the convergence
time itself. That is, Neighbour Synchronisation did not increase the convergence
time significantly in case of standard IS-IS parameter settings.
Both the simulation and measurement based evaluations assured that Neighbour
Synchronisation eliminates the loops that occur without loop prevention. Furthermore, Neighbour Synchronisation does not deteriorate network convergence.
Thesis 2.5 I have defined Root Controlled Bridging (RCB) for the control of SPB
and I have shown that RCB prevents loops and reduces the computational complexity
to O (|L| + |N | · log |N |) from O (|N | (|L| + |N | · log |N |)), which is the complexity of
alternative solutions for topologies G(N, L) comprised of |N | nodes and |L| links.
[C2, S7, P9, P10]
Remark : RCB is an extension to an existing link state protocol, which improves
computational complexity besides providing loop prevention.
The SPB solution applying standard IS-IS without any special path computation
enhancement is referred to as Basic IS-IS in the following. In Basic IS-IS, each node
has to compute the source rooted SPTs of all other nodes besides its own one in order
to be able to implement proper frame forwarding, i.e. they have to perform an All
Pairs Shortest Path computation. Thus the computational complexity of Basic IS-IS
is O (|N | (|L| + |N | · log |N |)).
I proposed a new approach for the control of SPB networks referred to as Root
Controlled Bridging (RCB), which is an extension to IS-IS for the control of SPB
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networks. In RCB, bridges maintain the link state database as specified in IS-IS,
nonetheless, each bridge only computes its own tree and controls the set-up or update of its own tree, i.e. each tree is controlled by its Root Bridge. Thus, the
architecture is distributed and robust as SPTs are controlled independently of each
other. The control of each tree is centralised, which has significant advantages in
reducing computation. As each RCB bridge only computes a single SPT, the computation complexity is reduced to O (|L| + |N | · log |N |). Note that if a bridge goes
down, then its SPT becomes unnecessary.
The operation of RCB only differs from standard IS-IS when a forwarding tree is
computed and set up in the network. The operation of these processes is described
by the flowcharts in Figure 6. As Figure 6(a) shows, The Root Bridge computes its
new SPT if there is a change in the topology. If there is a change in the SPT as well,
then the new tree has to be set up in the network. If that is the case, then the Root
Bridge sets its discarding ports, then its forwarding ports. A discarding port drops
all frames it receives. After that the Root Bridge advertises its SPT to the rest of
the bridges in Tree Advertisement (TA) messages. TA can be implemented in a new
TLV, thus it is a standard compliant extension to IS-IS.
Figure 6(b) shows the set-up or update of a tree by non-root bridges after the
reception of the TA message. An important feature of TA message propagation is
that a TA message is only forwarded along the tree that it describes from the root
towards the leaves, i.e. it is not flooded. Another key feature of the SPT update
process is that discarding ports are always set before forwarding ports and further
distribution of the TA message, as also illustrated in Figure 6. This ensures loop free
operation, hence, no additional mechanism is needed for loop prevention in RCB.

Topology
change?

N

Y

Calculate the tree
N

Tree
Advertisement
received?

Change in
the tree?

N

Y

Y

Set discarding ports

Set discarding ports
Set forwarding ports

Set forwarding ports

Distribute Tree Advertisement

Forward Tree Advertisement

(a) Tree calculation

(b) Tree set-up

Figure 6: Tree computation and set-up
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I gave an indirect proof showing that the RCB update mechanism prevents loops,
please refer to [D] for the proof.
RCB reduces computation complexity at the price of messaging, which may influence network convergence time.
Thesis 2.6 I have shown by means of extensive simulations over various topologies
and parameter settings that RCB provides faster network convergence than alternative
link state solutions in mesh topologies larger than 200 nodes. [C1]
I have evaluated and compared the convergence time of Basic IS-IS and RCB
for different topology types of various sizes, both after link and node failure events.
In addition, an MSTP based control for SPB was also included in the evaluation,
which was the first one proposed when standardisation started; it is referred to as
MSPT-SPB. Thus the results also show a comparison of distance vector and link
state protocols. Three types of topologies were investigated. The Rings topology
consists of a central ring and sub-rings connected to it. In addition to the Rings,
lightly and heavily meshed topologies were applied. The number of nodes comprising
the networks varied from 50 to 280. The convergence time after a link failure in the
Light-mesh topology is shown in Figure 7. Please refer to [D] for further results and
detailed parameter settings.
Sparse topologies such as rings are not that favourable for solutions intense in
control messaging, e.g. MSTP-SPB or RCB, because the control information has
to travel on long paths. Thus, the convergence time of the Basic IS-IS approach is
smaller than that of the RCB for the Rings topology.
Nevertheless, SPB is advantageous to be used in more meshed topologies where
using the shortest path improves frame forwarding efficiency. The convergence time of
Basic IS-IS is considerably affected by the network size as both the number of nodes
0.06
RCB; P=0.01ms
RCB; P=0.001ms
Basic IS-IS
MSTP-SPB

Convergence time [s]

0.05
0.04
0.03
0.02
0.01
0
50

100

150

200

Number of bridges

280

Figure 7: Link failure in the Light-mesh topology
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and links influences its computational complexity, which becomes the dominant factor
as network size increases. Therefore, RCB outperforms Basic IS-IS over a certain
network size in the mesh topologies. In case of a link failure in a light mesh topology
the convergence time of RCB with the most realistic TA message parsing setting (P
= 0.001 ms) becomes smaller than that of the basic IS-IS if the network comprises
more than 200 nodes, which is illustrated in Figure 7.
The performance analysis showed that the convergence time of the Basic IS-IS
approach is sensitive to the size of the network in case of mesh topologies due to its
computational complexity. Root Controlled Bridging, which reduces the computational complexity at the price of more control messages, converges faster than Basic
IS-IS as the size of mesh topologies increases. The more meshed and the larger the
topology, RCB converges faster than the alternative Basic IS-IS approach.

3.3

Connection Admission Control for UTRAN

UMTS Terrestrial Radio Access Networks (UTRAN) have to implement Connection
Admission Control (CAC) in order to be able to meet the stringent QoS requirements
of admitted connections. On the other hand, the CAC should allow the utilisation of
the available network resources.
Thesis 3 I have defined Connection Admission Control algorithms for the Iub interface of UTRAN that are able to take into account flow level characteristics of user
traffic and improve the utilisation of network resources by taking advantage of the
Weighted Fair Queueing scheduling applied in transport network nodes.
The traffic of the Iub interface of UTRAN can be modelled by independent ONOFF modulated periodic sources. Traffic sources belonging to the same traffic class i
are described by the {Ti , bi , αi } parameter set. The Transmission Time Interval (TTI)
is denoted by Ti , which is the deterministic packet inter-arrival time if the source was
always in ON state. The packet size is denoted by bi and αi is the activity factor,
which describes the ON-OFF behaviour. The QoS requirements of traffic class i are
described statistically by the {di , εi } parameters, where di is the delay requirement
and εi is the allowed packet drop rate. Flow level QoS may be described by the
additional parameter δi , which is the probability of the violation of the εi packet drop
rate. The UTRAN system has K traffic classes and variable Ni is the number of
actually ongoing connections in class i.
A QoS requirement is violated if a buffer is overload ed, i.e. its input rate exceeds
its service rate, which is referred to as burst level QoS violation because it is caused by
the burst of sources in ON state. A QoS requirement may also be violated due to large
packet delay caused by temporary packet congestion even if the input rate of a buffer
18

is smaller than its service rate, which is referred to as packet scale QoS violation
or delay violation. A model that handles these two types of violations separately
was proposed and verified by Malomsoky in [27, 28]. That is, the packet drop QoS
requirement can be split into two:
εi = εburst
+ εpacket
.
i
i
Thus, burst scale and packet scale effects can be analysed separately. Furthermore,
a CAC algorithm can check burst and packet scale QoS violations independently of
each other before admitting a new connection.
A CAC algorithm may take advantage of the knowledge on the system and traffic
characteristics if they are available. A model for the traffic of UTRAN Iub interface
is given above. The n · D/D/1 queuing system described in detail by Roberts [29] can
be extended in order to describe the operation of UTRAN Iub. Therefore, a model
based CAC algorithm can be applied for the Iub interface of UTRAN.
As delay requirements are small compared to burst level dynamics, it is enough
to model the burst level operation by bufferless multiplexing. As opposed to this, if
a delay requirement is violated due to packet scale operation, then it can be assumed
that the buffer does not overflow. Therefore, the system can be modelled as if the
buffer was infinite when investigating packet scale QoS violations.
A model based CAC is described in the following.
Thesis 3.1 I have defined a Connection Admission Control algorithm that takes advantage of the Weighted Fair Queueing scheduling applied in an IP UTRAN network.
I have shown by means of simulations that my algorithm improves bandwidth utilisation at small link capacities, e.g. by 46% in case of a 2 · E1 link. [C10, P18]
For checking the packet scale QoS violation, I proposed to approximate the operation of the CB-WFQ system with a set of Strict Priority (SP) systems that operate
separate from each other. My proposal is referred to as Separated Strict Priority.
Approximation is required due to the complexity of the CB-WFQ system.
A traffic mix N = N1 , N2 , . . . , NK , which gives the number of ongoing flows of each
traffic class in a K-class system, does not violate the packet scale QoS requirement
if it is below the packet scale constraint surface in the space span by the number of
connections of different traffic classes.
Applying the proposed Separated Strict Priority model, the complex packet scale
constraint surface of a traffic class in a CB-WFQ system can be approximated by a
set of hyperplanes.
At an admission request, the CAC algorithm can check QoS violation performing
checks on the N new that had been formed if the new connection was admitted. Traffic
mix N new does not cause delay violation for class i if N new is below any of the
hyperplanes of class i, which is tested by checking
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Ã
max FiiY + 1 −
Y

X FjjY
FjiY

j∈Y

!
· Nj

> 0,

(4)

where Y denotes the index set of the buffers; FjiY , FiiY and FjjY are used to determine
a hyperplane, of which computation is described below.
If traffic mix N new passes the check of Equation (4) for each traffic class, then
admitting the new connection request resulting in N new does not cause packet scale
QoS violation.
As described above, the aim is to propose such equivalent systems to the original
CB-WFQ system that allows to express the packet scale constraint region of class i
served in queue k. Figure 8 illustrates my proposed approximation model in case of
a three-queue system. Three types of queues are distinguished: the observed queue
denoted by k, saturated and lightly loaded queues. That is the queues are partitioned
into three sets: {k} ∪ A ∪ B, where A involves the lightly loaded and B involves the
saturated queues. Class 1 ∈ B and Class 3 ∈ A in the example shown in Figure 8.
A lower bound for the service rate Sk for queue k in a WFQ system can be
determined as
Ã
!
X
ck
P
Sk ≥
C−
Rj ,
(5)
ck + j∈B cj
j∈A
where Rj is the input rate for queue j.
In order to provide an equivalent system, the saturated buffers (with index set B)
are first separated from the scheduler. Thus the reduced system includes buffers in
index set A and the observed buffer k. The service rate of the reduced system is
C0 =

ck +

c
Pk

j∈B cj

C,

(6)

which is an upper bound to the service rate of queue k.
The service order of packets depends on the actual value of the minimum bandwidth assignments (ci ). To give a worst-case approximation for queueing delay in

Figure 8: Separated SP model
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buffer k, packets in buffers A are assumed to be served as if they had priority over
the packets in buffer k.
The packet size has to be also adjusted for buffers in A in order to achieve proper
operation in the reduced system. These packets are served at the linkrate of the
original system, which appears for a buffer k packet in the reduced system as if the
size of the packets in any buffer in A were reduced to
b0i =

ck +

c
Pk

j∈B cj

bi ; ∀i ∈ A.

(7)

As a result, the reduced system operates as a Strict Priority scheduler with parameters C 0 and b0 . Depending on which buffers are considered to be saturated, 2L−1
different reduced systems can be distinguished, where L is the number of real-time
buffers of UTRAN Iub. Different reduced systems give good approximations under
different traffic conditions, and a combination of them gives a conservative approximation for the service rate at any traffic mixes. Therefore, queueing delay of buffer
k packets in the model is an upper bound for their queueing delay in the original
system.
By using the Separated Strict Priority model, the approximation problem of packet
scale constraint surface in the CB-WFQ system is reduced to the problem of approximating the packet scale constraint surface of low priority (LP) classes in multi-class
strict priority systems. As shown by Malomsoky [28], the delay constraint surface
of a LP class can be approximated by a single hyperplane and this approximation is
conservative.
Denote Y the index set of queues and KSP the number of classes in the SP system.
Y
Fji is the maximal number of class j sessions in the SP system if delay requirement
of a single class i session should be met and all other classes are empty. Formally,


Nj


X £ n
¤
FjiY = max Nj |
,
(8)
P Di j > di · Π(nj ) ≤ εpacket
i


n =0
j

£

n

¤

where P Di j > d is the delay distribution of a class i session if the number of class
j sessions in the system is nj . Π(nj ) is the probability that nj sessions are active,
which can be calculated using the multi-dimensional binomial distribution.
The equation of an approximating hyperplane of the delay constraint of class i
can be then written as
X FjjY
(9)
· Nj = FiiY + 1.
Y
F
ji
j∈Y
The packet scale constraint is then met if Equation (4) is valid for each traffic
class as described above.
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The burst scale QoS violation has to be also checked, for which I proposed a
Gaussian approximation. Applying the central limit theorem, the distribution of the
number of active sessions in a buffer can be approximated by a normal distribution
if the number of sources grows. Then, the check for burst scale QoS violation can be
performed using the following closed form approximation:
³
´ Ṽ
³
´
k
,
1 − Φ C, R̃k , Ṽk +
· ϕ C, R̃k , Ṽk ≤ εburst
k
R̃k

(10)

where ϕ(x, µ, σ 2 ) and Φ(x, µ, σ 2 ) are the density and cumulative distribution functions
of the normal distribution with mean µ and variance σ 2 , respectively. Furthermore,
R̃k and Ṽk are the mean and variance of the input rate in buffer k, which are corrected
according to the CB-WFQ operation as described in detail in [D].
I have evaluated the performance of the proposed CAC algorithm by means of
simulations and compared its bandwidth efficiency to the Separated FIFO algorithm,
which was the only alternative to Separated Strict Priority. Separated FIFO applies
a FIFO approximation for WFQ, i.e. the capacity is split proportional to the weight
setting, thus the guaranteed rate is always reserved for each queue. At small link
capacities, e.g. at 2·E1, the capacity need of Separated FIFO is 46% larger than that
of the proposed Separated Strict Priority CAC algorithm. The difference decreases as
the link capacity increases because the packet scale operation becomes less dominant.
Thesis 3.2 I have given a Connection Admission Control algorithm that guarantees
QoS at flow level such that Gaussian approximation is applied for the bufferless multiplexing model and I have shown that the packet loss violation probability can be
approximated as the quantile of a normal distribution. [C9]
If QoS is aimed to be guaranteed at flow level instead of aggregates, then the
QoS definition of [C9] should be applied. The QoS requirement for aggregates, e.g.
for a traffic class, is typically determined by the delay requirement d and packet
drop requirement ε. However, besides the number of admitted flows, the fraction of
dropped packets also depends on the activity factor α of ongoing flows. The flow level
QoS requirement proposed by [C9] is that the δ probability of the violation of the ε
packet drop rate requirement should be kept below a required value.
Bufferless multiplexing is applied to evaluate burst level operation, which is also
applied when taking into account the flow level QoS requirement. The multiplexer
serves Z = C · T /b packets in a source period, and multiplexes N ON-OFF sources,
of which activity factors are iid random variables.
Meeting the QoS requirement depends on the number of sources in state ON at
the same time, which is a sum of Bernoulli random variables. Applying the central
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limit theorem, we get

Z−
δ = P  qP



PN

N
i=1

i=1

αi

≤ Φ−1 (1 − ε)

(11)

αi (1 − αi )

for the QoS measure δ, where δ = 1 indicates QoS violation.1
The direct calculation of δ is very complicated even for small values of N , which
motivates the application of an accurate and fast approximation of δ.
I propose the following method for the calculation of δ in case of a general distribution of the activity factor. In order to calculate δ, we need to determine
P
Z− N
i=1 αi
Y = qP
.
(12)
N
i=1 αi (1 − αi )
I applied the following steps to derive δ:
1. I have shown that Y is normally distributed independently of the distribution
of activity factors;
2. I have determined the mean and the variance of Y using the first moments of
the activity factor. The first and the second moments of Y can be calculated
as infinite Taylor:
£
¤
E [Y] = A(µ1 ) + C(µ1 )N σ 2 + E(µ1 )N E (α − µ1 )3 + . . .
£ ¤
E Y 2 = A2 (µ1 ) + N σ 2 ×
£ 2
¤
£
¤
B (µ1 ) + 2A(µ1 )C(µ1 ) + N E (α − µ1 )3 ×
[2A(µ1 )E(µ1 ) + 2B(µ1 )C(µ1 )] + . . .
where µi is the i-th moment, σ 2 is the variance of the activity factor and
A(a) = p

Z − Na

N a(1 − a)
1 (Z − N a)(1 − 2a)
1
p
B(a) = −
−
2 [N a(1 − a)]3/2
N a(1 − a)
1
3 (Z − N a) (1 − 2a)2
Z − Na
C(a) =
+
+
2 [N a(1 − a)]3/2 8 [N a(1 − a)]5/2
1
1 − 2a
2 [N a(1 − a)]3/2
1

Φ(x) and Φ−1 (x) denote the standard normal distribution function and its inverse, respectively.
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9 (1 − 2a)2
15 (Z − N a)(1 − 2a)3
−
−
4 (N a(1 − a))5/2
8 (N a(1 − a))7/2
9 (Z − N a)(1 − 2a)
1
3
−
.
(N a(1 − a))3/2 2 (N a(1 − a))5/2

E(a) = −

3. I have then calculated δ = P [Y ≥ Φ−1 (1 − ε)].
The above results can be applied in an admission control algorithm that takes
into account flow level characteristics as described in detail in [C9]. The probability
of drop rate violation δN for N flows, can be calculated based on the results described
above as follows:
¡
£ ¤
¢
δN = Φ Φ−1 (1 − ε) ; µ = E [Y] , σ 2 = E Y 2 − E [Y]2 ,
(13)
where the mean and variance of Y should be determined as specified in Step 2 above.
If δN < δ, then the CAC decision is ”Admit”, otherwise it is ”Reject”.
The numerical properties of the proposed algorithm were evaluated for uniform
activity factor distribution and for the GSM speech activity distribution measured by
Westholm [30], which showed that the proposed algorithm is accurate. Please refer
to [D] for the details of the evaluation and for the proof of Equation (13).

4

Methodology

Existing or already specified telecommunication network systems are generally evaluated by means of measurements, simulations or analytical formalism, which provide
deep understanding of our networks. Nonetheless, these evaluation methods on their
own are not necessarily suitable to define the innovation involved in the evolution of
telecommunication networks. Advancement requires the specification of new architectures, protocols and algorithms, which then can be evaluated by the widely applied
evaluation methods.
A new Ethernet architecture has been defined in Thesis 1 in order to meet the
resilience demands, which includes the definition of protocol components and algorithms. The operation and performance of these protocols and algorithms were
verified by simulations and measurements on a prototype implementation. The performance of the architecture was evaluated by means of measurements.
Protocol extensions were proposed in Thesis 2 in order to accommodate the link
state principle being introduced in Ethernet networks. The operation of the Neighbour Synchronisation loop prevention technique was verified in a prototype implementation by means of measurements. Furthermore, the characteristics of the proposals
were determined by means of packet level simulations.
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New algorithms for Connection Admission Control have been defined for the Iub
interface of UTRAN networks in Thesis 3. These algorithms apply analytic methods
and they were verified by means of simulations.

5

Application of the Results

Protection for point-to-point and point-to-multipoint Ethernet services is provided
by the Provider Backbone Bridge Traffic Engineering (PBB-TE) [31] standard, which
applies similar principles to the resilient architecture defined by Thesis 1. Furthermore, protection for multipoint services in an SPB controlled Ethernet network can
be implemented along the principles of Thesis 1 as described in detail in [P1]. Patent
application [P16] is submitted on the failure handling protocol of Thesis 1.1. The tree
computation algorithm defined by Thesis 1.3 is covered by patent application [P15]
and it can be also applied within the multi-topology routing framework proposed by
Menth [32] and Čičić [13] for IP resilience. Patent application [P11] was submitted
on the topology discovery algorithm of Thesis 1.3. Furthermore, the prototype implementation of Thesis 1 was the winner at an Ericsson-wide prototype competition
in 2006.
Thesis 2.2 has become the basic principle of the standard loop prevention solution
for SPB [9]. Furthermore, Thesis 2.2 can be also applied as a loop prevention method
in the IP Fast Re-Route framework. Patent application [P7] was submitted on Thesis
2.2. Patent applications [P5, P8, P9, P10] are related to Thesis 2.5.
The CAC algorithm specified by Thesis 3.1 can be applied in IP UTRAN networks.
The CAC algorithm of Thesis 3.1 was submitted in patent application [P18]. A
dimensioning algorithm, e.g. the one specified in [P13], may also take into account
the CAC algorithm implemented in transport network nodes.
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